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• Suppression and prevention of crime / safety and 
security - continuing work on identifying 
statistically significant methods /results 

• Role of technology to achieve those (more or 
less) universally shared positive goals 

• Balancing affected civil liberties  

 - quest for balance is difficult, but not impossible 

 - in that quest lie possibilities for “improving the 
 law” (understanding technology and effects of its 
 possible use incl. possible risks) and for “improving 
 technology” (understanding legal norms and 
 translating them into practice: requirements and 
 possible legal risks) 

 

 

 

 

 



B. Custers, B. Vergouw, Promising policing technologies: 

Experiences, obstacles and police needs regarding law 

enforcement technologies, CLSR , Vol. 31, 4, 2015, pp. 518–526. 



Preventive and reactive policing 
• “At the crux of the privacy discussion is whether you 

want to have police agencies that are purely focused 
on enforcing the law – which is the traditional role – 
or use law enforcement to prevent crimes – which is 
what the US started doing at a large scale after 9/11 
with the counter-terrorism aims. Crime response and 
crime prevention are very different; the prevention 
model requires highly varied measures with data 
analysis, because you must identify crimes before 
they happen” 

  

 K. Quaintance, George C. Marshall European Security Studies, Germany, in: 
TACTICS, Tactical Approach to Counter Terrorists in Cities  (FP7-SEC-2011-1), D8.2., 
31.8.2015. 



 

    

   “IDEAL WORLD” 

 

No abuse, no discussion and/or complaints, 
safeguards or otherwise regulation is not needed 









http://www.sandiegouniontribune.com/news/2013/nov/08/cir-

facial-recognition-software-san-diego/ 









Questioning surveillance – the rationale 

“Questioning surveillance is, by definition, not accepting  

surveillance as inevitable, but rather asking whether a given  

surveillance system is really necessary and, if it is so determined  

- preferably in consultation with stakeholder groups [… ] then  

asking  what sort of controls, oversight and/or counter-measures  

should be put in place to  ensure that the surveillance system  

does not abuse the public interest. ” 
 

D. Wright et al., Questioning surveillance,   

CLSR;  Vol. 31, 2, 2015, pp. 280–292 

 

 

 





The EU data protection reform - in brief 



Charter of Fundamental Rights of the EU: personal  

data protection + privacy guarantees (Articles 7 + 8) 

 

Article 16 TFEU:  

Everyone has the right to the protection of  personal data  

concerning them. 

 Ordinary legislative procedure: rules relating to 
protection of individuals with regard to processing of 
personal data by EU institutions, bodies, offices and 
agencies, and by MS when carrying out activities which 
fall within the scope of EUlaw, and rules relating to free 
movement of such data.  

 Compliance control by independent authorities 

 

 



• Article 16 TFEU  

 Includes also the former third pillar – LE sector  

 

 However, annexed to the Lisbon Treaty:  
  
 Declaration no. 21 on the protection of personal data in 

the fields of judicial cooperation in  criminal matters and 
police cooperation:  

 
 “specific rules on the protection of personal data and the 

free movement of such data in the fields of  judicial 
cooperation in criminal matters and police cooperation 
based on Article 16 of the [TFEU] may prove necessary 
because of the specific nature of these fields” 

 



• Proposed General Data Protection Regulation (GDPR) and 
the Data Protection Police Directive (DPPD) 

• Mutually exclusive legal instruments 

• Revokes the Council Framework Decision 2008/977/JHA 
of 27.11.2008 on the protection of personal data 
processed in the framework of police and judicial 
cooperation in criminal matters  (was due TBI by 
27.11.2010!) 

• DPPD ambition: harmonizing rules (also) in domestic 
data processing in the police and judicial sectors  

• Political agreement at the Council: February 12th, 2016 

• Adoption expected in spring 2016  

• Application of implementing legislation in MS: + 2 yrs 
(spring 2018?) 

 



 
Related CoE activities  

 
Convention for the protection of individuals with regard to 
automatic processing of personal data - modernization  
(in progress) 



Basic concepts (DPPD) 

• Personal data (PD): any information relating to identified 
or identifiable natural person (data subject). Identifiable 
person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier such 
as a name, an identification number, location data, 
online identifier or to one or more factors specific to 
physical, physiological, genetic, mental, economic, 
cultural or social identity of that person 

• Processing: any operation/set performed upon PD 

• Controller: competent authority determining the 
purposes and means of processing PD 

 

 



Material scope 

 

 PD protection relating to PD processing by 
competent authorities for the purposes of  

 

 prevention, investigation, detection or 
prosecution of criminal offences or the 
execution of criminal penalties, including the 
safeguarding against and the prevention of 
threats to public security  

 

 

 

 



  

• Competent authorities - broad scope to encompass: 

 

 - any public authority competent for the above purposes AND 

 - any other body or entity entrusted by national law to 
exercise public authority and public powers for the above 
purposes  

 

 

• Excluded from DPPD scope:  

 - PD processing outside EU law’s scope (national security, 
CFSP: chapter 2 title V TEU)  +  

 - PD processing by EU institutions, bodies, offices and 
agencies (Regulation 45/2001) 

 

 



Elephant(s) in the room? 

• Concept of criminal offense “should be 
autonomous” as intepreted by the CJEU  - a “should 
in a recital”. In practice it will probably operate 
according to discretion/ legal system of each MS (to 
begin with - at least) 

 

• to avoid any doubt expressly mentioned examples in 
recital: police activities without prior knowledge if 
incident is a criminal offence or not; taking coercive 
measures e.g. police activities at demonstrations, 
major sporting events and riots  

 



Elephant(s) in the room? 

• Concept of public security – unspecified in DPPD so most 
probably left at MS discretion (to begin with at least) 

• Criticisms to this were recently addressed in text of 
political agreement by making a link to criminal offences 
(“purposes of prevention … or prosecution of criminal 
offences… including the safeguarding against and the 
prevention of threats to public security”), and explained 
in recitals:  

– maintaining law and order as a task conferred on LEAs 
where necessary to safeguard against and prevent threats 
to public security and to fundamental interests of the 
society protected by law, which may lead to a criminal 
offence 

 

 

 



• Or… autonomous definition of “public security”?  

 

• Looking at ECJ's case law so far (AFSJ area - e.g. case C-
601/15 PPU): „So far as the concept of ‘public security’ is 
concerned, it is apparent from the Court’s case-law that 
this concept covers both the internal security of a 
Member State and its external security and that, 
consequently, a threat to the functioning of institutions 
and essential public services and the survival of the 
population, as well as the risk of a serious disturbance to 
foreign relations or to peaceful coexistence of nations, or 
a risk to military interests, may affect public security (see, 
to that effect, judgment in Tsakouridis, C-145/09, 
EU:C:2010:708, paragraphs 43 and 44).“ 

 



The GDPR and the DPPD: clear delineation in 
scope? Harmonization in domestic DP? 

• scope of competent authorities + purposes: critical for DPPD appl.  

• so e.g. where PD processing activities by competent authorities are not 
carried out for DPPD purposes, if applicable normally the GDPR applies 
to such processing (higher DP standards), same applies to initial 
processing of PD by private entities for other purposes (financial data, 
banking data, communications data etc.) 

• in theory national MS laws could prescribe even such processing 
activities by such private entities  (also?) as potentially relevant for LEA 
purposes, could that entail application of the DPPD (lower DP 
standards)? Entities subject to double rules/ standards , lack of clarity 
– lack of legal certainty 

• processing of PD by same or other controllers for other DPPD purposes 
than the one for which data were collected is OK if:  a) controller is 
authorised to process such PD for such a purpose under EU/ MS law, 
and b) processing is necessary and proportionate to that other 
purpose in line with EU or MS law 

 

 



 

 (recital 24b)  …. In particular, the rules of this Directive should apply 
to the transmission of personal data for the purposes of this 
Directive to a recipient not subject to this Directive. Such recipient 
should mean a natural or legal person, public authority, agency or 
any other body, to which the data are lawfully disclosed by the 
competent authority. Where data were initially collected by a 
competent authority for one of the purposes of this Directive, 
Regulation EU/XXX should apply to the processing of this data for 
purposes other than the purposes of this Directive where such 
processing is authorized by Union or Member State law. In 
particular, the rules of Regulation EU/XXX should apply to the 
transmission of personal data for purposes outside the scope of this 
Directive. For the processing of personal data by a recipient who is 
not or is not acting as a competent authority within the meaning of 
this Directive and to whom personal data are lawfully disclosed by a 
competent authority, Regulation EU/XXX should apply.  



Security of processing 
Article 27 

 

• Controller and processor shall implement, having regard to 
the state of the art and the costs of implementation and 
taking into account the nature, scope, context and purposes 
of the processing as well as the risk of varying likelihood and 
severity for the rights and freedoms of individuals, 
appropriate technical and organisational measures to ensure 
a level of security appropriate to the risk, in particular as 
regards the processing of special categories of PD 

 

• Recital 38 … “The implementation of such measures cannot 
depend solely on economic considerations. “ 
 

 



Special categories of PD 

Extended scope of special categories of PD and 
definitions are aligned with the GDPR =  

 

PD revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade-union 
membership, and the processing of genetic data, 
biometric data in order to uniquely identify a person or 
data concerning health or sex life and sexual 
orientation 

 



Risks for data subjects: examples 

• May result from data processing which could lead to physical, material or 
moral damage, in particular where the processing may give rise to 
discrimination, identity theft or fraud, financial loss, damage to the 
reputation, loss of confidentiality of data protected by professional 
secrecy, unauthorized reversal of pseudonymisation, or any other 
significant economic or social disadvantage; or where data subjects might 
be deprived of their rights and freedoms or from exercising control over 
their personal data; where special categories of personal data are 
processed or criminal convictions and offences or related security 
measures; where personal aspects are evaluated, in particular analysing 
and prediction of aspects concerning performance at work, economic 
situation, health, personal preferences or interests, reliability or 
behaviour, location or movements, in order to create or use personal 
profiles; where PD of vulnerable individuals, in particular children, are 
processed; where processing involves a large amount of PD and affects a 
large number of data subjects.  

• HIGH RISK: particular risk of prejudice to subjects’ rights and freedoms 

        (recitals 37a-b) 



 In respect of automated data processing, after evaluation of 
risks, controller / processor shall implement measures 
designed to:  

 

– deny unauthorised persons access to data-processing 
equipment used for processing PD (equipment access control);  

– prevent unauthorised reading, copying, modification or removal 
of data media (data media control);  

– prevent unauthorised input of data and unauthorised 
inspection, modification or deletion of stored personal data 
(storage control);  

– prevent use of automated data-processing systems by 
unauthorised persons using data communication equipment 
(user control);  

– ensure that persons authorised to use an automated data-
processing system only have access to the data covered by their 
access authorisation (data access control);  



– ensure that it is possible to verify and establish to which 
bodies PD have been or may be transmitted or made available 
using data communication equipment (communication 
control); 

– ensure that it is subsequently possible to verify and establish 
which PD have been input into automated data-processing 
systems and when and by whom the data were input (input 
control);  

– prevent unauthorised reading, copying, modification or deletion 
of personal data during transfers of PD or during transportation 
of data media (transport control);  

– ensure that installed systems may, in case of interruption, be 
restored (recovery);  

– ensure that functions of the system perform, that appearance of 
faults in the functions is reported (reliability) and that stored PD 
cannot be corrupted by means of a malfunctioning of the 
system (integrity) 



Significance of record-keeping duty?  
Read the “where possibles” 

Article 23 

• 1. Each controller must keep records of all categories of PD 
processing activities under their responsibility:  

• contact details of the controller, any joint controller and the DPO;  

• purposes of processing;  

• categories of recipients;  

• description of categories of data subjects and of PD categories;  

• where applicable, use of profiling;  

• where applicable, categories of transfers of PD to a third country or an 
international organisation;   

• indication of legal basis, including for transfers;  

• the “where possibles”: envisaged time limits for erasure of the different 
categories of data; general description of technical and organisational 
security measures referred to in Article 27(1) 



Logging (Art.24 DPPD) 
• Logs must be kept for at least these processing operations in 

automated processing systems: collection, alteration, consultation, 
disclosure including transfers, combination OR erasure.  

 

• Consultation and disclosure logs shall make it possible to establish 
justification, date and time of operations and as far as possible 
identification of the person who consulted or disclosed personal 
data, and identity of recipients of such data. 

 

• To be used only for verification of lawfulness of data processing, 
self-monitoring,ensuring data integrity and security, and for 
criminal proceedings. 

 

• Controller and processor shall make logs available, on request, to 
the supervisory authority. 

 



Vitality of logs in automated data processing 
systems 

 

 “The WP 29 reminds that the keeping of logs is an essential 
element of accountability and transparency, linked to 
internal control and audit as well as to the monitoring of the 

 lawfulness of the processing by supervisory authorities. It 
also enables the effective exercise of rights by data subjects. 
In that sense, in absence of detailed and understandable logs 
also safeguarded by measures aiming to maintain their 
integrity, the effectiveness of any kind of control would be 
seriously diminished.“ 



Extended time-limit for implementation 

 1. MS may provide that, exceptionally, where (implementation 
of logging functionalities) would involve disproportionate 
efforts, earlier established automated processing systems 
shall be brought into conformity with the logging duty within 
7 years of DPPD’s entry into force 

 

 There is a possibility for even further prolongation: 

 

 2. In exceptional circumstances this time limit can be extended 
even further – altogether up to 10 years as of entry into 
force, where (implementation of logging functionalities) 
would entail serious difficulties for the operation of a 
particular automated processing system. In such cases MS 
must notify the Commission of the relevant details.  



… and in the meantime?  
 Recital 73(a) - not an operative provision - it’s really only 

about setting an example of good practice - and in such 
circumstances why was the situation with a possible shorter 
delay (2-7 yrs) not included?  

 “ Where Member States use the longer implementation 
period expiring 7 years after the date of entry into force of 
this Directive for meeting the logging obligations for 
automated processing systems set up prior to the date of 
entry into force of this Directive, the controller or the 
processor should have in place effective methods of 
demonstrating the lawfulness of the data processing, of 
enabling self-monitoring and of ensuring data integrity and 
data security, such as logs or other forms of records.“  

 

 * The above is otherwise a prescribed duty where PD are processed 
in non-automated processing systems (Art. , recital 40* 



• How does this derogation relate to duty of the controller to be 
able to demonstrate (to the supervisory auhority) compliance 
of its processing operations with the Directive (e.g. 
implementation of necessary security measures)? 

 

• Rights of data subjects – complaint to supervisory authority, 
judicial remedy against controller or processor, right to 
receive compensation for the damage suffered (material or 
immaterial) from the controller or any other authority 
competent under national law?  

 

 ECHR case law: remembering I v. FINLAND, Application no. 
20511/03, 17 July 2008) 

 

 



Further questions 

• Even such preexisting systems where special 
categories of PD are being processed? 

• Even such preexisting systems entailing high 
risks for individual DP / privacy rights (incl. 
especially, where profiling is involved)?  

 * Any form of automated processing of PD consisting 
of using those data to evaluate certain personal aspects 
relating to a natural person, esp. to analyse or predict 
aspects concerning that natural person's performance at 
work, economic situation, health, personal preferences, 
interests, reliability, behaviour, location or movements * 

 

 



Automated individual decision making  

• Article 9 

 Decisions based only on automated processing, incl. profiling, which 
produce adverse legal effects for data subjects or significantly affect them 

  

 Exception from prohibition: when such decisions are allowed under EU or 
MS law to which the controller is subject and which provide appropriate 
safeguards for subject’s rights and freedoms, at least the right to obtain 
human intervention by controller (?!) 

 

• Such decision cannot be based on special categories of PD unless suitable 
measures are implemented to safeguard data subject's rights and 
freedoms and legitimate interests (omitted from text but possible in 
practice?: “at least the right to obtain human intervention” – see above)  

 

• What is for sure prohibited: profiling resulting in discrimination against 
individuals on the basis of such data 



DPIA 
• Entirely new provision (not in Framework Directive)  - Article 25a Data 

Protection impact assessment  - controller’s duty to asess before 
processing the impact of processing operations on PDP 

 

• WHEN?  

 Type of processing, in particular, using new technologies, and taking 
into account nature, scope, context and purposes of processing is 
likely to result in a high risk for rights and freedoms 

 

• SCOPE OF ASSESSMENT – PRESCRIBED MINIMUM 

 a) general description of envisaged processing operations 

 b) assessment of risks + measures addressing them  

 c) safeguards, security measures and mechanisms to ensure  PDP and 
demonstrate compliance with Directive, taking into account rights and 
legitimate interests of data subjects and other persons concerned 



Prior consultation of supervisory authority 

• Article 26 

 1. Before processing of personal data which will form part of a 
new filing system to be created, if:  

 (a) DPIA indicated a high risk in the absence of measures taken by 
controller to mitigate the risk; or  

 (b) type of processing, in particular, where using new 
technologies, mechanisms or procedures, involves a high risk for 
the rights and freedoms of data subjects  

 

• Supervisory authority is to be consulted during preparation of 
a proposal for a legislative measure to be adopted by a 
national parliament or of a regulatory measure based on such 
a legislative measure, which relates to PD processing 



DPOs 
1. Mandatory for controllers but MS may exempt courts and other 

independent judicial authorities when acting in their judicial capacity 

2. A minimum of tasks prescribed: 

  (a) to inform and advise the controller and the employees who are 
 processing PD of their obligations pursuant to the Directive and to 
 other EU or MS data protection rules; 

  (b) to monitor compliance with the Directive, with other EU or MS 
 DP rules and with controller’s policies related to PD  processing incl. 
 assignment of responsibilities, awareness-raising and training of staff 
 involved in processing operations, and related audits; 

  (c) to provide advice where requested on DPIA and monitor its 
 performance; 

  (d) to cooperate with the supervisory authority; 

  (h) to act as the contact point for supervisory authority on issues 
 related to PD processing, including the prior consultation and 
 consult, as appropriate, on any other matter 



Pseudonymisation 

  

• Pseudonymisation: processing of PD in such a way 
that the data can no longer be attributed to a 
specific data subject without the use of additional 
information, as long as such additional information 
is kept separately and subject to technical and 
organisational measures to ensure non-attribution 
to identified or identifiable person 

 



Visions of use 

• Pseudonymisation can serve as a tool that 
could facilitate, in particular, the free flow of 
personal data within the Area of Freedom, 
Security and Justice (recital 38) 

 

• Data protection by design 

 



DP by design 

 Article 19 

• Both at the time of determination of means for processing 
and at the time of processing controller must implement 
appropriate technical and organisational measures, such as 
pseudonymisation, which are designed to implement data 
protection principles, such as data minimisation, in an 
effective way and to integrate the necessary safeguards into 
the processing, in order to meet requirements of this 
Directive and protect rights of data subjects.  

• Factors to consider: state of the art + implementation costs + 
nature, scope, context and purposes of processing + risks of 
varying likelihood and severity for subjects’ rights and 
freedoms posed by the processing  



DP by default 

  

 Controller must also implement appropriate technical and 
organisational measures for ensuring that, by default, only 
personal data which are necessary for each specific purpose 
of processing are processed  

 

 The above applies to: amount of data collected, extent of 
their processing, storage period and data accessibility 

 

 In particular, such measures shall ensure that by default 
personal data are not made accessible without the individual’s 
intervention to an indefinite number of individuals 
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