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Abstract 
The Internet of Things (IoT) is the interconnectivity with smart assets that are securely networked 
over an open, standard network. The full value of IoT is complementing smart, networked assets with 
contemporary technologies such as scalable computing, information management, analytics, and 
mobility gives us Internet of Things also known as Internet of Objects. The IoT will foster the 
development of a number of applications that make use of the potentially enormous amount and 
variety of data generated by such objects to provide new services to citizens, companies, and public 
administrations. The Internet of Things is a very real trend and it is just a matter of time before IoT 
has a signicant impact on the way we live our lives.  

Introduction 

The Internet of Things (IoT) is the interconnectivity of the world around us. We have stepped into 
a dawn of a new era of Internet of Things also known as Internet of Objects. Machine-to-machine 
(M2M) communications is at the heart of the Internet of things. The use of interconnected sensors 
and controls that help us gather and analyse data about the environment, the things that exist within 
it, and the people that act within it, to improve our understanding and automate previously manual 
processes. They have suitable protocol stacks that gives to this objects and things ability to 
communicate with one another and with people that uses them. idea of the Internet of Things suggests 
that rather than having a small number of very powerful computing devices in your life such as cars, 
shoes, wallet, mobile phones, oven, refrigerator, bracelet, watch and many other small things.  

Manufacturers of electronic products have started to incorporate general-purpose computer CPUs 
into their products, from washing machines to cars, as they have seen that it has become, in many 
cases, cheaper to do this than to create custom chips. Designers and engineers work closely to make 
industrial products, and hobbyist “hackers” (in the sense of tinkerers and amateur engineers), by their 
nature, are a diverse group encompassing various technical and artistic interests and skills. 

Methods for developing IoT infrastructure 

Cross-site scripting (XSS) is a type of computer vulnerability which is found in internet 
applications. They enable access to scripts which are run on the client side in the user's browser. 
Cross-site scripting is a vulnerability which can be exploited by attackers in order to bypass computer 
access control.[8] 

Careless surfing, use  of  outdated  browsing  and antivirus  software tools,  increased activity of  
spammers,  forwarding  of  links  and  images over social networking  and  internet  forums,  lack  of  
preventive  security measures  during  the  development  of  web  applications  aid  the wide-spread  
of  this  attack.  Once  an  attacker  is  able  to  find vulnerability associated with a  web application, 
he will be able to attack its  web  users  using  this  vulnerable  web  application.  Client side  scripts  
like  Java  Scripts are  most  widely  used  for implementing XSS attacks.[9] 

Privacy is an important issue in IoT devices and service on account of the ubiquitous character of 
the IoT environment. Entities are connected, and data is communicated and exchanged over the 
internet, rendering user privacy a sensitive subject in many research works. Privacy in data collection, 
as well as data sharing and management, and data security matters remain open research issues to be 
fulfilled.[10] 



Infrastructure and possibilities of device interaction 

Because IoT involves so many industries, new jobs will  be  generated  and  additional  value  will 
be increased, which bring chances to social development, including promoting employment and 
economic development1. Society also affects IoT development. Modern knowledge systems can be 
divided into many subjects. Table 1 lists some relative IoT subjects and their corresponding relevance 
to IoT development. 
 

Table 1 - Subjects examples related to IoT 

Relevance Subject examples 

Highest 
Information and communication engineering, electronics science and technology, control 
science and engineering, computer science and technology 

Very high Instrument science and technology, mechanical engineering, optical engineering 

High 
Chemistry, biology, physics, mathematics, transportation engineering, aviation aerospace 
science and technology, architecture, agricultural engineering, medical technology, pedagogy 

Middle Law, public management, applied economics 

Low Artistic theory, acheology, … 

Source: Huansheng, N.; Sha, H. Technology classification, industry, and education for Future Internet of Things; 
International journal of communication systems; 2012. Str. 1230 - 1241 
 

Figure 1- The future of IoT where all devices are connected and communicating with each other2 

 
 

Organizations are gaining flexibility to quickly adapt to changes, whether for new product 
introductions, planned product line changeovers, or other adjustments. Each affected zone, from the 
enterprise to the plant floor to the loading dock, receives real-time alerts about changes through 
networked mobile devices, video monitors, and human-machine interfaces. The real-time information 
also links back to the entire supply chain, so each step in the manufacturing value chain, from supply 
through production to distribution, can respond as quickly as needed. 

                                                      
1 Balandin, S.; Andreev, S.; Koucheryavy, Y. Internet of Things, Smart Spaces, and Next Generation Networks and 
Systems; Springer; 2015. str. 47. 
2 Tecrea; URL: https://tecrea.com.co/blog/2018/08/15/iot-empresas-generan-desarrollo-colombia-mundo 2018. 
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Interplay of Internet of Things and society 

As one of the significant emerging technologies, Internet of things has been revolutionizing so 
many fields including our daily lives, by providing new communication ways between machines. 
There are 3.4 billion internet users globally and 10 to 15 billion IoT devices and this number is 
regularly increasing. 

While internet revolution redefined the modern life and provided unprecedented opportunities, 
internet of things has brought smart-life with so many smart devices. It transformed every field of 
daily life, industry and economy. Some of the devices that come with components mentioned above 
are: kitchen equipments ( i.e refrigerator, oven, food processor ), home appliances, TVs, cars, lighting 
and heating products etc. Smart thermostat, for instance, alllows users to remotely adjust the 
temperature by using their mobile phone. In addition to that, as its collects data and interact with other 
connected devices, it learns user’s behaviours to automizes processes for the next time. On the other 
hand, as improvement of IoT continues, concerns about the information security are increasing. Even 
though IoT is revolutionary, it comes with some risks. And these concerns are not just a superstition, 
they are based on some incidents that already taken place. For instance, Proofpoint, a cyber-security 
company, reported that more than 100,000 smart TVs, refrigerators and other consumer items were 
compromised by hackers to transmit 750,000 malicious emails in a two-week period3. Smart gadgets 
are attractive to cyber-criminals and hackers. Because they are connected to internet 24 hours and 
they are less protected than computers, since users are less experienced and have usually less options 
for security with them4. 

Technical vulnerabilities can be basic vulnerabilities or application-based vulnerabilities. 
Technical ones refers to the vulnerabilities of common internet protocols. The core protocols of 
internet such as IP (Internet Protocol), TCP (Transmission Control Protocol) and HTTP (Hypertext 
Transfer Protocol) weren’t including security features at first when they created, since the Internet 
used for academical and governmental purposes and users of the internet were trusted individuals and 
institutions at that time. After a while, security precautions were included to these protocols as 
extensions with the expandation of the internet. Therefore, the Internet is still vulnerable to basic 
attacks such as DDoS, eavesdropping, hoaxing and packet sniffing. Apart from core protocols, there 
are a number of applications, including operating systems, that run on top of basic protocols. These 
application vulnerabilities are exploited by attackers to gain access privileges to remote systems, steal 
information and interrupt services. 

In general, hackers exploit both basic protocols and application vulnerabilities depending on the 
situation. 

In order to use the IoT with its full potential and safely, governments and businesses have to meet 
some requirements. Security and data privacy are the most important vulnerabilities to attacks.  

 Organizations “need clear legal guidelines over data ownership, transfer and usage”. 
 “Governments need to collaborate with each other and with industry to harmonize compliance 

requirements in data and liability laws… This will streamline data flows within a jurisdiction 
and across national borders”. 

 “Operational safety and security practices vary greatly across industry domains. It is important 
to understand and document existing best practices across industries. This will help identify 
gaps and requirements for potential innovation, standards or new cybersecurity products.”  

                                                      
3 Debruce, O. Proofpoint uncovers Internet of Things cyberattack; URL: 
http://investors.proofpoint.com/releasedetail.cfm?releaseid=819799; 2014. 
4 100,000 Refrigerators and other home appliances hacked to perform cyber attack; URL: 
https://thehackernews.com/2014/01/100000-refrigerators-and-other-home.html; 2014. 



 During the manufacturing process, security must be a built-in aspect of design for both 
hardware and software. Over time, these should evolve as standards that guarantee a certain 
level of default security to the systems.5 

Conclusion 

IoT integrated critical infrastructure brings revolution of opportunities for governments and 
organizations. Although there are still technological challenges and concerns to handle, this emerging 
technology will increase the efficiency of modern world. Most important topics are ensuring data 
privacy and cyber security in order to maintain innovation and growth ideally. Organizations and 
governments have to be aware of that attacks and vulnerabilities can never prevented completely and 
should improve their capabilities against cyber-attacks. It will allow organizations to profit 
opportunities offered by digital world and minimize the risks of danger. The industry recognizes the 
challenge and is making it the top priority. IoT security is starting to be integrated into the very fabric 
of both industry and public infrastructure, including fundamental areas such as transportation and 
logistics, power grids, water supplies, and public safety. However, much more needs to be done. We 
still lack skills, education, and awareness. Many companies continue to be in denial, still relying on 
a discredited physical separation approach to securing their plants and infrastructure. Internet of 
Things is different than Information Technology in many ways, it is more distributed, more 
heterogeneous, and more dynamic. 
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