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Abstract
The EU-CIRCLE project (H2020 GA:653824) has defined a holistic framework, that identifies 
and assesses the risks caused by several climatic hazards and climate-change stressors 
to heterogeneous, interconnected and interdependent critical infrastructures (CI). This risk 
management framework is the first step in ensuring the resilience of vulnerable technological, 

social and economic infrastructure systems to climate change impacts and 
in climate proofing the existing critical infrastructures (in terms of identifying 
indicators and reference states, anticipated adaptive / transformation 
activities, and investment costing). The framework enables the identification of 
climate-driven CI risks and the strengthening of relevant resilience capacities 
(anticipation, absorption, coping, recovery, and adaptation) that are vital for 
ensuring the resiliency of CI. 

1. Introduction
Most existing infrastructures have been designed under the assumption of stationary climate 
conditions, where key variables are considered as fluctuating around an unchanging mean 
state. This assumption of stationarity is still common practice for design criteria for new CI 
(CEN, 2014), even though the notion that climate change may alter the mean, variability and 
extremes of relevant weather variables is acknowledged.

The aim of EU-CIRCLE project is to use a validated scientific approach to:

• Assess climate risks to CI using improved methods and new knowledge, from the literature, 
partners expertise and opinions of stakeholders.

• Identify how climate risks to CI interact with other socio-economic factors to affect the level 
of risk or risk mitigation or climate change adaptation.
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• Estimate the multi-hazard effect, either due to concurrent timing, acting on the same 
location or the same receptor (coincidence).

• Assess the magnitude of impact to interconnected CI and their importance on society. 

• Assess the uncertainties, limitations and confidence in the underlying evidence, data used 
and analyses for different risks.

• Develop of resilience estimates, CC adaptation and risk reduction options, that can be 
directly communicated to CI operators, governments and other stakeholders

2. EU-CIRCLE methodology
The EU-CIRCLE project has defined a holistic framework, to identify and assess the risks 
caused by several climate-change stressors and climatic hazards to heterogeneous 
interconnected and interdependent critical infrastructures. This is considered to be the first 
step to ensure the resilience of vulnerable technological, social and economic systems to 
climate change impacts and improve climate proofing of existing critical infrastructures (in 
terms of identifying indicators and reference states, anticipated adaptive / transformation 
activities, and investment costing). 

The assessment of impacts in the multi-hazard risk framework is directly compatible with 
National Risk Assessments, EU Disaster Management Guidelines (EC SWD 1626 final/2010) 
(EC, 2010) and EPCIP Directive (114/2008) as well as with International initiatives (Sendai 
Framework) and related standards (ISO 31000), accounting for impacts directly affecting 
CI and the corresponding consequences to society, the environment and other sectors of 
the economy. The developed approach for estimating and modelling risk is based on the 
Consequence – based Risk Management (CRM) generic approach the can be 
used to support the entire project’s objectives and scope of assessing an interconnected 
infrastructure’s exposure to climate stressors and determining which hazards carry the most 
significant consequences. (Shand et al., 2015; Wennersten et al., 2015).

The sectors considered within the EU-CIRCLE framework include energy, water, ICT, transport, 
chemical and governmental services, as they are all highly sensitive to relative thresholds of 
hydro-meteorological extremes. The analysis of such extreme events and how they will be 
affected by changing climate patterns can be used to assess between different options for 
improving resilience of CI to climate change. 
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3. CI and assets
EU-CIRCLE has created, for each of the six CI sectors, a registry of CI assets which are 
considered essential for the operation of each CI and the provision of its critical services. The 
registry was prepared in cooperation with CI operators and experts in the field. It includes a 
characterisation of the key attributes of each asset, its function and role within the CI (sub)
sector it belongs to; including its role in the provision of critical CI services. As modern CI are 
found in interdependent networks or ‘network of networks’, the registry further identifies the 
interconnections between the assets; both within individual CI sectors and across them. These 
interconnections have been described as per (Rinaldi et al., 2001) and are characterised as uni-
directional (dependency) or bi-directional (interdependency) and as physical, cyber, geographical 
or logical (inter)dependencies. 

The registry enables the case study partners to construct a detailed CI network or ‘network of 
networks’ in order to implement and validate the EU-CIRCLE risk assessment methodology. 
In order to support the risk assessment process, information on the natural hazards that can 
impact the operation of the asset (e.g. flood, extreme temperatures, wildfire etc.) has been 
collected in the registry and an estimation of the potential impacts different natural hazards 
may have on the CI operation is provided using tools such as fragility curves and damage 
functions, as collected from available literature sources (including grey literature) and 
contribution from subject-matter experts. 

4. Climate data capturing and processing
The climate data needed to conduct the risk CRM modelling approach are obtained through a 
sequential procedure customised to each specific application.

• Identification of the required climate data for risk assessment. 

• Identification of the relevant datasets 

• Data gathering and collection

• Estimate Likelihood of future climate / extreme event

For conducting the latter, different data processing tools have been are implemented, which 
include models for production of localized climate projections (statistical ESD - and dynamical 
downscaling), spatio-temporal processing of climate information and/or hazards parameters 
in order to account for the exposure of the CI(s) under question, climate scenario selection 
and secondary hazards models, facilitating their precise introduction into the computational 
platform (see the workflow on Figure 1). 
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Figure 1. Climate processing overview
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5. Risk Management Framework
The EU-CIRCLE risk management framework, consists of the following steps (Figure 2):

Figure 2. Detailed view of EU-CIRCLE risk and resilience framework
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1. Establishment of CI (or regional) climate change resilience policy, or specific business 
oriented decision that will be addressed. Exemplary policy questions to be answered can 
be: What must and what should be protected? Which potential consequences are relevant 
(economic, social, environmental etc.) for this appraisal? Which are the priorities? What is 
an acceptable risk and what is a non-acceptable risk?

2. Identification, collection and processing of climate data and secondary hazards.

3. Identification of assets, systems, networks, relations and functions. 

4. Assessment and evaluation of risks. 

5. Selection and implementation of adaptation programmes and resilience enhancements 
options.

6. Measurement of effectiveness of the examined solutions
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5.1. Risk matrix approach

Within EU-CIRCLE and in accordance with ISO31000, National Risk Assessments (NRA), JRC 
initiatives Risk has been defined as: Risk = Likelihood x Consequences

Likelihood (probability of occurrence) refers to the initial probability of the climate 
scenario to occur and is usually defined as:1/ frequency of one or more incidents at 
various time scales (as defined by CZ, IE, LT, NO, PL, HU in their NRAs) 2/ probability of 
occurrence within 1 year (as defined by EE, EL in their NRAs)

Consequences – Impacts are the result of the realization of a hazard (Sect 5.3). 

With the Likelihood and Consequences/Impacts being classified into 5 distinct categories 
each, an original risk matrix consisting of 25 cells and five irregularly shaped zones is built to 
determine the overall risk (Table 1). 

Table 1. Risk matrix

CONSEQUENCES/IMPACTS

LIKELIHOOD NEGLIGIBLE SMALL MEDIUM HIGH SEVERE

VERY HIGH Low Medium High Critical Critical

High Very Low Medium Medium High Critical

Medium Very Low Low Medium Medium High

Low Very Low Very Low Low Low Medium

Very Low Very Low Very Low Very Low Very Low Low

5.2. Describing the event – Likelihood

The levels of likelihood, in the framework of EU-CIRCLE, are defined by the internationally 
accepted descriptive terms, classified into a set of five categories, corresponding to numerical 
values from the NRAs and IPCC (Table 2):

Table 2. Examples from classifications of likelihood by the MS and IPCC.

Country Very Low Low Medium High Very High

CZ < 1 in 1000 y 1 in 100 – 
1000 y

1 in 10 – 100 
y

1 in 1– 10 y >1 in 1 year

EL less than 0.001% 
per year

0.001% to 
0.01%

0.001% to 
0.01%

0.01% to 0.1% > than 1%

IPCC Except. 
unlikely

Very 
unlikely

Unlikely Medium Likely Very 
likely

Virtually 
certain

IPCC <1% 1-10% 10-33% 33-66% 66-90% 90-99% >99%
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5.3. Impacts

Impacts are defined as a quantifiable measure of the damages and performance disruption 
on a single asset, and to society in general. Within the EU-CIRCLE framework for the 
determination of the incident consequences builds upon a two tier approach. 

• Direct impacts to the interconnected CI network 

• Indirect impacts to society, that directly resulting from the CI not being able to operate 
according to their intended scope 

Table 3. Impact description

Direct Impacts Indirect Impacts

Damages to CI assets Impact on societal groups

CI performance Casualties

Casualties Economic impacts

Economic and Financial Perspectives

Environmental Losses

CI reputation

6. Resilience Framework
Based on a comprehensive review of resilience definitions, the term resilience in the 
context of critical infrastructure for EU-CIRCLE has been defined as the ability of a CI 
system to 

• PREVENT: predict and resist the impact – prepare for / anticipate / preservation 

• WITHSTAND: sustain the damage – absorb / withstand / accommodate / robustness 

• RECOVER: damage can occur but the system will recover – respond to / rapidity

• ADAPT : modifications to system – change / restoration / improvement / learn

6.1. Resilience Layers

Taking into account the nature and incorporation of multidimensional components within a 
resilience framework, a layered approach is chosen as it has the flexibility to modify each 
layer (each component) independently and yet the collective output will be based on the 
interconnection between the layers.
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Figure 3. Layers of resilience 
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6.1.1. Resilience Capacities and the Resilience Assessment Tools (RAMTs)

The capacities of critical infrastructure is one of the main ingredients for infrastructure 
resilience. The different types of capacities, are defined as: 

Anticipatory capacity: is the ability of a system to anticipate and reduce the impact of climate 
variability and extremes through preparedness and planning (Bahadur et al., 2015). As such it 
has close links to vulnerability, hazards and prevention. 

Absorptive capacity: is the ability of a system to buffer, bear and endure the impacts of 
climate extremes in the short term and avoid collapse (Béné et al., 2012), acting as the first 
line of defence (Biringer et al., 2013).

Coping capacity: is the ability of people, organizations and systems, using available skills and 
resources, to face and manage adverse conditions, emergencies or disasters (UNISDR, 2009). 
The absorptive is immediately after a disaster whereas coping can be for a comparatively 
longer period.

Restorative capacity: is the ability of a system to be repaired easily and efficiently (Biringer et 
al., 2013), associated with recovery too. 
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Figure 4. RAMT and the calculation of resilience capacities. 
Adapted from Hughes and Healy (2014). 
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Adaptive capacity: is the combination of assets, skills, technologies and confidence to make 
changes and adapt effectively to the challenges posed by long term trends, such as future 
climate change (UNISDR, 2009). 

The Resilience Assessment Model and Tools (RAMTs) has been developed on the basis of the 
defined resilience capacities. The only difference here is that they are first divided into the 
broad categories of Organizational Capacities (Anticipative and Adaptive) and Technical 
(Absorptive, Restorative and Coping). 

Within the project a specific RAMTs spreadsheet has been defined which goes into the details 
and describes how the indicators can be measured and generates scores on a scale of 10 
(very high resilience) to 0 (very low resilience). An individual capacity score is generated in 
RAMTs and shown below in Table 4. The resilience index is generated for overall resilience 
for this example. The RAMTs also generates a web diagram showing the relative scores 
of the five resilience capacities. It provides a summary dashboard for users to view the 
various scores and also has the capacity to add weights to the scores to reflect the relative 
importance of each capacity for the asset, network or NoN. 

Table 4. Overall resilience score in RAMTs

The resilience framework is converted into the conceptual SD model using the diagram 
shown below in Figure 4 introducing the feedback and interaction between resilience and 
system performance that interact across the 4 resilience layers. In SD, stocks are variables 
that accumulate over time, represented by a box, while flows are represented by arrows with 
“spigots”. The flows are connected to stocks and can either add to or take away from stocks 
over time at a controlled rate. Other texts and arrows provide additional information and 
connections between variables. 

For the analytical framework as a whole, where several layers are combined for analysis, we 
will need to use a two stock model that can demonstrate the feedback present in the system 
and also demonstrate the ability of SD simulation methods to capture CI interdependencies 
as well. Figure 4 illustrates how resilience can be conceptualized as a stock over time (box 
titled resilience capacity) with flows coming in to denote the level of resilience at this point 
in time (t1). The “spigot” on the incoming flow represents the contribution to overall resilience 
of the scores generated from the RAMTs process indicating that the overall resilience is a 
function of RAMTs. The “flow out” show how the size of shocks or impact of a hazard event is 
related to the level of resilience present at (ti) in the system.
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Figure 4. The layers combined in a stock and flow model of 
the final resilience framework
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7. Validation
EU-CIRCLE methodology has been validated in a workshop held in Cyprus and organised by 
the European University of Cyprus, CI operators from the energy, ICT, water and public sectors 
identified for the first time the various interconnections between them and realised the 
importance of being prepared to respond to future extreme weather conditions. The operators 
acknowledged that more needs to be done by them to build-in resilience to climate change. 

8. Conclusions
Thus far EU-CIRCLE has achieved important objectives such as:

Establish a Holistic framework for defining climate resilience into Europe’s interconnected 
infrastructures, bridging multiple temporal and spatial scales. The EU-CIRCE process of climate 
risk management, adapting the NIPP framework for different temporal and spatial scales.

A multi-hazard risk modelling approach, where an asset based approach is used to 
identify damages to CI from climate stressor’s leading to the identification of the impacts 
on CI operations using network simulation for the modelling of critical services within 
interconnected CI. This is compatible with national, EU and International initiatives (NRA, 
EPCIP, Sendai Framework) and standards (ISO 31000). 

The identification of resilient capabilities (anticipation, absorption, coping, restoration, 
adaptation) and its introduction to a systems dynamic model.

Move from response & prevention to resilience. EU-CIRCLE introduced a high level concept 
for assessing CI resilience which is a collective process to “ensure that they remain safe, 
effective and operational during and after disasters in order to provide live-saving and critical 
services”38. 

38 Sendai Framework for Disaster Risk Reduction 2015-2030, Priority 4
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