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Abstract—Finding cryptographic primitives satisfying certain
properties is a difficult problem. In this domain, besides the algebraic constructions, researchers often use heuristics. There exists
a set of interesting problems related to the notion of differential
m
uniformity for a function F : Fn
2 → F2 . When n = m, then
the best obtainable differential uniformity equals 2, since it is
necessarily positive and even, and since examples of differentially
2-uniform functions are known. Heuristics are able to reach such
functions; there is then some intuition that heuristics can be used
for other open problems related to differential uniformity. When
n > m > n/2, differential uniformity is bounded by 2n−m + 2
from below (when m = n − 2, by 6). Unfortunately, we know
such functions only for dimensions equal to n = 4, 5. In this
paper, we explore several evolutionary algorithms and problem
sizes in order to find functions having differential uniformity
equal to 6. Our results show that several solution encodings are
able to find such functions but only in dimensions (4, 2) and
(5, 3). Since differentially 6-uniform functions were known for
those sizes before, our results can be used as a source of new
functions in those dimensions and as an indicator that for (6, 4)
such functions either do not exist or that it is extremely difficult
to find them.

I. I NTRODUCTION
In symmetric key cryptography, all parties in the communication use the same secret key [1]. They combine the information about the secret key and the message (input) in such a
way that it is infeasible for an attacker to obtain the message
without knowing the key. Functions combining secret keys and
input information are called cryptographic algorithms, more
commonly known as ciphers. Symmetric key cryptography
can be divided into stream and block ciphers. Within the
domain of block ciphers, there are several design strategies
one could follow: Substitution Permutation Network (SPN),
Feistel structure, and ARX structure [1]. Those structures have
in common that they use mathematical operations to provide
confusion and diffusion effects [2]. The confusion principle
means that the cipher output statistics should depend on the
cipher input statistics in a manner too complicated to be
exploited by the attacker. Diffusion principle relates to the
fact that each digit of the input and each digit of the secret
key should influence many digits of the output.
To provide confusion, a common way is to use Substitution
Boxes (S-boxes), see e.g., [3]. S-boxes, which are mappings
between Fn2 and Fm
2 , provide nonlinear relationship between
the n input bits and the m output bits in a controllable fashion

for a specific secret key. When used in the SPN structure,
S-boxes must be bijective (and then, n = m). Well-known
examples of such ciphers are AES [4] and PRESENT [5].
When used in the Feistel structure, n and m sizes can
differ and both directions are possible. For instance, in the
DES cipher [6], input dimension equals 6, while the output
dimension equals 4. In the CAST cipher [7], input dimension
is 8, while the output dimension is 32.
All S-boxes have in common that they need to fulfill a
number of criteria so that the cipher using them can resist
cryptanalyses. For instance, large nonlinearity will make the
cipher more resilient against linear cryptanalysis [8], while
small differential uniformity will make the cipher more resilient against differential cryptanalysis [9]. To obtain S-boxes
fulfilling those properties (among other relevant ones), we
can use algebraic constructions and heuristics. Interestingly,
although this problem is an active research domain for several
decades, our current knowledge is still limited and we know
only a handful of algebraic constructions [3].
To construct bijective S-boxes with the best possible differential uniformity, we currently know only a few algebraic constructions where the most prominent examples are so-called
monomial power functions, which are of the form F (x) = xd .
The best possible (and known) differential uniformity value
then equals 2 for any odd n and also for n = 6. For n even
and larger than 6, the best differential uniformity of (n, n)permutations is an open question. Functions having differential
uniformity equal to 2 are called Almost Perfect Nonlinear
(APN). When considering heuristics, currently we are able to
generate APN functions only for dimensions n = 5, 7 [10].
The notion of APN function, i.e., differentially 2-uniform
function, can be weakened and then we consider differentially
δ-uniform (n, m)-functions. Interestingly, such functions are
much less explored when m 6= n and we know of even fewer
algebraic constructions than for APN functions [11].
It is an open problem whether there exist differentially
δ-uniform (n, n − k) functions with k ≥ 2, k significantly
smaller than n2 , δ < 2k+1 , and n > 5 [12] (constructions exist
for k near n2 , see [13]). More concretely, if we set k = 2,
it is still unsolved whether there exist functions (n, n − 2)
that have differential uniformity less than 8 when n > 5. In
this paper, we examine this problem and whether heuristics,
more precisely evolutionary algorithms, can be used to find

new functions fulfilling such criteria or at least bring new
insights about the problem. To this end, we experiment with
5 representations of solutions and 4 problem sizes. Our
experiments show that some of the representations we use are
able to find differentially 6-uniform functions in dimensions
(4, 2) and (5, 3). Although such functions were known before,
we still consider our results relevant. The lack of success for
higher dimensions coupled with the unsuccessful results from
algebraic constructions could serve as a strong indicator that
differentially 6-uniform functions do not exist in dimension
(6, 4).
The rest of this paper is organized as follows. In Section II we provide necessary information about S-boxes, the
differential uniformity property, and we give an overview of
relevant work. Section III discusses our experimental setup. In
Section IV, we give results obtained with 5 encodings and for
4 problem sizes. Besides that, we provide a discussion on the
relevance of the results and possible future research directions.
Finally, in Section V, we briefly conclude the paper.
II. BACKGROUND
In this section, we first discuss basic notions about Sboxes and the differential uniformity property. Afterwards, we
give an overview of related work considering both algebraic
constructions and heuristics.
A. Generalities on S-boxes
Let n, m be positive integers, i.e., n, m ∈ N+ . We denote
by Fn2 the n-dimensional vector space over F2 , where F2 is
the Galois field with two elements, and by F2n the finite field
with 2n elements. Since for every n, there exists a field F2n of
order 2n , we can endow the vector space Fn2 with the structure
of that field when convenient. The addition of elements of the
finite field F2n is denoted with “+”, as usual in mathematics.
An (n, m)-function is any mapping F from Fn2 to Fm
2 .
An (n, m)-function F can be defined as a vector F =
(f1 , · · · , fm ), where the Boolean functions fi : Fn2 → F2
for i ∈ {1, · · · , m} are called the coordinate functions of F.
The component functions of an (n, m)-function F are all the
linear combinations of the coordinate functions with non allzero coefficients.
n
Let F be a function from Fn2 into Fm
2 with a ∈ F2 and
b ∈ Fm
.
We
denote:
2
DF (a, b) = {x ∈ Fn2 : F (x) + F (x + a) = b} .

(1)

The entry at the position (a, b) corresponds to the cardinality
of the difference distribution table DF (a, b) and is denoted as
δ(a, b). The differential uniformity δF is then defined as [14]:
δF = max δ(a, b).
a6=0,b

and m ≤ n2 . For n ≥ 5, Nyberg proved that δF is bounded
below by 6 for (n, n − 2) functions. Differentially 8-uniform
(n, n − 2) functions are easily constructed by composing on
the left any APN function by a surjective affine (n, n − 2)
function. Still, we do not know whether it is actually possible
to construct a differentially 6-uniform (n, n − 2) when n is
larger than 5.
B. Related Work
When considering algebraic constructions, there are results
showing bounds for differential uniformity for (n, n − 2)
functions [14]. Carlet and Alsalami are able to construct
(n, n−1) functions that are differentially 4-uniform [11]. They
also use the same construction to find (5, 3) functions that
are differentially 6-uniform. Unfortunately, their construction
does not generalize to higher dimensions and they are not
able to find any differentially 6-uniform function for dimension
(6, 4). De Meyer and Bilgin conducted an exhaustive search
of all quadratic (6, 4) functions [15]. Their results show there
are actually no (6, 4) differentially 6-uniform functions with
algebraic degree equal to 2.
When considering heuristics, most of the work on S-boxes
concentrates on bijective S-boxes. Additionally, the primary
goal in these papers is usually the nonlinearity property
and only seldom researchers consider differential uniformity.
Clark et al. used simulated annealing (SA) and hill climbing
algorithm to evolve bijective S-boxes of sizes up to 8 × 8 with
high nonlinearity values [16]. Millan et al. worked with genetic
algorithms to evolve S-boxes with high nonlinearity and low
autocorrelation value. Additionally, the authors discussed the
selection of the appropriate genetic algorithm parameters [17].
Burnett et al. used a heuristic method to generate MARS-like
S-boxes [18]. They are able to generate a number of S-boxes of
appropriate size that satisfy all the requirements placed on the
MARS S-box [19] and they even manage to find S-boxes with
the improved nonlinearity values. P. Tesar used a combination
of a special genetic algorithm with a total tree searching to
generate 8 × 8 S-boxes with nonlinearity equal up to 104 [20].
Picek et al. explored how to generate S-boxes of size 8 × 8
with a better resistance against side-channel attacks as measured with the transparency order and modified transparency
order properties [21], [22]. Picek, Rotim, and Cupic developed
a new cost function able to reach high nonlinearity values for
a number of different S-box sizes (they consider only n = m
case) [23]. With this fitness function, they eliminated the need
for several parameters that usually required an extensive tuning phase. Picek, Knezevic, and Jakobovic used evolutionary
computation in order to evolve bent (n, m)-functions but they
do not consider differential uniformity [24].

(2)

Differential uniformity is always an even number since if x
is a solution of the equation F (x)+F (x+a) = b when a 6= 0,
then also x+a must be a solution. Kaisa Nyberg observed that
δF ≥ 2n−m only if n > m, and δF ≥ 2 only if n ≥ m [14].
Actually, she proved that δF = 2n−m if and only if n is even

III. E XPERIMENTAL S ETUP
A. Fitness Function
In order to obtain the target differential uniformity value,
the evaluation of each potential solution includes only the
calculation of the differential uniformity property. Based on

that, the fitness function to be minimized is simply the absolute
distance from the desired value of 6:
f itness1 = |6 − δF |.

(3)

We noticed that when using f itness1 , the used algorithms
had difficulties in finding the optimal solutions. Since the
values in the difference distribution table (Eq. (1)) depend
on each other, looking only at the maximal value can be
counterintuitive. Indeed, minimizing the maximal value can
easily result in increasing some other value in the table.
Consequently, we also conducted experiments with the second
fitness function defined as:
X X
f itness2 =
|6 − δ(a, b)|.
(4)
m
a∈Fn
2 b∈F2

The motivation for the fitness function defined as in Eq. (4)
was to minimize the number of values different from 6
occurring in the difference distribution table, or alternatively,
to make as much as possible values close to 6.
B. Solution Representation
We used several representations to obtain more reliable
results. Some of the representations, such as genetic programming, integer and floating-point, cover all of the possible
search space. Additionally, we employ representations that
only map to a portion of the search space, such as permutation
based, in the hope of increasing the probability of finding
the optimal solution. All the implementations are based on
the Evolutionary Computation Framework [25]. We opted
to use multiple genetic operators with every encoding since
our previous experience showed such a strategy giving the
best results. Additionally, since there are no previous works
considering the problem of finding differentially 6-uniform
(n, n − 2) functions, we had no point of reference to select a
single best operator.
1) Genetic Programming - Tree Encoding: As the first encoding, we use tree-based genetic programming (GP) in which
a Boolean function is represented by a tree of nodes [26]. The
function set for GP in all the experiments is OR, NOT, XOR,
AND, XNOR, AND with one input inverted, and IF, which
takes three arguments and returns the second one if the first
evaluates to true, and the third one otherwise. The terminals
correspond to n Boolean variables. Note, Boolean functions
can be represented only in XOR and AND operators but it
is quite easy to transform the function from one notation to
the other. We use n − 2 independent trees in an individual
to represent a single solution. The crossover is performed
with five different tree-based crossover operators selected at
random: a simple tree crossover with 90% bias for functional
nodes, uniform crossover, size fair, one-point, and context
preserving crossover [27]. The mutation operators are subtree,
shrink, hoist and permutation, applied at random for each
mutation operation.

2) Integer Encoding: In this representation, we use the
truth table of the underlying (n, n − 2) function; the truth
table is represented with an integer array of length 2n with
each element in the range [0, 2n−2 − 1]. Before the fitness
calculation, it can be easily transformed into the binary form
and evaluated accordingly. In this encoding, the mutation and
crossover operators are based on their binary counterparts: the
mutation selects a random gene and modifies its value. The
crossover operators are single point and two-point crossover,
which only concatenate parts of different individuals, and
average crossover for which the child’s genes assume mean
values of parents’ genes.
3) Permutation Encoding: In order to restrict the search
space and make it easier for the algorithm to form a solution,
a permutation encoding is employed rather than an array of
arbitrary values. In this representation, we use the permutation
array of size 2n with elements in range [0, 2n − 1] where each
value occurs exactly once. Before evaluation, we decode it into
a (n, n − 2) function by truncating each value with modulo
2n−2 ; that way it will represent a (n, n − 2) function truth
table. For instance, an example input permutation of size 2n
with beginning elements [7, 0, 9, 11, 2, . . .] will be transformed
into [3, 0, 1, 3, 2, . . .]. After that, the individual is evaluated
as in the previous encoding. The permutation genotype uses
the crossover operators OX, PBX, PMX and cyclic crossover,
whereas the mutation operators are insert, inverse and toggle.
For each crossover and mutation, a single operator is chosen
at random.
4) Quadruple Permutation: The permutation encoding
poses constraints on the size of the search space but for larger
function sizes it is still very large. Consequently, we limit it
even further by employing the representation in which each
individual is encoded with four permutations, each of size
2n−2 . This encoding uses the same genetic operators as the
previous one. The total length of the individual genotype is the
same as in the previous case but this time the crossover and
mutation operators are performed separately on each of the
containing four permutations - by default, an individual will
have only one of them affected with mutation or crossover.
5) Floating-point Encoding: Finally, we use the floatingpoint encoding in the following manner: an individual is an
array of floating-point values in range [0, 1]. Each floatingpoint value represents one or more integer values in range
[0, 2n−2 − 1] as in the integer encoding. Based on the number
of different integer values (2n ) and the number integers
per single floating-point (k), the range [0, 1] is divided into
k
(2n ) intervals. Depending on the interval in which each
floating-point value falls, we decode k elements of the truth
table from a single floating-point variable. In our experiments
we use k = 1, 2, 4 so the size of the floating-point array is
either the same (for k = 1), two times or four times smaller
than the corresponding integer array size. For instance, if
k = 2 and we are searching for the (4, 2) function, the
individual is an array of 8 floating-point values where each
gene presents two integer values. If the first few floating-point
numbers are [0.54, 0.41, 0.96, . . .] they will get decoded into

integer array [2, 0, 1, 2, 3, 3, . . .] of size 16. This way, we are
able to use a wide variety of floating-point based crossover
and mutation operators, which are normally not applicable
in the discrete domain. In our experiments we used the
arithmetic, heuristic, average, one point and SBX crossover;
the mutation consists of a single operator which changes a
randomly selected gene.
Considering the expressiveness of the above representations,
we note that the GP, integer, and floating-point array allow
mapping to all the possible solutions, while the permutation
and quadruple permutation map only a portion of the search
space.
C. Algorithm and Parameters
Regardless of the representation, all the variants use the
same evolutionary algorithm, which is a steady-state process
based on tournament selection for individuals to eliminate,
with the tournament size equal to 3: the algorithm selects
3 individuals at random and eliminates the worst among
them. The remaining tournament survivors are then used as
parents to create a new individual via crossover (presented in
Algorithm 1).
Algorithm 1 Steady-state 3 tournament selection
randomly select 3 individuals;
remove the worst of 3 individuals;
child = crossover (best two of the tournament);
perform mutation on child, with given individual mutation
probability;
insert child into population;
In all the experiments, the number of independent trials
for each configuration is 30 and the stopping criterion for all
algorithms equals 106 evaluations or reaching the differential
uniformity equal to 6. In order to evaluate the differences
between different representations, we conducted a tuning
phase. For each encoding, we selected the most influential
parameters (based on our previous experience) and run the
tests with different parameter values on the problem size of
(5, 3). Unfortunately, the problem at hand provided no clear
guidelines, since in most cases all the experiments converge
to the same value in all the repetitions. In other words,
for most of the configurations there were no statistically
significant differences between different parameter values. In
cases where the difference was not visible we have kept the
initial parameter values, whereas the different final parameter
values are shown in boldface. The results of the tuning phase
are shown in Tables I till V.
The tuning phase was conducted with both f itness1 and
f itness2 functions. The results showed that f itness1 significantly outperforms f itness2 and we consequently present the
results for only the first fitness function.
IV. R ESULTS
In total, the search space size of possible (n, m)-functions
n
equals 2m2 . When considering (n, n − 2) functions, when

TABLE I: Parameters for GP representation
Parameter

Initial value

Tested values

Final value

Max tree depth
Population size

4
200

{4, 5, 6}
{100, 200, 300}

5
200

TABLE II: Parameters for quadruple permutation
Parameter

Initial value

Tested values

Final value

Population size
Mutation rate

200
0.5

{100, 200, 500}
{0.1, 0.3, 0.5, 0.7, 0.9}

200
0.9

n = 4 the search space size equals 232 , which is possible to
exhaustively search. Already for (5, 3) functions, the search
space size equals 296 , which is far beyond current computing
capabilities.
A. Exhaustive Search in (4, 2) Dimension
We conduct the exhaustive search in (4, 2) dimension to
investigate the properties of the functions with differential
uniformity equal to 6. We find 0.38% of functions with such
differential uniformity. Only 1.367% of those functions have
the same number of occurrences of each value (e.g., 4 values 0,
4 values 1, etc.). The distribution of S-box values is uniform,
i.e., we notice every possible value on every possible position.
Next, we investigate the number of functions in which, at least,
one value is missing. There are 1.366% of functions with that
property. When considering a single value repeating itself a
number of times consecutively, we find the longest such subset
to be of length 6. Finally, when considering the results that
could be obtained with the quadruple permutation encoding,
out of 0.38% solutions with differential uniformity equal to
6, there are 6.70% that can be represented with quadruple
permutations.
B. Heuristic Results
We conduct experiments with 5 representations and 4 different problem sizes: (4, 2), (5, 3), (6, 4), and (7, 5). The performances of different representations are shown as box-plots
for each problem size in Figures 1 until 4. The combinations
in which we were able to obtain the optimal solution (with
differential uniformity 6) are denoted with the fitness value of
zero.
In the most simple (4, 2) case, the GP, integer, and floatingpoint representations are always able to reach the optimal
TABLE III: Parameters for permutation encoding
Parameter

Initial value

Tested values

Final value

Population size
Mutation rate

200
0.5

{100, 200, 500}
{0.1, 0.3, 0.5, 0.7, 0.9}

200
0.5

TABLE IV: Parameters for integer encoding
Parameter

Initial value

Tested values

Final value

Population size
Mutation rate

200
0.5

{100, 200, 500}
{0.1, 0.3, 0.5, 0.7, 0.9}

200
0.5

TABLE V: Parameters for floating-point encoding
Initial value

Tested values

Final value

6

Population size
Mutation rate
Integers encoded
with single FP value

50
0.5

{50, 100, 200}
{0.3, 0.5, 0.7, 0.9}

50
0.5

5

1

{1, 2, 4}

2

4

fitness

Parameter

+

3

+

2

+

+

+

perm

FP

1

4

0
3

GP

integer

quad_perm

fitness

solution representation

+

2

+

1

Fig. 2: Results for (5, 3) S-box size
+

+

GP

integer

0

+
quad_perm

perm

FP

solution representation
6

5

solution (see Figure 1). On the other hand, the permutation and
quadruple permutation encoding were unsuccessful in every
run. This is an interesting behavior since we know from the exhaustive search it is possible to obtain differentially 6-uniform
functions encoded with quadruple permutations. Continuing to
that fact, it is intriguing that only the quadruple permutation
encoding succeeded in obtaining the optimal solution for the
(5, 3) size.
When considering (5, 3) dimension as given in Figure 2,
we see that GP encoding works the worst, while quadruple
permutation is the only one reaching the global maximum.
Floating-point, integer, and permutation encoding all reach the
same value and there is no statistically significant difference
in their behavior.
In Table VI, we give results for (5, 3) size and quadruple
permutation representation, with population size equal to 200
and mutation of 0.9.
For the (6, 4) size we depict results in Figure 3. Here,
the integer encoding is the only one reaching differential
uniformity equal to 8, while all the other encodings are stuck
on differential uniformity of 10.
When examining (7, 5) dimension, we observe even worse
results than in the previous cases. This behavior is somewhat
TABLE VI: Results for (5, 3) size and quadruple permutation
encoding.
Min

Max

Average

Std dev

0

2

1.68

0.74

4

fitness

Fig. 1: Results for (4, 2) S-box size

+

3

+

+

+

quad_perm

perm

FP

+

2

1

0
GP

integer

solution representation

Fig. 3: Results for (6, 4) S-box size

expected since even for the smaller dimension we could not
find optimal solutions. Interestingly, again integer encoding
gives the best results with differential uniformity going down
to 10. Quadruple permutation, permutation, and floating-point
behave the same and reach differential uniformity of 12.
Finally, GP encoding works the worst with differential uniformity solutions in the range [12, 14]. Figure 5 gives the
convergence results for the (7, 5) dimension when using the
permutation encoding where we depict the averaged Min, Max,
and Average values over all experimental runs. As it can be
seen, despite having relatively rough grained fitness values, the
evolution process still needs more than 150 000 evaluations to
find the best solution and more than 800 000 evaluations before
is starts stagnating.
The best obtained solutions over all the experiments are then
given in Table VII. When a certain encoding is able to reach
the global optimum of 0, we depict it in bold style.
The relation between the representations and the obtained
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6

+

+

+

+

quad_perm

perm

FP

fitness

+
4

2

0
GP

integer

solution representation

Fig. 6: Illustration of the mapping between representations and
problem space
Fig. 4: Results for (7, 5) S-box size

currently known such functions is very limited, it could be
expected that at least some of the found functions are new
(i.e., not equivalent to the previously known functions).
C. Future Work

Fig. 5: Convergence for (7, 5) dimension with permutation
encoding

differentially 6-uniform solutions is illustrated in Figure 6.
Note that the sizes are not given in the actual ratio.
We can observe that evolving differentially 6-uniform
(n, n − 2) functions is an extremely difficult problem when
n > 5. What is more, this could be impossible since we have
no proofs that such functions even exist. Unfortunately, as
is the case with all heuristic techniques, failure to produce
optimal results does not mean there are no such results.
From that perspective, our experiments did not yield any new
information since we still do not know such functions nor do
they exist. Since the differential uniformity property can have
only even values (i.e., it changes in jumps of two), it is easy
to observe that there is not much gradient that could lead the
search process.
Still, for the (5, 3) S-box size, we are able to find a number
of differentially 6-uniform functions. Since the corpus of
TABLE VII: Best obtained results for all encodings
Encoding \S-box size

(4,2)

(5,3)

(6,4)

(7,5)

Genetic programming
Permutation
Quadruple perm.
Integer array
Floating-point array

0
2
2
0
0

4
2
0
2
2

4
4
4
2
4

6
6
6
4
6

There are several options one could follow as research
directions. The first, obvious one, is to consider different
optimization techniques. Still, since we examined here a
number of different representations, we do not expect some
other algorithm to perform significantly better. One interesting
option would be to use the approach of Picek et al. where they
use evolutionary algorithms to evolve cellular automata rules
that then map to S-boxes [28]. Since they report unmatched
results when considering heuristic design of S-boxes, it is
possible the same approach would help here. The problem with
their approach is that they essentially consider only a subset
of search space that can be described by a single repeated
Boolean function. There is no guarantee that within that
search subspace there exist differentially 6-uniform (n, n − 2)
functions. Finally, going to a similar problem, it would be
interesting to try to evolve differentially 4-uniform (n, n − 1)
functions.
V. C ONCLUSION
In this paper, we investigate whether heuristics can be used
to generate differentially 6-uniform (n, n − 2) functions. The
limited theoretical work we have on this topic points us to
the conclusion that this problem is of extreme difficulty. Our
results confirm the problem to be difficult and evolutionary
algorithms to be of only limited success.
We are able to obtain global optimums for only dimensions
(4, 2) and (5, 3). Interestingly, different encodings are successful for those two dimensions. Since there exist algebraic
constructions able to reach the same results for those two
dimensions, we cannot report any new finding. Finally, as it
can be observed from the presented box plots, there is not
much variety in the obtained solutions. Unfortunately, since the
differential uniformity values are always even valued integers,
obtaining a more fine-grained fitness function seems to be

difficult. This could indicate that evolutionary algorithms are
not the best option for this problem, but still the results are
highly competitive with the state-of-the-art. The failure of
evolutionary approach for larger dimensions cannot of course
be considered as a proof that such functions do not exist when
n ≥ 6. Still, considering that the algebraic constructions also
cannot find differentially 6-uniform when n ≥ 6, we believe
it could serve as a strong indication of nonexistence of such
functions.
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