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PREFACE 

 

The states of the contemporary world are feeling the consequences of the existence 

of dynamic and complex living conditions, conducive to asymmetric threats and risks, 

terrorism threats, transnational crime, dangers related to the proliferation of weapons of 

mass destruction, religious radicalism and extremism, illegal migration, cyber attacks and 

the like. 

The security assessment needs to encompass the changes in the character of the 

risks, threats and potential conflicts. It means that the actors that cause the risks, threats, 

potential conflicts and dangers are diverse, multilayered and, as certain threats, sometimes 

even asymmetric. Their identification is much more difficult than before, when the state 

was the sole actor. As risks and threats are acquiring an increasingly internal character, 

sub-national groups and ethnic communities have an ever more significant role. Organized 

crime oftentimes participates and cooperates with the involved actors, exploiting the 

situation, the shortage of resources, diseases, epidemics, natural disasters, the vulnerability 

of the social system; moreover, crime and terrorism are increasingly becoming trans-

national to a great extent. The above reasons have led to a change in the matter of interest 

of the security policy, that is, to a change in the policy approach, and to adopting a broader 

concept rather than exclusively following a political – military standpoint. This change and 

the new security concept and its policy have affected the national security to follow the 

same trend.  

With regard to security development, the threats and risks to the state and to the 

social, economic and political relations, the state order, the human potential and civic 

concept, the objective need for organizing independent protection of the entire territory, 

the international position of the state and the realistic capacities of the country play the key 

role. 

The vulnerability of national security ranks among the top problems that people 

face as individuals. Unlike the theories and practice in the past period, and the forms of 

threats and security of that period, the development of contemporary societies determines 

many more security threats relating to the economic, social, health and other spheres, even 

internal security. At the national level, the security of the Republic of Macedonia is a 

precondition for successful external and internal stability and comprehensive development 

of the social life of institutions and citizens.  

As stability is a precondition for the approach of this region to the European 

Union, building common mechanisms for protection against risks and threats and crisis 

management are important assumptions for security consolidation and swift democratic 

transition of the SEE countries.  

The expansion of the security concept involves the emergence of new and broader 

potential security threats, primarily targeting economic growth, environmental destruction, 

violation of human rights and migration movements.   

Pursuant to the risks and threats, it is necessary to conduct a demographic analysis 

with the focus on the demographic movements in the country and the region, taking into 

account the shifts in the ethnic and religious structure (which appears as the most serious 

ground for separation and conflict), as well as the shifts in age structure, spatial 

distribution and living style based on ethnic and religious affiliation and the shifts in the 

ratio between the working and military capable population and the dependant population.  
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As a political concept, security is evidently a precondition for the existence of 

individual and social life and means an absence of threats and protection against them. 

Understanding security as an inherent interest of every individual and the broader human 

collectives – family, society, nation and state, the international system implies the need to 

expand the security concept to include these collectives. Hence, theory shapes concepts 

such as national and international security, and in recent times, individual, societal and 

global security, which indicates a significant extension of new security dimensions.  

The expansion of the security concept in the Republic of Macedonia provides for 

inclusion of new and broader potential threats to security, primarily targeting economic 

growth, environmental destruction, violation of human rights and migration movements.   

Mission  

The mission of this conference is to encourage the academia and the security 

experts to share information based on their use of scientific research methods and to 

exploit practical experience so as to create a scientific – research dimension. The idea for 

organizing this conference coincides with the new trends in the security field, specifically, 

with the new generations of security risks and threats and the interdependence of the 

security concepts, strategies and policies in addressing these threats.  

The papers submitted through an announcement offer solutions for identifying the 

security risks and threats, or the destabilizing factors that cause conflicts. In this context, 

and in correlation with the title of the Conference and the rational assumption for full 

application of the offered security concepts presented in the papers treating security issues 

in a number of security science sub-disciplines, they should contribute to confirming the 

current and creating new solutions within the existing security concepts, based on a holistic 

approach in view of efficient and timely dealing with the security risks and threats.  

Hence, the mission of the conference is to encourage the scientific researchers to 

share scientific knowledge aiming to shed some light on the new generation of security 

risks and threats and, determine at the same time the security concept and policy for 

dealing with such risks.   

 

Aims  

The practical aim of this conference is multifaceted, primarily given the fact that 

scientific and expert literature is scarce in works and analyses on this particular issue, or 

even if there are such works, they are characterized by a partial scientific approach, which 

indicates imposedeffects in practice. The aim of the conference is to obtain valid results 

and scientifically verified knowledge in view of implementing a rational and acceptable 

solution for sustaining security and addressing risks and threats. The well reasoned proofs 

and presentations of the obtained results and the insight in the overall situation will enable 

considering systemic and institutional solutions, that is, a new stage in the qualitative 

development of this segment. 

The scientific and practical objective of this scientific conference is stimulated by 

the following assumptions:  

 How do the contemporary concepts affect the maintenance of security in our 

country? 

 What is the impact of the complexity and specificity of the approaches to 

security, particularly to its development and the social political situation in the country? 
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 How many and what type (both in terms of quality and quantity) of researches 

of the basic factors for successful implementation of the basic concepts in the national 

security system have been conducted to date and to what extent have they affected the 

strategic documents with respect to using  the results thereof? 

 Which of the basic concepts are most suitable and applicable in the security 

system of the Republic of Macedonia? 

 Which are the critical areas in the security system of the Republic of Macedonia 

that need elements for change? 

 How can we come to proposals and solutions for building an efficient security 

system in the Republic of Macedonia, i.e. for tracing directions for creating an appropriate 

security policy.  

 

Tasks  

The scientific conference in Ohrid 2017, by debating its scientific works, 

contributes toproviding answers to questions that spur scientific and public social interest. 

One of these issues is the definition of the new generation of security risks and threats.  

Security concepts and policies will be discussed at the conference through an open 

and well reasoned debate.  

In this way, the Faculty of Security – Skopje continues its orientation towards 

organizing international conferences in the area of security, contributing to the 

development of scientific thought and helping the policy creators (political level) and the 

decision makers (senior level of practitioners) on the regional, national and local level to 

overcome practical problems more swiftly, simply and timely they are facing using the 

presented knowledge and research results.  

To that end, the following topics are discussed at the conference: 

Topics: 

 Contemporary security – a state or a social problem  

 Security as a public good and its transformation in the spirit of the new generation 

of security risks and threats  

 Peace, security and technological development  

 Risk society and risk dynamics 

 Threat and risk theories 

 Security and insecurity, realistic and subjective threats 

 Sectors and levels of security and risks (military, economic, environmental, 

societal and political risks). 

 Systemic risks, dependence of the technological and social risks. 

 Risk assessment, exposure and vulnerability 

 Risk management and conflict and crisis prevention  

 Possible manifestations of extremist nationalism, racial and religious intolerance 

 Forms and activities related to international terrorism, organized crime, illegal 

migration, illegal drugs, human and weapons trafficking, dual use materials, and 

the consequences of weapons of mass destruction use 

 Possession of substantial quantities of illegal weapons; 

 Transition problems, such as corruption, urban terrorism, serious crime, including 

blackmails, racketeering, murders, attacks on citizens‘ property, economic crime, 
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tax evasion, insufficient building of democratic institutions system, judiciary 

problems 

 Social problems and unemployment 

 Activities of foreign special services aimed at deteriorating the security situation 

and thus slowing down the democratic and integration processes, particularly those 

related to NATO and the EU 

 The consequences of the conflict of interests in terms of using the sources and 

roads of the strategic energy resources and impeding and blocking their import to 

the Republic of Macedonia  

 Natural and other disasters, technical – technological disasters, human epidemics 

and animal diseases caused by domestic and/or external factors 

 Computer crime, piracy and misuse of information technology, especially in the 

domain of personal data, business, official and state secret 

 Degradation and destruction of the environment 

 Security integration and risk prevention  

 Deep political and social turmoil 

 Crash of the global management system 

 Corporate security as a new way of risk management. 

 

With regard to the organization of the Conference, for eight consecutive years, it has 

acquired a highly renowned place in the scientific circles in the region and it has been 

constantly expanded in view of its further development. 

 

  

 

Chairman of the Organizational Board 

of the International Scientific Conference 

 Assistant ProfessorMarjan Gjurovski, Dr.Sc
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ILLICIT TRADE : Economy, Law and Crime 
 

Dominique Lapprand 
Gendarmerie Colonel and independent consultant, France 

dominique.lapprand@wanadoo.fr 

 

 

Illicit trade is an inherent part of economy. It reflects the growing complexity of the 

world economy. The build up of the legal framework that at world, European and 

national levels should regulate the trade activities is lagging behind the development of 

economy. Over the last decades it has moved from property to compliance and contract 

rights meaning from robust to more lax rules. This creates a legal gap that facilitates the 

emergence of illicit trade.    

 

ABSTRACT  

 Illicit trade being understood as ―the public sale of products in violation of the 

law‖
1
 is an emerging issue. It has a dual nature; it is both an economic mechanism and a 

criminal activity. Its development reflects the growing complexity that economy and trade 

have faced from the industrial age and that has speeded up with the recent globalization.  

It is an economic mechanism. On the one hand, it is built on the same paradigm as the 

regular trade through the collection or production of goods and services, their large scale 

transport to different markets, their storage (goods) or their withholding (services), and 

ultimately their retail distribution at customer level. On the other hand, it is based on the 

very basic features of trade, product attractivity by nature and price and product scarcity in 

terms of quantity and price. 

 It is a criminal activity for two reasons. First, and from a legal point of view, it 

violates the law at different stages of the economic process. It would be better to say it 

violates different categories of the law due to the complexity of the economy and the 

economic regulation. This violation creates victims that are either the regular trade 

operators or the illicit trade consumers. Second, and from a more criminological and 

sociological perspective, it is closely connected with organised and street crime.  

Over the last three years, illicit trade has caught the attention of the major international 

organisations. OECD
2
, World Economic Forum

3
, Interpol, World Customs Organisation

4
 

have set up task forces or working groups and published substantial materials on the 

subject.  

 

ILLICIT TRADE: AN ECONOMIC ACTIVITY 

 Illicit trade is embedded in the regular economy and even sometimes both could 

share some common steps. It also reflects the basic features of any economic process that 

aims to deliver goods.  

                                                      
1Interpol « countering illicit trade in goods, a guide for policy makers » ICPO June 2014 Lyon 
2OECD (2016), Illicit Trade: Converging Criminal Networks, OECD Reviews of Risk Management Policies, 

OECD Publishing, Paris. http://dx.doi.org/10.1787/9789264251847-en 
3 World Economic Forum « State of the illicit Economy » briefing papers 2015  
4 Illicit trade report 2015  http://www.wcoomd.org/~/media/wco/public/global/pdf/topics/enforcement-and-

compliance/activities-and-programmes/illicit-trade-report/itr-2015-en.pdf?db=web 
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Illicit trade: basic economic features 

 Illicit trade deals with all kinds of products. This present paper will, however, not 

address products that are covered by tight regulations, namely drugs and weapons or 

services that rely on forced labour and slavery or illegal immigration. Instead, it will cover 

products that are for regular use by the citizens and that the regular and licit trade sector 

normally deliver.  

 First, illicit trade has to be competitive to survive. It should offer products that are 

desirable because of the brand and the low availability and attractive due to their price. 

One could say this is the case of regular trade. Maybe, but in order to survive and afford 

the cost of illicitness, meaning the risk that the illicit trader is taking, all these features 

have to be to the greatest extent, otherwise illicit trade will have no interest. This means 

that illicit traders should be more skilled, clever and risk takers than their regular 

counterparts. The anticipated outcome is that it should be rewarding. That is the reason 

why one can observe that illicit trade usually offers substantial margins and benefits, 

especially at upper levels.  

 A second category of features is that with the exception of poaching, illicit trade is 

always derived from the regular production or collection activity before shifting to illicit 

trade and relevant black-markets. Even in the case of counterfeiting or producing 

incompliant goods, the first step of purchasing the raw materials mostly takes place on the 

regular market. Then at a further step of the trade mechanism, the illicit trade goes illegal. 

Usually it is when a violation of the law occurs or when the product is moved to a 

geographical area where new rules apply, hence making the trade activity illicit regardless 

of whether it involves storage, importation, transportation or distribution.  

 Illicit trade mirroring regular trade 

 Looking at operations, the illicit trade fully mirrors the logistics and finance of the 

regular trade. There is first the production (industrial products) or the collection (natural 

products) step. Then, there is gross handling supply line with storage facilities, a 

transportation chain that could be multimodal (trucks, trains, ships and even aircrafts) and 

could cross borders and move from one continent to another. Last, it relies on the retail 

chain with a distribution line, small storage, sales points or even home deliveries. This 

logistic chain is reflected the other way round by a financial chain with its own bankers 

and money transferors. A very specific point here is that cash is highly present all along 

that chain. Illicit trade is part of the bulk of cash economy, even in sophisticated countries.  

 

ILLICIT TRADE: A CRIMINAL ACTIVITY 

 Why trade is illicit? The nature of illicitness lies in the violation of the law and the 

violation of law is a crime when it is given a penal dimension, otherwise it is either an 

administrative or civilian legal offense. It is at this stage that the issue of illicit trade 

becomes rather interesting because it is in a permanent process of change and constantly 

challenges the law. This reflects the growing complexity of the law that itself reflects the 

growing complexity of the economy due to digitisation and globalisation.  

The legal build up has accompanied the range of the illicit trade factors and this extension 

is far from being completed. It also copes with the political and social view of how the 

economy is to be protected.  

 Basically, we can see three main families of factors that bring about illicit trade. 

These are the property law, the compliance laws and, finally the pure trade laws. One can 

note that from the former to the latter, the legal build up is more or less completed and the 

legal framework more or less robust.  
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Illicit trade breaches of the property law 

 The economy and its set of laws have been based for a while on the physical 

property of goods. This was the way merchants used to work. They kept physical control 

of their goods until they sold them and they obeyed the sovereign rules, mostly the tax 

regulations that applied to these goods. Therefore illicit trade occurs when this physical 

control and sovereignty compliance are breached. That is why we will link illicit trade to 

property law. 

 First, it is the property right that protects the owner against predators. The threat is 

made by a theft, regardless of whether it is a burglary or a robbery, different types of 

private frauds and scams. Illicit trade was build upon these crimes to sell the relevant 

goods. Most of the time, the key player was the thief who having committed the crime, had 

to look for a pawn to sell the product of the theft. This rationale has however been reversed 

in recent decades (cf. § 3.2). The paradigm is that of a cost/benefit ratio between a limited 

investment (time and risk to commit a crime and physically taking the goods from the 

owner and moving them away) and a sale price that is not as high as the regular sale price 

in order to be both attractive, but still high enough to offer revenues. The property 

principle that is violated is the physical control of the goods by the owner. Such a 

phenomenon has been well described by Martin Gill
5
.   

 Second is the fiscal right that relates to the property and that we associate by 

convention to the property right. This is the case of contraband or of any tax fraud when 

the owner of the goods avoids paying the due tax. Generally the law is violated when the 

product is introduced in the customs or tax area without paying the relevant excise tax or is 

sold without the relevant tax as VAT being paid after the sale.  The law that is violated in 

this respect has a sovereign nature because it is part of the state core laws. The 

economic/criminal paradigm is once again a cost/benefit ratio. It is obvious that highly 

taxed products, like tobacco and alcohol, are a core market for illicit trade. There is 

something that is linked to contraband. It is the prohibition, that is, the sale of products that 

are fully prohibited, like alcohol or pornographic materials in some Muslim countries. The 

property rule that is violated is the owner‘s mandatory compliance with the sovereign 

power.  

 These two property rules have been the key sources of illicit trade for a while, as 

long as the economy was purely physical. This has changed with modern economy and the 

growing weight of intellectual property and the value of immaterial goods, whatever it is a 

brand or a patent. This is where the violation of the law comes from counterfeiting the 

products of illicit trade. Counterfeiting is a recent crime.  It emerged when industrialisation 

spread all over the world, when the key investments moved from the production lines to 

the design offices and when the added value became immaterial. The illicit trade paradigm 

retains the same cost/benefit ratio, but the nature of the crime has changed; the criminal 

has no longer to carry the goods, but to take and implement the design himself. By saving 

the design costs and often by saving on the quality of the materials, the criminals obtain a 

huge benefit. Therefore, the products the value of which is bound to the design and to the 

name or the brand and that are easy to manufacture, are key targets for counterfeiters. 

When combined with the criteria of attractiveness that were described previously, this 

clearly puts luxury items like accessories, sunglasses and apparels high on the list of 

                                                      
5Martin Gill and others « the illicit market in stolen fast-moving consumer goods » Perpetuity Research 

Leicester , 2014  
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counterfeited goods. Similarly, cultural products such as movies, songs on DVD are part of 

such illicit trade that is based on counterfeiting.  

Usually the private companies are aware of this type of illicit trade that threatens their 

interest. They most often organize security officers and when necessary they hire private 

investigators to identify the key perpetrators of that type of illicit trade. Over the last 

decades, they have attached great attention to counterfeiting. They have set up numerous 

bodies to address this issue. Public authorities have committed themselves to this issue, as 

well as the EU that has established the European Union Intellectual Property Organisation 

(EUIPO) based in Alicante (Spain). Similarly, the law enforcement world, police and 

prosecution, are committed to tackle these crimes even if this is not always on the top of 

their agenda. Ultimately it is worth to note that the World Trade Organisation has focused 

on the protection of intellectual property over the last decade therefore building a 

regulatory framework that at least exists and at best is able to prevent illicit trade from 

intellectual property violations.  

 

Illicit trade breaches of the compliance law 

 Over the last two decades the economy has been subjected to a growing concern 

with respect to human health and security on the one hand, and the human rights and 

environment (pollution and endangered species) on the other hand. The consequence is the 

development of a huge standardisation effort that places many products under a 

compliance regulation. The goal of this effort is to protect the public and its environment, 

as well as to ensure the respect for human rights. 

 Compliance has two main characteristics that make it a major factor of illicit trade. 

First, it carries additional costs either to collect, manufacture or store the products. 

Consequently, the products of compliance are more expensive than the non-compliant 

ones. Second, it is not highly visible for the public as the products of compliance and non- 

compliance can be easily confused. Therefore, it is easy to mislead potential customers, 

especially when the price is attractive. These characteristics facilitate criminal endeavours 

that intend to sell non-compliant products for profit, although aware that they are 

endangering the public health and safety or the environment.  

 The principle of illicit trade by breaching the compliance regulation is clear in 

itself. However, and unlike intellectual property that relies on clearly defined brands, 

trademarks, copyrights and patents, the set of standards that provide the basis for 

compliance are neither coherent nor clear, both nationally in many countries and 

internationally at a global level. The regulation that has to be complied with could be 

relevant to the nature of the product, with respect to whether it presents any danger or harm 

to the public or the environment, whether it includes dangerous materials, or is unsafe by 

design, or if the way it is manufactured includes forced labour, especially of children or 

prisoners, or even slavery.   

 The key issue is at which level the compliance applies and has to be enforced. 

There is no doubt that the compliance is forceful at the level of the sale to the public, but 

what about along the supply chain down from the distribution up to the 

production/collection level? A product can be legally produced, stored and traded in a 

country that has no compliance regulation, could transit through another country where 

compliance does not apply to transit cargo, could even be stored in the country of 

destination, but cannot be sold. Even in inside markets that are said to be unified, like the 

EU, compliance faces discrepancies. This will be addressed later in this document.  
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To date, the international community has not paid enough attention to the harmonization of 

compliance. There is however a tendency to integrate and include more standards and 

compliance in the international trade agreements; yet, the situation is not as matured as it is 

for intellectual property and investment. This is nevertheless not sufficient and this 

deficiency has been well analysed by Elva (Jing) Zhang and Darshika Bandaranayake
6
 who 

have underlined the need to strengthen the international economy law to prevent illicit 

trade.  

 The enforcement of the administrative regulations that are the basis for the 

compliance is unequal. Sometimes it remains purely administrative, while in some cases 

the legal framework combines administrative and penal measures meaning that the 

infringement of a specific administrative regulation is a penal offense.  For example, an 

administrative regulation could prohibit the inclusion of a specific substance in cosmetics. 

Then the law that issues this decision can include a penal provision stating that the public 

sale of products that contain the said substance can be sentenced.  

A key issue is the coherence of regulations between different markets and even within the 

same market. Coherence is questioned at a different level. A product can be allowed in one 

country and even free of any regulation while the same product can be prohibited or 

submitted to some constraints in another. This is bound to the national law or to the 

ratification of international agreements as it was the case for ivory before there was a 

general consensus against ivory smuggling. Even in the EU and its single market such 

situation can occur. This is for example the case of pesticides that are used for vineyards. 

Some are prohibited in France, but allowed in Spain. This gives way to an illicit trade of 

tens of tons of pesticides between the two countries but still within the boundaries of the 

EU single market. The situation is even more complex because these products can be used 

by individuals in their own gardens, but not by farmers who sell their products to the 

public. Therefore the sale to an individual is free, but the sale to a professional is illicit!!!! 

The enforcement of such a complex legal framework is concretely difficult. Most of the 

time it is necessary to conduct a technical analysis to assess the reality of the product and 

to combine this capacity with a more traditional investigative capacity. This calls for a 

capacity that is not always present, nor has a legal agreement. Forensic labs could do this, 

but this is out of their usual scope of work and equipment. In some places, the public 

administration has the technical capacity, but does not always have the legal authorization 

to present the results in court. In other places, the industry itself has built this capacity and 

offers it to the law enforcement agencies. This is for example the case with IRACEM, a 

French laboratory that is funded by the pharmaceutical industry to analyse suspicious 

medicines (counterfeited, faked, dangerous, non-approved). To operate a laboratory is 

however not sufficient. It is necessary to add a real investigation in order to present the 

case in court. Such investigations are taking place in a highly technical environment (a 

factory, a specialized storage plant where products have to be tightly kept under specific 

conditions) with highly skilled professionals.  This is the reason why there is a need for 

specific investigative structures with specially trained investigators and prosecutors. This is 

a luxury that many countries cannot afford, especially when the priority is given to 

terrorism and drugs.  

 Compliance could apply not only to the nature of the product, but also to the 

manner it is delivered. In that case, the goal of the relevant regulation is still to protect 

                                                      
6Trade and Investment Law Clinic Papers 2014 « Illicit Trade and International Economic Law » To: Black 

Market Watch 10 June 2014, Geneva Submitted by Elva (Jing) Zhang and Darshika Bandaranayake 
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some categories of citizens. This is the case for example with medicines that need a 

specific doctor approval or of products that cannot be sold to young people. Under such 

circumstances, selling the products outside the legal framework is similar to illicit trade.  

 

Illicit trade breaches of the trade law 

 The first two factors of illicitness that have been presented are relevant to the penal 

or tax law (property) and to the administrative law (compliance). The last one is related to 

the commercial law either through international trade agreements (international law) or 

through contract law (private law). The usual practices have also to be taken into 

consideration; they are reflected by the (civilian) courts jurisprudence.  

 Trade law is either national or governed by international agreements. Ultimately, it 

sets the rules according to which a seller and a buyer will conclude an agreement, namely a 

contract. Trade laws especially at international level could include compliance (cf. § 2.2). 

However, this is not well developed and there are plenty of examples of illicit trade cases 

relating to compliance. This could be the low performance car parts, dangerous glasses or 

toys, unhealthy cosmetics…, natural products coming from endangered species. Despite a 

growing trend in international trade agreements, there are still dramatic discrepancies 

between the countries and the illicit trade that are relevant to compliance, but are still 

widely unaddressed in international agreements.  

 On the other hand, the International agreements have paid a lot of attention to 

anything dealing with intellectual property. This has even been the key motto of the World 

Trade Organization (WTO) at the beginning of the millennium.  Most of the international 

agreements relate to trademarks. This term signifies the right of a company to have a say 

on the way its products are traded, especially resold or transformed. This is usually 

reflected in the contract but, as said below, this contract will not always be respected and it 

could be difficult for the company to have its terms enforced. The capacity of the company 

to control the trade of its products depends on the legal framework of the market. Is it 

designed to protect its trademark or not? Of course, there is a balance to be found between 

trademark protection and free trade and competition. If the market is well organised and 

regulated it will be easy. A good example of illicit trade in that context is parallel import. 

A company intends to sell a product X in the country A. This product is designed for the 

country A and its price is defined accordingly with a benefit of 1. The same company sells 

a product Y in the country B with a benefit of 2. Products X and Y are very similar and 

most of the consumers will not take care of the differences, especially when the product is 

highly branded. Despite the tight contract, one of the traders in country A sells the product 

X in the country B. The local consumers buy X instead of Y. The company earns 

consequently a benefit of one instead of 2 and the irregular traders share a benefit of 0.5.  

 The EU situation is interesting with respect to the parallel imports and illicit trade 

and how a legal framework can be built. The very principle of the EU single market clearly 

considers that unrestricted resale is allowed inside the EU, provided the initial sale has 

taken place inside the EU. Therefore, the right of the brand is exhausted as soon as the 

initial sale has occurred within the EU with the agreement of the brand‘s owner. On the 

contrary, the import inside the EU of a product that was sold outside the EU, without the 

consent of the brand, with a view to stick it is seen as a case of parallel import that is not 

authorized. This is the consequence of the EU directive 89/104/CEE December 21st, 1988. 

This is reflected by a decision of the Court of Justice of the European communities (CJCE 
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July 16th, 1998 Silhouette case C-335-96)
7
. Hence, we can see that on the one hand, the 

brand‘s rights are easily exhausted inside the EU single market, while on the other hand, 

outside the EU they are not exhausted according to the jurisprudence of the CJCE. The 

follow-up jurisprudence ( CJCE November 20
th
, 2001 Davidoff and Levi Strauss case C-

414/99) has defined how the companies have to organize their defence. It is clear that both 

the directive and the jurisprudence have set rules that prevent some trade activities and 

define them as illicit. However, such a legal scheme is not common worldwide although it 

gives a good example of how illicit trade can be legally defined and tackled. At this point it 

is worth to note that such legal framework is related to intellectual property, but lacks any 

real capacity to deal with trademarks.  

 Unreliable commercial partners and weak legal framework create the major risk. 

The weaker the latter are and the more irregular the former are, creates the maximum risk 

for a company. Most companies are aware of that and know the limit of the commercial 

game. However, even the most clever of them could be the victims of this combination. 

This is usually an area where they are very discreet. It has been a permanent ambition of 

the European Union when negotiating with partner countries (candidate, associate…) to 

have the strengthening of the legal framework, and similarly of the judiciary, as an 

objective. The goal is to offer European companies a safe environment to operate abroad.  

Unless specific legal provisions or high level jurisprudence has been issued, it is very 

difficult for companies to protect their interest and defend their rights. Most disputes are 

settled between lawyers or through arbitrage.  

Illicitness factors summary 

 Table No. 1 below summarizes the situation with respect to the three categories of 

factors that make a trade activity illicit. When moving from left to right, one can see that 

the economy has become more complex over time, but that at the same time the legal 

framework has not moved accordingly. One can see a robust basis of a penal nature with 

respect to property law and a more lax and unachieved legal framework regarding the 

commercial agreements and rules. Similarly, one can see that the enforcement capacity is 

weaker when moving from left to right.  

The conclusion of this observation is that the companies are more protected on the left 

side, which puts them at a legal risk and uncertainties on the right side. Their operations 

are hampered but more importantly, their business model and consequently their very 

existence are jeopardized when moving to the fields of compliance, trademark and 

contract. There is obviously a need for improvement through the strengthening of the law 

and its enforcement.  

  

                                                      
7 http://eur-lex.europa.eu/legal-content/FR/ALL/?uri=CELEX%3A61996CJ0355  
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Table 1: factors of illicitness 

 

 
 

ILLICIT TRADE AND ORGANISED/STREET CRIME 

 Illicit trade, insofar as it has a sound legal basis, is a crime or at least a civilian 

offense. It can be seen as white-collar crime when it comes to its general organisation and 

management. Sometimes it is embedded in the activities of well-known and prestigious 

companies that have crossed the red line either deliberately or by ignorance. When it 

comes to concrete matters, with respect to production, logistics and distribution, as well as 

conveying money, white-collar crime has to deal with serious and organised crime, as well 

as with street crime.  

 Serious and organised crime is the only one that has the skills and the capacity to 

conceal and protect illicit manufactures or the collection of natural products. It is also the 

only one that can discreetly store and transfer huge shipments (container size is the basic 

unit) from one continent to another and protect their storage facilities. In return, it is the 

only one that can provide discreet cash courier that will convey and launder the benefits of 

illicit trade. Additionally, it is the only crime that can combine violence with corruption. 

Hence, one can see that serious and organised crime is inherently part of illicit trade at the 

highest levels of the supply chain.  

Ultimately, when it comes to final distribution, street level crime also provides the capacity 

to organize, control and secure sales point that are either physical or virtual, such as 

internet sales. Since the 70s and 80s, the street level is rather independent from the 

organised crime. The vertical integration that existed in the 50s and 60s no longer 

prevails
8
.  

 The organization of illicit trade is very similar to drugs trafficking. It uses the same 

techniques and sometimes the same actors. To some point, one can even wonder if the 

illicit trade of a licit product is not more critical than the trafficking of illicit ones, namely 

drugs and weapons. Law enforcement is less committed to fighting illicit trade than 

fighting the usual trafficking. Profits are higher. There could be a boulevard for criminals. 

                                                      
8  Alessandro Dal Lago and Emilio Quadrelli Drug market in Italian cities in Criminal economy and Urban 

world (French) , PUF Paris 2007 
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For instance, the turnover of illicit trade of cigarettes in France is equal to the total 

turnover of drugs (2,3 Bn €)
9
, but it is controlled a thousand times less. 

 

 Traditional criminals are not the only ones that can take an active role in illicit 

trade. More recently warlords and terrorists have proven they have some similar capacities 

to offer. The point has been well developed by Professor Louise Shelley
10

. Mokhtar Al 

Mokhtar is well known as Mr. Malboro smuggling cigarettes in the Sahel region. The 

Islamic State has used the illicit trade of cotton and crude oil to finance its activities. At the 

distribution level, the Charlie Hebdo terrorist attack in Paris in January 2015 was financed 

through the illicit trade of counterfeited Nike sneakers.  

 

CONCLUSION: LOOKING FORWARD  

 The present paper has provided a brief overview of illicit trade. It has highlighted 

the legal gap that exists with respect to compliance, trademark and contract. A similar gap 

was identified and successfully addressed by the international community some decades 

ago in the field of intellectual property. This has built a strong legal framework to address 

illicit trade that is relevant to counterfeiting.  

There is a similar process to be repeated in the field of compliance, especially with respect 

to the regulations that protect the human being (heath and physical security) and their 

environment (endangered species, pollution).  

However, what was possible in the dynamic globalization is now challenged by the 

populist nationalism that will rely more on bilateralism. These will not have the strength of 

globalization to define new rules. Additionally, the defiance that is rising about the 

regulation of products, which is perceived as bureaucratic and counterproductive, will not 

help in the area of compliance. Such trends would not facilitate the fight against the 

emerging forms of illicit trade.  

 

 

Dominique Lapprand, Gendarmerie Colonel (retired France) and independent consultant, 

dominique.lapprand@wanadoo.fr, has a wide international experience, especially as a 

national seconded expert to the European Commission. He is currently committed to the 

fight against illicit trade both as a consultant and as a member of several non-profit 

organizations.  

 

                                                      
9 Sun project, 2015 KPMG and (french) OFDT Illicit trade of tobacco in France, Paris 2012  
10 Louise Shelley, « Dirty Entanglements : Corruption, Crime and Terrorism » , Cambridge University Press, 

New York 2014 



10 

 

UDK:343.9.024:336.7]:343.85(497.1) 

ECONOMIC CRIMES WITH HIGH RISK OF CRIMINAL 

PROFIT LEGALIZATION
1
 

 

Aleksandar Ĉudan, Dr.Sc 
Academy of Criminalistic and Police Studies, Belgrade, Serbia 

aleksandar.cudan@kpa.edu.rs 

Dragan Cvetković, Dr.Sc 
Ministry of Interior of the Republic of Serbia, Belgrade Police Department,  

Criminal Force Directorate 

cvetkovicdragan@mts.rs 

 

ABSTRACT 

 Huge amounts of money are often acquired through various criminal activities in 

the economic relations, as well as in the field of performing official duty (economic and 

non-economic activities) and represent an illegal material gain. However, in order for 

someone to be able to use such assets freely, they must be legalized and thus included into 

the legal financial flows. Serbia, like the majority of jurisdictions, invests great efforts to 

implement laws related to money laundering and the criminal offences related to it. From 

the aspect of money laundering, the abuse of office, fraud, embezzlement and tax evasion 

are characterised as high-risk economic crimes, i.e. as economic criminal offences which 

impose the greatest risk in terms of the frequency and material gain resulting from the 

commission of such crimes. Therefore, in addition to defining concepts and determining 

the characteristics of the said criminal offences, the paper will also present the share of 

economic crime within the total amount of crime, the dynamics and structure of economic 

crime in the period from 2006 to 2015, with a special review of the trends of the most 

recurrent economic crimes in the Republic of Serbia. The said incriminated behaviours will 

be analysed based on the available statistical data which, despite all limitations and 

imperfections known to science, still represent an irreplaceable source of data on detected 

crime.  

 Key words: economic crime, predicate criminal offences, risk, money laundering, 

analysis. 

INTRODUCTORY REMARKS 

 "Dirty Money" is any profit, assets and cash arising from illegal activities. 

Therefore, money laundering does not exist without a criminal activity. Some of the anti - 

legal activities that provide "dirty" money are abuse of office, embezzlement, corruption as 

criminal offenses, and scam, tax evasion and other criminal acts of economic crime. 

 Today it is impossible to find a country that is fighting money laundering with full 

strength. Moreover, it is believed that this negative social phenomenon in most modern 

countries existsto a much greater extent than indicated by the official records, which 

actually means that this type of crime is very expressed, the so-called "dark figure".  

                                                      
1 The paper is the result of the researches on the project:"Kriminalitet u Srbiji i instrumenti državne reakcije", 

funded and implemented by the Criminal - Police Academy in Belgrade, the cycle of scientific research in the 

period 2015 -2019.  
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 Thye involvement of ill-gotten revenues into legal financial flows not only 

threatens the economic system and market competition, but also undermines the political 

stability of the country and exerts influence on the social relations at national and 

international level.
2
 In fact, money laundering has a wide range of negative feedback 

effects on the economic, security, social and political agenda of the country and the 

international community. The ratio of money laundering and the aforementioned effects is 

undoubtedly very complex and multi-dimensional. Some of these relations are mutual, 

some have a smaller and some a larger intensity. It is often that a result of these appears as 

the key factor (cause) for the occurrence of this phenomenon in society. In support of this 

argument goes the fact that many authors agree that "social and material conditions of life, 

economic, class and other basic structures and contradictions that are born and develop in 

these conditions represent the primary force that ultimately determines the occurrence of 

criminal activity. However, these ultimate causes of crime are realized through the direct 

causes and conditions, i.e.on the basis of the criminogenic factors that are, according to the 

character of these facts in a more direct relationship with criminal activity.''
3
 In a word, 

money laundering threatens all important values of society. Economic crime is 

characterized by an extreme variability of forms of expression, which is quite logical, 

because of its conditionality on the emerging socio-economic and political relations which 

inevitably creates conditions for change and emergence of new forms. Therefore, there is a 

need for permanent monitoring of these issues, such as changes to the law and compliance 

with the definitions of economic crime and its content and characteristics in a given period 

of social development, both at the national and international level, especially with respect 

to the fact that it is increasingly receiving an international dimension organized through the 

appropriate form. 

 To manage this type of crime, the Republic of Serbia has taken the following 

measures
4
: training on integrated financial investigations has been conducted, a Law on 

Seizure and Confiscation of the Proceeds from Crime has been passed, a Directorate for 

Seized Property Management has been established, a special unit for financial 

investigations has been established within the Ministry of Interior Affairs, special 

departments for fight against corruption have been established in the Public Prosecutor's 

Office, the Appellate and higher public prosecutor, the Law on Liability of Legal Persons 

for Criminal Offenses
5
 has been adopted and the Act on Mutual Legal Assistance In 

Criminal Matters
6
 has also been adopted. An initiative stemming from the Anti-corruption 

Act has been implemented by the Agency for fight against corruption
7
, a Project against 

Money Laundering and Terrorist Financing in Serbia has been launched (MOLI)
8
, and a 

decision was adopted for investigation of the financial crime strategy for the period 2015 - 

2016.
9
. In addition, other measures have been taken and certain projects have been initiated 

in Serbia with the aim of strengthening the capacity of the state bodies in the fight against 

economic crime.  

                                                      
2 Bošković, G., „Pranje novca―, Beosing, Beograd,2005, p.28-29. 
3Milutinović, M.,  Kriminologija, Savremena administracija, Beograd,1981, p.321. 
4Strategija istraga finansijskog kriminalaza period od 2015. do 2016. godine, "Sl. glasnik RS", No. 43/2015. 
5„Službeni glasnik RS‖,No. 97/08. 
6„Službeni glasnik RS‖,No. 20/09. 
7"Sl. glasnik RS", No. 97/2008, 53/2010,66/2011 - odluka US, 67/2013 - odluka US i 112/2013. 
8Projekat za borbu protiv pranja novca i finansiranja terorizmau Srbiji (MOLI Srbija), 2011, (accessed: 01. 06. 

2016), available at: http://www.apml.gov.rs 
9"Sl. glasnik RS", No. 43/2015 
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 Economic crime is characterized by a complex of crimes, especially in the areas of 

finance, accounting, banking, foreign trade, as well as in the privatization process. This 

type of crime, in addition to being generally distinguishable, also has its special 

characteristics, including its scale or mass, the relative share of economic crime in the total 

crime, its dynamics and structure, which involves the type of alleged behavior that we 

believe exists in economic crimes, as well as its participation in the mass economic crime.  

 This paper therefore focuses on economic crime, its main characteristics and the 

presence of criminal acts of economic crime in the Republic of Serbia. In this respect, we 

also look at the frequency of the mentioned crimes. Data obtained from the analysis in this 

paper may serve as indicators of the dynamics and structure of this type of crime. To 

measure the extent of economic crime in Serbia and the characteristics of the criminal 

reactions to this type of crime on the basis of statistical indicators,the participation of these 

groups of offenses in the overall crime in Serbia was analyzed for the period 2006 - 2015. 

This period was chosen as suitable because it is long enough and therein shows certain 

tendencies in the crime dynamics. In addition, it also corresponds with the period from the 

beginning of the application of the Criminal Code, which was enacted in 2005. 

 

ECONOMIC CRIME - TERM AND FEATURES 

 The serious approach to the study of economic crime, its consequences for the 

social and economic relations in economy and the possibility of action and the 

implementation of measures aimed at combating this phenomenon in contemporary 

society, starts from the definition of the concept of economic crime. Accordingly, 

substantial efforts have been made to arrive at a single definition of economic crime in 

both domestic and foreign theory and practice. However, there is still no unified opinion 

on the concept of economic crime. Most likely, the reason for such an international 

situation lies in the absence of a unified and integrated definition of economic crime, the 

variety of socio-economic and political systems, but there is no uniform definition of 

economic crime in the legal and criminological literature of any single country. 

 One of the most commonly cited definitions of economic crime comes from 

Edwina Sutherland, President of the American Sociological Association, who uses the term 

"white collar" for the economic crime. This author defines this phenomenon as a ''crime 

that occurs in the area of commercial operations and points out that its basic form is 

usually performed in machinations related to the purchase and sale of various actions, false 

expression conditions and operations of individual corporations, false advertising of goods, 

business partners and bribery of civil servants in order to achieve favorable business 

arrangements, misuse of funds, tax evasion and the like.''
10

The same author gives a new 

definition of the ''white collar" crime, marking it as a "crime which, in the context of their 

professional activities, is performed by persons with a high social reputation."
11

 

 The recommendation of the Council of Europe 11 (2001) points to the strong 

correlation of organized and economic crime, in particular corruption, money laundering 

and fraud. The CARPO Council of Europe report on organized crime for South East 

Europe for 2006 states that the difference between organized and economic crime is the 

fact that ''organized criminal groups establish a criminal enterprise to commit crimes even 

in legitimate jobs, while the benefits of economic crime include legal enterprises for legal 

                                                      
10Sutherland, H.Edvin. White-Collar Criminality, American Sociological Review, February 1940, 1-12. 
11 Sutherland, H.Edvin. White-Collar Criminality. Crime?, American Sociological Review, April 1945,  132-

139. 
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business, based on fraud, cartels, monopolies, and corruption to stay competitive in the 

market''.
12

 According to the Council of Europe, Economic Crime "has a negative effect 

beyond individual victims and material damage in that it affects a large number of people, 

society and the country as a whole; it takes into regard the functioning of the national or 

international economy and causes a loss of trust and confidence in the economic system."
13

 

 By analyzing literature, we can say that the authors largely agree on the concept of 

economic crime as ''all those illicit behaviors that attack the economic system, regardless 

of whether they come from officials, companies, or even persons outside the business 

organizations that directly or indirectly attack the economic system''.
14

 In a narrower sense, 

under economic crimes are considered only the criminal legal, economic and financial 

offenses, and the economic offenses and misdemeanors are not included in this category. 

In a broader sense, economic crime is a behavior that is qualified as a felony by the 

competent national authority (court or other authority) and is punishable in a due process. 

It also includes delinquents and natural and legal persons in the area of financial and legal 

business (offenses, felony and misdemeanor). Instead of the term economic crime in 

literature may often be enountered terms as financial, economic crime, criminal 

corporations and white collar crime.  

 The criminal justice system of the Republic of Serbia includes under economic 

crime the categories of offenses defined by the Criminal Code of the Republic of 

Serbia
15

:offenses against economy (money laundering, abuse of authority in economy, tax 

evasion, illicit production and trafficking, smuggling, causing bankruptcy, etc.) and 

criminal offenses against official duties ( abuse of office, embezzlement, breach of law by 

a judge, public prosecutor and public prosecutor deputy, improper use of budgetary funds, 

bribery, etc.), offenses against legal trafficking (falsification of documents, falsification of 

official documents), as well as offenses in the set special laws. 

 Economic crime is characterized by an extreme variability of its forms of 

expression, which is understandable if one knows its dependency on the new socio-

economic and political relations that generate the conditions for change and the emergence 

of new forms. In this regard, it should be noted that the changes in the economic and 

political systems, which condition the emergence of new forms of economic crime, are not 

covered by the previous definitions of the content because they did not exist or qualify as 

socially dangerous acts, i.e., they were prescribed by law as criminal offenses. The main 

opinion of the author is that the most important characteristics of economic crime include 

the following features: 

 •the ability to adapt to the new socio-economic relations and the positive 

provisions that regulate business operations; 

 • clandestinity and conspiracy to commit the offenses of economic crime, 

 • extremely high "dark figure"; 

                                                      
12CARPO izveštaj - izveštaj Saveta Evrope o organizovanom  kriminalu za 2006. (pristup: 01. 07. 2016), 

dostupno na:http:/www.coe.int/t/dghl/cooperation/economiccrime/organisedcrime/projects/carpo/; 
13OEBS (2006) Izveštaj o pranju novca i predikatnim krivičnim delima u Srbiji za 2000-2005. (accessed: 25. 

06. 2016), available at:http://www.osce.org 
14Milutinović M., Kriminalitet kao društvena pojava, Savremena administracija, Beograd, 1957,147. 
15By the end of 2005, the penal code was based on the old Yugoslav federal Criminal Code and the Criminal 

Code of the Republic of Serbia. The frame was processed in early 2006 with the introduction of the new Penal 

Code. 
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 • complexity and diversity, dynamism or the tendency of changes of legal 

regulations governing the business operations; 

 • specific properties of the perpetrators of economic crime, including properties 

characteristic of white collar crime and greed as a motive; 

 • the perpetrators of the crimes are usually officials or responsible persons in the 

economic and financial affairs. 

 Common characteristics of the criminal acts of economic crime which is present in 

all branches of business and non-economic activities are greed, selfishness or negligent 

performance of official duties; nevertheless, the most frequent motive is gain or unlawful 

profit gain. 

 

STATE AND DYNAMICS OF CRIME IN SERBIA FOR THE PERIOD 2006 - 2015 

 In an effort to establish the characteristics of modern economic crime, analyses of 

data on the state of economic crime in the Republic of Serbia for the period 2006 - 2015 

were published in the annual statistic reports of the Ministry of Internal Affairs of the 

Republic of Serbia on reported crimes.
16

In the period from 2006 to 2015, a total of 

1,023,208 offenses were discovered by the police on the territory of the Republic of Serbia. 

More specifically, the annual average was 102,320.8 offenses, or 280.33 on a daily basis or 

11.68 offenses every hour.  

Тable 1.Reported criminal acts of economic crime in Serbia for the period 2006-2015. 

 

 

Year 

   

Total CA 

 Total CA 

economic crime 

Percentage share (%) for 

economic crime 

 in the overall 

   

1 2 3 4 

2006 98.414 10.499 10.46 

2007 104.118 10.697 10.09 

2008 105.203 10.481 9.54 

2009 102.261 10.889 10.30 

2010 100.028 10.451 9.92 

2011 101.309 9.677 9.55 

2012 97.015 8.768 9.03 

2013 113.600 7.421 6.53 

2014 102.715 7.836 7.62 

2015 98.545 8.175 8.29 

 

In terms of the scope of economic crime on the territory of the Republic of Serbia and its 

relative share in the total volume of crime, the above table shows that on the territory of 

the Republic of Serbia a total of 94,894 offenses were reported by the police in the period 

from 2006 to 2015. The annual average was 9489.4 offenses, or 26 offenses per day. The 

share of criminal acts of economic crime in the total volume of reported crimes did not 

exceed 11% for all years in the reporting period (2006-2001). 

 

                                                      
16Ministry of Internal Affairs of the Republic of Serbia. 
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In the reporting period (2006 - 2015), the smallest number of crimes was recorded in 2012 

(97,015) and the highest was recorded in 2013 (113,600). In the analyzed period,the share 

of offenses in the field of economic crime moving about 9,1% on average, compared to the 

total number of registered crimes (1,023,208 crimes). 

Тable 2.- The structure of certain CA for economic crime
17
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17A new Criminal Code of the Republic of Serbia was adopted on 06.05.2005, according to which the articles 

of the same law changed, but mostly in numerological terms of the articles, hence the crime of misuse of 

official position which was regulated by Article 242 CCRS, under the new law was regulated by article 359 of 

the CCRS, etc. It should also be noted that the content of the above offenses has not changed. 
18 With the new Criminal Code of 2006 the following changes were carried out: the early offense "tax evasion", 

provided for in Article 172 of the Law on Tax Procedure and Tax Administration, was replaced by the criminal 

offense "tax evasion" provided for in Article 229, and the other tax crimes are still provided in the secondary 

criminal legislation (Law on Tax Procedure and Tax Administration). 
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The table indicates that in the period from 2006 to 2010 there were no significant 

variations in the number of detected offenses in this area of crime. While in the period 

from 2011 to 2014, a downward trend in the number of detected offenses was recorded in 

this area of crime, from 2014 onward there was a slight increase. In addition to the 

described tendencies that are easy to recognize in the given tables, it can be clearly 

identified that the smallest number of detected crimes in the area of economic crime in the 

observed period was recorded in 2013 (7,421), while the highest was recorded in 2009 ( 

10,889).  

 Deriving objective conclusions about the trend of crime in a country requires an 

analysis of its structure, namely an analysis of the percentage share of the most serious 

offenses in overall crime. With respect to the structure of detected and reported criminal 

acts of economic crime, the data in the table shows that the crime of abuse of official 

position under Article 359 CCRS is the dominant element of the criminal acts of economic 

crime in the Republic of Serbia from 2006 to 2013. The minimum number of this offense 

was recorded in 2014 and the highest number in 2010. The offense of misuse of official 

position was 18.1% of the total number of reported criminal acts of economic crime in 

2006, 20.7% in 2007, 26.3% in 2008, 23.7% in 2009, 26.6% in 2010, 26.4% in 2011 and 

26% in 2012, 17.1% in 2013, 9.1% in 2014 and 10% in 2015, i.e. 20.4% on average for 

that period. The presented data indicate that as of 2013, when  a new criminal offense was 

introduced - abuse of an official person (Article 234 of the Penal Code) instead of the 

criminal offense - dereliction of business operations
19

 (separating the abuse of office from 

the abuse of the position of a responsible person or separating the criminal liability of 

officials and responsible persons), a significant downward trend has been recorded in the 

rate of the offense of abuse of office (Act.359CC) and an increase in the rate of the 

criminal offense of abuse of office of a responsible person (Act. 234 CC). 

 With respect to the above stated criminal offenses, excluding the falsification of 

official documents (Article 357 CCRS) given the fact that it rarely occurs in practice by 

itself,
20

 it is the offense of fraud (Article 208 CCRS) that accounts for 9.4% of the total 

number of reported criminal acts of economic crime in 2006, 12.0% in 2007, 13.3% in 

2008, 13.0% in 2009, 9.7% in 2010, 10.2% in 2011, 9.8% in 2012, 8.8% in 2013, 7.4% in 

2014 and 7.1% in 2015, or an average of 10% compared to the total number of reported 

criminal acts of economic crime. The minimum number of this offense was recorded in 

2015 and the maximum in 2009. 

The offense of fraud (Article 364 of CCRS) within the structure of discovered and reported 

economic crimes accounts for 4.5% of the total number of reported criminal acts of 

economic crime in 2006, 3.6% in 2007, 3.9% of 2008., 3.9% in 2009, 4.1% in 2010, 4.1% 

in 2011, 4.7% in 2012, 6% in 2013, 4.3 % in 2014, 4.2% in 2015, or an average of 4.5% 

compared to the total number of reported criminal acts of economic crime. The minimum 

number of this offense was recorded in 2014 and the maximum in 2006. 

                                                      
19Zakon o izmenama i dopunama Kriviĉnog zakonika, Službeni glasnik RS , br. 121/12, ĉl. 112, stav 5. 
20 The most common is the legal existence of the criminal offenses related to the execution of other criminal 

offenses. There are two possible situations. Thus, the falsification of official documents may occur as a tool for 

easier, faster and more efficient execution of another crime (usually economic, property or service). The 

falsification then is the preceding stage in the execution of another crime. Another situation is when the 

offender performs falsification of official documents after a previously committed criminal offense in order to 

prevent or impede the identification and proving of the perpetrator. Thus, in all these cases, therer is a 

concurrence between the falsification of official documents and another criminal offense. Read more: 

Jovašević, D.,  Karakteristike  krivičnog dela  falsifikovanja službene isprave, Pravo – teorija i praksa, Novi 

Sad, 1997., br.12, str.51. 
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The offense of tax evasion (Article 229 CCRS) within the structure of discovered and 

reported economic crimesaccounts for 1.7% of the total number of reported criminal acts 

of economic crime in 2006, 2.2% in 2007, 2.6% of 2008, 2.7% in 2009, 3.9% in 2010, 

2.7% in 2011, 2.8% in 2012, 3% in 2013, 2.4 % in 2014 and 2.3% in 2015, or an average 

of 2.5% compared to the total number of reported criminal acts of economic crime. The 

minimum number of this offense was recorded in 2006 and the maximum in 2010.  

 As for the crime of "money laundering" according to the relevant Article 231 of 

the Criminal Code of the Republic of Serbia, classified as a crime against the economy, it 

should be noted that this is a specific and derivative manifestation of economic crime. 

According to the Criminal Code of the Republic of Serbia,a perpetrator of the crime of 

money laundering may be any person (responsible person in the legal entity if he/shehad or 

could the knowledge, or was obliged to know that the money or assets are the proceeds 

from an offense) who performs the conversion or transfer of property with the knowledge 

that it is aproceeds of a criminal offense, or acquires, keeps or uses the property with 

knowledge at the time of receipt that such property is derived from a criminal offense.
21

 

 This criminal offense along with other crimes in the field of economic crime 

attacks the economic system of the country and its essential segment (monetary, fiscal, 

foreign exchange, foreign trade, etc.). Money laundering in all its forms is an extremely 

negative social phenomenon. It is a criminal activity that has a negative impact on the 

financial system of a country on its economic, political and social structures and can 

seriously jeopardize its financial stability, the process of transition and democratic 

development. By means of developing international economic and other ties, money 

laundering is acquiring new forms, using a variety of methods and means. 

 If we correlate the data on the total number of reported criminal acts of economic 

crime in the analyzed period, on the one hand, and the number of detected and reported 

criminal offenses of money laundering on the other hand, it appears that the criminal 

offense of money laundering accounted in the total mass of economic offenses for 0.11 % 

in 2006; 0.35% in 2007; 0.43% in 2008; 0.32% in 2009 and 0.86% in 2010; 1.87% in 

2011; 1.4% in 2012; 0.37% in 2013 to 0.34% in 2014 and 0.06% in 2015, or an average of 

0.67% for the reference period. The date of the table and the chart clearly indicates that the 

least number of this offense was recorded in 2015 and the highest number in 2011.  

  

                                                      
21  Татјана Лукић «Борба против прања новца у Републици Србији», Зборник радова Правног 

факултета у     

   Новом Саду, бр. 2/2010, 197–215. 
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Тable 3. –Total number of CA economic crimeand CA of money laundering for the period 

2006-2015. 

Year 
Total CA from 

act. 231 

Total CA 

economical crime 

2006 12 10499 
2007 38 10697 

2008 45 10481 

2009 34 10889 

2010 90 10451 

2011 181 9677 

2012 123 8768 

2013 28 7421 

2014 27 7836 

2015 5 8175 

  

 Although the percentage share of this crime is low in the total rate of registered 

economic crime, its exceptionally high social danger points to the need of monitoring its 

dynamics and manifestations as a necessary precondition for successful prevention and 

suppression. The small number of criminal offenses of money laundering is a consequence 

of the circumstances that the new Criminal Code came into force only in January 2006 to 

provide for this activity, but also due to the fact that this activity is very difficult to detect 

and prove. The forms of its organized criminal activities are not always visible and 

identifiable, making it difficult to take effective measures in a timely manner for its 

detection, prevention and suppression, and they can also develop into more complex forms. 

Chart 1. – The crime of money laundering and most common CA of economic crime 

recorded in the period 2006-2015. 

 

 The above-mentioned offenses account for about 40% of the structure of 

discovered and reported acts of economic crime. However, given the known and existing 

criminogenic factors of economic crime, it can be assumed with a high degree of 

probability that the structure of criminal acts of economic crime, which are in the area of 

the "dark figure" looks much different. 
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Тable 4.- The amount of damages to property and material gain included in the criminal 

records in the field of economic crime in the territory of the Republic of Serbia for the 

period from 2006 to 2015. 

Year 

The amount of 

damages  

(RSD) 

The amount of 

material gain 

(RSD) 

2006 65.974.357.058 63.609.772.533 

2007 24.197.941.424 20.204.783.879 

2008 27.906.061.000 21.840.049.285 

2009 15.059.169.274 14.030.714.570 

2010 21.909.078.012 19.834.599.575 

2011 54.189.892.683 40.743.609.249 

2012 126.522.761.678 251.689.905.296 

2013 126.794.392.482 125.141.596.637 

2014 43.869.128.665 33.330.263.942 

 2015 61.888.901.086 33.923.939.057 

 

Chart 2.- The amount of property damage and resulting benefits/acquired by committing 

criminal acts of economic crime for the period 2006 to 2015. 

 

The data analysis pertaining to property damage and benefits incurred or acquired by 

committing criminal acts of economic crime in the period from 2006 to 2015, indicates that 

in a given period, the total damage caused by this criminal activity amounted to about 580 

billion, or an average of 58 billion annually. Minimum damage from the commission of 

these crimes was registered in 2009 (15 billion pounds) and the highest in 2013 (about 

126.8 billion).  
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The Commission for criminal acts of economic crime obtained similar milestones with 

respect to the trend of property gain within the said period. The overall benefit obtained 

through the commission of these offenses in the analyzed period was about 620 billion or 

an average of about 62 billion per year. The minimum property gain obtained through the 

commission of criminal acts of economic crime was recorded in 2009 (14 billion pounds) 

and the highest in 2012 (about 251 billion). 

CONCLUSIONS 

 Economic crime and especially corruption offenses and money laundering, by 

theirimmoral and economically harmful nature related to organized financial crime, cannot 

exist and survive as "commercial" activities without corruption and as "financial" activities 

without money laundering at the national and international level. The protagonists of these 

phenomena use their strongholds and influence in society. The most commonly occurring 

are persons in responsible positions, especially in the commercial and financial operations, 

through which out purchase, sale, payment and collection are carried. Money laundering in 

to corruption offenses today is a cancer-wound in every state. 

 The analysis was carried out on the basis of the available statistical data, which, in 

addition to all limitations and disadvantages known to science, represents nevertheless, an 

irreplaceable source of information on discovered crime. Overall, the analysis of statistical 

data on economic crime for the period 2006 to 2015 showed that several criminal offenses 

(abuse of office, fraud, embezzlement and tax evasion) have the highest percentage of 

participation in the structure of reported and detected offenses in the field of economic 

crime. The said offenses, from the aspect of money laundering, pose the greatest risk in 

terms of their frequency and property damage resulting from their execution and can be 

considered as activities of "high risk". The analysis also indicated that the number of 

detected offenses of money laundering grew from year to year, with visible oscillations. 

The minimum number of this offense was recorded in 2015 and the highest in 2011. 

 In conclusion, the number of offenses in the field of economic crime is 

undoubtedly much higher than the one in the presented data due to the "latent concealed" 

form of this crime. One could even say that these records reflect more the activity of the 

detection bodies, primarily the police, rather than the real situation in the field of 

economic crime. 
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 Environmental crime is a global threat to healthy human environment and the 

offenses in this area are numerous, with serious consequences and some of them are 

classified as organized crime. Yet, the eradication of this type of crime in the country is on 

the margins of the social action and systematic and continuous activities of the authorities 

responsible for fighting environmental crime, are lacking. 

Forensic analysis or forensic expertise is an especially important segment of the methods 

of detection, proving and clarifying environmental crimes. Namely, any pollution of the 

environment does not necessarily constitute an ecological crime. There is environmental 

crime only in circumstances where the pollutant is present in the ecosystems at a 

concentration that is greater than the allowed limit. From that aspect, the range of the 

specific forensic analytical chemical and toxicological analyses is quite diverse and often 

applicable in the global forensic practice. Thus, proving environmental crimes requires the 

expertise of the concentration of the pollutant, usually at the crime scene by applying 

situational expertise, or laboratory expertise of the individual traces in relation with the 

crime case. On the other hand, the forensic analysis of the traces from biological origin 

aiming to detect offenses against the environment are considerably less common, but in 

certain segments they are the key to detecting a particular type of environmental crime, 

primarily poaching, illegal fishing and deforestation. 

Certain forensic analyses are practiced in the Republic of Macedonia in order to prove 

environmental crimes. The authors of this paper analyze the current status of 

environmental crimes in the country, and the procedures, methods and instrumental 

techniques applied in the Ministry of Interior in order to prove this specific type of crime 

in the country. 

 Keywords: environmental crime, expertise, methods, techniques, traces etc. 

1. INTRODUCTION  

 Situational analysis is a kind of expertise which is applied in certain conditions, 

usually during the crime scene investigation. There are certain rules for applying 

situational analysis. 

 During inspection or expertise in criminal acts, it should be considered that there is 

a fast-changing situation at the scene which is determined by many factors. Therefore, 

there is a danger of losing the existing traces and items. Therefore, it is difficult to secure 

and preserve the quality of data and physical evidence that would clarify and prove the 
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commission of a crime. (Dzukleski, 2006, 77) To avoid this, it is necessary to perform 

situational expertise that would reduce the usual lack of information. 

Incriminalliterature,ideas have appeared anddiscussionsdevelopedintroducing 

thesituationalexpertise(particularly the expertiseon the scene). The expert 

B.M.Komarinecpresents hisideato perform an overallexpertiseexaminationofthe crime 

scene. ―Forensic expertisemust be carried outat the scenebecause it is important 

toexaminenotonly the individualrealevidence, but also the entire situationat the scene" 

(Manual for professional training of Internal Affairs employees, 1986, 442). 

 He believesthat the expertiseshould beundertaken together withthe 

inspection.According to him, not only one item is inspected, butthe entire situationatthe 

crime scene.Hence, there is not only a need for a forensicspecialist, but for a forensicexpert 

whowill laterbeappointedas the situational expert. B.M.Komarinecmentions theidea of an 

entirelyexpertstudy ofthe crime scene, including theconclusion. In hisopinion, 

criminalexpertiseshould be conducted at the scenein the followingcases: 

1. Whenit is important toexamine notonly particular physical evidence,butthe entire 

situationat the crime scene; 

2. For successful experts‘ study, the mutualrelationship between thetracesof different 

items thatare at thecrime sceneshould be investigated, and 

3. Whenphysical evidencecannotbe delivered fromthe sceneto the 

criminallaboratorybecause of theirsizeorbecause ofthe danger ofthem being 

changedordamagedduring transportation. 

 

 Regarding the expert evidence at the scene, B.M.Komarinecpays attention to such 

investigation conducted in the primary phase of the investigation, practicallyat the same 

time withthe crime scene investigation. Thisisof a great importancedue to the 

factthattraceschange, vaporize, ordisperse rapidly.The second expert T.M.Samarin shares 

approximately the same opinion: ―during expert investigations of physical evidence,in 

manycases, there is a necessity for the expert 

toclarifywhereandunderwhatcircumstancesthe evidence is discovered,whatis 

theiroriginalformandschedule at the placeofdiscovery. Therefore, as acrucialelementof the 

expertresearch, there is personalinspection at the scene,givingthe opportunity, 

bydirectlystudying thewhole situationandits details, todiscover 

andevaluatepropertiesnecessary for determiningone oranothercondition‖. G. L. 

Granovskihas characterizedthe conceptof ―situational expertise‖ asprimaryleaning one, 

whichis as follows: the crime act as a whole is the subject matter of situational 

expertise:time, place, identifying the personswhoare participantsinthe crime act, items, 

causeddamage, the link betweenpeopleand consequences which are reflectedin 

particularinvestigationsandsituationsingeneral. (Malis Sazdovska, 2014, 102. 

 Environmental crime investigations carry specific, often unusual or unexpected 

challenges, some very different from those within the classic crime investigations. 

However, careful planning, systematic and extreme precision expertise, in conjunction 

with proper carefully selected modern instrumental equipment, can greatly contribute to 

addressing these challenges. 
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2. REASONS FOR INTRODUCING SITUATIONAL EXPERTISE 

 We believe that criminal expertise at the crime scene is not only possible, but in 

many cases, necessary. Today, in our country and in many others, a criminally relevant 

situation is analyzed exclusively by taking other investigative activities, especially 

inspection, rather than situational expertise. Expert evidence, taken as a whole, would 

supplement the traditional evidence and reduce the usual lack of information. The aim of 

situational expertise is to determine the criminal act as a system, by using the situation, as 

its subsystem. 

 Namely, a systematic analysis of the preparation, execution and the disguise of the 

act is performed. Situational expertise will broaden the criminal expertise by analyzing 

complex physical phenomena which would significantly advance the use of special 

scientific knowledge and technical means in the pre-criminal and criminal procedure. This 

would develop an operational dimension of the missing criminal expert evidence. Namely, 

situational expertise gives a diagnosis on the spot, and thus, in particular, diagnosis of the 

criminal event. The available range of situational expertise methods cannot be only the 

sum of the existing traditional methods. Based on the theoretical knowledge of the criminal 

situation, an independent methodology must be created gradually. The question is: Experts 

from which fields should be included in the expert team led by the situational expert? 

Experts from all fields of natural-scientific criminology must equally participate in the 

survey and, depending on the type of the crime, a forensic expert and a court psychologist 

(the crime scene gives the expert important information about the personality of the 

perpetrator and his/her motives). The situational expert must have basic knowledge of 

scientific areas that are relevant to the theory of criminal situation (general criminalistics, 

criminal and forensic pathology, criminology). This profile is encompassed in the title: 

Crime situational expert. Situational forensic expertise is complex and not sui generis. In 

other complex expertise, the subject is narrow (single trace or group of traces), while in 

this case it is comprehensive. (Malis Sazdovska, 2009, 99) 

 

3. CRIMINAL FORENSIC CRIME SCENE CHARACTERISTICS 

 The criminal investigatorand the public prosecutormay orderforensic 

expertiseduring the executionof the inspection. Thecriminal investigatorcan 

thenformulatequestions together withthe experts, which actuallyprovides more advantages. 

A regulation, or at least, a recommendation should be made thereof, as in 

complexsituations the inspectionteam should work together with 

anappropriateteamofexpertslead bya situational expert. Incriminalprocedural law textbooks 

andcriminology textbooks, a relationisset between the criminal investigator, the public 

prosecutorandthe criminalexpert, so thatthe firsttwo are obliged tosubmitallmaterials 

required for the expertise to the expert. The expert witnessis absent during the detectingand 

collectingmaterial phase and only gives his/her opinionabout the materialthathe/she was 

given. This conceptis different: in addition to the traditional approach, in 

complexcasesforensicexperts should participate at the crime scene in the early phase 

ofdiscovery, fixingtheactualevidenceand performingsituationalanalysis.There are 

suchexpertise materials thatcan be detectedand fixedonlywithan expert working at the 

crime scene (Malis Sazdovska, 2007). Physical evidence is of great importance (at the 

scene andawayfrom it)forthe sceneas a system.Butthat evidence should be discovered with 

versatilityandlege artis, fixedandinterpreted, otherwiseit is not possible to do it. It 

requiressituationalexamination, expert evidenceimmediatelyafterthe dynamicphase ofthe 

inspection.Without this, the expertisecannot be donelater, because there is lack of 
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information as a result of the inevitablerapid changesat the scene. Inpractice,a 

highdegreeofreallyqualifiedscientificforensics should be applied. Scienceisnot what is 

performed in the laboratory. It must beperformed at the scene.Anotherforensic expert Hans 

Grossemphasized the capital importanceof the crime scene as the most importantsource 

ofphysical evidence. Therearemanycluesand traces so the criminalexpertise 

shouldadvancetowards analyzing criminal expert evidence at the crimescene. 

 

4. FORENSIC LABORATORY ANALYSIS IN THE INVESTIGATION OF 

ENVIRONMENTAL CRIME  

 During the act of an environmental crime, it usually comes to a certain degree of 

pollution or environmental damage, with the presence of certain quantities of harmful 

substances in the air, water or ground, which amount represents a criminal offense only in 

such an extent. If this concentration is reduced over time, and the original concentration 

has not been determined with on-site expertise, there will be no environmental crime. The 

situational expertise is therefore of utmost importance in these types of crimes, since it sets 

up the foundation: whether there is a crime in a particular case or not. 

 Environmental contamination substances can be quickly dispersed, by evaporation, 

decomposing or dilution, which can significantly change their concentration, eventually 

leading to the conclusion that environmental crime actually never happened. It is therefore 

necessary, as soon as possible after the occurrence of the pollution, to perform an expertise 

in order to further treat this environmental act as environmental crime. 

 For each case of pollution of the environment, for which there is reasonable doubt 

for presence of elements of a certain environmental crime, the authorities of the Ministry 

of Interior (MoI) should take planned measures and activities with respect to its 

clarification and proving. For this step, forensic experts in various fields (toxicology, 

biology) may be involved in coordinated manner in the collection of the best traces for 

further laboratory analysis of the pollutants collected from the crime scene, or other traces 

of human, animal or plant origin. 

 In cases where there are no conditions for situational expertise, laboratory analysis 

on the samples from the contaminated material and other traces found at the scene must be 

performed. The technique of detection of evidence and clarification of environmental 

offenses requires the use of numerous and varied types of expertise. Depending on the 

requirements relating to the particular environmental situation, sometimes more expertise 

in various fields may be required. 

The most common type of expertise in the field of environmental crime is the occurrence 

of poisonings of animals, especially dogs or livestock, where the application of chemical 

analysis is in the foreground, whereas on the other hand, the illegal fishing, poaching or 

deforestation require the performance of biological analyses first. 

Another interesting new trend related to environmental crimes, is proving the damage 

caused to wild protected animal species, which upon expertise and court procedure, ends 

with state compensation for damages. 

For the purpose of this paper, the authors give a retrospective of the environmental crime 

cases in the last three years where laboratory analyses were performed by the experts at the 

Forensic Department (FD) within the MoI, with the aspect of applied scientific techniques. 
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4.1. Chemical analysis 

 Many substances can cause intoxication of domestic animals. Current trends on 

animal poisoning indicate that pesticides are the most widely used, especially 

cholinesterase inhibitors and anticoagulant rodenticides, followed by various drugs used in 

human and veterinary medicine (barbiturates, paracetamol, antiparasitic components), 

household products (solvents, detergents, caustic agents), cosmetic products, various 

products and industrial substances (fuel, heavy metals, ethylene glycol) (Berny et al., 2010; 

Caloni et al., 2012; Sanchez- Barbudo et al., 2012) . 

The majority of the cases that are processed in the FD laboratories within the MoI are 

typically most severe forms of poisoning that result in death, although many cases end with 

indeterminate toxins or are not recorded or are just locally treated by veterinary services. 

The cases where FD laboratories were involved are often inadequately treated by sending 

the samples to the analytical laboratory without a detailed profile of the clinical history to 

detect suspected xenobiotics that might have caused the intoxication. 

Poisoning cannot be diagnosed after long periods, and there are many cases that end only 

with suspicion on the occurred poisoning. The police rarely receive information from the 

veterinary services that might be useful for reduction of the potential range of poisoning 

causes, although toxicological analyses are essential to determine and eliminate the source 

of intoxication in order to prevent further exposure of humans and animals to the same 

toxic substances (Stegelmeier, 2011). 

 Even if there are no standard operating procedures for handling an outbreak of 

poisoning of animals, good cooperation among the parties involved in the process is 

essential to solving this kind of cases: the owner of the poisoned animals, the veterinary 

and inspection services, as well as the situational and toxicological experts, so that these 

last can be focused on the determination and interpretation of potential substances (Galey, 

2000). Upon receiving the traces, the toxicologists select the method of detection based on 

previous information supported by an anamnesis, clinical signs or any post-mortem 

protocols if the poisoning ended with death. The toxicologists may apply different 

priorities for logical progression in the determination of the substances that caused the 

intoxication, especially in the choice of the analytical methods, based on the sensitivity and 

the processing matrix, as well as on the quality of the analytical method. 

Several factors outside the laboratory affect the successful performance of the analysis, 

especially the quality of the collected traces or samples. (Poppenga and Braselton, 1990) 

This research will provide an analytical review based on cases where the death of an 

animal has occurred and where the substances that caused the intoxication were 

successfully determined (Table 1). 
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Table 1: Overview of the analysed poisoning cases that ended in death of the animals.- 

Year 
Case 

N
o
 

Toxic 

substance 
Event type 

Collected 

material 
Method 1 Method 2 

2014 1 methomyl 

poisoning 

of sheep 

Cabbage 

leaf  

thin-layer 

chromatography 

gas 

chromatography 

  2 methomyl 

poisoning 

of dogs 

Pieces of 

bread  

thin-layer 

chromatography 

gas 

chromatography 

  3 cresol 

poisoning 

of dogs 

Yellow 

unknown 

substance  

gas 

chromatography 

infrared 

spectroscopy 

  4 diazinon 

Poisoning 

of pigeons 

Grain 

samples and 

swabs from 

pigeons‘ 

beaks  

gas 

chromatography   

  5 methomyl 

poisoning 

of dogs 

Piece of 

sausage and 

a nylon bag  

thin-layer 

chromatography 

gas 

chromatography 

  6 dimethoate 

poisoning 

of domestic 

animals Hay samples  

gas 

chromatography 

mass 

spectrometry 

infrared 

spectroscopy 

  7 methomyl 

poisoning 

of sheep 

Pieces of 

bread 

thin-layer 

chromatography 

gas 

chromatography 

mass 

spectrometry 

  8 rodenticide 

Poisoning 

of pigeons 

Grain 

samples  

gas 

chromatography 

infrared 

spectroscopy 

  9 methomyl 

poisoning 

of dogs 

Raw meat 

sample 

thin-layer 

chromatography 

gas 

chromatography 

mass 

spectrometry 

  10 methomyl 

poisoning 

of domestic 

animals 

Pieces of 

bread  

thin-layer 

chromatography 

gas 

chromatography 

2015 1 methomyl 

poisoning 

of sheep 

Corn 

samples 

thin-layer 

chromatography 

gas 

chromatography 

  2 methomyl 

Poisoning 

of pigeons 

Grain 

samples  

thin-layer 

chromatography 

gas 

chromatography 

  3 Dinitrocresol 

poisoning 

of dogs 

Food 

samples  

thin-layer 

chromatography 

gas 

chromatography 

  4 Dinitrocresol 

poisoning 

of dogs 

Yellow 

unknown 

substance  

thin-layer 

chromatography 

gas 

chromatography 

mass 

spectrometry 

  5 disulfoton 

poisoning 

of domestic 

animals 

Raw meat 

samples  

thin-layer 

chromatography 

gas 

chromatography 



28 

 

  6 methomyl 

poisoning 

of domestic 

animals 

Processed 

meat 

samples 

thin-layer 

chromatography 

gas 

chromatography 

mass 

spectrometry 

  7 methomyl 

poisoning 

of domestic 

animals 

Sausage 

samples 

thin-layer 

chromatography 

gas 

chromatography 

  8 methomyl 

poisoning 

of dogs Bones 

thin-layer 

chromatography 

gas 

chromatography 

mass 

spectrometry 

2016 1 methomyl 

poisoning 

of dogs 

Piece of 

sausage 

thin-layer 

chromatography 

gas 

chromatography 

mass 

spectrometry 

  2 methomyl 

poisoning 

of domestic 

animals Potatoes  

gas 

chromatography 

mass 

spectrometry   

  3 methomyl 

poisoning 

of goats 

Livestock 

food 

gas 

chromatography 

mass 

spectrometry   

 

 With the progress of scientific research, analytical instrumental techniques have 

significantly increased their sensitivity and accuracy. However, although in recent years 

there has been an immense number of different analytical methods, fast screening simple 

diagnostic tests still dominate the choice of analytical techniques, particularly because of 

the speed of obtaining of the results, as well as the low cost of the analytical test. 

In the toxicological laboratory within the FD of the MoI, the chromatographic techniques 

(gas chromatography and thin-layer chromatography) are the most common choice of 

analytical method, especially since they allow isolation and quantification in different 

samples (Maurer, 2004; Meiser, 2005; Brauer et al., 2009; Perez et al., 2010). However, 

current literature data shows that the most common choice in the forensic toxicology 

laboratories throughout the World is the highly effective liquid chromatography - HPLC 

usually paired with DAD, FLD or mass spectrometry (Fourel et al., 2010; Armentano et 

al., 2012; Grobosch et al., 2012). This method is the first choice because of the possibility 

of detection of residues of anticoagulants in animal biological samples (liver, blood, vomit) 

and in food or water samples. This method provides a high threshold of detection of 

analytical substances that can be detected simultaneously, good reproducibility and it is 

suitable for most forensic analyses (Meiser, 2005). 

 In terms of spectrometric techniques - infrared spectrometry is the only one 

represented as a choice in several cases. However, literature data shows that most of the 

forensic laboratories choose the atomic absorption spectroscopy as the first analytical 

spectroscopic method, especially for detection of metals such as lead, cadmium or mercury 

in biological samples (body fluids, blood, urine, faeces or hair) (Dunlap et al., 2007; Gow 

et al., 2010; Ivanenko et al., 2012). The atomic absorption technique allows rapid and 

accurate determination of metals and trace elements in a few hours, thanks to the modern 

techniques of mineralization that significantly reduce the analysis time (Lopez-Alonso et 

al., 2007). 
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4.2. Biological analysis 

 Biological analyses have a great potential as a tool for proving a crime against the 

environment. This section is dedicated to the analytical techniques of determination of 

animal and plant traces directly related to the two corps of environmental crime – poaching 

and illegal forest logging as well as to the new trend - identification of traces in relation to 

harming species that are under permanent protection. However, the biological analysis for 

determination of animal and plant species is only the first part of the initial start of the 

procedure for proving this type of offense. Forensic DNA analysis on the potentially 

recovered human traces found at the scene is crucial for linking the perpetrator to the place 

of occurrence of the criminal event. Sometimes the species of the animal or plant (or their 

parts) are easily morphologically recognizable (snake skin, deer horns), but sometimes the 

identification requires advanced morphological and immunological analyses, especially if 

the traces for the determination are parts of bones, raw meat (Cooper & Cooper 2008) or 

fur (Yates 1999). Although the immuno-serological methods and microscopic techniques 

are the only methods applied heretofore within the laboratories of the MoI FD for this type 

of crime (Table 2), world practices indicate that new molecular techniques through PCR 

amplification and sequencing are actually those that may correctly identify certain species. 

Table 2: Overview of the analyzed cases of poaching, illegal hunting and deforestation, in 

the last three years, performed by the MoI FD forensic analysts.- 

Year 

Case 

N
o
 Criminal act 

Collected 

material Method 1 Method 2 

Gained 

result 

 2014 1 poaching 

samples of raw 

meat 

Precipitation 

test   

goat 

(chamois) 

  2 poaching blood traces 

Precipitation 

test   

goat 

(chamois) 

  3 poaching 

blood traces and 

hairs 

Precipitation 

test microscopy wild boar 

  4 poaching 

blood traces and 

hairs 

Precipitation 

test microscopy 

deer, bear 

and wild 

boar 

  5 poaching 

blood traces and 

pieces of raw meat 

Precipitation 

test   wild boar 

  6 

damage caused 

to protected 

animal species Faecal remaining 

Precipitation 

test   bear 

  7 poaching hairs microscopy   wild boar 

  8 

damage caused 

to protected 

animal species hairs microscopy   Bear 

  9 

damage caused 

to protected 

animal species hairs microscopy   bear 

  10 

damage caused 

to protected 

animal species hairs microscopy   bear 

  11 

damage caused 

to protected 

animal species hairs microscopy   bear 
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  12 poaching hairs microscopy   

deer and 

wild boar 

  13 

damage caused 

to protected 

animal species hairs microscopy   bear 

  14 

damage caused 

to protected 

animal species hairs microscopy   bear 

  15 

damage caused 

to protected 

animal species hairs microscopy   bear 

  16 

damage caused 

to protected 

animal species hairs microscopy   bear 

  17 

damage caused 

to protected 

animal species hairs microscopy   bear 

  18 

damage caused 

by protected 

animal species hairs microscopy   bear 

  19 

damage caused 

to protected 

animal species hairs microscopy   bear 

  20 

damage caused 

to protected 

animal species hairs microscopy   bear 

  21 

damage caused 

to protected 

animal species hairs microscopy   bear 

  22 

damage caused 

to protected 

animal species hairs microscopy   bear 

  23 

damage caused 

to protected 

animal species hairs microscopy   bear 

  24 

damage caused 

to protected 

animal species hairs microscopy   bear 

  25 

damage caused 

to protected 

animal species hairs microscopy   bear 

  26 

damage caused 

to protected 

animal species hairs microscopy   bear 

  27 

damage caused 

to protected 

animal species hairs microscopy   bear 

  28 

damage caused 

to protected 

animal species hairs microscopy   bear 

  29 

damage caused 

to protected hairs microscopy   bear 



31 

 

animal species 

  30 

damage caused 

to protected 

animal species hairs microscopy   bear 

  31 

damage caused 

to protected 

animal species hairs microscopy   bear 

  32 

damage caused 

to protected 

animal species hairs microscopy   bear 

  33 

damage caused 

to protected 

animal species hairs microscopy   bear 

  34 

damage caused 

to protected 

animal species hairs microscopy   bear 

  35 

damage caused 

to protected 

animal species hairs microscopy   bear 

  36 

damage caused 

to protected 

animal species hairs microscopy   bear 

  37 

damage caused 

to protected 

animal species hairs microscopy   bear 

  38 

damage caused 

to protected 

animal species hairs microscopy   

 

bear 

  39 

damage caused 

to protected 

animal species hairs microscopy   

 

bear 

  40 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  41 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  42 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  43 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  44 

damage caused 

by protected 

animal species hairs microscopy   

bear 

  45 

damage caused 

to protected 

animal species hairs microscopy   

bear 
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  46 

damage caused 

to protected 

animal species hairs microscopy   

bear 

2015 1 poaching hairs, blood 

Precipitation 

test microscopy 

bear 

  2 poaching blood 

Precipitation 

test   

bear 

  3 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  4 poaching hairs microscopy   
bear 

  5 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  6 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  7 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  8 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  9 

damage caused 

by protected 

animal species hairs microscopy   

bear 

  10 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  11 

damage caused 

by protected 

animal species hairs microscopy   

bear 

  12 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  13 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  14 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  15 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  16 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  17 

damage caused 

to protected 

animal species hairs microscopy   

bear 
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  18 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  19 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  20 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  21 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  22 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  23 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  24 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  25 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  26 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  27 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  28 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  29 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  30 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  31 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  32 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

2016 1 

illegal forest 

logging Wood samples microscopy   

bear 

  2 poaching blood and hairs 

Precipitation 

test microscopy 

bear 

  3 poaching raw meat 

Precipitation 

test   

bear 
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  4 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  5 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  6 

damage caused 

to protected 

animal species Hairs microscopy   

bear 

  7 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  8 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  9 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  10 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  11 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  12 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  13 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  14 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  15 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  16 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  17 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  18 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  19 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  20 

damage caused 

to protected 

animal species hairs microscopy   

bear 
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  21 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  22 

damage caused 

to protected 

animal species hairs microscopy   

bear 

   

damage caused 

to protected 

animal species hairs microscopy   

bear 

  23 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  24 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  25 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  26 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  27 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  28 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  29 

damage caused 

to protected 

animal species hairs microscopy   

bear 

  30 

damage caused 

to protected 
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The immunological methods are cheap, easily accessible and rapid for identifying plant 

and animal residues (Hyland et al. 1990, Kooyman et al. 1992, Yohe et al. 1991, Јаневски, 

Р., 2010), although in combination with microscopic techniques they are more exclusive 

than determining certain related species (PAW 2005). Special problems arise in the cross - 

determination of small scraps of meat or small quantities of blood traces between closely 

related animal species, like domestic goat and chamois, domestic pig and wild boar, dog 

and wolf, whose protein residues cannot be separated with IgG protein precipitation 

(Јаневски, Р., 2010). For such cases, DNA techniques are probably the essential choice 
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(Wolfes et al. 1991, Wolf et al. 1999). While building the case, in addition to the species 

identification, other forensic techniques, as the original crime scene photos, can be very 

valuable. This is especially important because the biological material can rapidly change 

its morphology after its organic decomposition. 

Molecular diagnostics has the potential to revolutionize the investigation of cases of illegal 

hunting, fishing and illegal forest logging (McDowall 2008). These techniques allow 

detection and differentiation even among closely related species and this information can 

be sometimes crucial in the protection of endangered species. On the other hand, this is 

important, because the recent trend of reporting compensation claims for damage caused to 

protected animal species is booming (Zhang et al. 2002). Yet, despite the high sensitivity 

of DNA technology, no method can be considered absolutely precise and exact when it 

comes to forensic analysis. The morphological identification methods, being fast and 

inexpensive, are still advantageous, while the molecular methods in conjunction with the 

foregoing will help the accurate and precise identification. 

As already stated above, the collection and preservation of the biological material are of 

critical importance because of the possibility for rapid decomposition and degradation. 

Sometimes standard procedures, such as freezing of the material can keep the favourable 

analytical condition for a limited period of time, but the loss and degradation of DNA is 

significant and the material needs to be forwarded to the laboratory as soon as possible. 

Cross-contamination is also a problem for molecular techniques due to their high 

sensitivity. Retrieving the material with non-sterile devices (which are often not available 

while processing this type of crime scene) can complicate the identification procedure. 

5. CONCLUSION 

 Although the existence of environmental offenses in the country is evident, there is 

a lack of systematic measures in terms of detection and proving that should result in further 

prevention and suppression. The suppression of environmental crimes is on the margins of 

social action and the authorities act only in a fraction of cases due to the large dark figure. 

However, in order to disclose this type of crime, it is necessary to undertake a number of 

operational and tactical measures, as wells as investigative actions, including expertise, 

which can be based on the so called situational expertise and analysis in laboratory 

conditions. 

 Although toxicology analyses are constantly evolving, there are not many 

published data on current trends in the extent and prevalence of poisoning domestic 

animals. This information is crucial to better management of the poisoning cases and for 

reducing the degree of mortality. World practice of creating databases of poisoning cases, 

including suspected cases without identified toxicological agents, have proven extremely 

helpful for the selection of analytical techniques. However, poisoning cannot be always 

proved on time and cases were closed as incidents where suspected poisoning occurred. 

The close cooperation among the involved parties (owners of the animals, veterinarians, 

the police, situational experts, toxicological experts) is of particular importance for the 

determination of the toxicological agents, leading to successful law enforcement and future 

prevention of new such incidents. 

Investigations against illegal hunting, fishing and illegal forest logging, as well as 

poisoning, are dependent on quality teamwork. Whenever possible, it is necessary to make 

coordination between the investigators and the laboratory experts to minimize the risk of 

analysis failure and generally unsuccessfully resolved cases (Lawton & Cooper 2009). One 

person should be the team leader of the investigation, but the systematic plan starting from 
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the crime scene processing, through the proper trace collection and packaging,  transport 

and analysis of the material, all the way up to the to the final conclusion and interpretation 

of the obtained results, is essential and each member contributes to a successfully 

completed process. 

The preparations before the crime scene visit are of particular importance, so all involved 

parties can be aware of the rules of procedure or the potentially existing Standard 

operational procedures. This is particularly important for cases in which the initial phase is 

guided by the environmental or hunting inspectorates and there is a lack of support from 

the experienced police crime investigation teams. Training of the involved staff is very 

significant, especially because this type of crime often takes place away from urban areas, 

in the jurisdiction of small local departments of the state authorities with humble 

laboratory and scientific experience. The exchange of experiences with other countries for 

this type of issues could be of great significance, especially in the procedures for 

processing the crime scenes, which will ultimately ensure protection of human and animal 

lives impacted by this type of crime. 
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 This paper is an analysis of verbal and vocal clues in situations of false and true 

statements. 10 independent evaluators participated in the research: 5 male and 5 female, 

students of the Academy of Crime and Police Studies, average age between 21 and 24 

years. Their task was to assess the frequency of certain verbal and vocal clues based on the 

analysis of ten transcripts containing both statements of persons telling a lie and persons 

telling the truth (5 false and 5 true statements) and the audio recordings of these 

statements; after the analysis they were requested to give their harmonised assessment. For 

the purpose of this research, a list of verbal and vocal clues was created and the clues were 

selected on the basis of contemporary scientific findings. Certain statement content 

analysis criteria were used to assess the verbal statements (directness, admitting he/she 

cannot recall something and unusual details, quantity/quality and comprehensiveness of 

details and length of answers), while some verbal clues were assessed through quantitative 

calculations (number of words, length of answers and frequency of speech errors). The 

noted frequency of certain verbal clues (directness, admitting he/she cannot recall 

something and unusual details) and the frequency of certain vocal clues (speech errors, 

latency period, pause frequency,tone level, speech pace/tempo) were presented by use of 

the 4-degree Likert scale (ranging from none to numerous).  

The results related to the verbal clues led to the conclusion that there are certain 

differences between false and true statements. More words were used in true statements 

and the answers of the persons telling the truth were more immediate, i.e. direct and clear. 

When it comes to vocal clues, there are also certain differences between false and true 

statements. While telling the truth, the examined persons were speaking fast and loud, 

while in false statements the persons began speaking fast and loud, but their speech 

became slower and quieter as the interview was developing; speech errors were also 

recorded. The conclusions were corroborated by findings of other studies.  

 Key words:statement content analysis, verbal clues, vocal clues, false and true 

statement 
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1. INTRODUCTION 

         Verbal communication, i.e. verbal signs featuring the process of lying became objects 

of research in the 80s of the 20
th
 century. Most of these researches were conducted abroad, 

while there are only few in Serbian literature (Baić, 2012; Baić, Batić, 2013a; Baić, Batić, 

2013b).  

Irrespective of the language in which a research has been done, the results imply 

several universal conclusions. Namely, it is not the individual signs that are used to 

evaluate the differences between false and true statements, but rather a set of verbal clues. 

Some verbal clues are more characteristic for false statements, while others are more 

frequent in true statements (Baić, Areh, 2015; Baić, Batić, 2013a; Vrij 2008). Some 

researches indirectly implied that verbal clues have a higher relevance in detecting a 

deceptive behaviour (Baić, Batić, 2013a) and also that the links between verbal clues and 

the process of lying are more distinct in contrast to the case of non-verbal clues (Vrij, 

2008). In addition, the analysis of verbal statements can be more objective if the evaluation 

is deprived from influences of stereotypes that in the assessment of non-verbal 

communication; also, the assessment is free of subjective perception that exists in the 

evaluation of non-verbal communication. Furthermore, it is important to underline that the 

statement asserting that non-verbal behaviour reveals deception is not empirically 

corroborated (Deljkić, 2012).  

A significant turn and progress in the research of verbal signs was achieved with the 

formulation of the statement validity analysis concept. The statement validity analysis 

method
1
 unifies the analysis of three important features of a statement. It evaluates (1) the 

individual capabilities of a person, (2) the quality and (3) the reliability of the statement 

(Baić, Areh, 2015). The researches examining verbal clues by the use of this method found 

that lying persons are more prone to negative statements, i.e. to deny, disparage and 

express negative moods (De Paulo, Rosenthal, Rosenkrantz & Green, 1982; Knapp, Hart & 

Dennis, 1974; Zuckerman, De Paulo & Rosenthal, 1981). Multiple shorter answers are 

characteristic for false statements (Baić & Batić, 2012; Baić & Batić, 2013a; Cody, Lee & 

Chao, 1989; de Turk & Miller, 1985; Ebsu & Miller, 1994), as well as more indirect 

answers (Burgoon, Buller, Floyd & Grandpre, 1996; Ebsu & Miller, 1994).  

Our study analyzes different verbal and vocal signs in situations of false and true 

statements. Empiric researches (Baić, Batić, 2013a; Vrij, 2008) showed that the relation 

between verbal and vocal clues and deception is clearer than the relation between non-

verbal clues and deception, as well as that some verbal and vocal clues are more frequent 

in false, i.e. true statements – this is relevant from the point of deception detection.  

2. METHOD 

 Comparative case study was chosen as the analysis method in order to have an 

overview of various verbal and vocal aspects of the statements. The study is explorative 

and descriptive and tends to describe the specific features of false and true statements. The 

core of the study is the detailed description and presentation of the differences between 

groups of false and true statements through the presence/existence and intensity/frequency 

of certain verbal and vocal clues. 

 

                                                      
1Statement Validity Analysis 
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In order to determine the specific features of false and true statements, this study 

deals with the following questions: 

 Were any differences recorded between false and true statements in verbal clues 

and if so in which aspects? What is the nature of the recorded differences? 

 Were any differences recorded between false and true statements in vocal clues 

and if so in which aspects? What is the nature of the recorded differences? 

2.1 Sample  

The research was conducted by 10 independent evaluators (5 male and 5 female) – 

students of the Academy of Crime and Police Sciences in Zemun, average age 21 to 24. 

2.2 Data analysis method 

The chosen method for data analysis was qualitative research with elements of 

quantification due to the limited possibilities and explorative nature of the research 

questions. The qualitative research methods in this study include suitable sampling, audio 

recordings and transcripts. Certain clues were also evaluated by quantitative calculations 

(number of words, lengths of answers, presence of errors). 

2.3 Case studies 

Case study methodology facilitates the detailed research in a group of similar cases 

where there are limitations in view of time and explored aspects. The comparative case 

study is focused on the comparison of two different conditions / situations. This paper 

compares false and true statements. The studied phenomena were the verbal and vocal 

signs in these two situations. Several statement content analysis criteria were used in the 

analysis of the verbal clues (criteria based on content analysis / statement validity analysis) 

(Steller & Köhneken, 1989). The following verbal aspects were monitored in this study: 

directness, recognition of a subject that he/she does not remember (lack of memory), 

unusual details, quantity/quality/comprehensiveness of details and length of all answers. 

The following vocal clues have been monitored: speech errors, latency period, frequency 

of pauses, volume (intensity) of the tone, speech pace and changes in speech pace.  

The frequency of the following verbal clues was assessed:  

 directness: the answers of the speaker appear direct, relevant and clear – not indirect, 

distant or ambiguous; 

 recognition of the subject that he/she does not remember: recognition of a lack of 

memory or knowledge of certain aspect(s);  

 unusual details: the described details are real and realistic and their existence in the 

statement increases the probability of statement validity; 

 quantity, quality and comprehensiveness of the details in the statement;  

 length of all answers: number of words said. 

The following vocal clues were used to assess frequency:  

 speech errors: ex. repetition of words and/or sentences, correction of sentences, 

unfinished sentences, omissions, etc.  

 latency period: period of silence between the question and the answer; 

 frequency of pauses: frequency of silence periods during the speech; 

 volume (intensity) of the tone: a person speaks loudly or quietly; 

 speech pace: the speed in which a person speaks, which can be fast or slow. 
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The analyzed cases were ten video recordings of interviews with demonstrators 

selected on the basis of experiences in earlier researches (Baić, 2010; 2011a). The 

demonstrators giving true statements were tasked to give a detailed description of a 

previously seen photo with pleasant content. The demonstrators giving a false statement 

had the task to describe a photo with a pleasant content although the photo they were given 

to see had an unpleasant content. This allowed both groups to have an equally affective 

tone when passing the message. Each interviewed person described a different photo. The 

interviews were recorded by a camera set behind the researchers‘ backs. 

2.4 Research Flow and Participants 

The research was conducted in the premises of the Academy of Crime and Police 

Sciences in Zemun, where 10 students independently assessed ten statements: 5 false and 5 

true statements (in the format of transcripts and audio recordings). The first phase of the 

research was a quantitative calculation or assessment of the verbal clues frequency in ten 

transcripts (5 false and 5 true statements) in line with the Lickert scale. During the second 

stage of the research, the students listened to 10 audio recordings (5 false and 5 true); after 

each recording, they were asked to assess the frequency of the individual vocal clues also 

in line with the Lickert scale. The evaluators listened to each of the 10 interviews 

independently for two times. The audio recordings were randomly shown by the use of a 

projector. Both stages of the assessment of all ten statements took 180 minutes.The 

selection of the cases was suitable since the statements were available to the researcher.  

2.5 Data Collection Methods 

Multiple data sources are very important for the case studies in order to ensure an 

extensive and authentic research. The gathered data required proper collation. This section 

of the paper provides a description of the data sources and the applied collection 

techniques, as well as an explanation of the reasons for the particular choice.  

1. 2.5.1 Written Transcripts 

The tanscripts for all ten statements primarily provided information pertaining to the 

verbal clues. We believe that the transcript analysis facilitated the creation of an objective 

view (as objective as possible), since it allowed the evaluators to go back to the segment of 

the statement, i.e. text, so as not to miss any relevant detail. This further facilitated the 

counting, i.e. the quantification of certain transcript aspects, which frequency was 

subsequently presented in line with the Lickert 4-degree scale. 

2. 2.5.2 Audio Recordings 

In addition to the transcripts, the evaluators were also requested to evaluate the 

audio recordings of all ten statements in order to analyze the vocal aspects of the false and 

true statements. The audio recordings analysis is appropriate for the research of the vocal 

clues having in mind the nature of the phenomenon (voice tone, speech pace, breaks). 

The Lickert 4-degrees scale was again used to assess the frequency of the vocal 

clues in statements.  
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3. RESULTS 

This part of the paper gives an overview of the most relevant collected data and their 

interpretation. It first presents the results of the written transcripts analysis and then the 

results of the audio recordings analysis. The integrated results are presented at the end of 

the chapter.  

3.1 Written Transcripts 

The first aspect analyzed in each transcript individually was the recognition of the 

interviewed person that he/she does not remember a certain specific thing. Table 1 shows 

the cross-tabulation of the statement truthfulness variable and the recognition of the 

interviewed person that he/she does not remember a certain specific thing. Fisher‘s exact 

test for small samples showed that statement validity is not linked to the recognition of the 

speaker that he/she does not remember a certain specific thing. Therefore, the results 

indicate no correlation between the false and true statements when it comes to this verbal 

clue.  

Table 1: Cross-tabulation of variables - statement truthfulness and recognition that subject 

does not remember a certain specific thing 

 Recognition he/she does not 

remember a certain specific thing 

Total 

Yes No 

Validity 
True 3 2 5 

False 4 1 5 

Total 7 3 10 

 

Details quantity, quality and comprehensiveness were assessed by counting the 

number of words in each statement individually. Table 2 presents the results for all 

statements. The difference in mean value for the false and true statements is slight and it 

could not be statistically tested due to the small number of samples in both groups. It was 

noticed that the span of words in the true statements is lower (max-min=30) in comparison 

to the false statements (max-min=91). This means that the number of words in the true 

statements was between 29 and 59 (29, 36, 41, 51, 59), while big variations in the number 

of words were noticed in the false statements. One false statement had an extremely low 

number of words (11), while other false statements had an extremely high number of 

words (102) (11, 22, 40, 49, 102). 
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Table 2: Descriptive indicators for the word count variable 

Validity N Min Max AS SD 

False 
5 29.00 59.00 43.2 11.92 

     

True 
5 11.00 102.00 44.8 35.27 

     

 

Statement length was assessed based on the number of words and mean length of 

each statement individually. There is a minor difference in the mean number of words in 

the false and true statements. The study identified that the span of words is larger in false 

statements (max-min=22) compared to the true statements (max-min=13), and that one 

false statement had the lowest word number (20), while another had the highest number of 

words (42) (Table 3). A bigger variation was again identified in the false statements.The 

descriptive indicators pertaining to the mean answer length are presented in Table 4. It was 

again identified that the word span is larger in the false statements, and additionally, the 

false statements had both the minimum and the maximum answer mean length, (1.7) and 

(5.28) respectively. 

Table 3:  Descriptive indicators for the answer length variable (number of words) 

Validity N Min Max AS SD 

True 
5 26 39 30.4 5.03 

     

False 
5 20 42 31.4 9.15 

     

 

Table 4:  Descriptive indicators for answer mean length 

 

Validity N Min Max AS SD 

True 
5 2.30 3.62 2.6980 .52794 

     

False 
5 1.70 5.28 3.1600 1.40789 

     

 

When it comes to unusual details, the evaluators stated that this verbal clue was 

equally present in both true and false statements (Table 5). 

Table 5:Statement validity and unusual details variables cross tabulation 

 Unusual details Total 

4 (many times) 1 (none) 

Validity 
True 5 0 5 

False 0 5 5 

Total 5 5 10 

 

In terms ofdirectness, the evaluators stated that this verbal clue is identified only in 

true statements.  
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Table 6: Statement validity and directness variables cross tabulation 

 Directness Total 

1 

None 

2 

once 

3  

several  time 

4  

many  

times 

Validity 
True 0 0 0 5 5 

False 5 0 0 0 5 

Total 5 0 0 5 10 

 

3.2 Audio Recordings 

By analysis of video recordings, the evaluators established that all false statements 

contain speech errors, while there were no errors recorded in the true statements. 

Therefore, we may state that there are differences between the false and true statements in 

regard to this vocal clue.  

Table 7: Statement validity and speech errors variables cross tabulation 

 Speech errors Total 

1 

none 

2 

once 

3  

several 

times 

4  

many  

times 

Validity 
True 5 0 0 0 5 

False 1 3 1 0 5 

Total 6 3 1 0 10 

 

Latency periods and frequency of pauses. Shorter or longer latency periods were 

noticed in both the true and false statements; thereby, it seems this clue is equally present 

in both groups. A similar phenomenon was noted with the frequency of pauses. Some 

statements contained more and some less pauses, but this was not in relation to the false or 

true statements.  

Table 8: Statement validity and latency period variables cross tabulation 

 Latency periods Total 

1 

none 

2 

once 

3 

several 

times 

4 

many 

times 

Validity 
True 1 2 1 1 5 

False 1 0 4 0 5 

Total 2 2 5 1 10 
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Table 9: Statement validity and pauses frequency variables cross tabulation 

 Frequency of pauses Total 

1 

none 

2 

once 

3 

several 

times 

4 

many times 

Validity 
True 1 2 0 2 5 

False 0 1 3 1 5 

Total 1 3 3 3 10 

 

Voice intensity (volume). Four true statements (recordings no. 1, 6, 9 & 10) were 

assessed as loudly articulated statements and only one true statement (recording no. 2) was 

given in a lower voice. An interesting pattern was identified with four false statements – a 

transition from an intensive to a low voice tone (recordings no. 3, 4, 7 and 8). The fifth 

false statement (recording no. 5) was assessed as a statement delivered in low voice tone.  

Table 10: Statement validity and voice intensity variables cross tabulation 

 Voice intensity Total 

1 

none 

2 

once 

3 

several 

times 

4 

many 

times 

Validity 

Tone intensity 

True/loud    4 4 

False/loud  1 3  4 

Validity 

Tone intensity 

True/silent    1 1 

False/silent   3 2 5 

 

Speech pace. The pace of speech was fast in four true statements and it was slow 

only in one (recording no. 1) statement. Two false statements (recordings no. 3 & 5) were 

assessed as slow, but nevertheless faster in comparison to the slow true statement 

(recording no. 1). The remaining three false statements (recordings no. 4, 7 & 8) had a shift 

from a fast to slow speech pace. 

Table 11: Statement validity and speech pace variables cross tabulation 

 Speech pace Total 

1 

none 

2 

once 

3 

several 

times 

4 

many 

times 

 Validity 

 Speech pace 

True/fast   1 3 4 

False/fast   3  3 

 Validity 

Speech pace 

True/slow    1 1 

False/slow   5  5 

 

  



48 

 

4.DISCUSSION AND CONCLUSION 
This study deals with an analysis of verbal and vocal clues in situations of true and 

false statements. Although to date, hundreds of researches have been conducted all over 

the world, Anglo-Saxon literature does not offer studies of a similar type. Namely, this is a 

descriptive and explorative study describing and presenting the differences between certain 

verbal and vocal clues in situations of false and true statements.  

The researches in which evaluators were asked which verbal clues they associate 

with lying
2
 identified certain regularities in tthe he features of verbal clues, i.e. more 

pauses during the speech (Alonso-Quecuty, 1992;Baić, 2012), the sentences were longer 

(Baić, 2012; Baić, Batić,2013a;Harrison, Hwalek, Raney, & Fritz, 1978), the sentences 

contained less unusual details (Baić, 2012; Baić, Batić, 2013a; Miller & Stiff, 1993) and 

the verbal content was not clear, precise and persuasive (Stiff & Miller, 1986). The studies 

in which the evaluators were asked to assess the frequency of certain verbal clues
3
 indicate 

that false statements more often contain negative statements implying an aversion to an 

object, person or opinion, such as denial, disparagement, underestimation, etc. (Vrij, 2000). 

         The studies in whih the evaluators were asked which vocal clues they associated with 

lying
4

 identified that false statements more often contain speech errors (DePaulo, 

Rosenthal et al., 1982; Vrij, Foppes, Volger & Winkel, 1992), a higher voice tone 

(Akehurst, K¨ohnken, Vrij, & Bull, 1996; DePaulo, Lindsay, Malone, Muhlenbruck, 

Charlton & Cooper, 2003; Zuckerman, Koestner & Driver, 1981), longer latency periods 

(Kraut, 1978; Vrij, Edward, Roberts & Bull, 2000) and longer breaks in speech (Vrij & 

Mann, 2001;  DePaulo, Lindsay et al. 2003). The researches in which the evaluators were 

asked to assess the frequency of vocal clues
5
 identified that persons who lie make longer 

pauses in their speech, have longer latency periods and a higher voice tone (Vrij, 2000).  

The results obtained in this paper based on the analysis of written transcripts 

pertaining to verbal clues indicate that truthfulness is not linked to the recognition of the 

subject that he or she does not remember a certain specific thing. With respect to this 

verbal clue, we can conclude that there is no difference between false and true statements. 

In regard to the quantity and comprehensiveness of details, it was noticed that the span 

between the minimum and maximum of words is significantly smaller in true than in false 

statements. However, it was also noticed that the number of words is bigger in true 

statements - unlike the false statements with the exception of one false statement which 

was considerably longer that the other. In regard to the length of the given answers, the 

results of the analysis show a minor difference in the mean number of said words. 

Aditionally, a bigger variation was seen with this verbal clue in false than in true 

statements. The descriptive indicators again show that the span between the minimum and 

maximum of words is bigger in false statements, and that a minimum and also maximum 

mean length of answers was seen in false statements. Furthermore, the results pertaining to 

unusual details show no difference between false and true statements, although less 

unusual details were identified in some false statements. Generally, these details are 

characteristic for true statements. However, if unusual details are recognised in false 

statements, it reflects the need of the speaker to sound persuasive. As the persons who lie 

do not want to be caught lying, if they do give unusual details those are rather general and 

unspecific. And finally, in regard to directness, the analysis showed that this verbal clue is 

                                                      
2 Subjective clues of lying. 
3 Objective clues of lying. 
4 Subjective clues of lying. 
5 Objective clues of lying. 
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present only in true statements.The results pertaining to verbal clues lead to the conclusion 

that there are certain differences between false and true statements. True statements 

contain more words and the answers given by persons who are telling the truth sound more 

direct, i.e. were direct and clear. The results pertaining to vocal clues were derived from 

the analysis of audio recordings and show that both true and false statements equally 

contain shorter and longer latency periods and have the same frequency pauses. When it 

comes to voice intensity, the results indicate that false statements had the same pattern of 

shift from loudness to lower voice, while in all true statements (except one) the speakers 

were loud. In all false statements (except one), a shift from a faster to a slower speech was 

noticed, while in all true statements (except one), the persons were speaking fast. And 

finally, differences were identified between the true and false statements in regard to 

speech errors, as they were noted only in the false statements. Most of the sentences in 

these statements are formulated by ―piling‖ facts in no logical order and this implicates an 

unnatural flow of thoughts, i.e. the thoughts do not reflect real experience. Based on the 

above presented, we can conclude that there are also certain differences between true and 

false statements in regard to vocal clues. In true statements, the persons spoke loud and 

fast, while in situations of false statements they initially spoke loudly, but as the interview 

progressed, their speech turned lower and slower and errors in speech were noticed. 

         Before drawing the final conclusions, it is important to point out the advantages and 

limitations of this study. Namely, the first time this study was conducted, it had the 

objective to provide a description and understanding of the differences between verbal and 

vocal clues in true and false statements. One of the most relevant strengths of this study is 

that it allowed a detailed research of verbal statements, in particular having in mind that 

some clues (quantity, quality and comprehensiveness of details, length of all answers, 

longest answer) were evaluated by quantification. The advantage of the case study is that it 

is cost-beneficial, while at the same time it offers an abundance of quality related 

information and more ideas for future researches. When it comes to limitations – one of the 

limitations of the study was the selection of a smaller number of adequate cases (5 true and 

5 false statements). These were cases available to the researcher; however, this raises the 

question of conducting a precise analysis and definition of verbal and vocal clues in true 

and false statements in case of a greater number of statements. Secondly, the research was 

conducted under experimental conditions where the demonstrators did not lie 

spontaneously and this could have as a consequence a different behaviour compared to the 

real terms behaviour. The variables cannot be well controlled under such circumstances 

and this significantly reduces the external validity of the research.  

If we put aside the limitations of the research under experimental conditions, we can 

highlight that this study feeds back conclusions corroborated by the results of the 

researches referred to in this paper earlier. The conclusions we drew are that the persons 

telling the truth sounded direct, clear and uttered more words (Undeutsch, 1984). The 

persons who were lying during theinterview spoke slowly and softly with errors. This is 

certainly the pattern of behaviour typical of an intensive thinking process due to the 

intensified cognitive efforts of a person (K¨ohnken, 1989). 

In closing, it is important to underlinet that these findings could eventually facilitate 

the development of a hypothesis for further researches in this field. In some future 

researches involving a bigger sample, it would be interesting to search for differences in 

intensity and pace of speech. The cognitive mechanisms underlying all these differences 

are another area for research. 
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 In theory, the value of the information collected from illicit drugs users is not 

looked upon favorably. This information, due to the specific psychophysical state of the 

drugs users and other circumstances related to a specific crime milieu these persons have a 

daily contact with, makes them mostly unreliable. The authors sought to verify this 

assumption in an empirical research. Specifically, they interviewed more than 100 addicts 

who have had previous experience with the police, attempting to find out whether and to 

what extent the police officers tried to collect information from them, what information 

they referred to and was there willingness on the part of the addicts to give information, as 

well as the level of truthfulness of the account. The authors are also interested in other 

aspects during the stay of the drug users in the police, such as their perceptions of respect 

for their integrity. On the other hand, the authors studied through their interviews the 

attitudes of the crime investigation police officers, linked to the value and credibility of the 

accounts given by the users of illicit drugs, in order to determine whether the empirical 

research confirms the hypothesis set out at the beginning. 

 Keywords: information gathering, police interview, illicit drug users, addicts, 

crime investigators 

Introduction 

 Today, there is almost no society in the modern world that is not affected by the 

problem of drug addiction and drug related crimes. These are global and national 

phenomena. The latest estimates of the United Nations indicate that in 2012, about 243 

million people (about 0.52% of the world's population aged 18 to 65 years) used some 

illegal psychoactive substances, mainly from the group of cannabinoids, opioids, cocaine 

or amphetamine stimulants (UN, 2014: 1). In addition to the harmful consequences of drug 

abuse and the activities of organized criminal groups at national level, which is reflected in 

destabilization of governments and financial markets, corruption of public officials and 

increased social costs for health care (Council of Europe, 2006: 21), because of its 

enormous economic potential, drug trade represents a global threat, often associated with 

terrorism, the greatest challenge of our time in terms of global stability and security. 

Foreign experts estimate that as much as 95% of the illegal incomes, which is globally 

generated by illegal drug trafficking, goes to the financing of terrorist organizations and 

networks (Government of the Republic of Croatia, 2005: 149). 

 Crimes are almost always mentioned in the context of drug abuse. The profitability 

of illicit drug trafficking is one of the key factors of attractiveness for persons from a 
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criminal milieu. Illegal drug trafficking is the activity of well-equipped and organized 

criminal groups of transnational character, which improve their working methods daily and 

follow the technical and technological development, using its facilities and adopting them 

into their own methods of criminal activity (Lajić, Ivanović, 2009: 170). It is difficult to 

talk about the global trend of smuggling drugs, since it depends on the type of drug in 

question and the established channels of supply in some regions (UN, 2014: XII), but it is 

obvious that the year 2012 marked a trend of increased number of crimes related to drug 

trafficking at the global level, after a relatively peaceful period from 2003 to 2007, a 

growing trend from 2008 to 2010 and a decrease in the number of criminal offences in 

2011 (v: UN, 2014: 20). In any case, as it has already been mentioned, there is a huge 

illegal profit in that criminal area, bearing in mind that in the early years of this millennium 

a profit in the amount of 300 to 500 billion US dollars a year was stated. These numbers 

put international drug trafficking on the second place by profits, immediately behind the 

international arms trade (Mc Conville, 2000: 76). 

 We should not ignore the so called ‗‘secondary crimes‘‘ of illicit drug users, 

whereof the researches conducted on the interdependence between drug abuse and crimes 

tend to support the significant correlation. The link between drug abuse and crime 

undoubtedly arises partly from the nature and complexity of the drug addiction, which is 

both a disease of personality and a socio-pathological phenomenon with a huge 

criminogenic effects (Marinković, 2004: 313-314). The main conclusion of the research, 

which lasted almost three decades, has been that the relationship between drug use and 

crime was obvious and that there was a significant relation between these two phenomena 

(McBride et al, 2002: 5). The aforementioned studies indicate an increased drug use among 

arrestees, a high level of criminal behavior among drug users and a high degree of 

correlation between illicit drug use and crime in the general population, with significant 

differences depending on the type of drugs and crime. 

 From a police point of view, the illicit drug trafficking is primarily in the center of 

interest of the specialized criminal police department. Drug abuse, which some authors call 

a by-product of drug trafficking (Modly, 2002: 324), or a negative social phenomenon 

which results from drug trafficking and retroactive effect in terms of producing the market, 

occupies just a bit of the police attention and it is mainly left to the health and social 

workers. Despite the aforementioned, the nature of the activity for both sides necessitates 

quite commonly meetings between drug addicts and small dealers, on the one hand, and 

the police on the other hand. These meetings are a result of the fact that illegal drug trade is 

a consensual contractual relationship of the seller and the buyer and the gathering of 

evidence by the police and other relevant subjects requires the presence of both parties, the 

buyer and the seller. As these meetings come as the last in the chain, the trade in question 

is on the lowest level, it is daily based and very widespread. The second ground on which 

there are contacts between drug users and the police are the offenses committed by the 

drug users (so called ‗‘secondary crimes‘‘). 

 Bearing in mind the prevalence of drug abuse and the described drug related 

crimes, as well as the fact that around 60% to 70% of certain forms of crime against 

property has been committed by persons from this milieu (Lajić, Ivanović, 2009: 172; 

Vasić, 2001: 495), the scope of information which can be obtained from the above 

mentioned categories of persons, as well as the quality, range and reliability of the 

information is undoubtedly very important for law enforcement. We intend to present the 

results of the research demonstrating the basic characteristics of the statements of illicit 
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drug abusers, looking at them through the prism of their personality and situational 

circumstances. 

2. Materials and methods 

 This research, conducted during the summer of 2015, included 137 users of illegal 

drugs, who were on a methadone maintenance therapy (MMT), as part of the regular 

activities of the Methadone Centre within the Clinical Center of Vojvodina. The survey 

was conducted in the form of a structured survey with multiple choice and open questions. 

In addition to data on sex, age, education and profession, the respondents indicated the 

period of time they had consumed illicit drugs. The next question was eliminatory. 

Namely, it referred to the experience of being arrested by the police. If the respondent 

answered that he/she had never been arrested before, he/she would not continue to fill out 

the survey, since he/she had not had experience relevant for this research and those 

questionnaires were not part of the questionnaires that went into the process of further 

analytical processing. During the interviews, we used a random sample method, since the 

questionnaires were distributed to all respondents in the order of their appearance in the 

Methadone Center. After completing the initial 137 questionnaires, we came to a number 

of 100 questionnaires filled out by respondents with previous experience in terms of being 

arrested and later having given information to the police. 

 Other questions related to the number and the ground of detention, the treatment 

by the police personnel during their stay in their premises, as well as the respect of the 

fundamental human rights, primarily the right to a lawyer, the contents of the requested 

information, the willingness and sincerity while giving the information, the level of trust in 

the police and other authorities and the number of previous convictions. During the 

processing of the questionnaires descriptive statistical methods and methods of correlation 

were used. 

 The second part of the research included the attitudes of the crime investigation 

officers who collected the information relevant to the criminalist work about different 

kinds of crimes, in order to assess the value of the testimony of drug abusers. This part was 

a qualitative study which was conducted by interviewing ten crime investigation officers. 

In addition to the technical details of the interview (years of experience in their job, 

completed school, etc.), the topics were related to the subjective perception of the 

personality of the drug abusers, the police view of the treatment of drug abusers at police 

facilities, estimates of the relevance, accuracy and value of the collected information, the 

factors that influence the accuracy of the information and the police view of the status of 

drug abusers in the criminal milieu. Some of the results obtained in this way were given in 

the section part entitled ''Discussion'', to complete the image obtained by the quantitative 

survey of the drug abusers. 

3. Results 

 Regarding to sex, the sample was significantly in favor of males, in the ratio of 

90:10. The youngest respondents were 24 years old and the oldest 55. The average age of 

respondents was about 35 and the age of 72% of the respondents ranged between 29 and 

40. With respect to the educational structure, most respondents had completed vocational 

school (41%), followed by respondents with four-year secondary education (30%) and 

primary education (20%). Only one respondent (1%) had a 5. level of education and the 

smallest number had higher education (8%). 



55 

 

 The period of time of using illicit drugs ranged between one to 35 years, while the 

average value amounted to 13.67 (σ = 7.07). If we compare this information with the 

average age of the respondents (35.14; σ = 6.41), it indicates that the typical subject of this 

study started using illicit drugs at the age of 21 ½ years. The analysis using Pearson's 

method of linear correlation indicates that there is a statistically significant correlation 

between the respondents' age and the length of time of using illicit drugs (r = 0.6, n = 100; 

p˂0,0005). 

 As noted previously, all respondents had been taken at least once to the police 

station to give information. 16% of the respondents had only one such experience in, 10% 

of the respondents had two such experiences, 11% three, 6% of respondents four, while 

57% of respondents had five or more such experiences. Furthermore, the respondents had 

the possibility to circle one or more of the options regarding the circumstances in which 

they were taken to the police, given that most of them had been arrested on several 

occasions, but also because of the fact that only one arrest could result in a possibility to 

collect information on several grounds. The respondents circled on average 2.7 answers. 

The cause of suspecting an offense or offenses (61) topped the list, followed by suspicion 

of possession of drugs (38), buying (33) and selling drugs (28). In 27 cases, the 

respondents answered that the basis for their detention was the fact that they were in a 

company of a person who was suspected of buying or selling narcotics, while in 40 cases 

they indicated that it was another reason which was not on the list of possible answers. 

 The following set of questions was related to the attitude of the police officers and 

their treatment during the respondents‘ stay in the police. When asked to assess the overall 

treatment by the police officers during their stay in the police and during the collection of 

information by the police ranging from 1 to 5 (where 1 is bad, 3 neutral, and 5 excellent), 

more than ¾ of the respondents opted for ratings below neutral. As many as 46% of the 

respondents gave the score 1 and another 30% gave the score 2. Neutral assessment of this 

issue was given by 15%, 6% opted for very well and only 3% of the respondents opted for 

excellent. The average score regarding the treatment by the police was 1.9 (σ = 1.06). In 

the previous question adjoined the question about the presence of a lawyer during the 

respondents‘ staying in the police. A bit more than half of the respondents (52%) indicated 

that they required the presence of a lawyer. Of these, 33 persons (63%) gained this right, 

while 19 persons (37%) indicated that they did not gain the right to have a lawyer‘s 

presence. 

 The questions about the treatment were followed by questions about the nature of 

information the law enforcement officers were interested in. Almost 9/10 of the 

respondents (89%) reported that the police wanted to collect some other information from 

them in addition to personal data. The respondents gave 2.3 answers on average. In an 

almost identical number of cases, this information was related to buying, selling or 

possession of illicit drugs by another person (53), committing another criminal act by 

another person (53) and other information that was not covered by the list (54). On the 

other hand, the number of answers with respect to buying, selling or possession of drugs by 

the respondents or committing a criminal act by the respondents, was at about the same 

level (34 or 36), which is much lower compared to the previous number. 

 The willingness to answer questions during the respondents‘ stay in the police was 

at a very low level. In fact, when taken into account that 11% of the respondents said they 

were not required to give additional information, most of the others were not ready to 

provide information (45%), or were ready to give it in a minimal amount (24%). Only 14% 

of the respondents wanted to give information that was required from them to the full 
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extent and 6% to give information and any further details. Closely related to the question 

of willingness to provide information was the sincerity during this activity. In this respect, 

an interesting phenomenon is evident. In addition to the above-stated 11% respondents 

who were asked to answer the questions, 45% of the respondents skipped answering this 

question in the survey list (did not circle any of the options), so that only 44% of the 

respondents gave a self-assessment about the honesty of answering to the police. In 

addition, none of the respondents said that his/her statement was completely false. 7% said 

that their answers were mostly false, whereas 21% of the respondents stated that their 

answers were mostly true. Only 16% of the respondents rated their statements to the police 

as completely true. 

In the survey, the respondents had the opportunity to select which of the criminal 

procedure authorities they had most confidence in. The preliminary proceedings came in 

first in this regard, with confidence by a third of the respondents (33%), while the police 

and the prosecution obviously 'did not reflect' confidence for this category of respondents, 

keeping in mind that confidence in these state authorities was expressed only by 9% and 

12% of the respondents. However, by far the largest number of respondents (46%) 

expressed no confidence in any of the above subjects. 

 Finally, the respondents were asked to indicate whether they had been convicted 

and how many times. Slightly less than a third (31%) indicated that they were not 

convicted, while about a fifth (22%) had been convicted only once. With respect to the 

order by the number of convictions, the respondents who were convicted twice (13%) were 

first, followed by those convicted three times (12%), four times (8%), five times (5%), six 

times (4%), seven times (3% ) and eight times (2%). The application of Pearson's method 

of linear correlation shows that there is a statistically significant relation between the 

number of arrests and the number of sentences (r = 0.448; n = 100, p˂0,0005). Other 

parameters, such as age and period of earler drug abuse, showed no statistical significance 

in this regard. 

 

4. Discussion 

 In the sample we used as the basis of this research, men‘s share was 90%. Looking 

at the distribution of the sample by gender in the context of the general population of users 

of illicit drugs, the situation is quite similar. The far greater number of users of illegal 

drugs belongs to men. According to the latest research about the use of psychoactive 

substances in Serbia, the use of illegal drugs in the previous one-year period was observed 

in 2.7% men and 0.7% women aged 18 to 64 years (Kilibarda et al., 2014: 10). The reasons 

for this statistical condition should be partly sought in the fact that women are slightly less 

likely to ask for help from relevant institutions. 

 The research showed that the youngest respondent was 24 years old, the oldest 55 

and the average age of the respondents was slightly more than 35 years (σ = 6.41). The age 

of over 70% of the respondents ranged from 29 to 40 years. It should be kept in mind that 

these persons have many years of experience in the use of illicit drugs (on average more 

than 13 years) and that the world of drug addiction usully is usually entered much earlier, 

mostly when they were underage. As noted by Ilić, in the past the users belonged to the 

higher social levels, while now most of them come from the middle and lower strata of 

society (Ilić 2004: 73). In this context, the educational structure can be observed as well, in 

which the prevailing number of respondents have primary and vocational school (50%), 

with another large group, consisting of respondents with four-years secondary education 

(41%), while respondents with higher levels of education make only 9% of the sample. 
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The research results imply that the majority of users have a very rich experience in dealing 

with the police. In fact, only 16% of the respondents had only one such experience, while 

the huge majority were frequently arrested by the police. Moreover, the majority of 

respondents, almost 3/5 (57%), were arrested five times or more. This information can be 

easily accepted if we bear in mind that the life of illicit drug users often moves in a vicious 

circle, which often includes arrests by the police, detention and trial followed by a prison 

sentence. All the above stated is most commonly followed by a return to the street, where, 

due to insufficient involvement in the community and often untreated addictions, they 

return to the illicit drug user environment. This part of society is often the only one where 

they are welcome, which leads them to the criminal zone and contacts with the police and 

the judiciary again and so back and forth. In favor of the aforesaid is the presence of 

convicted respondents of more than 2/3, namely 69%. 

 If we analyze the causes for arresting and detention in police in more detail, it can 

be noted that the most common reason for being arrested was committing an offense which 

was not related to possession of narcotics and trafficking. This finding can support the 

opinion presented in the introduction, where experts state that drug users appear as 

perpetrators of some form of property crime in 60% to 70% of the cases. This is followed 

by grounds related to the possession of narcotics and trafficking. The result according to 

which the grounds for arrests in approximately the same number of cases is suspicion of 

drug possession and buying and selling of narcotics, can be relatively easy to explain if one 

bears in mind that the possession of drugs is a criminal offense and that every user of illicit 

drugs is de facto an offender and potential seller and that these roles often overlap in a 

given milieu. Also, these activities often have a ''group'' character, and, accordingly, the 

grounds for arrests for being in the company of a person who is suspected for buying or 

selling narcotics are on approximately the same level. The frequency of the indicated 

activity in this research in a way reflects the general distribution of these types of illegal 

activities, where statistically the most commonly revealed property crimes committed by 

addicts are on the first place, and then possession, buying and selling drugs. 

The assessment of the general treatment of respondents by the police while they were in 

police reveals a distinctly negative perception of the respondents. In fact, nearly half of 

them (46%) evaluated the treatment by the police officers negatively, while another 30% 

rated the treatment by grade 2. Grade 3 treatment was rated by only 15%, while very good 

and excellent marks were given only by 9% of the respondents. The reasons for this 

opinion can be found in two facts. First, the police is an entity that can become a direct 

''cause'' of discomfort in case of detention, or an investigative interview, which is 

unpleasant for the illicit drug users who enter an abstinence crisis and so on. It is 

impossible to completely exclude the subjectivity of the respondents, so we cannot avoid 

what is described as ‗confrontations‘ of interests taking into account the numerical 

equivalent of the treatment ratings. In addition, it can be said that in the eyes of the users of 

illicit drugs the police is usually seen as the personification of the system, which has 

''obviously failed'' in their case. As a logical consequence, almost half of the respondents 

have no confidence in any of the authorities of criminal suppression. Moreover, the least 

trust the police and the prosecution (9% and 12%), while the pre-trial judge is better 

positioned, with the trust of one-third of the respondents. 

 On the other hand, it seems that the low ratings may have partly a ground in 

reality, given that the general attitude of the interviewed members of the Crime 

Investigation Department (CID) was that illicit drug users were treated better in this unit 

compared to other police units, primarily by the general police. However, the CID 
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members emphasized the fact that in both cases the treatment was in accordance with the 

law, except that in their case there was a slightly higher level of sensitivity to the needs of 

this category of persons, which is evident through the small benefits, which usually 'relax 

atmosphere' and make detention bearable for the illicit drug users. In contrast to that, the 

treatment by the general police moves more towards application of rigid legal norms and 

this distinction might have certainly created a different view of the situation and it could 

probably be clearly seen if the respondents were to evaluate these two police entities 

individually. 

 As previously stated, slightly more than half of the respondents (52%) indicated 

that they required the presence of a lawyer, of whom 33 persons (63%) gained this right, 

while 19 persons (37%) indicated that they were not given the right to have an attorney 

present. Here, we should bear in mind that the right to have an attorney presence during the 

stay of citizens and suspects in police was introduced into the Serbian criminal law 

procedure in 2001. On the other hand, in conducting this study we did not set strict time 

frames in terms of the drug users experience, so that the respondents‘ experience dates 

back before 2001. Hence, this can explain the disparity between the number of cases where 

the presence of a lawyer was required and the number of cases in which it did not happen. 

 According to the survey, the police officers were very interested in obtaining 

information from the aforementioned category, despite the generally low confidence in the 

obtained information, which will be discussed later. Almost 9/10 of the respondents (89%) 

stated that the police wanted to collect other information, besides personal information. 

The information provided by the respondents was related in nearly identical cases to 

buying, selling or possession of a drug by a third party (53), committing another criminal 

act by another person (53) and other information which was not included in the survey list 

(54). On the other hand, the number of answers with respect to buying, selling or 

possessing of drugs by the respondents, or committing of another criminal act by the the 

respondents, was lower by one third (34 or 36). 

As it can be seen from the above, the information about activities of other persons was 

nominally more frequent than the information about their own illegal activities. It is 

possible that the respondents consciously 'let the water on the mill of others' avoiding the 

discomfort of dealing with their own illegal operation. In any case, it is certain that in the 

background is the psychological mechanism of escape from discomfort, which is not a 

characteristic of illicit drug users only, but also of the general population. However, in the 

case of this group, in addition to reducing the level of discomfort, in a way they were 

obviously attempting to protect themselves from self-incrimination. 

 In close relation with the possibility of self-incrimination is the respondents' 

willingness to answer the questions during their stay in police and their sincerity during the 

investigative interview. The willingness to provide information was at a very low level. 

When taken into account that 11% of the respondents were not requested to provide 

additional information, half of the remaining (45% of the total sample) were not ready to 

give information, while a quarter of the respondents expressed willingness in a minimum 

amount. Only a fifth of the respondents wanted to provide the information requested from 

them in the full range. Regarding their sincerity, there was an obvious lack of response to 

answer the question by 45% of the respondents and the fact that none of the respondents 

said that his/her statement was completely false. 

 Of course, the attitudes of CID officers differ from the previous results. In their 

opinion, the statements of the drug users should not be a priori rejected as untrue, but it is 

evident that the percentage of accurate information moves at a relatively low level of 20%. 
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Certainly, truth depends on the nature of the information in question. If it comes to talking 

about the general trends in the local narco market or activities of certain persons at lower 

levels in the criminal environment, then truthfulness can move up to a level of 100%. 

However, in case of incriminating information which is closely related to a particular 

person and is by its nature such that it could lead to initiation of a criminal investigation or 

a possible testimony in court proceedings, as a rule, there will be negation of possessing 

any information or an untrue account. Lie, as noted Petrović, is a widespread form of 

communication in the population of drug users. At first, it usually has a defensive character 

and later it becomes functionally independent and it is often used in a new or unfamiliar 

environment. (Petrović, 2003: 82). 

 In addition to the possibility of self-incrimination, fear can be indicated as one of 

the key factors that lead to rejection of giving an account or to giving a false account. 

Namely, cases of physical and psychological harassment of persons who gave an account 

to the police which led to criminal investigations of certain dealers are customary. In fact, 

fear does not have to be imminent and based on earlier experience. In that way, the notion 

of such a possibility is sufficient, which is actually a kind of self-censorship. Forms of 

applied violence range from serious verbal threats through bodily injuries to the use of 

firearms for the purpose of intimidation or bodily injury. Bearing in mind such scenarios, 

illicit drug users typically withdraw to themselves and try to avoid giving incriminating 

information. The results speak in favor of the aforementioned weak willingness of the 

respondents to give an account to the police. 

Bukelić spoke about the connections between buyers and sellers of drugs as a 'victimless 

crime', in which both sides benefit. This type of crime seems a rich, inexhaustible and 

creative model of criminal behavior (Bukelić, 1998: 295). This fact, as well as the 

potentials of drug using to generate other forms of crime, mainly property crimes, leaves a 

trace in statistics. Thus, only a little less than one-third of the respondents had not been 

convicted in the past, while 69% had been convicted. The largest number of convicted 

respondents had this experience only once (22%). In the sample, we have observed a 

reduction in the number of respondents with increased number of sentences, so that the 

graphical presentation of these values would have a pyramidal shape. 

5. Conclusion 

 The research results indicated that the majority of illicit drug users had rich 

experience in contacts with the police apparatus. In fact, only 16% of the respondents had 

only one such experience, while the vast majority were repeatedly arrested and taken to the 

police. Moreover, most of the respondents, almost 3/5 (57%), were arrested five or more 

times for criminal offences. Those people come from the lower and middle social strata, 

with dominantly primary or vocational education, while the gender structure of the sample 

goes in favor of men. Also, most of them had been previously sentenced to prison, given 

that more than two thirds of the respondents had been sentenced at least once or more 

times. 

 The grounds for bringing illicit drug users to the police can be classified into 

several categories, with the most frequently committed criminal offense or offenses, 

followed by illegal activities related to narcotics, such as possession, buying and selling 

drugs. The order of appearance of these activities reflects, in some way, the general 

distribution of these types of illegal activities in real life, with the most common, 

statistically speaking, revealed property crimes committed by addicts, then possession, 

buying and selling illicit drugs. 
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 The respondents‘ view of the police is very unsympathetic, but also of other 

authorities of criminal suppression. This conflict could be primarily based on the fact of 

the direct conflict of interests of the drug users and the police, where the police is seen as 

someone who faces them in reality, which is generally unpleasant and disadvantageous for 

the users, with the possibility that it progresses into physically painful conditions, such as 

the abstinence syndrome, in the case of longer forms of deprivation of liberty (police 

detention). Accordingly, the assessment of the treatment of the respondents by the police is 

less than 2 on a scale from 1 to 5 and no other entities are much better, given that this 

population is generally designated as suspicious to the aforementioned institutions of the 

system. 

 As a rule, the users of illicit drugs are reluctant to talk about things that are related 

to specific criminal activities, especially their own, but they will gladly talk about general 

topics or situations at the local narco market, without going into details about the activities 

of a particular person, if these facts have already not been generally known. In this sense, 

the research results indicated that half of the respondents did not want to answer questions 

about these circumstances. It is indicative that nearly half of the respondents refused to 

comment on the truth of the information, while an extremely small number, only one-fifth, 

said their statement was mostly true, and only one-sixth that it was completely true. 

In addition to the questionable reliability, the information given by the illicit drug users 

could be observed as non-reliable, given that the amount of useful and accurate 

information about specific persons and events ranges mainly at the level below 20%. In 

addition to the risk of self-incrimination, the fear of revenge by criminal organizations has 

a significant influence on the willingness to give an account and a true information. 
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ABSTRACT 

 Online activities have now become central to the very way in which millions of 

people across the world live their lives. While the Internet has positively enriched societal 

communications and economic opportunities, these technological advancements have 

changed – and continue to change – the very nature of crime, serving to breed a new 

sophisticated and technically capable criminal and terrorist.  The scale of contemporary 

cybercrime is significantly challenging the capacity and capability of even the most 

sophisticated Law Enforcement Agencies (LEAs). Of critical concern to authorities is the 

continued rise of cyber fraud which has now become the most prevalent crime within 

numerous European Member States, with people ten times more likely to become a victim 

than they are to suffer a traditional theft. To tackle the phenomenon of cyber fraud and 

online identity theft, police officers, academics and private industry partners have joined 

forces through project ARIES (reliAble euRopean Identity EcoSystem), funded by the 

Horizon 2020 Secure Societies programme of the European Commission, which seeks to 

achieve a reduction in levels of identity fraud, identity theft and other related cybercrimes 

by creating a new system to improve the security of personal online data. This paper 

explores the new and emerging threats from cyber fraud and identity theft and examines 

how project ARIES will design a new system to prevent impersonation and reduce types of 

identity fraud and identity-related crimes which is recognised a major vulnerability in 

securing cyberspace and combatting contemporary organised crime and international 

terrorism.  

 

1. INTRODUCTION 

 Online activities have now become central to the very way in which millions of 

people across the world live their lives. While the Internet has positively enriched societal 

communications and economic opportunities, these technological advancements have 

changed – and continue to change – the very nature of crime, serving to breed a new 

sophisticated and technically capable criminal. The nature of some ‗traditional‘ crime 

types have been transformed by the use of Information Communications Technology (ICT) 

in terms of their scale and reach, with threats and risks now extending to many aspects of 

social life. New forms of criminal activity have also been developed, targeting the integrity 

of computers and computer networks. Threats exist not just to individuals and businesses, 

but to national security and critical infrastructures. Furthermore, the borderless nature of 
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the phenomenon of cybercrime means that any citizen, community or country, can be 

targeted from any jurisdiction across the world.  The purpose of this paper is to explore the 

current cybercrime threats and their impact on society from Law Enforcement Agency 

(LEA) perspectives, spotlighting the operational challenges of combatting cyber fraud and 

online identity theft and recommending measures required to meet the contemporary 

cybercrime challenge of keeping people safe online. 

2. ORGANISED CYBER CRIMINALITY 

 The scale of contemporary cybercrime is significantly challenging the capacity and 

capability of even the most sophisticated LEAs. By its very nature, cybercrime has a far-

reaching trans-national dimension which substantially increases the complexity beyond the 

detection of other crimes. It is a type of crime that has been embraced by criminals who are 

now working together in what is a new era of collaboration and coordination of organised 

cybercrime. According to Europol, there are an estimated 3,600 Organized Crime Groups 

(OCGs) active in the European Union (EU) [1].  These groups are becoming increasingly 

networked in their organization and behaviour, characterized by a group leadership 

approach and flexible hierarchies [2]. The advances in international trade, an ever-

expanding global transport infrastructure and the rise of the Internet, have served to 

engender a more international and inter-connected form of serious and organized crime 

which has never been seen before. As a direct result, there is an increased tendency for 

OCGs to cooperate with or incorporate into their membership a greater variety of 

nationalities. The majority of these cybercriminals will never physically meet, and only 

communicate to progress their activities in the virtual world of cyberspace. This 

phenomenon has seen an increase in the number of heterogeneous groups that are no 

longer defined by nationality, ethnicity, or criminal bonds or kinship. Contemporary 

criminals act undeterred by geographic boundaries and can no longer be easily associated 

with specific regions or physical centres of operation [3]. These developments, as part of 

the relentless rise of organised cybercrime, have caught many LEAs off-guard who remain 

behind the pace of change from the dynamic and evolving cybercrime threat. 

 

2.1 Changing threat landscape 

 The cybercrime threat landscape is subject to constant change, development and 

diversification.  As an example, cyber criminals are now streamlining and upgrading their 

current techniques, while companies and governments struggle to prevent and detect their 

old tactics. Cyber attackers continue to breach computer networks with highly targeted 

spear-phishing attacks which are increasing in volume [4].   At the same time, as the 

development of mobile communications provides a larger attack surface, organised 

cybercriminals are increasing their volume of mobile malware and rogue mobile 

applications as half of the world's adult population now own a smartphone [5]. The 

technological advancements of the smartphone have made it the go-to device over the 

computer, and the one to which people are always connected. Cybercriminals are 

increasingly looking to exploit this change in user device preference by switching an 

expanding proportion of their attacks to mobiles. As a result, more standalone attacks on 

mobile devices are expected in the future which presents a real and present menace to the 

individual smartphone user [6]. In addition, future attacks on online payment systems are 

also expected to rise as their popularity and use grows.An increase in large-scale retail and 

banking breaches is also anticipated, as cybercriminals seek more efficient and profitable 
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types of attack [7].  In summary, organised cybercrime threats continue to grow more 

targeted and more advanced, raising acute concerns for cyber security practitioners.    

2.2 A new reality 

 Cyber security professionals across the world are coming to terms with the 

uncomfortable truth that private bio-medical identity data is now more valuable to 

cybercriminals than bank or credit card details. Cybercriminals are currently attacking the 

healthcare industry at a higher rate than any other sector with more than 100 million 

healthcare records being compromised in the last year [8]. The sudden rise in the theft of 

bio data has raised acute concerns for national security practitioners as it now exceeds 

attacks on manufacturing, financial services, government and transportation industries. The 

phenomenon of cybercrime has now entered a new era of healthcare hacks where the most 

intimate aspects of our personal identity data are being stolen.   

 According to US Government figures from the Department of Health and Human 

Services (HHS), five large cyber-attacks have recently led to 108.8 million people having 

their medical records illegally accessed [9]. During 2015 hackers gained access to 80 

million personal records kept by Anthem, a health insurance plan provider in the United 

States. Stolen data included social security numbers, birthdays, addresses, email and 

employment information and income data for customers and employees, including its own 

chief executive. The hackers are thought to have infiltrated Anthem‘s networks by using a 

sophisticated malicious software program that gave them access to the login credential of 

an Anthem employee [10]. Anthem officials became aware of the breach when one of their 

senior administrators noticed someone was using his identity to request information from 

the database.  While working with the Federal Bureau of Investigation (FBI), Anthem 

officials said they did not know who was responsible for the attack, but the level of 

sophistication has made cyber security professionals suspicious that the hackers while 

carrying out their crimes may have been working with the support of a foreign 

government, or with people with ties to a foreign government. The Anthem cyber-attack is 

currently the largest known incident of its kind which serves to highlight a worrying trend.  

In the last year, hackers have gained access to more than 4.5 million medical records from 

the University College of Los Angeles (UCLA) medical network, including the Ronald 

Reagan Medical Centre, and 11 million records from the American health insurance 

company Premera Blue Cross. The rate of attacks against the healthcare sector climbed to 

the highest level of all industries studied in 2015 and it appears that this pattern is set to 

continue as data breaches in the healthcare sector are getting larger.   

 The healthcare sector is an attractive target for personal identity data by the 

anonymous cybercriminal as compared with other sectors because the healthcare industry‘s 

approach to cybersecurity is generally regarded as poor, being amplified by a culture 

which has neither recognised nor prioritised the real security risk concerning the theft of 

patients‘ sensitive data records. Recent cyber security studies across multiple industries 

have found an alarming laxity in many organisations‘ approach to data security. A Cyber 

Security Breaches Survey revealed that two thirds (65%) of large UK businesses were hit 

by a cyber breach or attack every year [11].  The research also found that almost half of the 

top FTSE 350 businesses regarded cyber-attacks as the biggest threat to their business, but 

only a third of the UK‘s top 350 businesses understand the threat of a cyber-attack [12]. A 

survey by Sophos during 2016 found that the healthcare sector had one of the lowest rates 

of data encryption, with only 31% of healthcare organizations reporting extensive use of 

encryption [13]. A Sophos survey of the National Health Service (NHS) organizations in 

the UK found that encryption was ―well established‖ in just 10% of them; while a 2016 
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study of hospital cyber security found that patient health records are ―extremely 

vulnerable‖ because of a lack of focus on cyber-attacks and insufficient training [14]. 

 Beyond data breaches perpetrated by hackers, health data is frequently exposed 

through accidental loss, device theft and employee negligence. And it is not just hospitals, 

doctors‘ offices and insurance companies that are failing to protect healthcare data – 

private employers frequently leave their employees‘ private healthcare information 

unencrypted. This information is attractive to cybercriminals as it typically contains credit 

card data, email addresses, social security numbers, employment information and medical 

history records – much of which will remain valid for years, if not decades. Cyber thieves 

are using this data to launch spear-phishing attacks, steal medical identities and commit 

fraud by making false insurance claims. The information that healthcare providers 

maintain about consumers is now more valuable on the black market than the credit card 

information that is often stolen from a retailer. Katherine Keefe, global focus group leader 

for breach response services at Beazley, which underwrites cyber liability policies, states 

that: ―The value to a criminal of having a full set of medical information on a person can 

go for $40 to $50 on the street. By contrast, a credit card number is often worth $4 or $5‖ 

[15].  

3. COUNTING THE COST OF CYBERCRIME 

 The financial impact of cybercrime has quickly become a threat to the economic 

stability, security and well-being of many nations across the world. The rapid digitalisation 

of consumers‘ lives will increase the cost of data breaches to an estimated $2.1 trillion 

globally by 2019, increasing to almost four times the estimated cost of breaches in 2015 

[16]. Figures collated for the Crime Survey of England and Wales for a six-month period 

during 2016 for the first time included questions about fraud and cyber offences. The 

results indicated that fraud and computer misuse accounted for 5.8 million crimes, 

meaning that on average, one in ten adults fell victim to cybercrime [17].   The figures also 

revealed that when compared to other more traditional crimes, cyber fraud has now 

become the most prevalent crime in the UK with people ten times more likely to become a 

victim than they are to suffer a theft. 

 LEAs continue to be challenged on many fronts in their efforts to protect online 

users from the volume of cybercrime. Through constant innovation, cybercriminals are 

developing increasingly sophisticated malware, rogue mobile apps and more resilient 

botnets. Cyber vulnerabilities – similar to those highlighted in the healthcare sector – 

remain a big part of the security picture and all the evidence from cybercrime-related threat 

and risk assessments indicate that the attackers are moving faster than the practical and 

operational implementation of effective cyber defences and counter measures.  This 

position is unlikely to change and the cyber attackers will continue to have the upper hand 

unless more can be done to anticipate future threats and risks, which requires the ability to 

horizon scan for weak signals indicating the early signs of new trends. The current focus of 

hackers to conduct attacks on the healthcare sector represents another step in the evolution 

of cybercrime, but there are growing concerns that cybercriminals will seek to steal more 

citizens‘ bio identity data through fingerprint, facial and iris recognition data used to 

confirm identity for security clearance at ports, borders and other critical infrastructures 

and facilities, adding a new and sinister dimension to the phenomenon of cybercrime.   

According to academic research and security industry estimates, the rise of cybercrime will 

continue because criminals are, in reality, just starting to embrace the full extent of the 

three distinct opportunities created by the internet which includes: more opportunities to 
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commit traditional crime; new opportunities to commit traditional crime; and new 

opportunities to commit new types of crime.   

4. CRIMINOLOGY PERSEPECTIVES 

 Understanding cybercrime is the key to kerbing the continued growth of this 

criminal phenomenon.  Many police officers and security policy makers may regard the 

threats from cybercrime as something relatively new, but its origins can be traced back 

decades. In 1970, over the course of three years, the Chief Teller at the Park Avenue 

branch of New York‘s Union Dime Savings bank manipulated the account information on 

the bank‘s computer system to embezzle over $1.5million from hundreds of customer 

accounts [18]. Cited as one of the very first crimes associated with the misuse of 

computers, the cunning of the Chief Teller provides evidence of how technological 

developments have been exploited for criminal gain. From the first introduction of 

computers in the work place to today‘s ever-expanding cyberspace, new opportunities have 

been created for criminals to commit crimes through a set of unique features, features that 

are described as the ‗transformative keys of cybercrime‘ which includes: 

 

 Globalisation – providing opportunities to exceed conventional boundaries; 

 Distributed networks  –  generating new opportunities for victimisation; 

 Data trails – creating new opportunities to commit identity theft [19]. 

 

The transformative keys of cybercrime have served to challenge traditional criminological 

perspectives which have defined crime by social, cultural and material characteristics and 

have viewed crimes as taking place at a specific geographic location.  Such perspectives of 

crime have allowed for the characterisation of crime, and the subsequent tailoring of crime 

prevention, mapping and measurement methods to the specific target audience. However, 

this characterisation cannot be carried over to cybercrime, because the environment in 

which cybercrime is committed cannot be pinpointed to a geographic location, or to a 

distinctive social, ethnic or cultural group which adds further complexity to understanding 

cybercrime and the threat it poses to neighbourhood safety and national security.  

Acknowledging the global reach of cybercrime and the requirement to establish a common 

understanding of the threat and risks posed to multiple countries, the Council of Europe 

(CoE) adopted its Convention on Cybercrime Treaty, known as the Budapest Convention, 

which identified several activities to be present as offences of cybercrime. These activities 

served to shape what elements constituted contemporary cybercrimes and included: 

 

 Intentional access without right to the whole part of any computer system 

 Intentional interception, without right, of non-public transmissions of computer 

data 

 Intentional damage, deletions, deterioration, alteration or suppression of computer 

data without right 

 Intentional and serious hindering of the function of a computer system by 

inputting, transmitting, damaging, deleting, deterioration, altering or supressing 

computer data 

 Production, sale, procurement for use, importation or distribution of devices 

designed to commit any of the above crimes, or of passwords or similar data used 

to access computer systems, with the intent on committing any of the above crimes 

[20]. 
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Despite attempts by authorities to define cybercrime, whose efforts commonly sought to 

construct a definition designed to protect and indicate violations of the confidentiality, 

integrity and availability of computer systems, a universally recognised definition of 

cybercrime remained elusive and presented a real challenge to LEAs across the world. But 

the sudden and dramatic increase of the sheer volume of varying types of cybercrimes 

served to shape and inform the collective understanding of cybercrime.  When discussing 

cyber-related crime generally today, there are four recognised different types of cybercrime 

and they are as follows: 

 

 traditional forms of crime using computers and the tools and services within the 

cyber domain (i.e. theft and fraud) 

 illegal content (i.e. pirated music, indecent images and child pornography) 

 crimes unique to electronic networks (i.e. hacking and denial of service attacks) 

 crimes unique to cyberspace which threaten physical structures, systems and 

infrastructures (i.e. manipulation of process control systems to damage power 

stations and their supply) [21]. 

 

5. MEETING THE CYBERCRIME CHALLENGE 

 To meet the cybercrime challenge, all in authority would be wise to treat 

cyberspace for what it is; a separate socio-spatial dimension in which people choose not 

only to communicate, but also to dwell, trade, socialise and cultivate; to create intellectual 

property, generate economic wealth, to begin and end relationships; to forage, feud and 

thrive, to heal, harm and steal [22]. Viewed in this way, cyberspace is another continent, 

vast, viable and virtual, a distinct jurisdiction requiring its own constitution and legal 

system with its own LEAs and agents. To police this new cyber continent effectively and 

protect all online citizens and communities requires a dedicated, determined and strategic 

response.  Most importantly, it requires an unprecedented level of cooperation, 

coordination and collaboration between LEA‘s and the private sector  across the world if 

authorities are ever going to stem the flow of organised cybercrime and keep citizens, 

consumers, companies and countries safe in cyberspace.  

 LEAs now recognise that without adequate protection, personal data and 

individual identities are vulnerable in a virtual world, and combined with the lack of a 

coherent and joint approach across Europe (in terms of legislation, cross-border 

cooperation and policy) to address identity-related crimes, the costs to companies, 

countries and citizens will continue to rise at an alarming rate. Moreover, LEAs have come 

to learn that they cannot tackle contemporary threats from crime alone, and they are 

stronger when they work together with other agencies, departments and sectors including 

academia and private industry.  An excellent example of collaboration to combat 

cybercrime threats can be found in the multi-disciplinary, pan-European consortium of 

partners who have joined forces through project ARIES (reliable euRopean Identity 

EcoSystem), a cybercrime research and innovation project funded by the Horizon 2020 

Secure Societies Programme of the European Commission. 

 The ARIES project brings together professionals from government, academia and 

the private sector to tackle the phenomenon of cyber fraud and identity theft. The four 

strategic objectives of ARIES seek to: 

i. Achieve a reduction in levels of identity fraud, identity theft and other related 

cybercrimes by creating a new system to improve the security of personal online 

data. 
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ii. Strengthen the link between physical documents linked to biometric identity and 

the digital (online and also mobile) identity. 

iii. Validate the ARIES approach in two high societal and economic impact scenarios 

that allow proving an effective reduction of identity theft and associated crimes. 

iv. Address the key legal, ethical, socio-economic, technological and organisational 

aspects of identity-related crimes [23]. 

 

 ARIES will support online users in managing their identities and enable identity 

derivation mechanisms, allowing users to choose the identity that better suits the online 

services and digital technologies they use, including the creation of a ‗secure electronic 

wallet‘ for users to handle their ID-related data in a secure and convenient way in a highly 

digitised society. ARIES will build an Electronic Identification (eID) ecosystem offering 

the citizen an efficient and convenient way to manage identities, including the possibility 

to anchor the trust on a secure and high level of assurance infrastructure that will be used 

to derive additional virtual identities supporting different levels of privacy preserving and 

anonymization capabilities.  To enhance the capability of LEAs, ARIES will make 

electronic identity data available to law enforcement without breaking privacy by placing 

citizen‘s information needed for enrolment in a secure vault only accessible by police 

forces and will exchange best practices and promote the new ecosystem advantages for 

fraud prevention, to law enforcement and security industry partners. 

 The strategic aim of ARIES is for the system to enable secure, reliable and privacy 

preserving identity management and derivation techniques to allow a secure user 

interaction with services and to prevent and reduce the risk of identity theft and fraud 

crimes. ARIES will provide means for stronger and more trusted authentication, in a user-

friendly and efficient manner and with full consideration to data subject‘s rights for 

personal data protection. ARIES will also provide means to present a proof of identity 

without the need to disclose more personal data than actually needed in a given interaction. 

Figure 1 provides an overview of the ARIES eID ecosystem solution, where interactions 

between entities are depicted. The user manages several identities and credentials, which 

are issued by Identity Providers (IdP) and presented to the Service Providers (SP) to access 

the services offered by them providing increased security of personal identities to reduce 

the risk of cyber-related fraud [24]. 
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Figure 1 – Overview of the ARIES eID ecosystem 

 The ARIES approach empowers online users to better protect their identities and 

personal information. The ARIES vision is therefore to develop and test secure 

technologies contributing to further establish a European electronic ID ecosystem which is 

trustworthy for citizen use. For this purpose, ARIES is to design easy-to-use and private-

preserving tools dedicated to identity management which will serve to reduce the risk of 

identity theft leading to cyber fraud.  

6. CONCLUSION 

 The cybercrime landscape continues to evolve as criminals look to adopt more 

efficient and profitable attack tactics. At the same time, the market for cybercrime-as-a-

service is advancing rapidly, with competition among malware vendors leading to 

increased criminal innovations. The most significant change in the cybercrime threat 

landscape is the increasing use of smart mobile devices. Mobility provides a larger attack 

surface for cybercriminals to operate and the volume of mobile malware and rogue mobile 

apps is increasing as half the world's adult population now owns a smart mobile device 

which has amplified the risks of identity theft and cyber fraud. As cybercrime threats 

continue to grow more targeted and more advanced, of pressing concern to security policy-

makers is the rise of organised cybercrime. Criminal groups are expected to adopt nation-

state tactics as they realise the full potential of cybercrime. This approach will result in 

large enterprises and other organisations becoming increasingly vulnerable through their 

use of commodity equipment, which attackers quickly learn how to bypass, so defending 

against these attacks and identifying perpetrators will be a real challenge for the police and 

private industry. 

 The rise of cybercrime reveals that the cyber threat landscape is subject to constant 

change with far-reaching vulnerabilities, faster attacks, files held for ransom and the 

continued presence of data breaches.  Cyber vulnerabilities remain a big part of the 

security picture and all the evidence from cybercrime-related threat and risk assessments 

indicate that cyber criminals are moving faster than the practical and operational 

implementation of effective cyber defences and counter measures.  Unfortunately, this 

pattern is unlikely to change and cyber criminals will continue to have the upper hand, but 

by working together, sharing challenges and expertise, LEAs, academics and 

representatives from the private sector can, through applied research, development and 
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innovation, design and develop new tools and technologies to combat pressing threats from 

all manner of cybercrimes. The approach and preventative ethos of project ARIES 

provides one such example of how collaboration in the prevention of cybercrime can fill 

the lacuna in current operationally-focused cybercrime research and innovation.  Advances 

in, and the amplification of, multi-disciplinary cybercrime research, is absolutely essential 

as all in authority would be wise to recognise that the phenomenon of cybercrime remains 

in its infancy and represents the dawn of a new era of criminality – the future of crime has 

arrived. 

 

1. Europol, The Internet Organised Crime Threat Assessment Report (2015) 

https://www.europol.europa.eu/sites/default/files/publications/europol_iocta_web_

2015.pdf (accessed on 12/12/16) 

2. Europol, The Internet Organised Crime Threat Assessment Report (2015) 

https://www.europol.europa.eu/sites/default/files/publications/europol_iocta_web_

2015.pdf (accessed on 12/12/16) 

3. Brown, S D. Combatting International Crime: The Longer Arm of the Law (2008) 

Oxon: Routledge-Cavendish 

4. Symantec, 2016 Internet Security Threat Report (2016) 

https://www.symantec.com/security/center/threat-report (accessed on 5/1/17) 

5. Symantec, 2016 Internet Security Threat Report (2016)  

https://www.symantec.com/security/center/threat-report (accessed on 5/1/17) 

6.  EMC, The current state of cybercrime 2014 – An inside look at the changing 

threat landscape (2014) https://www.emc.com/collateral/white-paper/rsa-cyber-

crime-report-0414.pdf (accessed on 15/12/16) 

7.  EMC, The current state of cybercrime 2014 – An inside look at the changing 

threat landscape (2014) https://www.emc.com/collateral/white-paper/rsa-cyber-

crime-report-0414.pdf (accessed on 15/12/16) 

8. Sophos, Cybercrime Healthcare Report: Why cybercriminals attack healthcare 

more than any other industry (2016) 

https://nakedsecurity.sophos.com/2016/04/26/why-cybercriminals-attack-

healthcare-more-than-any-other-industry/ (accessed on 3/12/16) 

9. Daily Mail, Cyber attackers hacked private medical records (2015) 

http://www.dailymail.co.uk/news/article-3372890/Cyber-attackers-hacked-private-

medical-records-100-MILLION-people-2015.html (accessed on 12/1/17) 

10. New York Times, Experts suspect lax security left Anthem vulnerable to hackers 

(2015) http://www.nytimes.com/2015/02/06/business/experts-suspect-lax-security-

left-anthem-vulnerable-to-hackers.html?_r=0 (accessed on 21/12/17) 

11. UK Government, Cyber security Breaches Survey 2016 (2016) 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/521

465/Cyber_Security_Breaches_Survey_2016_main_report_FINAL.pdf (accessed 

on 29/11/16) 

12. UK Government, Cyber security Breaches Survey 2016 (2016) 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/521

465/Cyber_Security_Breaches_Survey_2016_main_report_FINAL.pdf (accessed 

on 29/11/16) 



71 

 

13. New York Times, Experts suspect lax security left Anthem vulnerable to hackers 

(2015)  https://nakedsecurity.sophos.com/2016/04/26/why-cybercriminals-attack-

healthcare-more-than-any-other-industry/ (accessed on 9/1/17) 

14. Sophos, Cybercrime Healthcare Report: Why cybercriminals attack healthcare 

more than any other industry (2016) 

https://nakedsecurity.sophos.com/2016/04/26/why-cybercriminals-attack-

healthcare-more-than-any-other-industry/ (accessed on 18/12/16) 

15.  New York Times, Experts suspect lax security left Anthem vulnerable to hackers 

(2015)  http://www.nytimes.com/2015/02/06/business/experts-suspect-lax-

security-left-anthem-vulnerable-to-hackers.html?_r=0 (accessed on 18/12/16) 

16.  Office of the National Statistics, UK Government, British Crime Survey: Crime in 

England and Wales – year ending June 2016 (2016) 

https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/bulletins

/crimeinenglandandwales/yearendingjune2016 (accessed on 18/1/17) 

17.  Office of the National Statistics, UK Government, British Crime Survey: Crime in 

England and Wales – year ending June 2016 (2016) 

https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/bulletins

/crimeinenglandandwales/yearendingjune2016 (accessed on 18/1/17) 

18.  Cybercrime Final Project: The dark side of modern technology (2014) 

https://sites.google.com/site/cybercrimefinalproject/ (accessed on 9/1/17) 

19. Wall, D S.  Cybercrime: The Transformation of Crime in the Information Age 

(2007) Cambridge: Polity Press 

20. Council of Europe, Budapest Convention on Cybercrime (2004) 

https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185 

(accessed on 30/11/16) 

21. Wall, D S. (2007). Cybercrime: The Transformation of Crime in the Information 

Age. Cambridge: Polity Press 

22. Sampson, F (2014) Chapter 14 Cyberspace: The new frontier for policing? Cyber 

Crime and Cyber Terrorism Investigator‘s Handbook. London: Elsevier. 

23. Notario, N ARIES project proposal (2015) Horizon 2020, Executive Research 

Agency, European Commission, Work Programme Topic: FCT-9-2015, Proposal 

Final ID: 700085 

24. Notario, N ARIES project proposal (2015) Horizon 2020, Executive Research 

Agency, European Commission, Work Programme Topic: FCT-9-2015, Proposal 

Final ID: 700085 

 



72 

 

UDK:343.983:343.148 

DETERMINATION OF DOCUMENT AGE BY A NEW 

FORENSIC METHOD 
  

Vojkan M. Zorić, Dr.Sc 
Ministry of Interior of Serbia 

Pavle Hadžić, Dr.Sc 

Zdravko Skakavac, Dr.Sc
 

Lazar Vrkatić, Dr.Sc 
 

ABSTRACT 

This report describes the determination of the relative document age of a real 

questioned document. The micro traces left on the questioned specimens are gaining an 

increasingly important role in forensic investigation of questioned specimens, proofing of 

criminal acts and finding the culprit. The most significant domain of microtrasology is its 

application in solving large-scale murders, traffic accidents, robberies, etc. In recent times, 

the use of microtrace investigation is acquiring greater importance in resolving cases of 

forgery of art pieces and counterfeiting documents (contract of real estate or vehicle 

selling, last will etc.). In this report, we specially underline the difference between forensic 

examination of micro traces in questioned documents and graphological examination. The 

forensic examination of micro traces is characterized by simultaneous physical and 

chemical analyses of organic and inorganic components of the questioned material. Here, 

we are dealing with the determination of the relative age of the questioned documents 

(relative time of their origination) by a parallel analysis of the questioned and original 

documents carried out by selecting and comparing some interesting elements on the 

document surface and further comparison of the results of their laboratory analyses 

(organic and inorganic composition) with IR spectrometry and electronic microscopy. The 

obtained data is used to evaluate the originality of the documents examined. 

 

 Keywords:Forensics, Document forgery, Document ageing, IR spectrometry 

  

1.      INTRODUCTION 

In this investigation, we report on a real case by describing the methods used to 

determine the time of origination of the questioned document. The investigated documents 

were quittances and contracts of real estate selling and seal imprints (rubber stamps) 

subsequently imprinted on them. To the best of our knowledge, there is no possibility to 

determine the absolute age of a document [1, 2]; only the relative age of the document 

could be supposed. At the same time, this means that only the affiliation of a document 

could be attributed to the group of documents of similar age by determination of its 

specific morphology characteristics. The specific aim in this determination was to establish 

the origination time of a quittance by comparing it to similar quittances of unquestioned 

origination date.  
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1.1. Description of investigated documents 

The questioned quittance was made on white paper with standard specific 

weight of 5.5-5.15g with left aligned text in Latin alphabet without a heading 

(company name) and with the central text PRIZNANICA (QUITTANCE) at 5.2-

centimeter distance from the upper edge of the paper. The quittance was made 

without a date and place of origin and with the names of the persons who gave and 

received the money.  

In the lower right corner of the document, there is the printed signature Kecman 

Boško, with a blue seal imprint with Kec Invest Novi Sad text, (Fig. 1.)  

In Fig. 1-Fig. 9, all investigated quittances are represented to reveal some 

morphological differences between the questioned specimen (Fig. 1) and the 

unquestioned specimens for comparison. As it can be seen, there is no heading in 

the questioned quittance, it has a different text arrangement and a different seal 

imprint color.  

 

 
 

Fig 1.: Questioned document/quittance – left and quittance  dated 05.01.1999.  

 

 

 

 

 

Left 

equlibration 

~5cm 

Both sides 

~7 cm 
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Fig.  2: Quittance dated 25.11.1999.  Fig .3: Quittance dated 05.10.2001. 

 

6,3cm 
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Fig. 4: Quittance dated 05.12.2001. Fig. 5: Quittance dated 05.07.2002. 

 

 

 

 

Fig. 6: Quittance dated 20.05.2008.  Fig. 7: Quittance dated 09.06.2008. 
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Fig. 8: Quittance dated 10.12.2009. Fig. 9: Quittance dated 10.02.2010. 

1.2. Trasological and physical and chemical analysis 

As it was already noted in the introductory part, the method for absolute 

determination of the originating time of the document is unknown [3-5].  Having 

this in mind, we aggregated mutual properties of the investigated and 

intercompared quittances from the examined periods (1999-2010) in Table 1. 

Table 1. Overview of the characteristic elements of the analyzed documents 

 

No. Period 

Year 

Heading Issued 

by 

Received 

by  

 

Signature Seal mark Text 

alignment 

Latin 

alphabet 

1. ‘99.-

‘04. 

NO Yes KB
* 

Black Both side 

alignment 

Yes 

2. ‘06.-

‘07. 

Yes Yes RŠ
*
 Brown Both side 

alignment 

Yes 

3. ‘08.-

‘10. 

Yes Yes RŠ
*
 Blue 

(different) 

Both side 

alignment 

Yes 

questioned ? NO NO KB
*
 Blue Left Yes 

 
* 
 KB – Kecman Boško , Кецман Бошко, 2. RŠ – Relja Šišaković 

6 

cm 
7,3 

cm 
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Closer look at the seal imprints is given in Table 2.:  

Table 2: Intercomparison of seal imprints with different dates of origin 

  
 

 

1. Question seal, 

blue  

 

2. Seal from 1999. 

2001, 2002 - black 

3. Seal from   2006., 

2007 - brown 

4. Seal from 

2008. -  2010. - 

blue 

From the appearance of the seal imprint and its morphological properties, it 

could be concluded that the seal itself has not changed since 2008. However, the 

color of the seal was changed by changing the color at the cushion base. 

By intercomparing the characteristic elements of the quittances, such as their 

headings, text alignment, the signatures of the person who issued the quittance and 

the person who received the money (money acceptor from 2006 is solely Relja 

SiSAKOVIC), the different shape and color of the seal imprint, text alignment 

compared to the paper margins, it may be concluded that the questioned quittance 

differs significantly from the unquestioned quittances.  

All quittances from the period 1999-2002 are sealed with a black color seal, 

have no heading, but do have the date of issue and the signatures of the person who 

gave and then person who received the money, which makes them different from 

the questioned quittance. 

All quittances from the period 2006-2010 are sealed with a brown or blue color 

seal, do have their heading and the date of issue and the signatures of the person 

who gave and the person who received the money, which makes them different 

from the questioned quittance. Again, this differentiates them from the questioned 

quittance. 

The quittance from 2008 is different with a seal change, as the seal imprint has 

a different text (text font), i.e. the text is changed from 3 mm to 4 mm in the letters 

―Kec invest‖, immediately below is the text ―Novi Sad‖ again with a different font 

and the previous text ―Novi Sad‖ is replaced by the text ―Đure Jakšića 15‖. 

All unquestioned quittances are dated and have signatures of the person 

receiving and accepting the money, while the questioned quittance does not contain 

this information. 
In order to accurately determine the paper quality of the examined documents, further 

analysis was conducted in the laboratories of the Faculty of Sciences in Novi Sad at the 

University of Novi Sad. 
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Physicochemical organic analysis was conducted by performing IR spectrometry with 

Fourier transformation (FT-IR). The instrument used was Nexus 6700, Thermo Electron 

Corporation with ATR methodology. 

Physicochemical inorganic analysis was conducted by electronic microscopy with 

energetic dispersion of x-rays (SEM/EDS). The instrument used was JOEL JSM model 

6460LW. 

The analysis of FT-IR spectrogram pointed to the fact that the functional groups in 

different paper specimens are the same, however they differ in intensity (marked by blue 

arrows), Fig. 10. 

 

 

 

 

Fig .10: FT-IR spectra of analyzed quittance paper.  

[1] questioned quittance, [2] specimen from 1999, [3] specimen from 2001, [4] 

specimen from 2009, [5] specimen from 2010 

The inorganic analysis of specimens by SEM/EDS method, enlarged photographs and 

spectra were obtained. By comparing the paper properties of the questioned and 

unquestioned specimens, considerable differences could be noted (Fig. 11 and Fig. 12.). 

priz_papir

 80

%
T

priz99_papir

 60

 80%
T

priz01_papir

 60

 80

%
T

priz09_papir

 60

 80

%
T

priz10_papir

 60

 80

%
T

 500    1000   1500   2000   2500   3000   3500   4000  

Wavenumbers (cm-1)

2 

1 

3 

2 

3 

4 

1 



79 

 

  

Specimen 1: questioned paper 

Enlargement 500х 

2: Paper from beginning of 1999. 

Enlargement 500х  

  

Specimen 3. Paper from 2001. 

Enlargement 500х 

Specimen 4. Paper from end 1999. 

Enlargement 500х 

 

 

Specimen 5. Paper from 2010. 

Enlargement 500х 
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Fig. 11: Photographs of representative specimens of paper with 500x enlargement  

Fig. 12:   CEM diagrams of paper specimens at 500x enlargement  

By comparing the analyses of the questioned paper specimen (specimen N0 1.) with 

the specimens of the papers with unquestioned origin (specimens 2-5) at 500x 

enlargement, the morphological appearance of the paper was established. As it could be 

seen, significant similarity exists between the questioned specimen (N0 1) and the 

specimen dated 2010 (N0 5) regarding the mode of construction of the constituent fibers 

and the concentration of binders and additives. 

Based on a micro elemental analysis, it could be concluded that the SEM diagram of 

the questioned document (where C, O, Ca and Cl are detected) does not correspond to the 

parallel diagrams of other analyzed specimens, neither qualitatively, nor quantitatively.  

The questioned quittance has a blue seal imprint, the documents dated 1999-2006 had 

black one, while the documents dated 2008-2010 have a seal imprint with blue color, 

however with a lighter shade than the questioned quittance, as stated in Table 1. 

Further visual and stereomicroscopic investigation with continual enlarging power 20-

100x revealed the characteristics represented in Fig. 13 – Fig. 20. 

  

Specimen 1. Paper from questioned 

quittance  

Specimen 2. Paper from quittance dated 

beginning of 1999.  

 
 

Specimen 3. Paper from quittance dated 

2001. 

Specimen 4. Paper from quittance dated 

end 1999. 

 

 

Specimen 5. Paper from quittance dated 

2010. 
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Fig. 13: Seal imprint, questioned 

document 

Fig. 14: Closer look at the seal 

imprint 

  

Fig. 15: Characteristic details Fig. 16: Characteristic details 

 
 

Fig .17: Probe imprints of a seal Fig .18: Closer look at the imprints 

from Fig. 17 

  

Fig .19: Characteristic details of the 

probe imprints 

Fig .20: Closer look at details from 

Fig. 19 
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Fig. 21: Seal imprint, probe, close 

look 

Fig .22: Imprint of the questioned 

document 

  

Fig .23: Seal imprint from the 

Contract dated  

           18.10.1999. (no stain) 

Fig .24: Seal imprint from the 

Contract dated  

           18.10.1999. (no stain) 
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Fig. 25: Contract dated 08.01.1999.  Fig. 26: Closer look at the seal imprint from Fig. 25 

  

Fig. 27: Closer look (again) from Fig. 25 Fig.28: Seal from Fig. 25, no stain 

  

Fig. 29: Contract dated 18.10.1999. Fig. 30: Closer look at the seal imprint from Fig. 29 
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Fig. 31: Closer look (again) from Fig. 29 Fig. 32: Closer look from Fig. 29, no stain 

  
Fig. 33: Contract dated 17.05.2000. Fig. 34: Closer look at the seal imprint from Fig. 33 

  
Fig. 35: Closer look at the seal imprint from Fig. 33 Fig. 36: Closer look at the seal imprint from Fig. 33, 

no stain 



85 

 

 

 

Fig. 37: Quittance dated 05.11.2001.  Fig. 38: Seal imprint from Fig. 37 

 
 

Fig.39: Closer look at the seal imprint from Fig. 37 Fig. 40:  Closer look at the seal imprint from Fig. 37, 

no stain 

By comparing the elements stated above, also based on the trasological and 

physicochemical analysis results, it was concluded that the questioned quittance is likely to 

originate from 2010 and later and not as it was stated by the parties in the litigation (1999-

2000). 

2. CONCLUSION 

The absolute time of creation of the questioned quittance was impossible to determine. 

However, the relative time of the questioned document origination was determined by 

intercomparing it with the unquestioned documents with known time of origin. After 

investigating some trasological differences among different specimens (different margins, 

signatures of the involved persons and the differences in the seal imprint), accompanied by 

an instrumental chemical data analysis, it was concluded that the questioned document was 

a forgery and that it was dated much later than originally stated by the parties in the court 

dispute.  
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The article deals with a research project with the aim of developing, constructing and 

testing a mobile, autonomous analytical system enabling detection of illicit synthetic drug 

laboratories and locations of narcotic cannabis plantations. The text presents the project ‗s 

significance with regard to filling an identified gap in combating organised drug crime by 

way of providing an innovative system for detection, chemical analysis and precise 

location of illicit drug laboratories and narcotic cannabis plantations. 

Keywords: synthetic drugs, narcotic cannabis, detection, air analysis,  

Polish Police statistics indicate a continuing drug problem in the country. It 

concerns the use, distribution and trade, as well as manufacture of drugs. The amount, 

measured in kilograms, of drugs secured in the years 2014-2016 by the Polish Police 

indicates that the main drugs manufactured and marketed in Poland are marijuana (2486.5 

kg secured in 2016) and amphetamine (909.8 kg secured in 2016) (Fig.1). The Polish 

Police has also participated in seizure and securing of drugs abroad, e.g. in 2016, based on 

information provided by the Police Central Investigation Bureau, 2184.9 kg of drugs were 

seized abroad, including: small amounts of amphetamine (8.8 kg) and cocaine (13.3 kg), 

but also 228.9 kg of marijuana, 750 kg of MDMA, and 1183.9 kg of hashish.  

 

 

 

                                                      
1 This article is part of a project entitled Mobile Autonomic Tracking and Analysing Unit ―KANIA‖, project 

no. DOB-BIO7/21/01/2015 co-financed by the National Research and Development Centre in Warsaw. 
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Fig 1. The amount of drugs seized by Polish Police in 2014-2016 (in kilograms). Source: 

SESPOL Police Electronic Reporting System. 

In the period 01.2013-06.2016, the Polish Police registered 408 cases in which the 

instrument of crime were either raw materials for drug manufacture or psychotropic 

substance precursors. 

 

Fig 2. Number of registered cases in which the instrument of crime were raw materials for 

drug manufacture or psychotropic substance precursors. Source: Analytical system of the 

National Police Information System. 

It appears that the key to reducing the scale of Poland‗s drugs problem is to 

identify the illicit synthetic drug laboratories and locations of narcotic cannabis 

plantations, and, to a lesser extent, to detect drug trafficking routes in Poland. The 

scientific topics addressed in the article are linked to an interdisciplinary research at the 

intersection of various modern technologies, not only IT and chemistry, related to the 

feasibility of the task. In the course of the investigation, innovative solutions for detecting, 

combating and neutralising threats, as well as forensic techniques and tactics are analysed 

and developed. 
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Research objective and tasks 
The main aim of the research is to develop, construct and test a mobile 

autonomous analytical system enabling detection of illicit synthetic drug laboratories and 

locations of narcotic cannabis plantations. As a result of the research task, a vehicle 

prototype enabling detection and location of illegal drug production sites will be created. 

The prototype will be equipped with sensors and analysers of molecular composition of the 

air surrounding a synthetic drug laboratory/narcotic cannabis plantation, as well as GPS 

devices, the necessary computer hardware with analysing software, GIS map software, 

meteorological software and meteorological sensors. Moreover, the vehicle will 

incorporate mobile physical-chemical support equipment for analysis of secured 

substances. It will be possible to achieve this objective once several research tasks have 

been completed:  

 Assessment of the technological solutions already present on the market, both 

national and international, in order to determine the advisability and potential of using 

them in the course of uncovering illicit synthetic drug laboratories and narcotic 

cannabis plantations, 

 Determination of the factors underpinning the efficiency of the existing procedures 

for uncovering synthetic drug laboratories and narcotic cannabis plantations in 

terms of their uncovering potential, 

 Research into the parameters and characteristics of the most common procedures 

of uncovering synthetic drug laboratories and narcotic cannabis plantations,  

 Defining patterns to be used in the process of procedure automation, 

 Creation of functional models of the locations subject to the research, 

 Development of a data base for those functional models, 

 Evaluation of the applicable legal regulations (national and international) in the 

context of the current procedures of uncovering synthetic drug laboratories and narcotic 

cannabis plantations. Determination of advisability and possibility of any modifications 

to those procedures with the aim of increasing their effectiveness; 

 Development of a complete demonstrator with subsystems. 

The developed prototype will be tested and improved accordingly and rules for the 

use of the final version, training methods and legislative proposals will be drawn up. 

The equipment of the vehicle under development will include a small, unmanned 

aerial vehicle (drone) with a silent electric drive, enabling remote control from the vehicle 

cab. The drone will be equipped with a GPS device, a thermographic camera and sensors 

for collecting particle samples. As the project envisages the use of an unmanned aerial 

vehicle (a drone), it is critical to draw up legislative proposals concerning the use of such 

equipment by the Police forces and other services under the Ministry of Interior.  

Present state 
In this article, we will present some of the ongoing research findings related to the 

technologies planned to be used. The fixed (e.g. Ionscan 400B, Itemiser, Ionscan Sentinal 

II Contraband Detection Portal) and mobile (e.g. Sabre 4000, Sabre 5000) 

analysers/detectors employed to date have been used in practice e.g. by the Border Guard 

officers only in closed spaces. The officers of the Ministry of Interior do not have any 

mobile detection system suitable for outdoor use in various weather conditions. Following 

the device library expansion, it will be possible to use it for other tasks related to risk 

identification (e.g. synthetic drug precursors, explosives, etc.).  
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Literature and advanced materials provide scarce information on the use of devices 

for sampling and composition analysis of the air in operating conditions. The solutions that 

are usually presented are not, by their very nature, designated only to the Police forces, but 

rather adapted for their purposes. Examples include high-sensitivity sensors developed by 

the University of North Texas researchers, which enable detection of trace amounts of 

chemicals in the air
2
. Others are the development of Membrane Inlet Mass Spectrometry 

(MIMS)
3
 and the Transpector MPH Residual Gas Analyzer

4
. In Poland and worldwide, 

research has been conducted with odour analysis, but in the majority of the cases presented 

heretofore it has not been necessary to collect a sample for analysis in operating conditions 

and the research problem was that the analytical device became supersaturated with odour, 

rather than being able to read the necessary very small sample
5
. 

Own research. 

The scientific consortium established for the project includes: 

 The Police Academy in Szczytno (WSPol), state service school  

 The Central Forensic Laboratory of the Police (CLKP), research institute 

specialising, inter alia, in chemistry,  

 SONOVERO Sp. z o.o., a limited liability company.  

Academic staff members and specialist practitioners, working in the field of 

research into the procedures of discovering and securing trace amounts of drugs, have been 

contracted for the project as researchers. The SONOVERO expert team is represented by 

high-class specialists, engineers from the chemical and the IT sectors and constructors and 

architects that provide solutions e.g. for the military and industry. The above-mentioned 

individuals and entities have significant experience in the field of research. WSPol is 

experienced in combating drug-related crime. CLKP guarantees the highest standards of 

chemical testing.  

Initial research results. 

The research conducted to date has encompassed an analysis of the available 

technologies and equipment that can be acquired to meet the pre-defined operational and 

technical requirements. The essential components have been selected, inter alia: 

 a vehicle serving as a means of transport for the team, the site for the analytical 

work and storage space for the detecting and sampling equipment. The plan is to 

use a van vehicle, taking into consideration the compromise between mobility and 

loading volume. This type of vehicle has been used with success in activities of 

similar substantive scope. 

                                                      
2 http://moto.wp.pl/kat,55194,title,Radiowoz-jak-pies-wyweszy-

narkotyki,wid,18309588,wiadomosc.html?ticaid=117d3f&_ticrsn=3 
3 http://chemistry.unt.edu/~verbeck/mobile.html 
4 http://products.inficon.com/en-us/Product/Detail/Transpector-MPH-Residual-Gas-

Analyzer?path=Products%2Fpg-RGA-MassSpectrometers 
5 E.g. 2. Haddi et al. , A Portable Electronic Nose System for the Identification of Cannabis-Based Drugs, 

Sensors and Actuators B Chemical 155(2):456-463, July 2011, A. Voss i in., Detecting Cannabis Use on the 

Human Skin Surface via an Electronic Nose System, Sensors 14(7):13256-72, July 2014 
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Fig 3. Vehicle type planned to be used. Source: www.volkswagen.pl. 

 analytical equipment: the main instruments for carrying out the analytical 

activities, selected on the basis of the research of the available technologies, will 

be as follows: 

- a portable analyser for direct analysis of a substance in solid and liquid state, 

employing the ion-mobility spectrometry technique which enables 

identification of the suspected (selected) substances in nanogram quantities, 

- a portable gas chromatography–mass spectrometry unit used primarily for 

analysing substances in the gas state collected previously using SPME fibres.  

Such an analytical attitude enables identification of the gathered material with a 

high degree of confidence (mass spectrometry identification) and operation in an 

environment characterised by low analyte content (proconcentration on SPME fibres); 

In order to avoid contamination of the vehicle interior with the material gathered 

for analysis or any possibility for secondary contamination, preliminary mechanical 

processing of the samples will be conducted in air-tight negative-pressure glove boxes. 

This configuration will prevent materials and substances from escaping the box resulting 

thus in contamination of the collected samples. 

 
Fig 4. Glove box planned to be used. Source: cleenroom.pl. 
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The vehicle will be equipped with: 

 sampling equipment: remotely-controlled unmanned platforms are to be used to 

collect material samples for further analysis. An unmanned aerial vehicle (drone), 

capable of recognising and collecting samples, will be used. In case the flight is 

impossible, there is a possibility to use a remotely-controlled land vehicle, adapted 

to operation in any environment conditions. Samples of the substances of interest 

will be collected using a special sampling head designed and developed in the 

course of the project. The head enables collecting gas samples on SPME fibres (up 

to six pieces), at a time and according to a schedule programmed by the operator. 

Samples of the substances occurring in liquid and solid state will be collected 

using filter material (up to four pieces), also with pre-programmed exposure time 

and sequence of events; 

 logistic equipment: according to the plan, the vehicle will be equipped with 

logistic support devices, including an integrated power generator ensuring at least 

48 hours of autonomous operation without the need of external support. The 

generator will serve primarily to ensure comfort of work and to supply the main 

analytical devices. In addition, standard basic equipment enabling rest and 

preparation of hot meals will be installed. 

 

In the course of carrying out the task, we have analysed 50 cases handled by the 

Police units related to dismantling of illicit laboratories manufacturing synthetic drugs 

since 2010. The cases have been analysed for the following data:  

 type of substance manufactured at the laboratory, 

 the police unit responsible for the case, 

 town/city where the laboratory was discovered, 

 detailed information on the production location (e.g. detached house, flat, garage, 

shed in a forest, etc.) and the occupied area (e.g. one or several rooms), 

 time of the production discovery (year and month) 

 production method, 

 production scale, 

 amount and form of finished product, 

 amount and types of remaining chemicals, 

 air filtration methods.  

The collected data was recorded in the data base. The other collected information 

concerns the volatile substances that can be produced during the illegal production of 

drugs, the methods of air sampling and types of samplers used for that purpose, taking into 

account the current arrangements concerning the prototype design, namely air sampling 

using SPME fibres and analysis by means of gas chromatography coupled by mass 

spectrometry. 

The methods of analysis of the volatile substances in air samples are currently a 

subject under review in Poland and worldwide. Data on eradicated illicit cannabis 

plantations in Poland is collected as well. 

The methods of analysing substances found in the areas surrounding the illegal 

synthetic drug laboratories were discussed during a study visit to the Synthetic Drugs Unit 

in Son en Breugel (Eindhoven, the Netherlands) in September 2016.  



93 

 

 The Synthetic Drugs Unit in Son en Breugel is a central Dutch Police unit 

responsible for locating and dismantling illicit synthetic drug laboratories and non-fibrous 

cannabis plantations all over the Netherlands. Every year, about 60 laboratories 

manufacturing drugs such as amphetamine and MDMA (XTC) are uncovered (59 in 2015, 

including 109 production lines). The Dutch Police uses devices that collect samples of 

volatile substances escaping ventilation ducts/openings. However, the use of such 

sampling devices requires direct access to a ventilation duct (e.g. a ventilation chimney); 

they cannot be used if there is no such access. 

A very good example is an investigation led in Son en Breugel by the Synthetic 

Drug Unit in cooperation with the German BKA. In mid-1980s, NATO troops in Kevelaer-

Twisteden (Germany), 6 kilometres to the north of the Dutch border, on a 150-hectare plot 

of land in the mid of a forest, erected 325 bunkers to be used as a modern ammunition 

depot. In 1992, the troops were withdrawn, leaving a vast area with abandoned bunkers. 

 

Fig 5. Bunker complex in Kevelaer-Twisteden (Germany). Source: niederrhein-maas.de. 

The year of 2000 marks the start of renting and selling the bunkers which lead to the 

creation of an industrial park. In one of the rented bunkers, criminals developed one of the 

largest professional MDMA laboratories dismantled to date in Europe, where millions of 

XTC pills had been manufactured. The pills were intended for sale on European and 

American markets.   
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Fig 6. Illegal MDMA (XTC) laboratory in Kevelaer-Twisteden (Germany).  

Source: own material. 

In the course of the case, there were problems with the precise location of the 

laboratory on a 150-hectare area, where practically all bunkers are identical; the employed 

investigative methods eventually led to dismantling the laboratory and arresting the 

culprits, but it could also have resulted in unmasking the investigative activities, and in 

consequence escape of the criminals and a threat to the officers‘ life or limb. Using 

technical measures (e.g. such as KANIA) to support the operational tasks enables locating 

the object of interest in a quick and inconspicuous way. 

 

Plans for the future 

Following the completion of the entire equipment, tests and trials are planned with 

the objective of achieving the expected aims or reaching a decision on making 

modifications and adjustments. In particular, the ergonomics of the equipment that 

provides secure logistics and technical support will be verified. 

The research will include tests employing installations that imitate point sources of 

emission of substances that could be markers of illicit synthetic drug factories or narcotic 

cannabis plantations. The collection of gas, liquid and solid samples will be tested using an 

unmanned aerial vehicle and a land vehicle. 

The research tools have already been developed for evaluating the efficiency of the 

existing procedures of identifying illicit synthetic drug laboratories and locating narcotic 

cannabis plantations in various temporal configurations.  

Based on the results of the above investigation and tests, a set of standard 

operating procedures will be developed. 

The consortium members will closely cooperate to develop analytical procedures 

allowing full exploitation of the available technical capabilities. The main objective is to 

optimise the time needed for the preparatory work and the repeatability of the obtained 

quality analysis results. 
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Conclusions 

The project is currently at a preliminary stage. The research carried out heretofore 

has indicated the possibility of achieving the expected results. It is assumed that the 

development of a set of instruments and procedures will significantly increase the 

efficiency of detection and dismantling of illicit synthetic drug manufacturing plants and 

narcotic cannabis plantations by the Police. 
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1. WHY DO WE NEED TO TAKE MEASURES IN ORDER TO PREVENT 

CRIMES? 

Contemporary world proves to be full of challenges, in spite of some optimistic 

expectations. Generally speaking, at a global level, poverty is still at high rates, there is a 

huge number of people who do not have an access to proper education, there are still many 

violent conflicts and crimes are still being committed. In the dynamics of social 

movements, it is obvious that the crime level is, somehow, a valuable indicator for the 

general state of society. Crimes reflect the ugliest aspects of society, as they often arise 

from poverty, lack of education and the incapacity of people to surpass their ideological 

differences.  Nonetheless, sometimes the infringement of the law is not connected to these 

elements. The obvious fact is that crimes, rooted in the sociological malfunctions, push 

society even more in the depths of confusion, mistrust and fear.  

Given these conditions, it becomes clear that fighting against crime does not have 

only a narrow purpose. Fighting crime means fighting against all the factors that have 

contributed to the emergence of crime. This means that in order to reduce the criminality 

level, it is necessary to take effective measures to reduce poverty and improve education. 

Of course, as we have briefly pointed out above, there are still some criminological factors 

which stand off the patterns; these may prove hard to foresee and combat. And it may be 

that, no matter how many efforts we make, crimes will always be committed, even if we 

can hope for an extremely low crime rate. But this does not mean that we must not use any 

methods in order to prevent crimes efficiently.   

Hence, in other words, it is important to take measures to prevent crimes, since, as 

we can see, when we focus our attention on prevention, we discover that preventing crimes 

means making an effort to reduce poverty, increase education and, generally, increase 

people‘s awareness towards the meaning of law‘s infringement.  

 

2. IDENTIFYING THE METHODS IN WHICH CRIMINAL SCIENCES 

WORK IN ORDER TO PREVENT CRIME 

 

2.1. The role of criminal law in preventing crime 

First, we emphasize the idea that our goal should be prevention of crime before it 

occurs. However, criminal sciences are usually considered only after a crime has already 

occurred. 

The prevention through the example of punishing the perpetrators, although it may 

yield some results, proves to be not so effective at it may seem.  Nevertheless, this kind of 

prevention actually implies that a harmful behavior has already occurred, which affected 

the social order. Therefore, we must seek out for measures that prevent crime before the 

harmful act has been done.  
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Generally, we may think that this type of preventive measures, which are taken 

before the occurrence of criminal behavior, essentially belong to other scientific fields than 

criminal science. For instance, education and economics should have a leading role in 

achieving the goal of preventing crime. However, reality proves that using only the means 

specific to other sciences than criminal science is not enough. As long as criminal activity 

remains at high levels, criminal science must have an important role in preventing crime. It 

is really important that the prevention accomplished through the use of criminal sciences 

does not have an effect only after a crime has occurred. By this, we mean that criminal 

sciences must use the reality as a field of observation which may offer information that can 

be used in order to prevent the occurrence of other crimes.  

It is useful to make an analysis of the specific ways in which different criminal 

sciences could offer a premise for preventing crimes, and we will make such an analysis in 

the following lines below.  

When we take into account criminal law, we see that its main objective is to punish 

those who commit antisocial acts. This means that, as we have already pointed out above, 

the preventive effect of criminal law is traditionally placed in time after a crime has been 

committed. This means that the presumptive prevention should aim at future possible 

perpetrators and at future possible crimes. Hence, in order to have a preventive effect 

deriving from the criminal law, it is usually necessary that a crime is committed and that a 

perpetrator is punished. Thus, an example is offered for those who may think of 

committing crimes and it is presumed that they can be discouraged in their intention to 

commit antisocial acts. Additionally, this preventive effect should take place on those who 

are actually punished, as they should refrain from acting in such a way that could lead 

again to their punishment for breaching the law.  

We cannot deny that this preventive effect, should it be effective, is a positive one. 

The potential prevention of committing future crimes, although stemming from an actual 

infringement of the law, is beneficial for the society.  But there is a question here regarding 

the efficiency of the criminal law in preventing crimes through the example of punishment. 

And the answers are to be found by analyzing data provided by real-life situations. Some 

studies indicate that, at least at one point, in the United States of America, about two-thirds 

of those released were re-arrested within three years [8]. Furthermore, about one half of 

those re-arrested are re-convicted after trial. These data raise serious questions about the 

efficiency of the preventive effect of criminal law. If the legislator‘s expectations are that 

punishment should scare the potential perpetrators, it seems that this does not work [2].   

It is nevertheless true that criminal law also has a preventive effect before a crime 

occurs, through the threat imposed by the sanctions which are to be applied, if someone 

breaks the law [3]. However, reality proves that the deterrence accomplished by 

establishing severe sanctions is not as solid as it might seem. Actually, sometimes less 

severe sanctions prove to be more effective than harsh sanctions. Furthermore, it appears 

that not only the sanction, but the way it addresses people can make the difference between 

deterrence and committing a crime. Providing severe sanctions seems to have a better 

preventive effect when they are addressed to a group rather than an individual. For 

individual people, it appears that more lenient sanctions are more effective as preventive 

measures. Overall, it seems that prevention is more likely to be achieved when a certain 

community adheres to a moral ideology which leads to empathy and real care for those 

who are at risk of breaking the law. Also, it seems that offering people the sense of 

belonging to a community and giving them the opportunity to contribute to the 
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community‘s welfare is much more effective in preventing crime than establishing severe 

sanctions [5].  

The above stated seems to highlight the idea that criminal law should be seen in a 

different light when we speak about preventing crimes. Prevention that can be established 

by applying criminal law is achieved after an initial distress of society, as the preventive 

effect of the criminal law usually occurs after a crime has been committed.  Moreover, 

criminal law can offer a solid base for studying the mechanisms that lead people to 

committing crimes. This confers a leading role on criminal law in the process of finding 

efficient ways of preventing crime before it occurs, although this searching process is 

indirect, from the point of view of criminal law [4] .   

 

2.2. The role of criminal procedure in preventing crime 

As regards criminal procedure, there is apparently little effect in preventing crime 

which can be attained through the use of the legal provisions of criminal procedure. This is 

because criminal procedure is merely a tool that makes the enforcement of criminal law 

possible.  At least this is the conclusion at first glance. At a second glance, though, we 

discover that there is a true potential in preventing crimes that is included in the criminal 

procedure rules. First, we must take into account the fact that modern criminal procedure is 

an expression of humanism, as it puts the presumption of innocence on a privileged place 

among its rules. Almost all rules of criminal procedure highlight a care for keeping a 

balance between the interest of the society that a perpetrator must be punished and the right 

of the accused of being punished only if and when the accusation has been proved beyond 

reasonable doubt.  The result is that criminal procedure aims for the correct enforcement of 

criminal law. And when criminal law is being fairly applied, this enhances society‘s trust 

in criminal law. Furthermore, when criminal law is correctly applied, this ensures that the 

preventive effect of criminal law, with respect to the example of punishment, is achieved. 

In other words, a fair trial makes people believe that the law applies in an equal fashion for 

all those who disobey the rules. This can only strengthen the preventive effect of criminal 

law, as we refer to the preventive effect which can be accomplished after a crime has 

occurred.  

With respect to a possible preventive effect of the criminal procedure before a 

crime has occurred, there is apparently little evidence of such effect. But we must take into 

account that criminal trial uses a set of preventive measures, which are, according to their 

name, provided in order to prevent the occurrence of some undesired acts. These acts are 

usually in reference to the behavior of the accused, who could try to escape, destroy or 

modify the body of evidence. In these cases, the judicial bodies are usually entitled to take 

preventive measures, such as preventive arrest, judicial control or house arrest. These 

preventive measures are also used when there is evidence that the accused could commit a 

new crime, before the case is solved. In this case, we can affirm that criminal procedure 

takes effective measures in order to prevent crime. We may actually observe that the 

possibility offered by criminal procedure to the judicial body to take radical measures in 

order to prevent new crimes is very effective. Indeed, the fact that a person is put under 

preventive arrest or house arrest if there is evidence that he or she has the intention of 

breaking the law seems an almost perfect solution; things could certainly get better in 

terms of preventing crimes if we could arrest all persons which are potential perpetrators. 

But unfortunately (or fortunately, depending on the point of view) these preventive 

measures are exceptional, and may be taken only if the specific conditions provided by law 

are acquired.  Moreover, they can be taken only if there is suspicion that a crime has been 
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committed, so their preventing role still depends on the fact that the law has already been 

broken [1].  

 

2.3. The role of criminology in preventing crime 

From all criminal sciences, criminology may have the strongest connection to the 

idea of preventing crime. Anyway, it is easy to observe that the preventive role of 

criminology can usually be achieved only after a crime has been committed, which is 

similar to the way that criminal law acts in order to prevent crime. Yet, criminology has a 

much more subtle effect in preventing crime than criminal law. Also, while criminal law 

addresses directly the people who must obey the rules, criminology reaches its preventive 

potential only when the persons who make the law become aware about the necessity to 

take into account the results obtained in criminology. The science of criminology does not 

have an immediate effect; it takes time to analyze the facts, determine the cause and find 

possible ways to prevent similar crimes in the future. Additionally, as we have pointed 

above, criminology cannot have a real effect unless it is taken into consideration by those 

who can really do something to prevent crime. As we become more conscious about the 

fact that various crimes have multiple and complex causes, it becomes obvious that 

criminology, in order to really prevent crimes, must have an influence in different fields. 

For instance, a theft may have many causes, not only the evident economic ones. A person 

may commit a theft because of lack of education, which leads to his or her impossibility to 

find a proper job, and this eventually leads to economic difficulties. It is clear in this 

example that the financial issues of the thief were only a consequence of other factors. 

Criminology points out that, for the purpose of really preventing crimes, we must act on 

the very roots of the evil behavior. Acting only at the surface can bring at most a 

temporary solution, but this can never prove its viability in the long-term [7].   

In our opinion, it is clear that criminology is focused on analyzing the origin of 

criminal behavior, in order to understand the mechanisms that can induce a person to 

perform an antisocial act. This means that crime prevention stands at the very heart of 

criminology, a statement that cannot be made in reference to other criminal sciences. As 

we admit that crime prevention should be a major goal of present-day society, we must 

offer criminology all the attention it needs, so it can truly reach its potential in preventing 

crime.  

 

 2.4. The role of forensic science in preventing crime 

As regards forensic science, it is widely known that it is mainly used in order to 

find out information after a crime has been committed, for the purpose of finding out the 

identity of the criminal and finally for convicting the person found guilty. It is less 

obvious, but nevertheless real, that the effect of forensic science may prevent a future 

criminal behavior. This is because the information gathered while trying to solve a case 

offers important clues about the means used by the offender, about his or her motivation 

and about his/her psychological traits. Using this information, specialized personnel may 

identify people who have the potential of committing a certain sort of crimes, learn to 

reduce the possibility of certain persons who have an access to certain means that can be 

used for committing crimes, identify persons who have the potential of being victims of 

certain crimes, thus providing them with the means for protecting themselves. Thus, it is 

clear that forensic science can provide an effective contribution to preventing crime, which 

is very important, since we must use every measure we can possibly find in view of 

preventing crime.   
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Despite these theoretical assertions, it is important to take appropriate measures in 

order to include prevention in the main objectives of forensic science. This is a mission 

which could prove itself hard to accomplish, because the traditional view of forensic 

science implies that it is used only to gather evidence in order to solve a case. This confers 

a static image on forensic activity; although it is a continuous and dynamic activity given a 

specific case, it seems static in the sense that it usually does not extend its effect. Of 

course, forensics is a developing science, which evolves at scientific level. The evolution 

of forensic science is undoubtedly sustained by real cases, which impel scientists to 

undertake solid researches in order to be able to find evidence. However, when we look at 

criminal sciences as a whole, it may appear that forensic science somehow has a specific 

and limited purpose: to find evidence in order to help judicial bodies to solve a certain 

case. This purpose within itself is a very important one, as we admit that the goal of the 

criminal trial must be to find out the perpetrator‘s identity and punish him or her, 

according to his or her guilt degree. However, due to the fact that committing crimes has a 

severe impact on society as a whole, wouldn‘t it be better if we could upgrade forensic 

science in something more important at macroscopic level? And how could this aim be 

reached?  

A possible solution for transforming forensic science in an important weapon in 

fighting crime could be the development of a strong connection between forensic science 

and criminology. As criminology is by excellence the study of the cause of criminal 

behavior, we must find a way to transfer data gathered by forensic science in the 

criminological field, so that the scientists in criminology can analyze this data. It is 

important to understand that this connection between the two major sciences can be 

achieved only through a conscious effort. It is important that scientists active in both fields 

understand the importance of their collaboration [6]. As regards the actual methods which 

may be used, we observe that it would be useful if the forensic teams include a specialist in 

the field of criminology. This person would be able to draw conclusions referring to the 

personality of the perpetrator by analyzing the evidence. By revealing personality traits, it 

would be possible to understand, for example, the conditions which could have influenced 

the offender‘s development, eventually determining his criminal behavior. This could help 

the judicial bodies in identifying the offender. Moreover, after the identity of the accused 

had been revealed, a criminology specialist could initiate an active dialogue with this 

person, in an attempt to find out the psychological attitude of the infringer of the law 

towards his or her actions and towards the consequences of these actions. This could help 

authorities to find out whether, given other circumstances of personal life, the offender 

could have been deterred from committing anti-social acts. Acting this way, the 

criminology specialist would be able to discover possible ways of preventing crime, after 

undertaking the type of analysis that would be normally made by a forensic specialist.  

 

3. CONCLUSIONS 

Preventing crime is, undoubtedly, an important goal of present-day society. At the 

same time, this goal is not necessarily an evident one. People get caught in the situational 

events which happen every day and usually try to find solutions which could solve the 

immediate problems. This also happens when we speak about society as a whole and about 

the authorities of the state. When we manage to surpass thinking only about the present 

and start thinking about the future as well, it becomes obvious that crime prevention would 

be the perfect solution which could solve an infinite range of problems. Of course, we 

cannot reasonably believe that all crimes can be prevented; it is probable that, in spite of all 
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efforts, some people will always commit anti-social acts. But it is not a utopia to believe 

that some or even most crimes may be prevented, if proper measures are taken. For this 

purpose, we believe that forensic science has the appropriate means in order to efficiently 

contribute to crime prevention.  
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1. ABSTRACT  

Humanity today is facing an unimaginable technical and technological 

development, followed by a revolution of information systems and willful misuse of these 

scientific achievements and informative technologies. 

As computers have developed, so have criminal offences associated with their use 

as well. Mankind will always have to live with criminal activity and as a result of the 

conversion to the use of computer networks in the online society in Cyberspace, new 

methods of perpetrating crimes have been developed. 

Using computers has also brought a new type of crime. This new type of crime is 

related directly to the use of the computer to perform criminal activities. Today, the virtual 

world has imposed itself as "normal" life. In such a world, man satisfies his personal needs 

and develops his forces through comprehensive communication indirectly and from a 

distance. 

Computer crime is taking the leading position, whose perpetrators operate from the 

comfortable seats of their homes, using, or rather abusing the phone or the personal 

computer. They can easily penetrate the information systems of different countries, such as 

government bodies, state administration, insurance companies, banks, etc.., in order to 

harm them or benefit themselves. 

Given the power of the computer, as well as their grandiose role in society, we are 

not surprised that all the attention of contemporary society is oriented toward computer 

crime, even though we are dealing essentially with traditional crime committed by man, 

not by the computer itself. 

Computer-related criminality is not only a single type of crime, it is the general 

form of all crimes. In the last line, this form of criminality will become the dominant type 

of crime, so that in the near future it will be illogical and impossible to make a difference 

between computer crime and non-computer crime.  

 Keywords: cybercrime, cyber terrorism, unconventional crime, international 

convention, etc. 

2. Definition 

As experiences and technology have developed, so have the definitions of 

computer crimes or cybercrimes as well. Historically, in the search for a definition, one 

argued that since computer crime may involve all categories of crimes, its definition must 

emphasize the particularity, the knowledge or the use of computer technology. In the first 

comprehensive presentation of computer crime, Computer Crime: Criminal Justice 
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Resource Manual (1979), 33 the definition of computer-related crime was defined in the 

broader meaning as any illegal act for which knowledge of computer technology is 

essential for successful prosecution (Park, 1979). 

In the Council of Europe, Recommendation of 199538 on Criminal Procedural 

Law, the term ‖offences connected with Information Technology‖ (IT offences or IT 

crimes) is used. In this Recommendation, IT offences are described as: ―encompassing any 

criminal offence, in the investigation of which investigating authorities must obtain access 

to information being processed or transmitted in computer systems, or electronic data 

processing systems‖. 

In a Communication from the Commission of the European Union in 2001, a 

single definition is once again introduced. In this Communication, ―computer-related crime 

is addressed in the broadest sense as: any crime that in some way or other involves the use 

of information technology‖. 

According to another author, computer crime refers to a type of criminal activity in 

which the use of computer technology and information systems emerge as a means of 

committing a criminal offence, or using the computer for the purpose of committing a 

criminal activity in view of relevant legal and criminal consequences. (Lilic, 2010) 

Another definition given by the U.S. Justice Department says that computer crime 

is any criminal law violation which includes knowledge of computer technology for its 

preparation and execution. 

Computer crime is an illegal action, where various computer data are available 

without someone else's permission. This access to information does not necessarily mean 

that the data are lost or modified. Perhaps the most serious computer crime occurs when 

there is no indication that the data have been available to the perpetrator. 

It is the collection of computer crime offences, made in a certain area at a certain 

time, which enables the use of unauthorized access, integrity and availability of technical 

bases, program or computer system data or violation of digital data privacy. The use of 

computers is very easy and does not require any preparation, as there are other different 

computer programs specialized for this purpose and the computer can be used directly, but 

also indirectly for committing criminal acts. Another group of definitions can rightfully say 

that definitions provide very separate distinctions that summarize a large number of 

activities and situations that only define the charge and do not give a clear picture. 

Hence, the difficulties to create a complete definition of computer crime arise from 

these factors: 

- Computer crime is a relatively new type of criminal activity, which is not yet 

fully differentiated from other types of crime; 

- Different views of theorists associated with this phenomenon; 

- Computer crime has a very rich and diverse phenomenology, which makes it 

very difficult to summarize all aspects in a single definition; 

- Today it is not a rare case for the legislation to recognize computer offences as 

separate crimes, but science cannot rely on them to make a definition, given the fact that 

the criminal law has a little more access and different systematization than science; 

- The speed with which it spreads. 

Most theorists avoid defining cybercrime, due to the circumstances that were 

mentioned above and therefore they see fit to classify and denote computer offences 

separately. 
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Defined more broadly, the term "computer crime" can encompass a wide repertoire 

of criminal offences, activities and topics. Considering the importance of the computer in 

everyday life, including the lives of those who have not seen a computer, there is almost 

always some inevitable and unbreakable connection between computers and crime. This is 

especially the case when the computer is used in large-scale records, administration, police 

records, insurance, bank accounts and the like. 

The term "computer crime" is targeted at defining the very institutions of the 

world. For example, according to FBI National Computer Crime Squad (NCCS), 

Cybercrime includes: 

• Illegal entries in the networks of telephone companies; 

• Illegal entries into a larger network of prominent companies; 

• Compromising the integrity of computer networks; 

• Compromising Privacy; 

• Industrial espionage; 

• Pirated Computer Software; and 

• Any criminal activity where a computer is a major factor of the criminal offence. 

In addition to the above mentioned actions, "computer crime" includes many 

traditional crimes such as theft, fraud, etc., but of course in this case the difference is that 

the computer is involved as the tool of the criminal activity. Under "computer crime" fall 

various viruses, trojan horses, or "worms" that are used to destroy entire computer systems 

or enable computer espionage. 

 Illegal entry into a computer system or computer penetration into a network is the 

duty and work of hackers. Although these people have a great knowledge of computers, in 

most cases these are people who do not think what damage they can cause with their 

actions. There are systems for protection against such types of intruders which will be 

elaborated below. 

Computer crime is not a "rounded phenomenological category" and therefore it is 

impossible to make a complete and the only acceptable definition of the term. Computer 

crime is a general form which is manifested through various criminal forms and shapes and 

in the future it will be the dominant character of most crimes, particularly in the area of 

economic crime. 

The scientific and technical literature on the concept of cyber crime includes the 

name CYBER crime and cybernetic crime. The term CYBER crime should classify only 

the crimes in which the use of a computer or a computer network is essential to 

perpetrating the crime and not all crimes in which the computer appears as the means of 

execution. These are untypical computer crimes, but in providing the evidence, a procedure 

is implemented to provide electronic evidence or, in general, this process in criminalistics 

is increasingly seen as a computer investigation for securing electronic evidence. 

 

3. The evolution of Computer crime  

To determine the exact period of perpetration of a cybercrime, it should be 

specified in advance in cases of misuse of money or a computer. It is almost impossible to 

determine exactly when the abuses were made and which methods were used. Many 

authors in the early years of the twentieth century called computer crime a "white collar" 

crime. 

 White collar crimes fall in the category of professional crime, which is conducted 

by members of the upper class, the ruling circles and businesses that use their influence 

and connections in society for committing offences. These actions bring great material 
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wealth and great harm to society. In addition to this characteristic, white collar crime is 

characterized by the fact that the perpetrators of criminal activities use
1
 their workplace. 

The term "white collar crime" was used for the first time in the U.S. in 1939 by E. H. 

Sutherland who stressed out that this type of crime is categorized as a different expression 

of abuse by people with high social status within their profession, which, inter alia is 

characterized by its appearance in the sphere of economic relations, security, the stock 

market, banking, railways, state institutions, inspection and tax services, customs, police 

etc. (Sulejmanov, 2003) 

 Most of the authors are of the opinion that computer crime emerged with the 

development of digital electronic computers and their widespread use in the work and 

functioning of many enterprises in the sixties. The first recorded case, in which the 

computer was the main vehicle for the commission of a theft, happened in the U.S. in 

1966, when the computer was used as a tool for the Minnesota bank robberies (Dragicevic, 

2004).  

 In Europe, Deutsche Bank robbery "Herastatt" (Babicevic, 2009) can be 

considered the first case of cybercrime, which aroused an interest for a deeper study of this 

phenomenon. An important characteristic of this period is the fact that when computer 

crime appeared, its perpetrators were employees of the organization or enterprise damaged, 

or someone who had an easy access to the computers of those organizations. The 

accountants were regularly different companies that were financed by the companies which 

were cybercrime victims. The reason was that the modems for connecting to remote 

computer systems began to be used in the late sixties. 

 In the empirical studies, cybercrime appeared anywhere from the seventies, as 

criminal methods were launched for researching this kind of criminality. At that time, the 

researchers of these types of crime have come to the conclusion that the number of 

undetected cases is reduced or not much higher. 

 Calculating the characteristics, etiology and phenomenology of cybercrime, we 

can conclude that the real computer crime starts at the moment when the computer 

telecommunications network is made. What is concerning is that the criminals are first 

technically educated, later are further refined and appear as hackers, who make this type of 

crime widespread and frequent. 

 Computer crime is seen as a forbidden activity which directly relates to the use of 

computer systems and in the eighties it spread from the sphere of economic relations 

(where it mainly operated in the beginning) to all other spheres of human life. At this time, 

as it became more frequent for ordinary people to own a personal computer, unauthorized 

collection of personal information from various people from various institutions emerged 

and then computer surveillance, hacking and unauthorized copying of commercial software 

became a common case. In the eighties, the national laws of various countries strengthened 

the criminal-legal protection of copyright, since precisely in these years there was a drastic 

increase in software piracy, which brought enormous losses to the software manufacturers. 

In parallel with the introduction of the internet and further development of the 

telecommunication systems, computer crime increasingly goes beyond national boundaries 

of countries. Today there are almost no territorial restrictions for cybercrime. 

 With the proliferation of computer crime, the extent to which it crosses the 

territorial aspects of regional and global scale, today there is certainly an increased interest 

in politics, science, law and especially criminal criminology for researching and 
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recognizing this phenomenon. Today most of the world recognizes and criminalizes 

cybercrime activities. Before the legislative reforms and regulations were established 

within the criminal law, the justice system had to make their decisions regarding these 

actions, directed towards the existing offences, such as theft, fraud, intellectual property 

protection, etc. however, the following question is raised: should the digital data owned by 

someone be given legal protection, to what extent and in which cases. The failure to give 

correct answers to these and many other questions related to fraud has led the most 

developed countries of the world to undertake various activities in their national plans for 

changing the current legislation. Thus, in most developed countries it became clear too 

soon that the existing legislation is inadequate and that existing laws need to be urgently 

amended with the new criminal offences that address cybercrime. Furthermore, efforts 

should be made to reach a consensus about defining the meaning of this crime, on the one 

hand, and about the determination of its types, on the other hand (Dragicevic, 2009). 

4. Computer crime - Nontraditional types  

 Today there are different types of computer crime. Some computer crimes are 

carried out simply because of the curiosity of some individuals, as a test of their personal 

skills. On the other hand, we also have very dangerous types of cybercrime; these types in 

some cases threaten even national security. As an illustration, we will consider the case of 

NASA, which discovered an illegal entry into their computers and the damaged data are 

often even more important. Not infrequently it happens that the suspects are just some 

teenagers who possessed a personal computer and software built partly for having access to 

the NASA systems. This information gives the specific locations of the web pages to a 

range of people so that other hobbyists can use this data for their own purposes. 

 Which measures are taken by various authorities to prevent and combat this 

phenomenon which is also the most varied? For example, the giant Microsoft company 

launched a lawsuit against two persons who developed their own domains but with 

commercial purposes, which were extensions to Microsoft – this confirms that it is only the 

beginning of the war against the widespread practice of registering domains that are 

attractive to large companies. We all know the fame and success of the Microsoft, so 

everyone who encounters this name is convinced it has to do with quality services offered 

by this company, so you can easily fall prey to fraud or misuse or make good use of the 

company name for personal gain. Another way of protection from violent penetration of 

computer systems is the use of passwords, even though in some cases their use is not 

enough. Given that the legislation on protection from computer crime is very poor, only a 

few developed countries in the world can feel safe from cybercrime attacks. Such are the 

developed countries that are more dependent on the economic security of computer 

systems and thus they strengthen their legislation on this type of crime. 

 A widespread form of cybercrime in all countries of the world is software piracy. 

It involves more than software-s easy to be recorded on disks, CDs and other media. The 

latter can be found everywhere in the market and the material benefits from this kind of 

piracy are very large, on the other hand, the damage caused elsewhere is even greater. The 

entry of several individuals in other people‘s personal computers in order to misuse their 

personal data is not uncommon. On the contrary, nowadays it has become so frequent that 

any person who in one way or another gives his/her personal data for x reasons is 

endangered. Another form of widespread computer crime, especially nowadays is the trend 

of creation and distribution of television programs via satellite networks, which has 

become more widespread in our countries, especially Albania, in parallel with decoding 
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these satellite programs without legally purchased cards for their encryption. Not only the 

decoding is done through the Internet network, but also different modem forms Box Dreem 

are created which serve for domestic use. The value of these devices is very high if we take 

into account the fact that the offered programs are very high quality and purchasing legal 

decoding devices without decoding cards is prohibited and constitutes a criminal offence. 

 A new type of crime is also the illegal operation of automotive services supplying 

equipment for computer diagnostics. In today's automotive industry production has moved 

to a new stage of its development. Modern technology, or electronics which is increasingly 

present in the composition of the new vehicles, forces the staff in the service stores for 

these vehicles to be educated in this area. To keep track with the cutting edge technologies, 

they must learn to work with computers to be able to repair the car and remove the fault. 

Since different companies producing modern vehicles have their authorized service outlets, 

it is clear why we say that there are illegal repairs. Again it should be emphasized that 

these multiple crimes committed with the use of modern technologies have an infinite 

diversity. Some of them have become associated with criminal codes, but a significant 

number of them still have not found the right place in the codes, so it is very difficult to 

classify, penalize and sanction them appropriately. 

 

5. Computer crime as unconventional crime must be fought with 

unconventional means 

 The law, the systems of criminal justice and international cooperation do not 

maintain the speed at which technology is changing. Only a few countries have adequate 

laws to address this problem and none of them failed to resolve all legal, regulatory and 

preventive issues. When the issue is evaluated on the international stage, the problem is in 

the apparent inadequacies. Cybercrime is a new form of international crime and to be 

considered effectively, international cooperation is necessary. This can happen only if 

there is a basis for understanding how the problem could be resolved and by whom. Some 

of the problems of international cooperation in cybercrime and criminal law can include: 

1. A lack of global consensus on what types of behavior will fall under the 

category of computer crime; 

2. A lack of global consensus on the definitions of criminal behavior; 

3. A lack of expertise in the areas of police, prosecutors and the court in this field; 

4. A lack of agreement between different national procedural laws in connection 

with the investigation of cybercrime; 

5. The trans character of cybercrime; 

6. A lack of extradition and mutual assistance and synchronized enforcement 

mechanisms on the international arena. 

 

5.1. Need for local action 

These issues have already been addressed, to some degree, on international and 

local levels. In particular, the Organization for Economic Cooperation and Development 

(OECD) and the Council of Europe have made initial instructions for adopting a law. 

In 1983, the OECD published a study about the possibility of an international 

application and consent of criminal laws to address the problem of cybercrime. In 1986, it 

published the report "Computer Crime: Analysis of Legal Policy," which examines the 

existing laws and proposes reforms in many Member States, sets a list of abuses to be 

persecuted by law, for example, computer fraud, amending computer programs and data 

and copyrights.  
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5.2. Need for global action 

 Regardless of the international efforts, much work needs to be achieved through 

international cooperation. Although most of this cooperation takes place in Western 

Europe and the OECD countries, the potential effect of cybercrime is spreading just as in 

the case of the operation of the international telecommunication systems. All regions of the 

world must be involved to prevent this form of crime. Ensuring the integrity of the 

computer systems is a challenge for both developed countries and developing countries. It 

is anticipated that in the next decade, it will be necessary for the developing countries to 

experience significant technological development so as to become economically viable as 

competitors in the world market. It is important to plan security and protection against 

crime implementing at the same time computer technology. 

 The first activities for prevention and combating computer crime in the developed 

countries were taken in the sixties, along with the first misuse of the information systems. 

In parallel with the development of new technologies and wider public awareness of the 

importance of information systems, measures were also developed to protect the 

information systems. These activities were primarily undertaken in those areas of life 

where information systems play a significant role, such as in the sphere of personal secrets 

protection, computer crime, economy, intellectual property protection, etc. Every country 

is faced in one way or another with cybercrime, regardless of the consequences. Activities 

are undertaken mainly in the field of combating this crime through criminal legislation or 

within various state institutions. In its efforts to prevent and combat cybercrime, in 2001 

the Council of Europe adopted the Convention on Cybercrime, according to which all the 

Member States, as well the acceding countries are required to comply with this Convention 

under their national legislation with the minimal determination to prosecute and punish the 

perpetrators of these crimes. An innovation in this area is the legal prosecution of the circle 

which produces abuses of this kind. 

 Efficient prevention, detection and initiation of criminal proceedings against the 

perpetrators of these crimes have worsened its situation and its transnational dimensions 

that come as a result of globalization. The Internet as a global information network still 

more aggravates the whole situation. All measures that can be taken, as we have noted 

above, can be divided into preventive and repressive. It should be emphasize once again 

that in the context of national legislation much more repressive measures are in place 

compared to the preventive measures. This entire situation is more characteristic of the less 

developed countries where computer crime thrives more. Developed countries approach 

this issue slightly differently. They are largely committed to the discovery and application 

of different methods to protect the information systems before they can be the target of a 

criminal attack. One of the most common criminal activities of this nature is the spread of 

viruses, trojans, worms, logic bombs etc. in their fight against various antiviral programs, 

which in most cases catch the viruses and other malicious programs. However, the market 

presents new types of malicious programs every day, so it is necessary to keep track with 

the cutting edge technologies, i.e. in step with the compiler of viruses, Trojans, logic 

bombs etc.., which is not easy for people who are not professionally skilled to deal with 

this. Once we stated in some way how to defend against similar viruses, we would like to 

mention some widespread methods for protection against other forms of cybercrime, 

ranging from physical protection system, access control, cryptography, digital certificates, 

digital signature, etc. Although it has been established that the profit generated by 

cybercrime nowadays exceeds the profitability of illegal narcotics traffic, no country is 

immune to this type of criminal activity, especially to cyber crime. 
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  5.3 New methods of protection of computer systems 

The general worldwide protection against computer crime should pull away from 

chasing cybercriminals, although it must be conducted as well, and pay much more 

attention to the protection of computer systems before any criminal activity has taken 

place. Hence, more emphasis should be continually given to the protection of computer 

systems from any criminal activity. One of perhaps the most widespread crimes is the 

spread of viruses, Trojan horses, worms and logic bombs. They are most common 

probably because they are transmitted in different ways. By transferring data through 

various media, e-mail, FTP, etc. every day various types of viruses are also transmitted. 

Some of them are probably innocuous, but viruses are created and they can "shatter" any 

unprotected computer system. The solution in most cases are anti-virus programs that most 

often "catch" the viruses, Trojan horses, worms and logic bombs and delete them. Given 

the daily emergence of new viruses, the latest virus definitions should be taken from the 

web sites more often.  

In order not to compromise a system at risk of various types of threats, criminal 

actions or intruders, it is better to protect that system well in advance. Here are some of the 

most widespread types of procedures and methods for protecting a computer system or 

network within an organization:  

• Classification of information – it is essential to classify information under the 

appropriate level of accessibility. For example, "reading", "confidential" or "secret". This 

classification is needed and only then the best and most effective measures for information 

protection can be laid down. The classification should be made by the owner of the 

information. 

• Rules of Documentation – all systems, especially the identification and 

authentication system, the information classification system and the application systems 

must be documented and recorded. The organizations with security rules and regulations 

should appropriately document any trespassing incident. In addition, the organization 

should create a manual containing guidelines for activities and measures to be taken in the 

event of an incident. 

 • Administration and staff – the successful protection of information is important 

to gain good basic work habits and to establish procedures for maintenance of the work 

habits. It is also important to create a working environment and establish a disciplined 

approach to work. With respect to the need for working with confidential information, it is 

important to select people who are completely adequate and reliable for the job. They 

should be sensitive to the same level of information confidentiality with which they work. 

Access to information should be limited only to the extent that the employee is required to 

complete his/her work. A particularly sensitive matter should be divided into several parts, 

which will be given to different employees, so none of them will have an access to the 

entire content. Furthermore, the security measures will be effective only when the 

employees are properly trained. It is very important that they understand and work to 

understand the problem. This can be achieved by training at the workplace. Each employee 

must be trained how to use the network, how to deal with confidential information, make 

back-up, etc. The employees need to be told what to do to confront certain threats, what 

they must not do, who they can call in case of an illegal entry into the system and from 

whom to seek help. It is also very important to train the employees to report every incident 

and to be able to take steps to protect and prevent any future unwanted penetrations in the 

system.  
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6. Unconventional forms of cyber crime 

6.1. Computer pedophilia and pornography  

 The traditional division of cybercrime contains offences which comprise elements 

of activities that we know well in advance (theft, fraud, sabotage, etc.). However, as 

technology further develops, especially with the development of the global information 

network (Internet), these activities may be considered neo-traditional, since their 

performance is presented in a new method which does the same activity even more 

dangerous and more difficult to classify. In addition to the offences mentioned above, in 

this section we will discuss some specific offences, the danger of which is enormous. 

 In recent years, the pornography industry has taken a great momentum in its 

development. If that is not enough, another phenomenon is taking the stage - pedophilia. 

These phenomena not only seriously affect the country's legislation, but they rather 

undermine the integrity and human dignity of the child. Much has been said about 

pornography, as well as pedophilia. But what are is actually these two. Pornography is a 

form of literature, drawings or pictures with sexual motives, whose placement can be made 

with different purposes, whether for material benefits (most often), retaliation, humiliation, 

etc. Pornography is as old as human civilization itself. But today it is so cruel and 

unscrupulous that even the strongest legislation in many cases may fail. An even more 

dangerous phenomenon is pedophilia. According to medical science, a pedophile is a 

person who feels sexual attraction to children before puberty (12 or 13 years of age). In 

most cases, these are people with low education or medium income who in some cases 

even fail to fulfill their fantasies associated with this category of minors. In addition, a 

number of these people manage to be psychologically and morally misguided, but the 

worst is that only a small fraction of them are arrested and punished. 

 What is important about this issue is the pedophilia and pornography on the 

internet. Although at first glance it can be said that it is the same, a slightly deeper analysis 

will indicate that in fact there are differences. The Internet as a type of media, has achieved 

an exceptionally great popularity in recent years. Major benefits have been achieved by 

placing materials of various contents. We should first start from the fundamental changes 

in the national legislation of all countries to control these security systems and networking 

performance by introducing adequate protective measures at the institutional level, either 

at the level of organizations, associations or within the family. With regard to pedophilia 

on the Internet, the Internet pedophiles must be first classified into two groups: Internet 

pedophiles and Internet listeners. The first are classic pedophiles who find potential 

victims through the Internet, while the latter are something more specific. They are people 

who make collections of photographs of children in provocative poses, then distribute 

these files via the Internet or share them between each other. This means that they do not 

touch the child's body, but the fact is that they do something. This transaction enters the 

realm of abuse or exploitation of children and should be punished appropriately and with 

no mercy. 

 It is a well known fact that the application of different products on the market is 

followed by a large offer of such products; we can conclude that the Internet has 

pornographic production wholesale or surplus. From the whole pile of pornographic 

content that can be found on the Internet, there must be a distinction of what is legal and 

what is illegal. A large number of websites on the Internet place pornographic content 

legally, which means that different protocols which were stated previously regulate their 

sphere of action. However, placing pornographic content that will satisfy the desires of 

pedophiles has certainly not stopped in any way and there can be no other law or any rule 
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that would allow such a thing. The differentiation of pornographic content on the Internet 

as legal and illegal is best suited to ensure double protection of children from this negative 

phenomenon. First, the children have to be protected from becoming victims of pedophiles 

and the pedophilia phenomenon in general, and secondly, the children must be protected 

from the use or access to such negative and immoral content. 

 Child pornography is one of the worst abuses on the internet, so most of the 

countries which have signed the Convention for the protection of children's rights, have 

applied these measures in national legislation and based on them prosecute and punish 

such persons. From the legislative point of view, pornography is not prohibited, but 

infantile pornography is. However, there are some prohibitions or restrictions on the 

production and distribution of pornographic content. In most of the world, legislation 

considers as an offense any activity which enables the production, distribution and 

availability of various pornographic contents. The basic features of this offense are the 

essential elements of the offense and the passive entity which is a minor. The website 

development has mostly contributed to the classification of this offense as a computer 

crime. According to the UN Convention on the protection of children's rights, the 

perpetrator of this crime can be any person. This criminal act can be performed with 

actions such as recording of children or minors for pornographic materials processing, sale 

of pornographic materials with children or encouraging children to participate in 

pornographic performance. 

 In the field of computer crime, computer pornography offenders may include: 

owners, creators and editors of websites. Since these people are almost impossible to arrest 

due to the reasons mentioned earlier, in practice the work made at the beginning of any 

activity is considered as the complete crime. This would mean that in case of computer 

pornography, the fact of writing or forming such a website is considered a criminal 

offense. But whether the latter is applied in practice is a big question. As it was mentioned 

in the introduction that this paper has educational character, it is time to give some 

information about how pedophiles operate online. 

 Pedophiles initially contact potential victims through various links that allow 

online communication (MSN, Facebook, Netlog etc.), then invite them to continue 

communicating in the specific space for chat. After that the pedophiles creates a level of 

trust with the potential victims, begins the research phase, in which he/she collects data 

who is next to the victim, where is the computer at home, does anyone check the computer, 

and the like. Once the pedophile finds out that the circumstances are not safe to continue 

the conversation, he/she immediately disconnects and continues the conversation with 

another potential victim. On the contrary, if the ground is free, he encourages the child that 

these kinds of conversations remain confidential and the child learns where to hide things 

that they share between each other. This is followed by the so-called grooming process, 

which is in fact aimed at gaining maximum confidence that the child comes to the meeting 

and the final stages of the indecent act, i.e further recording and distribution of that act. 

 In this regard, the protection of the spiritual and bodily integrity of the child 

primary depends on the adequate education of children and on the control of occasional 

child labor online. But since children today are more educated in terms of information than 

parents, an efficient variant is gaining the confidence of the children and extracting 

relevant information from them before they get hurt. Even more dangerous than the 

infantile pornography is the lack of awareness of the existence and availability of such 

contents on the Internet. Many people still think that it is difficult to find infantile 

pornography on the Internet and that it is available for a small number of people and that it 
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is very expensive. In fact it is quite the opposite: it is enough to click some words and 

activate properly the search for the right material. 

 The UN Convention on the protection of children's rights is an effort to expand the 

area of maximum action against such computer crimes and narrowing down the action of 

pedophiles and beneficiaries of this kind of activity. How effective? Infantile pornography 

is one of the offences for which there is a complete consensus regarding its unlawful 

character from a moral aspect, as well as from a legal perspective. This kind of 

pornography is the most dangerous show on the Internet. There is a need to take concrete 

steps to combat this phenomenon by educating judges, lawyers, prosecutors, but also the 

wider public as to what is and what is not allowed (Babic, 2009). 

6.2.  Cyber terrorism 

Everyone is familiar with the phenomenon of terrorism and its features are most 

popular. The mode of operation, the ideology and activities of the terrorist organizations 

from around the world are present in our daily life. Even terrorism has recently started to 

spread mainly with the help of the global information network. The emergence of the 

Internet has certainly provided a major contribution to the organization, development and 

rapid spread of various terrorist networks. These organizations mainly use the internet to 

spread their ideology, propaganda of their activities, to recruit new members and to raise 

money to achieve their goals. As cyber terrorism is a growing problem in all societies, it is 

important to know what is it and why is this phenomenon neo-traditional. 

 The criminal act of terrorism falls within the criminal group whose object is joint 

defense of the constitutional order of any country. In criminal law, terrorist acts are 

generally committed by activation of explosives, lighting fires or other actions that 

endanger the security of wide masses of the population. The classic weapons that terrorists 

use are: biological, chemical, nuclear, radiological, etc. However, terrorists can perform 

missile attacks on aircraft, ships and other means of transportation. Then there are many 

bombs placed in cars, various outposts which contain similar chemical substances. The use 

of the computer does not mean active actions on the ground, but in combination they create 

cyber terrorism threatening the maximum dimensions of this phenomenon. In cases of 

cyber terrorism, the computer is used for other purposes, such as recruitment of new 

members, various fundraising, or any other necessary support for the preparatory phase of 

the concrete attack. But this form of activity recently tends to change the way of the 

concrete action.  

 The more you increase the importance of information systems for the company, 

the more these same systems become more attractive or appealing to different activities of 

the terrorist organizations or terrorist attacks. The normal functioning of state institutions, 

large multinational companies, various companies whether large or small cannot be 

imagined without a computer network. It is vital that computer technology which has 

nowadays imposed itself as a necessity, does that also change the appearance of terrorism, 

in the way that it changes everything else. The goals remain the same, but ways of acting 

become different. Today terrorist acts can be performed by different countries which may 

be miles away from where the consequences of the action are felt. The worst of all is that 

tactics, procedures and systems of intelligence preparation, which were supposed to be 

effective against terrorism, are now weak and ineffective against this new form of terrorist 

actions. Terrorists do not attack from the already modern trucks with explosives or 

chemical means, much less suicide attacks, but from the seats of their comfortable homes 

with sophisticated means, with smaller costs and especially with less human casualties. It 
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is in this way that it can cause much greater damage. Terrorists are increasingly becoming 

aware that cyber space allows better conditions to fight for their ideals, ranging from tools, 

methods, minimum risk and the ability to hide in cyber space where it is practically 

impossible to find them. In other words, terrorist cyber space provides opportunities for 

greater safety, greater efficiency and operational flexibility. 

 There is often a corrupt practice to purchase from IT professionals information 

about the vulnerabilities of the information systems of large corporations and institutions. 

Hackers pose a greater risk by introducing these information systems to terrorists in civil 

aviation, water supply, electrification networks, telephone companies, etc.., dealing 

directly with the civilian population. Cyber terrorists today have available, in addition to 

the classic weapons mentioned above, a number of new weapons that are even more 

efficient, such as mass media and technology. The main element of terrorism is just terror, 

or sowing panic and fear that are spread so quickly with the help of mass and electronic 

media. Basically, terrorism is an act of communication and it is highly dependent on its 

publicity. Media terrorists serve as catalysts for the spread of this phenomenon and an 

essential factor for the choice of tactics, which means that the effect itself depends on the 

attitude of the media which can discourage or give courage to potential perpetrators. This 

means that without the support of the mass media, terrorism cannot sow so much fear 

among the masses of population. Terrorists use the Internet as a public medium to a 

significant extent. Given that the Internet offers easy access, the legal regulations for its 

use are more or less weak, there is a lack of censorship, a rapid flow of data and 

information, and all this makes clear why cyber space today is very important for terrorist 

activities. Terrorists use the Internet for the following purposes: psychological warfare, 

publicity and propaganda, finding data, fundraising, recruitment and mobilization, building 

relationships, sharing information, planning and coordination, etc. 

 The most developed and powerful organizations, such as the terrorist al-Qaida, 

IRA, ETA, etc., have already proved that information networks are their targets of future 

attacks. They have already proven that they have the opportunity to use high-tech tools and 

know how to use them. For example, IRA in 1997 shocked the British public opinion 

announcing that instead of bombs, explosives and other tools for classical attacks of terror, 

they would begin to employ electronic attacks on government and administrative computer 

systems. Al-Qaida uses highly sophisticated tools to ensure their communication channels 

on the Internet, changing the locations of its websites. In recent times, during the discovery 

of numerous cells of al- Qaida around the world, computers with encrypted databases of its 

members were found which caused great hardship to the IT professionals to decode them. 

(Babic, 2009) 

7. International instruments in the fight against cybercrime  

The most active UN-institution in reaching harmonization on global cyber security 

and cybercrime legislation is the International Telecommunication Union (ITU). ITU in 

Geneva is uniquely positioned for developing a global agreement or protocol on cyber 

security and cybercrime. It may be then called the Geneva Protocol, since the importance 

to the global society is almost equally important as the Kyoto Protocol.  

The first international initiative on computer crime in Europe was the Council of 

Europe Conference on Criminological Aspects of Economic Crime in Strasbourg in 

1976.11. Several categories of computer crime were introduced (Schjolberg, 2008). 

In 1985, the Council of Europe appointed another expert committee in order to 

discuss the legal issues of computer–related crime. A summary of the guidelines for 
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national legislatures with a liability for intentional acts only, was presented in the 

Recommendation 25of 1989. It included a minimum list of computer fraud, computer 

forgery, damage to computer data or computer programs, computer sabotage, unauthorized 

access, unauthorized interception, unauthorized reproduction of a protected computer 

program and unauthorized reproduction of a topography. The Council of Europe adopted 

on September 11, 1995 another Recommendation concerning the problems of procedural 

law connected with Information Technology. This Recommendation introduces 18 

principles categorized in 7 chapters: search and seizure; technical surveillance; obligation 

to co-operate with the investigating authorities; electronic evidence; use of encryption; 

research; statistics and training; international co-operation (Schjolberg, 2008). 

 

8. Convention on Cybercrime and its Additional Protocol as instruments for 

fight against cybercrime 

The Convention on Cybercrime was adopted by the Council of Europe on 23 

November 2001 in Budapest in order to create a common policy for the signatory countries 

aimed at protection of society against computer crime, inter alia, by adopting appropriate 

legislation and fostering international cooperation. The necessity of creating this 

Convention is caused by the fundamental changes that occur with digitalization, 

convergence and continuing globalization of computer networks, but also because of the 

risk imposed by computer networks and electronic information which can be used to 

commit crime and the evidence related to the application of such works can be preserved 

and transmitted through these networks. The contribution of the Convention should be seen 

in its greater efficiency in combating cybercrime and protecting the legitimate interests for 

developing and using information technologies. 

The Convention defines the terms "computer system", "computer data", "provider" 

and "portable data". Thus, the term computer system means any device or group of 

interconnected devices which one or more of them perform automatic processing of the 

data according to a certain program. The term computer data means presenting facts, 

information or concepts in a form suitable for processing by a computer system, including 

a calibrating program suitable for a computer system put into operation. The term provider 

means a public or private entity that allows users to communicate through a computer 

system and another person who processes or keeps computer data on behalf of such 

communication service or services and on behalf of the users of such services. The term 

portable data indicates data related to communication which is achieved through computer 

systems which are part of the chain of communication, while keeping the label-origin 

communication, destination path, the time of flag, date, size, duration or type of 

communication services. 

The Convention gives recommendations for measures to be re-taken at national 

level in the field of substantive criminal law in general and the separate groups of offences 

for: 

- Offences against the confidentiality, integrity and availability of computer 

systems and data to incriminate relationships - but anticipate such offences when 

committed intentionally, such as: actions of illegally accessing the whole or part of a 

computer system, actions of illegal junction using technical means to transmit computer 

data for which there is no public interest, from or within a certain computer system, 

including electromagnetic emissions from a computer system that supports such computer 

data; acts of unlawful damage, deletion, deterioration, alteration or concealment of 

computer data - breaking into the data; acts of unlawful and serious disruption of the 
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functioning of a computer system input or suppressing computer data - intrusion into 

systems, production lines, sales, procurement for use, import, distribution or otherwise 

available devices, including computer programs developed or adapted primarily for the 

purpose of performing any of the aforementioned crimes, a computer password, an access 

code or similar data by which the whole or part of the computer system is trained to Prix-

blunt intended to be used to commit any of the previously mentioned acts. 

- Acts whose performance is linked to a computer or to criminalization of specific 

crimes, such as: computer connected forging – the act of committing the crime involves 

entering, changing, deleting or suppressing computer data, which results in getting some 

false data with a view of legal transactions that are considered or employed as reliable, 

regardless of whether this data may be directly loaded or virtual; fraud related to a 

computer - criminal actions which cause a decrease in the property of another person by 

entering, modifying, deleting or suppressing computer data and intrusion in the functioning 

of a computer system, with fraudulent or other dishonest intent to obtain unlawful material 

benefit for oneself or for another. 

- Offences related to child pornography - incrimination or establishment as 

criminal offences of the following crimes: producing child pornography and its distribution 

through a computer system, offering or otherwise making available child pornography 

through a computer system, distributing or transmitting child pornography through a 

computer system for oneself or for another, purchasing child pornography through a 

computer system for oneself or for another person or possessing child pornography in a 

computer system or a medium used for storing computer data. The term "child 

pornography" means pornographic material that visually displays an obvious sexual act 

with a minor, obvious sexual act with a person who appears as a minor, and real images 

showing an apparent sexual act with a minor. 

- Offences related to the infringement of copyright and other related rights - which 

are recommended for national legislation to criminalize or to determine how crimes 

surface the Water Administration of copyright, as these violations are determined by the 

law of the Party, and in accordance with the commitments undertaken by signing the Paris 

Act of 24 July 1971, which revised the Berne Convention for the Protection of Literary and 

Artistic Works, the Agreement on Trade Related Aspects of Intellectual Property and the 

WIPO Treaty copyrights, with the exception of the moral rights recognized in the 

conventional CO, when such acts of copyright infringement are carried out intentionally, in 

a commercial context and using a computer system. The Cybercrime Convention provides 

for the aforementioned incrimination liability for legal persons in cases where most of the 

work is done on their behalf by an individual, regardless of whether the person acts as an 

individual or as a member of a collegial body of the legal person, while with respect to a 

managerial position, based on the power of representation, the legal person is authorized to 

make decisions on behalf of the legal entity or to exercise control within the legal person. 

 

9. Additional Protocol to the Convention on the Prevention of Cybercrime, 

Concerning the Punishment of Acts of Racism and Xenophobia 

Committed Through Computer Systems 

An additional Protocol to the Convention on the prevention of cybercrime 

concerning the punishment of acts of racism and xenophobia committed through computer 

systems was adopted in Strasbourg on 28 January 2003 with the aim of highlighting and 

enhancing the freedoms of citizens regardless of their nationality, religion, affiliation, etc. 

It emphasizes the need to ensure full and effective implementation of all human rights 
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without any discrimination or distinction as it is guaranteed by European and other 

international documents, convinced that acts of racism and xenophobic nature constitute a 

violation of human rights and threaten the rule of law and democratic stability. It is 

believed that the national and international law must provide appropriate legal responses to 

the propaganda of a racist and xenophobic nature committed through computer systems, 

while taking into account technical and communication incentives for transferring 

information across countries within a short period. The specified Protocol sets forth a 

definition of "racist and xenophobic material" which is any written material, any image or 

any other presentation of ideas or theories that help promote or incite hatred, 

discrimination or violence. 

 

10. CONCLUSIONS 

Cybercrime, including massive and coordinated cyber attacks against countries‘ 

critical information infrastructure and terrorist misuse of the Internet are global crimes. 

Cyberspace has made a new environment for criminal offences. Through international 

organizations, efforts must be taken to ensure the similarity of provisions in the individual 

countries. This harmonization may be achieved by means of conventions, 

recommendations or guidelines. 

In order to reach a global harmonization of cybercrime legislation and a common 

understanding of cyber security and cybercrime among countries at all stages of economic 

development, a global agreement or Protocol at the United Nations level should be 

established that includes solutions aimed at addressing the global challenges. 

Analyzing the legislation of different countries, the positive criminal law and the 

criminological approach to this phenomenon, it can be concluded that the presentation 

format of cybercrime can be different, but they can all be classified as: theft of services, 

crime intelligence, crime and criminality rather than property ownership. The 

phenomenology of cybercrime can be presented in the following forms: illegal use of 

services, making unauthorized information, computer theft, computer fraud, computer 

sabotage, terrorism and criminality associated with computer networking. Furthermore, in 

terms of theory criminal case, the most commonly encountered computer offences are: 

hacking, computer fraud, computer theft, computer sabotage, spying software, falsification 

of documents, data theft and system timing. 

If we make a summary of the contents of this paper, we may conclude that the 

objective factors of occurrence of cybercrime are numerous, the most important among 

them being the specificity of information technology and computer technology, the speed 

of development and spread of this technology, the largest ever support of the whole society 

for this technology and its achievements in all spheres of human activity. There are 

separate subjective factors that lead the perpetrator to deal with this kind of activity, such 

as frustration, motivation, attitudes and outlooks, inward state, mental illness, etc.., and 

these moments affect the type of computer crime and the harm that it can cause. This 

technological development has largely facilitated the functioning of human society in all 

its aspects. It can be unequivocally stated that modern man is evaluated on the basis of the 

number of languages he/she speaks and the knowledge of technology, particularly the 

knowledge of computing. However, this does not mean that people are thought to misuse 

the technology achievements. If any person has information technology education and has 

high human values, he/she will not abuse it and it is not necessary to take repressive 

measures. Maybe then humanity will be able to turn to the future and the changes it brings 

without fear. But, as long as there are people who use their skills in the field of 
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technological knowledge to perform criminal activities that endanger the fundamental 

human values, there will be constant danger against which no legislation, even strict, will 

protect us.  
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ABSTRACT 

 The article presents untypical modus operandi of fraud with the use of payment 

cards. Frauds using credit cards are more often associated with acquiring data from a 

genuine credit card and using the data to make a false card, or making a payment that does 

not require the physical card. The first option includes the production of a clone card, 

which can be used identically as the original card. Sometimes criminals try to extort money 

from the bank, claiming that their credit card has been cloned. The author of the paper 

describes, from the point of view of the bank and the expert witness, an attempt to steal 

over 300.000 PLN (75.000 Euro), using the microprocessor (called a chip) in a debit card. 

The evidence clearly indicated the perpetrator‘s guilt. The aim of the paper is to show how 

the specifics of microchip card technology in conjunction with an expert witness analysis 

allow to unambiguously exclude the possibility of using the copied payment card. 

  

 Keywords: fraud, ATM, microchip payment card, ATC (Application Transaction 

Counter), digital evidence. 

1. Introduction 

Frauds using credit cards are more often associated with acquiring data from a genuine 

credit card and using the data to make a false card, or making a payment that does not 

require the physical card. The first option includes the production of a clone card, which 

can be used identically as the original card. Sometimes criminals try to extort money from 

the bank, claiming that their credit card has been cloned. 

2. Background 

On 9 February 20XY Leszek Z. called his bank to file a complaint regarding transactions 

over the period of time between 21 January 20XY and 5 February 20XY. He claimed he 

did not perform the said transactions and suggested that his card must have been copied. 

The man stated that the last transaction he performed using his credit card was on 8 

February 20XY. In the period of time when the transactions mentioned in the complaint 

were performed, he was on vacation and was in possession of his card, but he did not use 

it. At the same time, he demanded a return of the funds that were debited – over 300.000 

PLN. Leszek Z. informed the bank that he reported the theft to the police. During the 

telephone call he made, because of the risk that the card could have been copied 

(skimmed), it was cancelled. The day after, on 10 February 20XY, the victim‘s credit card 

was retained by the ATM, when the customer tried to withdraw funds. The ATM owner 

sent the retained card to the bank. The bank started a standard complaint process, which 

aimed to determine a number of questions: 

 What type of debit card was involved in the transactions of complaint?  
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It was determined that the transactions involved a microprocessor debit card. All of the 

transactions were performed using data from the microprocessor and required the entering 

of a PIN. 

 Where were the transactions performed?  

The bank account of Leszek Z. was checked for withdrawals using his debit card. Other 

issues included establishing the date and time, the type of transaction and the ATMs that 

were used. The first three transactions were performed on Polish territory, the fourth on 

German territory, and the remaining on Polish territory. 

 Whether other banks had reports of skimming in ATMs or about this particular 

card?  

None of the banks had any information about the existence of such facts. 

As a result of the analysis, the bank determined that there were no reasons to accept the 

complaint, and on 31 March 20XY the bank informed the customer in writing that it did 

not accept the complaint supported by the evidence. 

However, because the circumstances of the case were suspicious (the skimming of a 

microprocessor card), it was adjudged that the standard investigative procedure should be 

expanded and the case was handed over to the Banking Crime Department of the Bank 

Security Bureau (BCD). 

 

3. Data analysis and interpretation 

 The BCD revised the case under three aspects: 

1. Inspecting the bank account history of the customer, with particular caution regarding 

the use of the compromised card. 

2. Analysis of the chosen mechanics of the actions of the microprocessor in the card. 

3. Verification of the authorisation logs. 

 

3.1. Bank account history 

 The account, which was operated by the card that the ATM retained, was opened 

on 24 April 20XY-1 (20XY-1 is the year before the losses) as a company account, and 

Leszek Z. was appointed as then authorized signatory (Leszek Z. was 36 years old at the 

time and was running his own company). From this point on, the account registered over 

1300 operations. The operations were mostly internet transactions (outgoing and incoming 

transfers) and direct cash deposits (reaching several thousand PLN). On 30 December a 

Visa Electron debit card was added to the company account. It was a microprocessor card. 

The daily withdrawal limit was set at 5.000 PLN. Two weeks later (mid January 20XY), 

the customer applied for an increase in the daily withdrawal limit of up to 20.000 PLN. 

The card was blocked on 9 February 20XY. There were 66 operations performed using 

the debit card (cash withdrawals and card payments). Leszek Z. admitted to having 

performed the first three. The next 61 operations were the subject of the complaint and 

were performed between 21 January 20XY and 5 February 20XY (the majority of these 

transactions were cash withdrawals in ATMs located by petrol (gas) filling stations in 

Germany). The next two (last recorded) operations were performed by Leszek Z., and on 

10 February 20XY the card was retained by the ATM when Leszek Z. attempted to initiate 

an operation. The ATM, in which the card was retained, was adapted to handling 

microprocessor cards.  
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3.2. The microprocessor card
1
 

 The information necessary to perform an operation with a microprocessor card is 

stored in the memory of the integrated circuit (microprocessor, chip). Nevertheless, to 

enable the user to use the card on devices that cannot read such information from the 

microprocessor, the magnetic stripe remains on the card. If the machine that reads the card 

(e.g. ATM or POS terminal) is adapted to microprocessor cards, then the data are always 

collected from the microprocessor memory, not from the magnetic stripe. One of the 

elements of microprocessor memory is called ATC registry (Application Transaction 

Counter), often called the ‗transaction counter‘. The card given to the customer has the 

counter of the registry set to 0 (zero). Every transaction (or an attempt) that is performed in 

a device adapted to reading the data on the microprocessor increases the registry value by 1 

(one).
2
 

3.3. Analysis of the authorisation logs 

 Each time an operation is performed using a debit card, the software sends an 

authorisation packet to the bank, which contains the following data: transaction details, 

card data, PIN, etc. the card with a microprocessor that is used in devices adapted to 

reading such cards, the authorisation package also includes the actual value of the 

‗transaction counter‘ (ATC), which is read from the microprocessor. If the operation is 

performed on a device that is not adapted to microprocessor cards, the data are read from 

the magnetic stripe. In such a case, the ATC registry value sent to the bank is 0 (zero). The 

authorisation packages are stored in authorisation logs. The authorisation logs in the 

computer system of the bank regarding the debit card in question demonstrated that the 

ATC chronology was correct. For the first operation on the device adapted to 

microprocessor cards, the value of the ATC registry was set at 1. For the last transaction, 

the value of the ATC registry showed 72. With 66 operations performed, there may be 

gaps (jumps) in the ATC registry numeration in the authorisation logs. If this is the case, it 

means that the authorisation centre of the bank has not received the data of the transaction 

(authorisation package). This can occur because of a number of reasons. Some of the 

reasons include: the customer cancelling the operation; recalling the operation in an ATM, 

or the device is not able to reach the bank‘s authorisation centre. Such examples are 

perfectly normal. The last transaction before the matter complained and not questioned by 

the customer, was performed on 11 January 20XY in a device adapted to reading a 

microprocessor and had set the number of the ATC registry to 3. All of the operations that 

were challenged by the customer were performed on devices adapted to reading 

microprocessor – the first of these (21 January 20XY) set the counter to value 4, whereas 

the last (5 February 20XY) set the ATC registry to the next bigger by 1 value = 70. On 10 

February the card was retained by the ATM, which set the counter to 72. 

As a result of this further analysis, the BCD had to consider an indirect proof. 

                                                      
1 Microprocessor card description exceeding the article needs, may be found in Kubas M., Molski M., Karta 

elektroniczna – bezpieczny nośnik informacji, Mikom, Warszawa 2002 and in ISO/IEC 7816 standard. 
2 For a detailed description of how this works in English, see Stephen Mason, When Bank Systems Fail Debit 

cards, credit cards, ATMs, mobile and online banking: your rights and what to do when things go wrong (2nd 

edn, PP Publishing, 2014). 
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Let us suppose that Leszek Z. told the truth, and his microprocessor card was skimmed 

(copied with full microprocessor content).
3
 Keep in mind that all the questioned operations 

were performed on devices adapted to microprocessor cards, so the ATC registry in 

microprocessor was each time increased by 1 (one): 

1. On 11 January Leszek Z. performed an operation on a device adapted to read the 

microprocessor. The ATC registry on the original card was set at 3 (at this point of time or 

before the card was copied [cloned]) 

2. On 21 January the first operation with the clone of the card was performed. The ATC 

registry of the used card was set at 4 (or at least 2, if the card was cloned during the first 

operation) 

3. On 5 February the last contested operation (61) was performed with the copied card. The 

ATC registry of the cloned card was at the value of at least 63 (if there were only 

operations dealing with cash withdrawals or payments). The ATC registry value would 

have been higher, if, for instance, there had been unsuccessful withdrawal attempts. 

4. On 10 February Leszek Z. tried to perform an operation with the original card in ATM 

adapted to reading microprocessor. The card had been retained in the ATM and was 

handed to the bank. The ATC registry of the original card was set after this operation at 72. 

However, Leszek Z. claimed that the operations in question were performed with the clone 

of the original card, then the card retained on 10 February in the ATM, so the original card 

(which he claimed to have been in possession of during his winter holidays, i.e. during the 

time the operations in dispute were performed) should have had the ATC registry set at the 

value of 4, because the last operation from 11 January performed by Leszek Z. set the ATC 

registry of the original card at value 3. However, the authorization log of the card after it 

was recovered showed it to have a value of 72, so the assumption that the card was copied 

is false. 

It is therefore concluded that all of the operations were performed with the original 

card, and not a copy (clone). 

On 8 April 20XY, the BCD issued a notice to the Regional Prosecutor‘s Office setting out 

a valid suspicion that Leszek Z. committed a crime of fraud of over 300.000 PLN. 

 

4. Procedural actions 

 The Regional Prosecutor acquainted himself with the facts of the case concerning 

the financial fraud. The facts for the investigation comprised the withdrawal of cash by 

using a debit card in the period from 21 January to 5 February 20XY in ATMs on Polish 

and German territory detrimental to the bank. An investigation was initiated under the 

provisions of Art. 286 § 1 of the Polish Penal Code. A computer crime and debit card 

witness was asked to give evidence on the following: inspecting the bank‘s computer 

system; inspecting an experiment involving the use of a microprocessor debit card and 

determining how the system registers such transactions, and providing an expert witness 

statement on the following issues: 

 

                                                      
3 As in the case of Bernt Petter Jørgensen, where the bank consistently called him a liar until it was discovered, 

after two hearings, that he was telling the truth, for which see Maryke Silalahi Nuth, ‗Unauthorized use of bank 

cards with or without the PIN: a lost case for the customer?‘, 9 Digital Evidence and Electronic Signature Law 

Review (2012), 95 – 101. 
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I. The type of transactions conducted from 21 January 21 20XY to 5 February 20XY; 

II. Whether it used card Visa Electron no. 40xx xxxx xxxx xxxx; 

III. The type of devices used to perform the transactions; 

IV. Whether the subject transaction was registered in the bank computer system and on the 

card; 

V. The types of data regarding the transaction in the bank records and whether the data 

included the ATC registry value of the microprocessor card transactions; 

VI. Whether these data matched the records in the banking system; 

VII. How the verification was carried out on the card when used in a.m. transactions; 

VIII. Whether the transactions in dispute were possible without knowledge of the PIN; 

IX. Whether the transactions pointed out by the bank in the attachment to the notice about 

the suspicion of committing a crime dated 08.04.20XY matched the transactions 

registered by the computer system of the bank; 

X. Whether the transactions were carried out using a copy of this Visa Electron card, 

which was retained in the ATM from Leszek Z., or they may have been carried out 

using a forged (cloned) card. 

 

4.1. Actions of the expert witness 

 On 3 July 20XY the expert witness visited the headquarters of the bank to inspect 

the bank‘s computer system, to review the evidence relating to the data recorded for each 

transaction performed with the microprocessor card in the system, including the type of 

data for each transaction with the debit card registered in the system and on the card, with 

the possibility of establishing whether any of the data in the system and on the debit card 

was modified. The experiment was carried out involving the use of the microprocessor 

debit card to determine how the system registered such transactions. During the 

experiment, besides the expert witness, representatives from the Security Bureau of the 

bank and from the bank operating personnel responsible for debit cards were present as 

well. As a result of the inspection, the expert witness stated that the microprocessor debit 

card transactions are operated using a computer transaction system called Altamira, made 

by the Spanish company Alnova (bought from Andersen Consulting). The Altamira system 

is based on the use of a central host – mainframe IBM and database – DB2. The section 

responsible for providing resources to the bank‘s customers is based on Microsoft 

technologies. The security of the system was provided by the following: 

 Resource Access Control Facility (RAFC);  

 Hardware Security Module (HSM) – a hardware module designed to register 

cryptographic keys and perform cryptographic operations;  

 An Application Programming Interface (API) system, enabling the use of the same 

software interface during access to cryptographic resources, a Security Resource 

Manager (SRM).
4
 

The cryptographic methods provide for the confidentiality and integrity of the data from 

the transactions received by the bank from terminals, including ATMs. The integrity of the 

data was controlled by the transaction system. There was no possibility of modifying the 

transaction data manually that would not be recorded. The system created daily copies of 

the security data. The security data are stored for 10 years. The debit card history is 

                                                      
4 more info about these modules on: e.g. http://iss.thalesgroup.com. 
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available for at least 5 years. The logs of the debit card history in the computer system 

were inspected and were identical to the logs contained in the other devices. 

The main components of the safety features on the microprocessor on the debit card 

transaction are  

(i) an obligatory verification (authorisation) of the transaction with the PIN, which 

helps to prevent lost, stolen, and ‗not received‘ items in regard to card fraud and  

(ii) there is no possibility of interfering with the data of the information contained on the 

microprocessor by unauthorized individuals. There are no known cases of copying 

all the data from one microprocessor debit card to another microprocessor debit 

card.
5
 

For the data stored on the electronic card to be compliant with the EMV standard, it should 

fall under one of the following categories:
6
 

(i) information regarding the card owner, 

(ii) information regarding the card issuer, 

(iii) information regarding security, 

(iv) information regarding risk management, 

(v) information regarding transaction operation. 

In the category of risk management (iv), data is mostly used only by the card operating 

system, however this data may also be read by the terminal (GET DATA function), and 

additionally, some of the data may be altered during an on-line connection with a bank 

server (SCRIPT PROCESSING). Which part of this category of data might be altered 

depends on the particular implementation of the card operation system by the bank, and is 

not the subject of the EMV standard. Data in this category, called CRM (Card Risk 

Management), includes: 

(i) The transaction counter, known as the Application Transaction Counter (ATC), the 

main purpose of the ATC registry is to stop ‗replay‘ type of attacks. This is where a valid 

data transmission is repeated or delayed for fraudulent purposes. For instance, if the card 

issuer receives an Application Request Cryptogram (ARQC) and all the data (including the 

ATC) are the same as previously received by the ARQC, it means that the transaction is 

replayed. 

(ii) The value of the last ATC, for which the transactions was performed on-line, called 

Last Online Application Transaction Counter (LATC). 

From the point of view of this case, the transaction counter (ATC), using the card 

application, counts all the transactions performed using the card on devices adapted to 

reading the microprocessor on the card. The ATC registry is increased when the GET 

PROCESSING OPTIONS command is successful, i.e. after inputting the PIN code and it 

is verified positively. The standard card software does not allow a reset (clearing, zeroing) 

of the ATC registry. The ATC registry is stored in the ‗data object‘ region of the card at 

the address 0x9F36. The Last Online ATC registry value is also stored in the ‗data object‘ 

region at address 0x9F13. The registry from this address is set at the ATC value equivalent 

of the last transaction, which was sent on-line for authorisation. A card meeting the EMV 

standard has the GET DATA command implemented. Using this command, the terminal 

                                                      
5 ATM Crime: Overview of the European situation and golden rules on how to avoid it. ENISA 2009. 

http://www.enisa.europa.eu/ and Steven J. Murdoch, Saar Drimer, Ross Anderson and Mike Bond, ‗Chip and 

PIN is Broken‘, in Proceedings 2010 IEEE Symposium on Security and Privacy (IEEE Computer Society, 

2010), p. 433 and next. 
6 EMV‗96 Integrated Circuit Card Application Specification for Payment Systems (Version 3.0, June 30, 1996 

Europay International S.A., MasterCard International Incorporated and Visa International Service Association). 
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will receive (read) both ATC values. The terminal may calculate the number of off-line 

transactions as the difference between the values of the ATC registry and the Last Online 

ATC registry. In the case of the microprocessor debit cards issued by the bank, the ATC 

registry cannot be altered using software on the transaction operation system level. The 

system only records the ATC registry value sent by the terminal (ATM, POS). During the 

personalization of the card, the card producer may set this value (this function is also used 

during personalization of a duplicate card). 

To perform the first part of the experiment, the microprocessor debit card was used, Visa 

Electron no. 40xx xxxx xxxx xxxx, called ‗card1‘ and a Euronet
7
 ATM that was adapted to 

reading microprocessor debit cards. An inspection of card1‘s history in the computer 

system determined that the current ATC registry value was 40. Card1 was put into the 

ATM and the 50 PLN cash withdrawal option was selected.  

 When the transaction was finalised, the option to print the transaction receipt was 

selected. The bank‘s computer system was checked upon return to the bank headquarters. 

There was a transaction logged with following data (the data set out below is the only data 

that is significant for the case): 

Type of operation: CASH WITHDRAWAL IN ATM 

Date and time: XY.07.03 11:15 

ATC registry: 41 

Type of transaction/confirmation: CHIP-FULL  

Response status: OK 

Amount:50 

City: street v city z 
The following data corresponded with the information on the transaction receipt: type of 

operation, date and time, amount, city. The ATC registry was increased by 1, so it had a 

new value of 41. The response status resulted from accepting the transaction (OK) and 

increasing the ATC registry. The type of transaction indicated that the transaction was 

performed using the microprocessor and was confirmed by imputing the PIN. 

The second part of the experiment occurred at 11:18, and consisted of inputting card1 to 

the ATM and selecting the 50 PLN cash withdrawal option, and then cancelling the 

transaction. The computer system did not record the cancelled transaction. 

  

                                                      
7 Euronet Polska Sp. z o.o. is a part of Euronet Worldwide, http://euronet.pl/start.html. 
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Figure 1: Process of the on-line transaction in the ATM - please pay attention to the 

ATC registry (Source: Own material). 

 

The third part of the experiment occurred at 11:18, and consisted of inputting card1 to the 

ATM and selecting the 50 PLN cash withdrawal option, then finalizing the transaction, and 

accepting the option to print the transaction receipt. The bank‘s computer system logged 

the following data: 

Type of operation: CASH WITHDRAWAL IN ATM 

Date and time: XY.07.03 11:18 

ATC registry: 43 

Type of transaction/confirmation: CHIP-FULL 

Response status: OK 

Amount:  50 

City: street v city z 
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 The following data corresponded with the information on the transaction receipt: 

type of operation, date and time, amount, city. The ATC registry showed a value higher by 

2, which is the result of increasing the ATC registry counter after authentication during the 

cancelled transaction (second part of the experiment) and increasing its value by 1 as a 

result of the transaction (third part). The response status is a result of accepting the 

transaction (OK). The type of transaction indicates that the transaction was performed 

using the microprocessor and was confirmed by imputing the PIN. 

In the last part of the experiment an ATM was used, which read the debit card‘s data from 

the magnetic stripe, and not from the card‘s microprocessor. The card1 was once more 

input into the ATM, and the 50 PLN cash withdrawal option was selected, and in finalizing 

transaction, the option to print the transaction receipt was selected. The bank‘s computer 

system logged the following data: 

Type of operation: CASH WITHDRAWAL IN ATM 

Date and time: XY.07.03 12:17 

ATC registry: 0 

Type of transaction/confirmation: FALLBACK-NN 

Response status: OK – FALLBACK TRANSACTION ALLOWED 

Amount: 50 

City: street v city z 
 The following data corresponded with the information on the transaction receipt: 

type of operation, date and time, amount, city. The ATC registry sent to the computer 

system showed the value 0, which is the result of processing card without the 

microprocessor (or where the microprocessor is damaged), but with the functional 

magnetic stripe. The response status is a result of accepting the performed transaction 

(OK) using magnetic stripe (FALLBACK). The type of the transaction indicates that it was 

done using the magnetic stripe (FALLBACK). The previous transaction method was not 

compared (NN), and it was confirmed by inputting the PIN. To check the ATC registry 

status, one more transaction was done in an ATM adapted to reading microprocessor debit 

cards. Card1 was input into an ATM, the 50 PLN cash withdrawal option was selected, and 

the transaction was finalized. The bank‘s computer system logged the following data: 

Type of operation: CASH WITHDRAWAL IN ATM 

Date and time: XY.07.03 12:48 

ATC registry: 44 

Type of transaction/confirmation: CHIP-FULL 

Response status: OK 

Amount: 50 

City: street v city z 
 Following this inspection and the experiment, the expert answered the prosecutor‘s 

questions. The expert witness concluded that in the period from 21 January to 5 February 

20XY, using Visa Electron no. 40xx xxxx xxxx xxxx, there were 51 cash withdrawals 

performed in an ATM abroad (Germany), 9 withdrawals in Poland and once a balance 

check was performed. All the transactions performed in Poland were carried out in one 

place – Chojnowo. The transactions carried out in Germany took place at 7 locations. All 

61 transactions were performed in ATMs meeting the EMV standard – ATMs carrying out 

transactions based on the card‘s microprocessor data. All of the transactions were recorded 
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in the bank‘s computer system, and the records in the computer system were identical to 

the records of those contained in the acts of the case. The microprocessor registry and 

counters could not be read from the actual debit card due to it being blocked. The ATC 

registry value of the card retained by the ATM during its last transaction and logged in the 

bank‘s computer system had a value of 72. The bank‘s computer system logged 

transactions include the following data (example values), which was sent by the terminal: 

Card number: 40xxxxxxxxxxxxxx 

Type of operation: CASH WITHDRAWAL IN ATM 

Date and time: XY.07.03 12:48 

ATC registry: 44 

Type of transaction/confirmation: CHIP-FULL / PIN code 

Response status: (000) correct 

Amount: 2346.63 

Country code: DE 

City: HILDESHEIM 

Terminal type: ATM 

Acquirer's BIN: 414299 

Acquirer: B+S Card Service GMBH (authorisation centre) 

Terminal's ID: 00000188 

Merchant: REISEB HILDESHEIM-HBF or Market 18/19 (acceptant) 

Cryptogram: OK (confirmation of correct transmission encryption) 
As regards the data sent to the banking system, the ATC registry performed with the 

microprocessor card. All the transactions that took place between 21 January and 5 

February 20XY with the customer‘s card could not have been undertaken without the 

knowledge for verification of the card, which consisted of checking the PIN. The bank 

transactions logs raised the suspicion that a crime was committed using Visa Electron no. 

40xx xxxx xxxx xxxx. Assuming the customer‘s card was cloned (that is, a new forged 

card was created, it being a true copy of the customer‘s card at the moment of cloning – at 

least regarding the data used to operate the electronic transactions) and withdrawals in the 

ATM were performed using a copy, each EMV transaction – and it is the case regarding 

the transactions that were questioned – increased by 1 in the ATC registry on the cloned 

card. The ATC registry on the cloned card, according to the transaction log in the banking 

system, should show a value of at least 64 (ATC>=64). On the evidential card (that is, the 

original card), the ATC registry should have remained the same if it was cloned. There had 

been only one such EMV transaction performed and registered during this time (and one 

transaction carried out using the magnetic stripe, which does not alter the ATC registry 

value). During the last transaction of the original card, the ATC registry value showed 72. 

If the transactions in question were carried out with a cloned card, then the read counter 

value should have shown an ATC value of 4. Alternatively, assuming that the user of the 

original card cancelled any EMV transactions, then taking into consideration the claimed 

lack of use of the card by the customer, it should show a higher value, but not as much as 

72. In the case of transactions performed using a microprocessor, the modification of the 

ATC registry always occurs on the card, which was physically used to perform the 

transaction. There is no possibility of a simultaneous, synchronic increase of the ATC 

registry value on the original card in conjunction with the use of a cloned card (keep in 
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mind, there are no known cases of successful, full microprocessor card copying) or vice 

versa. 

 

5. Conclusions 

The final conclusion of the expert witness confirmed the BCD finding – the original card 

must have been used to perform the transactions in question. In the facts described in this 

case, there are no other technical possibilities that can offer an alternative explanation. The 

tests confirmed that the original card was used, and at the same time, the evidence 

indicates that the perpetrator tried to claim they lost over 300.000 PLN to the bank‘s 

detriment. 

 By inspecting the telephone call history of the customer, correlating it with the 

card transactions log, and inspecting the logging of the SIM to mobile relay stations and to 

people with whom he contacted, could provide more relevant information. Inspecting the 

ATM monitoring recordings, where available, could also provide an image of the person(s) 

performing the withdrawals. Nevertheless, this case is an example that not all offenders are 

well prepared to hide their actions. The court decided to admit the findings of the expert 

witness and sentenced the defendant to imprisonment. 

The police should remember that the specifics of the microchip card technology in 

conjunction with an expert witness analysis allow to unambiguously exclude the possibility 

of using the copied payment card. 
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ABSTRACT  

 The aim of a court expert mission is restricted to the part of the judicial decision 

making process by communicating expert own special knowledge to the court. An expert 

could be engaged in processes of investigation, assessment and evaluation of facts. As an 

assistant to the court, the expert is not the one deciding on questions of law, but a person 

who provides the court with facts from which the judge could make his/her conclusions. 

These facts are mainly related to questions regarding persons and things, scientific 

explanation of events, their chronology and, possibly, declaration of other conceivable 

causes of the facts. Hence, without a doubt, the expert opinion is important for the final 

result of the entire court procedure. In order to obtain relevant court expert testimony in a 

particular court case, the selection of best qualified and suitable experts is of utmost 

significance. The existing expert qualifying procedures in different countries and different 

legal systems are inter-compared in this investigation in order to illustrate their advantages 

and their failings. The appropriate formal qualifications of an expert have a decisive role in 

the entire process or lawsuit.  The formal qualifications of an expert should be proved by 

working engagements in his/her own professional life outside the court. Some notable 

intentions in the European continental legal systems to copy or to adhere closer to the 

Anglo-Saxon law system are expected to actualize the questions of formal expert education 

and its suitability for appointment. One of modes to assure qualifications of an expert is the 

requirement that the expert report gives enough details of the expert qualifications for the 

purpose of a particular expertise. In fact, the entire expert report to the court should change 

its appearance and internal structure, changing toward unification, regardless of the actual 

scientific or technical field. These changes should be reflected in more detailed 

substantiating of the expert statements based on reasonable facts that could be verified by 

other interested sides. In this report, some considerations on the methods of unification of 

the expert statements and the process of the expert deduction method are suggested by 

comparing the theoretical premises and the actual situation. 

 Keywords: Court expert, Expert qualifications, Fact finding process, Standards of 

expertise 
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1. INTRODUCTION 

 Justice systems do use expert witnesses in court proceedings, regardless of 

whether these legal systems belong to the continental or the Anglo-Saxon type. There is no 

legal system in which an expert witness decides on issues of law, but they are restricted to 

matters and views limited to their particular area. Both stated legal systems are equal in 

what they expect from an expert witness and they differ mainly in the judge activities 

throughout the court process. The main difference in the role of the judge is his/her activity 

throughout the court managing of the expert witness report and its preparation [1]. 

 In the so-called continental system, the judge has a more active role in formulating 

the questions and the duties of the expert, in the sense that he himself/she herself (the 

judge) perceives the main court dispute. The expert operates under direct advice and 

control of the judge. It is believed that this situation allows the expert to be as neutral as 

the judge. As to the common-law system, in the USA for example, the judge has a more 

passive role as a neutral arbiter who listens to what the parties have to say and prove. The 

entire system of expert appointment is in close regard to what was said above; this system 

could be of great significance to the final outcome of a court dispute. In fact, a strict and 

formally established system of expert appointment is more characteristic for the 

continental law system (Europe) than for the common-law system. In short, in common-

law systems, experts are hired from both sides to advocate their views. 

 In this report, we will briefly discuss some factors influencing the efficacy and 

correctness of the court expert testimony as we understand it. 

2. THE SYSTEM OF COURT EXPERT ADMITANCE AND ITS INFLUENCE ON 

THE EXPERT OPINION 

 The system of court expert admittance is to some extent different from state to 

state; the differences being mainly that in some countries the expert status is defined by 

legislation, while in others the status is defined by membership to professional groups or 

institutions, for example, the Ministry of Justice, the Ministry of Interior, etc. [2-5]. In 

short, as an example, in the Republic of Serbia the court expert appointment system in 

particular cases functions as follows: the Court (judge) select experts from a list 

established by the Ministry of Justice. Practically, the judge already has a list of court 

experts prepared in advance by the Ministry and the experts are classified by their 

designation for specific fields and out of them one is selected. The court can ask the parties 

to suggest an expert acceptable for all parties and if such exists, the court is bound to elect 

that one.  When elected, there is no way to appeal the already elected expert until the final 

judgement. 

 In some countries, there are two categories of experts: those with specialized 

knowledge and another group consisting of experts who have passed special tests 

administered by the Ministry of Justice (as in Latvia).  

 An interesting question arises with respect to the number of court experts per 

capita of the general populationand also with respect to the number of experts as a 

proportion to the number of judges. Some data from 2012 are given in Table 1: 
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Table 1: Proportion of the number of experts per capita and per judge [6] 

Country Expert per 

100.000 capita 

Expert per  

judge 

Romania 21.4 1.1 

Bosnia and Herzegovina 33.9 1.4 

Slovenia 78 1.6 

Croatia 77.7 1.8 

Montenegro  83.9 2.0 

Serbia 73.4 2.2 

Macedonia 103 3.2 

Albania 56 4.8 

Austria 107 6.0 

Turkey 184 17.3 

 

The data from Table 1 is interesting, but inconclusive, and could be explained as a 

consequence of the local judicial tradition. The purpose of Table 1 is to illustrate a 

different approach of the national legal systems toward the question of expert use and their 

duties in court litigations. 

 As it was stated above, in most European continental countries, the expert 

witnesses act under the direction of the judge. By strictly obeying the instructions given by 

the acting judge, the battle between different experts could be avoided. However, the 

individual expert admittance by court decision leaves place for potential corruption and 

involves the court in taking some, at least an indirect, role in the creation of expert report. 

As a step towards minimization of this influence, in some European countries the parties 

can engage their own consultants and use them to inform the court about one party 

opinions and facts which they do not expect to be presented by the expert opinion itself, or 

in a favorable light for the engaged party. 

 In some European countries, there is no obligatory registration of experts. The 

experts are engaged on the basis of required expertise. 

In the Republic of Serbia, experts are admitted from the list (official Register) formed by 

the Ministry of Justice. The registration is limited to the persons who have passed the 

proposed threshold of qualifications and have proven it by appropriate certificates and 

documents. Additionally, in the Republic of Serbia, experts are frequently engaged from 

the official laboratories of the Ministry of Interior Affairs, even if they are not enlisted in 

the official Register. 

 In Anglo-Saxon law, the engaged parties present their views through hired experts, 

while the judge has the role of a passive arbiter. However, the question of the expert 

formal and other qualifications (working and labor experience) is of utmost importance for 

each engaged party. 

 As we see, there are different ways to obtain a court expert for a particular court 

process. It is hard to decide which of the different appointment systems is better and more 

suited to the purpose. As a good characteristic of the continental system, we could 

appreciate its capability to control the expert opinion presentation at court, i.e. the judge 

control over the battle between the experts with different and even contradictory findings. 

As a weak point of the continental system, we can underline the fact that the judge (court) 

takes a relatively active role in the expert opinion preparation by banning different views 

to be presented at the court. We see the possibility of presentation of different views on the 
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same problem from more experts as the main advantage of the Anglo-Saxon legislative 

system. 

Who among the experts is the best one? The pure collection of experience as a science 

witness does not make a good expert. Formal education, personal honesty and working 

experience are the three most important points that make a good expert.  

3. EXPERT ROLES AND DUTIES 

 Some facts, necessary to provide to the court for making a judge decision in 

litigations could be obtained only through consulting expert opinions. An expert should 

provide to the court a clear statement which enables the court to make the final decision 

(judgment). The expert, by no means takes the responsibilities of the judge. The expert 

should remain independent and honest to all matters under his/her examination. An expert 

should not allow to be appointed by one side to prepare a private opinion favorable to this 

side. However, the advocacy of a specific scientific position (partiality to some scientific 

methods, for example) should not be treated as a reason for compromising the expert. The 

special knowledge of the expert is dedicated to the court and not to the party which hired 

the expert. The expert is only a consultant to the judge and the expert never decides on the 

question of application of law. 

 There are different situations ad intentions when it is reasonable to engage an 

expert. Generally speaking, expert witnesses could be engaged as trial witnesses to testify 

to different opinions that arise throughout the court trial. Another function of the expert is 

to serve as an adviser to the court, to analyze the gathered evidence and to provide the 

court with the results of the tests performed (by himself/herself) to help the court to 

understand the evidence or to assist the judge to decide on the reliability of the already 

proposed expert evidence. This function of the expert (assisting the court to decide on the 

reliability of the already proposed opinions of other experts in the sense whether the 

evidence is in accordance with the scientific postulates) is a really delicate one. Not so 

frequently, experts could be equally engaged in mediating settlement discussions; an 

equally rare engagement of an expert is the engagement in facilitating the comprehension 

of the evidence in pretrial stages of the litigation [7].  

In fulfilling the role given by the court, the expert should be aware of the following:  the 

expert must understand his/her tasks. The tasks of the expert are usually received in a 

written form from the court. All potential misunderstandings in defining the tasks ought to 

be cleared before substantial work has been done on the subject. It is advisable, if need 

exists, to discuss the scope of the expertise with a judge, especially in case of being 

appointed as an expert by the court. The expert should also be careful not to give opinions 

on matters with which he/she is familiar, but lacks formal qualifications on the subject. Of 

course, the deadlines for fulfilling the expert report ought to be clearly defined. 

 The form of the expert delivery is usually predefined in court appointment. The 

delivery is typically a written form of expert opinion; however, the expert must also be 

prepared to testify.   

 One of the important questions for an expert is the conflict of interests. A potential 

conflict of interests might be any earlier personal or financial connection with the parties 

engaged in the litigation. A personal connection may even be a personal or professional 

friendship with one of the party representatives. The expert should by no means have his 

personal interest (for example financial or other) in the outcome of a trial or whatever to 

question expert objectivity.   
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Additional questions arise with respect to the behavior of the expert during the fulfillment 

of his/her duties in the court, notably, which contacts of the expert with the general 

audience and other experts connected to the particular litigation are allowed. Contacts with 

other experts or professionals from the science society are very useful. Contacts with other 

expert witnesses engaged on the same case are useful in at least to define the areas of 

agreement or disagreement. If an expert decides that his contacts with other persons on the 

case details are promising for better definition of his own report, it is advisable for the 

expert to provide a written permission from the acting judge.  

4. EXPERT WITNESS REPORT 

 Honest expert witnessing in court proceedings is very important from the 

standpoint of human rights so as to have appropriate and equal court protection. The expert 

witness appointed by the court ought to prepare a written report and answer all questions 

from the court decision on his/her appointment. In a court trial, many experts are engaged; 

they belong to different specialized scientific disciplines. Taking into account the diversity 

among scientific disciplines, one question arises: how similar reports should look like? 

And, how much can the similarity of the report appearance contribute to the efficacy of the 

court management process? 

There are already some general similarities in the expert report appearance. Here, we 

present and discuss in some detail a short list of necessary general components of the 

expert reports discussed in relevant literature, for any scientific or technical discipline [7].  

 1. The expert should cite his/her own qualifications, especially those qualifications 

which make him/her appropriate for witnessing in an actual case. We consider this advice 

as a reasonable practice. However, in continental law, experts are eligible for a particular 

court litigation from the list already confirmed by the Ministry of Justice (for example in 

the Republic of Serbia). At the same time, it means that every potential court expert is 

adequately qualified for all expertise in the area for which he/she is elected and listed. Is it 

so? As it was advised in the literature for the Anglo-Saxon law system, the experts are 

asked to list all their scientific references within the past ten years in order to assure the 

parties in the court of their relevance experts. 

 2. Report must be signed. Questions arise as to whether the report should be signed 

as a complete document, or it is advisable for the expert to sign each page of the report. 

We propose that the experts sign each page proving by this action their full control over 

each fact discussed in the text. 

 3. The expert should clearly and fully state all assumptions and conditions applied 

in the report preparation. 

 

 4. The report should contain a full explanation of all statements made in the report. 

Even more: not only an explanation of the statements, but also of the scientific basis for 

them. For example: if there are two scientific methods for determination of the same 

physical quantity important for the court litigation, the expert should explain the reasons 

why he/she used one of them and not the other. It is advisable for the expert to discuss 

whether the other method may give different results. Interestingly, German law explicitly 

states that the expert is not required to mention other scientific methods which lead to 

different results (Timmerbeil, Loc. cit.).We find an explanation for this in the hypothetical 

situation when there are more than two methods based on scientific grounds. In that case, 

hypothetically speaking, the duty of the expert would be to calculate all supposed (or 

actual) possibilities.   
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 5. All necessary numerical data important for conclusions and forming opinions 

should be explicitly stated in the report. If, for example, the expert opinion is based on an 

investigation not performed by the expert him/herself, this fact should be clearly stated 

with the names of the technicians who performed this investigation. In other words, the 

report should clearly identify who carried out any particular test if all tests are not carried 

out by the expert him/herself. Also, the full qualification of the technician who carried the 

tests should also be given. 

 6. Also, the data from other authors which were used in the opinion construction 

should be stated in a form of a short literature list. 

 7. The monetary compensation for the expert should be clearly stated. 

 8. Some authors propose that the report should contain the list of any case in which 

the expert has testified in past few years.  

 9. If several opinions are given in the report, the opinions should be clearly 

separated and summarized. The expert should give the main reasons for each opinion. 

 10. Some authors suggest an expert statement at the end of the report as follows: 

The expert has made all the inquiries which he believes are desirable and appropriate and 

that no matters of significance which the expert regards as relevant have, to his 

knowledge, been withheld from the court. 

 11. Different manuals for experts also suggest that, if the expert changes his view 

on material matters, having read another expert report or for other reasons, the change 

should be communicated in writing without delay. 

 12. If some questions are not fully researched because of data insuficiency  

or other reasons, this must be stated with an indication that the opinion is provisional. 

 13. If the expert finds that a particular question is out of his expertise, he must 

state it clearly. 

 14. If the expert refers to extrinsic matters (photographs, measurements etc.), this 

material must be provided to all parties in the litigation. 

Authors believe that following the instructions stated above should improve the quality of 

the expert report in every different area of expertise.  

 

5. CONCLUSION 

 There are different modes of becoming a court expert. The way of becoming an 

expert is significantly different in the respective continental and Anglo-Saxon law systems. 

In continental law (mainly continental Europe), the appointment process is defined by 

national legislation and the differences from country to country are significant. The mode 

of court expert admittance could be of some significance in defining and influencing expert 

independence. A way to further develop the court expert appointment system is to 

carefully incorporate the good experiences from one legislative system to another. The 

expert practical role and his/her duties are similar in different legislative systems. We see 

this similarity as a positive movement toward unification of expert witnessing in different 

court litigations and better definition of the expert conduct and his/her duties in court. We 

propose further unification of the external appearance and fundamental philosophy of the 

expert witness reports regardless of the scientific, technical or other particular area. 
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ABSTRACT 

 Modern society is characterized by a meteoric technical and technological 

development and an era of computers that are now an integral part of the life and work of a 

huge number of users: private individuals, businesses, government bodies, non-

governmental organizations, civil associations and others. The development of information 

technology has led, through large abuse in this area, to the emergence and development of 

cyber crime and intensification of other forms of crime. Security of the information 

systems, the social networks (Internet) and their users is now imperative for modern 

society. At the international level, several significant legislative solutions have been 

adopted at the level of the UN, Council of Europe and the EU, which we highlight in the 

central part of the paper. The Republic of Croatia has aligned its national legislation with 

the relevant international sources in this matter, particularly with the law of the EU, to 

which it is a full member. In the conclusion, we present a few suggestions for improvement 

of the legal framework for combating cyber crime, especially in Croatia and the Region. 

  

 Keywords: cyber crime, abuse of information technologies and systems, 

international legislation, Croatia, EU. 

 

1. INTRODUCTION 

At the beginning of the 3
rd

 millennium there was a climax in the development of 

science and technology which had both positive and negative consequences in society. The 

positive effects are related to the general progress of humanity, the emergence of new 

technologies and thus new products appearing on the market, which are, to a large extent, 

facilitating the daily lives of ordinary people. This primarily refers to computers that are 

now an integral part of both work and private life of every individual. Nowadays, it is 

unthinkable to live and work without computers, their rapid development in the last 15 

years has made their use and application almost necessary in all business sectors, as well as 

in private life. There is no profession in which computers have not found their application. 

Computers have special significance in the economic activities without which the 

elementary business functions are impossible (e.g. necessary daily connection with the tax 

administration in order to issue bills and submit forms, banking transactions, etc.), in 

addition to their primary role in creating profits. 

                                                      
This research has been fully supported by the Croatian Science Foundation, under project number 1949. 

―Multidisciplinary Research Cluster on Crime in Transition - Trafficking in Human Beings, Corruption and 

Economic Crime.― 
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However, the emergence and use of computers has its negative sides, among which the 

most important are the alienation of people, the dependence of young people on the 

Internet and thus computer equipment, various types of abuse and, finally, the emergence 

and development of computer crime as a new manifestation. It is the expansion and 

accessibility of computers that has created and continues to create a basis for a variety of 

abuses. Computer attacks, receiving viruses that infect the electronic mail
1
 are almost a 

daily occurrence. Cyber crime, computer fraud, computer or information crime, misuse of 

computers are only a portion of the terms that ultimately involve cybercrime. 

The most developed countries were the first to respond to the misuse of computers and 

computer crime by initiating the adoption of special regulations on the national level, as 

well as the passing and adoption of important international documents (conventions, 

resolutions) by which the State Parties have the obligation to harmonize their national 

legislations and develop mutual cooperation in combating cybercrime. 

 

2. THE CONCEPT AND CHARACTERISTICS OF CYBERCRIME 

a) The first case of cybercrime was registered in the United States in 1958, while the 

first prosecuted case occurred a few years later, in 1966, in the criminal case of 

falsification of bank data in Minneapolis. In Europe, on the other hand, the first case was 

recorded in 1968 in Finland, whereas in the Republic of Croatia, which was at the time part 

of Yugoslavia, the first case of cybercrime was registered in Pula in 1983 in the Istrian 

Bank.
2
 

b) The term cybercrime is not uniquely determined in doctrine and practice, bearing in 

mind the different legal systems (common law, civil law and others) and the various 

solutions in the national legislations of individual countries. From the aspect of criminal 

law, cybercrime involves misuse of computer systems, programs and data explicitly 

incriminated in the criminal code. The crimes that are the result of misuse of IT resources 

can be divided into: 1. acts in which the computer is the object of the acts of commission 

(computer crime), 2. offenses in which the computer is a means of execution (computer 

related crime) and 3. acts of illegal use of the Internet (net crime).
3
 

The OECD in 1992 in its Guidelines for the Security of Information Systems 

determined that the term information systems means computers, communication facilities, 

computer and communication networks and data and information that may be stored, 

processed, retrieved or transmitted by them, including programs, specifications and 

procedures for their operation, use and maintenance.
4
 

According to Directive 2013/40/EU, information system means a device or group of 

inter-connected or related devices, one or more of which, pursuant to a program, 

automatically processes computer data, as well as computer data that stored, processed, 

retrieved or transmitted by that device or group of devices for the purposes of its or their 

                                                      
1 See more in: Šimundić S, Franjić S, Vdovjak K, Hoax, Proceedings of the Faculty of Law in Split, year 49, 

3/2012, p. 459- 480. 
2RanĊelović D, High-tech Crime, KPA, Beograd, 2013, p.257-265. 
3 See more: Stojanović Z, Modern technical means and criminal law with special emphasis on Cybercrime, 

Round Table Modern technology and criminal justice, XXV Counseling Association of Criminal Law and 

Criminology Yugoslavia, Novi Sad, 1987. 
4Annex to the Recommendation of the Council of 26 November 1992, Guidelines for the security of 

information systems 26 November 1992 I. AIMS, available 

at:http://www.oecd.org/sti/ieconomy/oecdguidelinesforthesecurityofinformationsystems1992.htm,(10/01/2017) 
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operation, use, protection and maintenance.
5
Computer system is any device or group of 

interconnected or related devices, of which one or more of them on the basis of a program 

automatically processes data, as well as computer data that are stored in it, processed, 

loaded or transferred for purposes of its operation, use, protection and maintenance.
6
 

On the Tenth UN Congress on the Prevention of Crime and the Treatment of 

Offenders,cybercrime is defined in a narrow and a broad sense. Cybercrime in a narrow 

sense (computer crime):Any illegal behavior directed by means of electronic operations 

that targets the security of computer systems and the data processed by them.Cybercrime 

in a broader sense (computer-related crime):Any illegal behavior committed by means of, 

or in relation to, a computer system or network, including such crimes as illegal possession 

(and) offering or distributing information by means of a computer system or network.
7
 

Computer data is any representation of facts, information or concepts in a form 

suitable for processing in a computer system,
8
 while a set of computer data suitable to 

cause a computer system to perform a function is called a computer program.
9
 

c) The complex structure of acts of computer crime, the special environment of 

committing such acts, the specific ways and means of carrying out these criminal acts, the 

special facility of protection and great social danger are amongst the main elements that 

make up the basic characteristics and features of cybercrime, which knows no bounds. An 

indispensable element in the commission of these crimes is dolus specialis, the intention of 

the perpetrator to obtain material or non-material benefits for themselves or others or to 

cause damage to others. 

There is a great dark figure of the commission of acts of computer crime as they are 

very difficult to detect and prove given the fact that this is a complex form of crime with 

the possibility of concealing the offense, with special properties of the perpetrator (delicta 

propria) considering the fact that these criminal acts can be committed only by persons 

who have very good knowledge of information technology and that it involves a special 

space in which these acts can be committed. Due to the high growth rates and the specific 

ways of committing these types of crimes and the special characteristics of the 

perpetrators, crimes against computer systems, programs and data represent a serious 

social problem. 

In terms of the status and trends of computer crime, the FBI official estimate is that 

less than 1% of this type of crime has been discovered, whereas only 12% is reported.
10

 In 

combating cybercrime, the FBI is working with a large number of specialized agencies and 

international organizations, especially highlighting the cooperation with CERT (Computer 

Emergency Response Team). 

  

                                                      
5Art.2.a.Directive 2013/40/EU of the EU Parliament and of the Council of 12 August 2013 on attacks against 

information systems and replacing Council Framework Decision 2005/222/JHA OJ L 218, 14/08/2013, p. 8–14 
6Art.87.par.18. CC RC 
7 UN definition of cybercrime, available at: http://idn-wi.com/united-nations-definition-

cybercrime/(10/01/2017) 
8Art.87.par.19. Ibid. 
9 Art.87.par.20. Ibid. 
10www.fbi.gov, cyber crime, (10/01/2017) 

See more: Obradović S, Mijalković M, Perić D, Puaĉa D, Crime Investigation on computers, Infoteh-Jahorina 

Vol. 6, Ref. E-III-14, p. 455-459, 03/2007 
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3. INTERNATIONAL LEGAL FRAMEWORK FOR FIGHTING CYBERCRIME 

a) The international legal source par excellence in matters related to combating 

cybercrime is the Convention on Cybercrime of the Council of Europe adopted in 

Budapest in 2001, which Croatia signed on 23 November 2001 and one year later it was 

ratified by the Law on Ratification of the Convention on Cybercrime.
11

 Furthermore, the 

Additional Protocol concerning the criminalization of acts of racist and xenophobic nature 

committed through computer systems was adopted in Strasbourg on  28 January 2003, 

which Croatia ratified by a special Act.
12

 The Protocol criminalized punishable behaviors 

that were not criminalized by the Convention and that relate to the spread of hatred, 

intolerance and bigotry through computer systems, towards racial, religious and ethnic 

groups and communities.
13

 

The Convention consists of four chapters: Chapter I – Use of Terms, Chapter II – 

Measures to Be Taken at the National Level, Chapter III – International Co-operation and 

Chapter IV – Final Provisions.The first section lays down the terminology guidelines for 

the most important concepts in matters of cybercrime, which is especially important for 

harmonization of national legislations and harmonization of legal practice. 

The central part of the Convention is Chapter II which prescribes the measures that the 

States Parties are to undertake in the field of criminal substantive and criminal procedural 

law. As for the criminal substantive law, the States Parties are required to criminalize the 

following crimes in their national Legislation: a) Offenses against the confidentiality, 

integrity and availability of computer data and systems, b) Computer-related offenses, c) 

Content-related offenses and d) Offenses related to infringements of copyright and related 

rights.Furthermore, it prescribes the institutes of attempting, encouraging and assisting in 

the commission of any of these crimes and the responsibility of the legal persons, as well 

as the sanctions and measures. The substantive legal framework is designed with the 

intention to improve the resources for prevention and prosecution of major crimes of this 

specific type of crime committed with the use of computers.  

In terms of the criminal procedure (procedural) law, it provides legal mechanisms such 

as: a) urgent preservation of stored computer data, b) obligations concerning the delivery 

of computer data (Art. 18 Production Order), c) search and seizure of stored computer data, 

and d) real time computer data collection.
14

 

Chapter III of the Convention refers to the international cooperation and mutual legal 

assistance to States Parties. It lists, inter alia, the provisions relating to requests for mutual 

assistance in the absence of relevant international treaties and mutual assistance in respect 

to the provisional measures and investigative powers. 

                                                      
11 OG, IA no 9/02 
12Ibid. no4/08 
13 Law on Ratification of the Additional Protocol to the Convention on Cybercrime Concerning the 

Criminalization of Acts of a Racist and Xenophobic Nature Committed Through Computer Systems, available 

at:https://www.istra-

istria.hr/fileadmin/dokumenti/upravna_tijela/UO_za_tal_nac_zaj/Instrumenti_zastite_ljudskih_prava/I.Multilat

eralni_odnosi/3.Vijece_Europe/I-

3.17Dodatni%20protokol%20uz%20konvenciju%20o%20kibernetickom%20kriminalu%20o%20inkriminiranj

u%20djela%20rasisticke%20i%20ksenofobne%20naravi%20pocinjenih%20pomocu%20racunalnih%20sustava

.pdf, (10/01/2017) 
14Art.2-22. ETS 185 – Convention on Cybercrime, 23/11/2001 available 

at:http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapes

t_en.pdf, (10/01/2017) 
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The offenses explicitly listed in the Convention represent today an international legal 

standard, as well as an obligation for the Parties to include the above provisions in their 

domestic national legislations. 

b) The second most important international document in this matter is Directive 

2013/40/EU
15

 on attacks against information systems, adopted on  12 August 2013 by the 

EU Parliament and the EU Council, on the basis of Art. 83. Par. 1. of the Treaty on the 

Functioning of the EU. The Directive replaces the previously adopted Council Framework 

Decision 2005/222/PUP
16

 and is in line with the Convention on Cybercrime.  

The Directive has the purpose to establish the minimum conditions for the 

criminalization of offenses in the field of information systems of the States Parties. 

Significant innovations introduced in the Directive in the field of substantive law are: 

expansion of criminal conduct, introduction of aggravating circumstances and 

determination of sentences.
17

 

c) As an important international legal source in combating cybercrime are the 

following EU Directives on combating computer crime: Directive 2009/24/ EC of the EU 

Parliament and of the Council of 23 April 2009 on the legal protection of computer 

programs
18

 according to which the Member States protect computer programs by 

copyright, then Directive 2006/24/EC of the EU Parliament and of the Council of 15 

March 2006 on the retention of data generated or processed in connection with the 

provision of publicly available electronic communications services or of public 

communications networks and amending Directive 2002/58/EC
19

, which was adopted with 

the intention of efficiently detecting and prosecuting criminal acts whose execution leaves 

electronic traces. 

d) Among other relevant international legal sources relevant to combating computer 

crime, we can mention the United Nations Convention against Transnational Organized 

Crime (Palermo Convention),
20

 the Convention on International Police Cooperation in 

SEE and the SELEC Convention.
21

 

 

4. NATIONAL CRIMINAL LEGAL FRAMEWORK OF THE REPUBLIC OF 

CROATIA FOR COMBATING CYBERCRIME 

The CC of Croatia, which entered into force on January 1, 2013, in Chapter XXV, 

under the title Crimes against computer systems, programs and data stipulates eight 

offenses (Art. 266 -273) in this domain: unauthorized access, obstruction of a computer 

                                                      
15 Regulation on the takeover of Directive 2013/40/EU on attacks against information systems and Directive 

2014/62/EU on the criminal justice protection of the Euro and other currencies against counterfeiting, OG, IA 

No 102/15    
16 Art.15. Directive 2013/40/EU 
17 Kokot I, Criminal law protection of computer systems, programs and data, Zagreb Law Review, Vol. 3 No. 

3, 2014, p.301-327. 
18OG EU L 111/16, available at:http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32009L0024, 

(10/01/2017) 
19OG EU L 105/54, available at: http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32006L0024, 

(10/01/2017) 
20 See more: Boţić V, Nikaĉ Ţ, Criminal incriminations based on the United nations Convention Against 

Transnational Organized crime in the criminal legislation of the Republic of Croatia and the Republic of 

Serbia, Proceedings of the International Conference, Faculty of Security in Skopje, 2016 
21 See more: Nikaĉ Ţ, Boţić V, International Cooperation of Southeast Europe in the fight against crime, 

Львівський державний університет внутрішніх справ, Ukraina, Lviv, International scientific conference 

―Theory and Practice of Law Enforcement Activities,‖ Conference Proceedings, Lviv, 2016, p.431-443.  



141 

 

system, damage to computer data, unauthorized interception of computer data, computer 

forgery, computer fraud,
22

 abuse of devices and grave offenses against computer systems, 

programs and data.
23

 The previous offenses against computer systems, programs and data 

were taken from the Chapter on Crimes against property and are in line with the 

Convention on Cybercrime.
24

 

Unauthorized access to a computer system or computer data (Art. 266) is punishable 

by imprisonment of up to two years. The unauthorized access is in the domain of criminal 

responsibility and criminal liability due to the fact that such action is usually the first step 

(preparatory action) towards the commission of a more serious criminal offense. It is 

important to note that the unauthorized access includes physical access to a computer and 

access to the same computer from another computer. The qualified form is intended in the 

case when the crime was committed in relation to a computer system or computer data of a 

governmental body, the Constitutional Court and international organizations to which the 

Republic of Croatia is a member, units of the local or regional government, public 

institutions or a company of special public interest. The prescribed penalty is imprisonment 

of up to three years. The attempt is punishable both for the basic and the qualified form of 

commission of this offense.
25

 

Disabling or impeding the work or use of a computer system, computer data or 

programs or computer communication (Art. 267), as well as the attempt for such offense, 

is punishable by imprisonment of up to three years.
26

The action of committing this offense 

consists of damaging, altering and deleting computer data, as well as of any other act 

which aims to make electronic data unusable. This act is a crime of computer sabotage. 

Damage to computer data (Art. 268), also a crime of computer sabotage including 

unauthorized damage, modification, deletion, destruction, performance or display of 

unusable or inaccessible computer data or programs, in whole or in part, shall be punished 

by imprisonment of up to three years, as will be the attempt of such an offense.
27

 The 

performance of the act refers to the invasion into a complete computer program or 

computer data, including development and introduction of a virus into the system in order 

to attack the programs. The incriminated offense is in line with the Council Framework 

Decision 2005/222/JHA of 24 February 2005 on attacks against information systems.
28

 

Unauthorized interception of computer data (Art.269), the so-called computer 

espionage, orunauthorized interception of communication between remote computers, 

punishable by imprisonment of up to three years, involves the unauthorized interception or 

recording of a non-public transmission of computer data, including electromagnetic 

emissions of the computer system and the availability of the data obtained. The attempt of 

a criminal offense is punishable by the same sentence and the data produced by the offense 

will be destroyed.
29

 The incriminated offense is in line with Art.3 of the Convention on 

Cybercrime.
30

 

                                                      
22 See more: Vuletić I, Nedić T, Computer fraud in Croatian Criminal Law, Proceedings of the Faculty of Law 

of the University of Rijeka v.35, no.2, p. 679-692 (2014) 
23Criminal code RC, OG No 125/11,144/12,56/15,61/15 
24Op.cit.14. 
25 Art.266.par.3. CC RC 
26 Art.267. Ibid. 
27 Art.268. Ibid. 
28 Art. 4. Council framework decision 2005/222/JHA of 24 February 2005 on attacks against information 

systems, OG EU L 069/67 
29 Art.269. CC RC 
30Op.cit.14. 
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The crime of Computer Counterfeiting (Art.270) is committed by anyone who, without 

authorization, produces, enters, alters, deletes or renders unusable or inaccessible computer 

data that is of value for the legal relations, in order for them to be used as authentic, or who 

uses or purchases such information for use, and shall be punished by imprisonment of up 

to three years. The attempt is also punishable, while the data produced by the perpetration 

of the criminal offense will be destroyed.
31

 

Computer fraud (Art. 271), punishable by imprisonment of six months up to five years, 

has criminalized the entering, modifying, deleting, damaging, making useless or 

unavailable computer data or interfering with the functioning of a computer system which 

can cause damage to another, all with the aim to acquire property gain for oneself or 

others.
32

The qualified form is intended for the case when the offense is used for substantial 

financial gain or when considerable damage is caused,
33

 and is punishable by 

imprisonment of one to eight years. The data resulting from the commitment of the 

criminal offense shall be destroyed. The difference between fraud as a property offense and 

computer fraud is reflected in the fact that in computer fraud the victim is neither misled 

nor held in error. 

The misuse of devices (Art.272) criminalizes the actions relating to the preparation, 

supply, import, selling, possessing or making available to others devices or computer 

programs or computer data created or adapted for committing crimes against computer 

systems, programs and data with the aim to be used to commit any of these offenses. This 

offense includes punishable preparatory action relating to the commission of offenses 

against computer systems, programs and data. It is punishable by imprisonment of up to 

three years. The privileged form, punishable by imprisonment of up to two years, will be 

used to punish all who design, procure, import, sell, possess or make available to others 

computer passwords, access codes or other data which can be used to access a computer 

system with the aim to be used for the commission of the above criminal offenses. The 

special devices and applications shall be seized and the data shall be destroyed.
34

 

The serious offenses against computer systems, programs and data (Art.273) also 

include the criminal offenses of obstruction of a computer system, damage to computer 

data, unauthorized interception of computer data and computer forgery, if they are 

committed in relation to a computer system or computer data of a governmental body, the 

Constitutional Court of Republic of Croatia and international organizations to which the 

Republic of Croatia is a member, units of the local or regional government, public 

institutions or companies of special public interest for which a punishment of 

imprisonment of six months up to five years is prescribed.
35

The same penalty shall be 

imposed for the commision of the criminal acts of unauthorized access, obstruction of a 

computer system, damage to computer data, unauthorized interception of computer data, 

concealing the real identity and causing misconception about the authorized holder of 

identity.
36

 The qualified forms of serious criminal offenses against computer systems, 

programs and data have been prescribed for committing the criminal acts of obstruction of 

a computer system, damage to computer data or unauthorized interception of computer 

data by means intended for the execution of an attack on a larger number of computer 

                                                      
31 Art.270. CC RC 
32 Art.271. Ibid. 
33 Value of the damage is significant and if it exceeds HRK 60,000.00. Art.87.par.29.Ibid. 
34 Art.272. Ibid. 
35 Art.273. par.1. Ibid. 
36 par.2. Ibid. 
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systems or which cause substantial damage and are punishable by imprisonment of one to 

eight years.
37

 

5. FORMS OF CYBERCRIME IN PRACTICE - REVIEW 

The methodology of combating cybercrime as the most sophisticated form of crime 

implies complete education about all forms and modes of committing this criminal offense, 

in order to make the reactions of the states and the international community efficient to the 

greatest possible extent. 

In practice, we meet many forms of cybercrime. Identity theft and misuse of personal 

data on the Internet are taking on new forms on a daily basis, personal data are being 

appropriated without their consent and knowledge in various ways, by fraud and theft. 

Thus obtained data are further used to commit certain criminal acts mainly with the aim of 

acquiring material gain, provided that the data may not be immediately used, but only after 

a certain lapse of time and can also be sold to other persons.  

There is a fairly large number of criminal acts related to intellectual property, such as 

the illegal sale of unauthorized copyright works recorded on multimedia carriers and their 

resale to end users and there have been cases of unauthorized distribution of books in 

electronic form via the Internet.
38

 

One of the most common crimes is the abuse of electronic data on payment cards on 

the Internet and other forms of financial fraud. Thus obtained electronic data continues to 

be mainly used for the purchase of various goods on the Internet.
39

In addition to financial 

fraud, other forms of cyber crime are currently used in practice, such as: theft of goods, 

various acts of sabotage, theft of information, attacks on computer systems (network 

interference), various forms of financial crime (online fraud, fishing), abuse of children 

and young people for child pornography and sexual exploitation.
40

 

The social reaction to these forms of cybercrime is based on the above international 

and national legislation. The States parties to international documents have harmonized 

their national legislations and established specialized bodies for combating cybercrime.  

The Republic of Croatia has acted in the same way, both at the legal and institutional 

level. Within the General Police Directorate of the Ministry of Interior of the Republic of 

Croatia – the Criminal Police has established a special Department for High-tech Crime to 

systematically analyze, monitor and study the phenomenological and etiological aspects of 

cyber (computer) crime, proposing solutions to its suppression, conducting complex 

criminal investigations in criminal matters committed against and by means of computer 

systems and networks and performing forensic analysis and control of the Internet.The 

Department for High-tech Crime is also the operational national contact point for 

international cooperation and exchange of information relating to offenses against 

computer systems, programs and data.
41

 

 

                                                      
37 par.3. Ibid. 
38 Nikaĉ Ţ, Urošević V,Place and role of Ministry of the interior of the Republic of Serbia in prevention of high 

tech crime,  Conference Proceedings Forum BISEC 2010, Belgrade, p.53-58. 
39 See more in: Boţić V,The intention as essential element of criminal act of fraud in Croatian Criminal Law, 

master's thesis, Zagreb, Faculty of Law, 03/11/2010, p.10-15. 
40See more: Nikaĉ Ţ, International police cooperation, KPA, Belgrade, 2015, p.110-112. 
41https://www.mup.hr/UserDocsImages/minstarstvo/USTROJ_MUP_RH/Odjel_za_visokotehnoloski_kriminali

tet.pdf, (10/01/2017) 
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6. OVERVIEW AND ANALYSIS OF CRIMES COMMITTED AGAINST 

COMPUTER SYSTEMS, PROGRAMS AND DATA IN CROATIA 

 

Table 1 below shows the number of reported and resolved computer related criminal 

offenses in 2014 and 2015. 

Table 1 - Comparative overview of reported and solved criminal acts of 

computer crime  in 2014 and 2015
42

 

 
CRIMINAL OFFENSES REPORTED 

Number of offenses  

SOLVED 

Number of offenses 

      2014         2015  2014              2015 

Unauthorized access 16 29 13 21 

Obstruction of a computer system 1 2 1 2 

Damage to computer data 4 7 4 3 

Unauthorized interception of computer data 3 5 3 4 

Computer forgery 169 80 169 82 

Computer fraud 960 1361 864 1215 

Misuse of devices 19 69 18 69 

TOTAL 1172 1553 1072 1396 

 

 Most reported criminal offenses, among the acts of computer crime, are under 

Computer fraud (960 reported in 2014 and 1,361 in 2015). The criminal offense of 

Computer forgery was second (169 reported) in 2014 and 80 were reported in 2015.

 The least number of reported offenses is related to the criminal offense of 

Obstruction of a computer system (1 report). 

 Table 2 shows the number of perpetrators of criminal acts of computer crime in 

2014 and 2015 and the ratio of increase or decrease in crime in the following year and the 

average number of offenses per offender. In 2014, most offenders committed Computer 

fraud (70), while in 2015 there was an increase in the perpetrators of 11.4% (78). Second 

was the crime of Computer forgery with 10 offenders in 2014 and only 1 offender in 2015. 

It is interesting to note that for this crime, the average number of offenses per offender was 

16.9 in 2014, while a rapid increase was recorded in 2015 (80 offenses per offender). 

Among the criminal acts of computer crime, the least number of criminal offenses 

was recorded for crimes of Obstruction of a computer system and Damage to computer 

data. 

  

                                                      
42According to the Service for strategic planning, analytics and development of the Ministry of Interior of 

Republic of Croatia: Statistical overview of the basic security indicators and performance in 2015, Zagreb, 

01/2016 
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Table 2 - Perpetrators of criminal acts of computer crime in 2014 and 2015
43

 

Criminal 

offense 

Perpetrat

ors of 

criminal 

offenses 

2014 

Perpetrat

ors of 

criminal 

offenses 

2015 

 

+ - % 

Average 

number of 

offenses per 

offender - 2014 

Average 

number of 

offenses per 

offender - 

2015 

+  - 

Unauthorized 

access 

7 8 +14.3 2.3 3.6 +1.3 

Obstruction 

of a computer 

system 

- 1 - - 2.0 - 

Damage to 

computer 

data 

1 1 0.00 4.0 7.0 +3.0 

Unauthorized 

interception 

of computer 

data 

1 4 +300.0 3.0 1.3 -1.8 

Computer 

forgery 

10 1 -90.0 16.9 80.00 +63.1 

Computer 

fraud 

70 78 +11.4 13.7 17.4 +3.7 

Misuse of 

devices 

4 - - 4.8 - - 

Total 93 93 235.7 44.7 18.55 69.3 

 

Table 3 shows the most common offenses of computer crime according to the 

submitted charges and the resolved and subsequently discovered offenses in 2015. These 

are the data on unknown perpetrators, as well identified perpetrators. 

Table 3 - The most frequent criminal acts of computer crime – charges, resolved and 

subsequently discovered cases in 2015
44

 

Criminal 

offense 

Total 

charge

s 

 

Caugh

t 

 

Unkno

wn 

Number of 

offenses 

 

% 

Number of 

subsequently 

detected 

offenses 

 

% 

% of 

charge

s 

Computer 

fraud 

1361 1 1249 1215 89.3 1103 88.3 21.5 

Computer 

forgery 

80 - 79 82 102.5 81 102.

5 

1.3 

Total 1441 1 1328 1297 95.9 1184 95.4 11.4 

 

Computer fraud ranks first according to the number of filed criminal charges compared 

to all other criminal acts of computer crime. In relation to the charges submitted in 2015 

(1361), a large number of criminal offenses was resolved (1215); it should, however, be 

                                                      
43Ibid. 
44Ibid. 
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mentioned that there is an enormous number of unknown perpetrators of this crime (1249), 

but also of subsequently discovered offenses (1103). 

Computer forgery, although with a significantly smaller number of charges (80), is 

second according to the number of charges filed for computer-related criminal offenses in 

2015. Computer forgery, despite the large number of resolved cases (82), records a large 

number of unknown perpetrators of crimes (79), as well as a high number of subsequently 

detected offenses (81). 

7. CONCLUSIONS 

Cybercrime is one of the most sophisticated forms of crime that manifests itself every 

day through new perpetration methods. Due to the specific area in which it takes place, the 

special characteristics of the offender, the manner of execution, the difficulty in proving 

and prosecuting it, as well as other elements, cybercrime is an extraordinary threat to 

society. There is a large number of crimes committed against computer systems, programs 

and data that we will never know about, and with respect to the reported offenses, very few 

have had their final court epilogue. 

At the international level, the biggest step was adoption of the Convention on 

Cybercrime, which is the most important international legal source in this matter. The 

Convention provisions established the most important solutions in the field of criminal 

substantive and criminal procedural law and have imposed obligations to the State Parties 

to harmonize their national legislations and establish international cooperation. 

The Republic of Croatia has complied with the provisions of the Convention and now, 

as a member of the EU, it went a step further, incorporating the above solutions in its 

national legislation and ratifying EU Directive 2013/40/EU on attacks against information 

systems. However, it should be noted that certain criminal offenses in the Criminal Code 

of the Republic of Croatia are defined beyond the minimum framework of the stated 

international sources. Additionally, the attention is drawn to the diversity of translations of 

certain terms between international and national sources, which can lead to different 

interpretations in practice. Although the legal framework is very well resolved, it is 

necessary to effectively implement the provisions of the law in practice. 

Computer crime is increasing progressively and each day brings new potential forms 

and modes of execution. This necessitates constant monitoring of the movement of this 

type of crime and accordingly, possible legislative amendments. The employees of the 

Department of High-tech Crime in the Criminal Police Department of the Ministry of the 

Interior of Republic of Croatia should have the obligation of further training, upgrading 

and specialization of cyber crime detection skills and knowledge. This is especially true of 

the international cooperation in the field of information exchange, technical cooperation 

and training of personnel according to international standards (certificates, procedures, on-

line application, nomenclature, digital forensics). The greatest damage caused by the 

attacks on computer systems, programs and data is suffered by public institutions, legal 

persons and other organizations engaged in economic activities. In economic relations, the 

electronic payment systems that require constant control, monitoring and protection are 

particularly vulnerable. Therefore, it is necessary to take preventive measures to protect the 

security of the computer systems, achieve higher level of information of the staff and 

improve the keeping of official secrets and business data. A very important element in 

combating cybercrime is related to identity theft over the Internet, which affects both 

natural and legal persons and special attention in monitoring the Internet communications 

and protecting personal data is therefore necessary. 



147 

 

And finally, there is an obvious need to develop a multi-agency access to specialized 

services and interested parties at the national level, as well as international co-operation of 

authorized agencies in combating criminal acts of computer crime with an international 

element. 
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ABSTRACT 

 The volume of information is growing and is being increasingly stored and 

communicated in electronic form. Cybersecurity relates to protecting this information and 

information systems from unauthorized access, use, disclosure, disruption, modification or 

destruction in the cyberspace. New technologies are rapidly changing cybersecurity, and 

more specifically, the internet and other communications possibilities. However, 

cybersecurity is a much broader concept than just technology as it involves people‘s 

behaviour in cyberspace. 

 This paper studies the behaviour of users while using the information systems. 

Users are subjected to various kinds of threats at all times while connected to the 

cyberspace. The way they respond to them impacts the organizational cybersecurity. We 

will present the reactions of users and cybersecurity measures for safe use of information 

technologies and the means of ensuring cybersecurity from the perspective of user 

behaviour. 

 Keywords: cyberspace, users, behaviour, cybersecurity 

1. Introduction 

 The dangers of cyberspace were first mentioned when new technologies emerged 

allowing not only communication, but also the performance of daily tasks. This enabled 

the growth of the Internet and various services such as shopping, paying for goods and 

services, online banking, sending files, data transfer and other forms of work with the help 

of the Internet, connections with mobile devices and constant access to and interaction 

with global cyberspace. Eventually, all this became self-evident and is now perceived as an 

everyday occurrence. Personal and business data, such as various security passwords, by 

means of which criminals can obtain proprietary information and inflict a lot of damage, 

have become a magnet for invaders. If one becomes a victim of cyber thieves, the 

consequences are far from amusing, since one can directly or indirectly lose a lot of 

money. Seizures that are not even perceived by users, as they do not even know that 

someone is "walking" in their information system, are even more dangerous [1]. This is 

why information security systems started to be created, as the use of computers and mobile 

devices – and their connection to the Internet and to the rest of cyberspace, as well as the 

permanent exchange of information - has become a fixture of our everyday lives. 

 By the advent of cyberspace, the access to information and connections among 

users have changed completely, which has significantly affected the work, communication, 

and behavior of society. The changing working methods, the use of cyberspace to perform 

various activities and the transfer of data into cyberspace also contribute to the migration 



150 

 

of different types of crime to cyberspace. While known types of crime are migrating into 

this new environment, new types of crime related to cyberspace are also appearing: e.g. the 

most current forms of crime are associated with online social networks, as "the amount of 

personal information that individuals share and publish on the Internet is growing rapidly, 

especially due to the increasing popularity of online social networks" [2] and with financial 

fraud committed both in cyberspace and in real space ([3]; [4]). 

 The contemporary business environment is characterized by unpredictable 

changes, pressures, aggressive competition, informatization and global connectivity. Its 

normal functioning is becoming ever more dependent on complex information systems and 

advanced technologies. The success of organizations operating in such an environment is 

strongly related to the adequate decision-making in the field of information security 

management. Cyber threats are causing major disruptions and enormous financial damage 

in the corporate environment at the global economic and security level. Researchers in the 

cybersecurity profession point out that corporate cybersecurity must be developed as a 

strong business function and not simply as an exclusively technical activity [5-8]. The 

future of an entire enterprise namely depends on the quality of security and risk 

management – information, information systems and technologies may bring about 

numerous benefits to any organization, however, they can also become its main source of 

vulnerability if they are not managed efficiently. Cybersecurity is part of complex 

organizational systems; its efficient management thus requires numerous professional 

competences, which the organizations often lack. 

 

2. Method 

 Our research of the awareness, knowledge and fear of cybercrime in Slovenia was 

carried out with the help of an online questionnaire. The two-part questionnaire also 

covered general data pertaining to the statistical population. The first part of the 

questionnaire covered awareness and knowledge of cybercrime, the second fear of 

cybercrime. The questionnaire comprised 28 closed-ended questions (1 Likert-scale, 1 

numerical, 4 categorical and 22 multiple choice). The respondents were aged between 19 

and 48 (the average age was 24.1 years). There were 277 respondents in total; 66.1% of 

them were women, 33.6% men. Most of the respondents (73.3%) finished secondary 

education, 17.3% were university graduates, 7.2% had postgraduate education and 2.2% 

had elementary level education. 

3. Results 

 The majority of respondents use a personal computer from 2 to 4 hours daily 

(33.2%), 26.7% use it 4 to 8 hours, 21.3% use it 1 to 2 hours, 11.6% use it less than an 

hour each day, but 7.2% use it more than 8 hours a day – furthermore, the Internet is used 

for 2 to 4 hours daily by 31.4%, for 1 to 2 hours by 26.7%, for 1 hour by 20.9%, for 4 to 8 

hours by 16.6% and for more than 8 hours a day by 4.3% respondents. The majority of 

users use their computer to connect with the online social networks, to send/receive e-mail, 

as well as for random internet browsing (at work or/and at home). 

 The respondents said that approximately half of the time (52.3%) spent at the 

computer was for work and the remaining time for personal interests. The following results 

are also interesting: audio/video contents (87%), p2p file sharing (66.4%!) and on-

computer reading (53.1%). The high percentage of users who illegally download and/or 

share files shows that the contemporary users of the Internet consider all contents (even 

copyrighted materials) to be free. The same attitude is true for on-computer reading – 
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younger generations are shifting from reading on traditional media (e.g. paper) to reading 

and connecting via the cyberspace. The fact that a great number of Internet users (98.2%) 

participate in social networks does not come as a surprise. It is simply the consequence of 

the shift from the traditional media into cyberspace. There are no noticeable differences 

between the sexes. When asked about the elements of safe/unsafe usage of a computer and 

the Internet, the respondents gave the following answers (Table 1): 

Table 1. Safe/Unsafe use of computers 

Use of computer is safe/unsafe at: Safe Unsafe 

Work 178 99 

On-line banking 78 199 

Business data exchange 173 104 

Random web browsing 114 163 

Explicit web browsing 172 105 

E-mail exchange 102 175 

Use of Office tools 229 48 

Instant messaging 82 195 

On-line shopping 87 190 

On-line game playing 141 136 

Music/movie playing 184 93 

E-books/articles reading 203 74 

Music/movie transfer 71 206 

Internet data exchange 61 216 

Random business programs use 162 115 

Random free time programs use 134 143 

 

 It is evident that the users believe that working on their computer, sharing data and 

checking multimedia contents is mostly safe; but, they feel that they are less protected in 

direct online interactions and sharing general data. Due to the dispersed nature of the 

results, it is hard to draw conclusions; and this, in a way, points to the fact that user 

awareness of issues concerning information security is still relatively low, even though 

they know how to use their computer equipment and conduct their work in cyberspace. E-

banking can be an example of this situation – the majority of users perceive it as unsafe, 

even though there are relatively few criminal incidents in this area and these tend to be 

caused by irresponsible users themselves (careless access to the e-bank), rather than due to 

a lack of adequate and effective security measures. Just the opposite is true when it comes 

to computers at the work-place. Most employees think that others provide adequate 

information security; and tend to forget the basic fact that most damage is caused by 

indifferent and/or uninformed users of computer equipment and the Internet. Most people 

use information technology carelessly. 

 If we consider how the respondents appraise the threats to information security 

(Figure 1), it becomes evident that many of them have knowledge of certain threats. Users 

are more informed about those threats that are more frequently exposed in the news media; 

these threats are: computer viruses, hacking, distribution of indecent material etc. Less 

known are the not so frequently reported threats, but these can be an important factor when 

responsible conduct in cyber-communications is in question and also in regard to the 
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perception of responsibility and the understanding of cybercrime and threats to individuals. 

Cyber threats also encompass fear from a possible attack on a user‘s personal computer 

and its consequences. 

 

 

Figure 1: Respondents know/understand information security threats 

Anyone can become a victim of cybercrime. Regrettably, only half (49.8%) of the 

respondents accept this fact and this is a sign that the awareness of cyberspace dangers is 

relatively low. This also points to the fact that in private, in front of their own computer, 

everyone feels safe and believes that cyberspace is disconnected from reality and real-life 

activities/events. The response distribution by target groups (politics, celebrities, 

entrepreneurs, well-off individuals, average citizens etc.) is evenly distributed through the 

groups from 9.4% to 15.2%. The responses are similar with respect to the known facts 

about offenders and the results of other studies (e.g. [9]). It is interesting that most 

respondents focus on the challenge, but not so much on rivalry, protest and media 

attention. In a way, these results indicate that the respondents generally do not look upon 

organized cybercrime as the main future threat endangering unaware cyberspace users. 

Besides the fact that they spend a lot of time on the Internet, some respondents are not 

familiar with the main Slovenian web pages which provide information about 

cybersecurity and cybercrime. 

4. Discussion and Conclusion 

 Working with computers and making use of mobile devices to connect to the 

Internet and exchange data are now daily occurrences. Cyberspace has changed the way 

users access information and establish connections and this has greatly influenced our 

work, communications and social interactions. Of course, while data and other contents are 

transferred into cyberspace, so are various forms of cybercrime. New cybercrimes are 

emerging, for example, those connected with social networks, because ―the extent of 

personal information individuals exchange and publish on the Internet is increasing 

rapidly, particularly with the increasing popularity of social networks‖ [10]. Fear of 

cybercrime is in correlation with the degree of users‘ awareness regarding the possible 
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consequences of cybercrimes or ―fear of crime is not dependent on the actual situation or 

the extent of crime‖ [11]. It is therefore possible to conclude that the fear of cybercrime is 

a question of the extent to which the user is aware of what the damage suffered in 

cyberspace means in real life. Our research showed that users are relatively well informed 

about the various types of cybercrime, but the public is more aware of the threats exposed 

by the news media than of those from which they should truly protect themselves. This 

situation is the result of a lack of knowledge in certain areas, especially since information 

technology is now available to anyone. Processes at the work-place are so simplified that 

users do not need any knowledge about computer equipment and communication systems 

and therefore they also have no understanding of what transpires in cyberspace. Lack of 

understanding translates into inadequate security. Better security and thus greater safety 

can only be ensured if users conduct themselves responsibly in cyberspace, as found by 

previous studies and the presented research. When users know more about cyber threats, 

the general awareness of the dangers in cyberspace will also increase. 
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ABSTRACT 

 This paper elaborates the current issues in the field of road traffic safety and 

prevention. With regard to the subject, the author firstly points out the role and 

significance of road traffic safety through an analysis of the unfavorable situations which 

lead to many different forms of threats, risks and traffic accidents; then, he gives an 

overview of the subject and the specific characteristics of traffic offense. In this regard, 

through an analysis of the phenomenological and etiological characteristics of the traffic 

accidents in the Republic of Macedonia, the issue of prevention is focused on the role of 

the Security Council for road traffic and the police. In the concluding part of this work, 

certain observations and recommendations are presented with the aim of improving, 

developing and advancing road traffic safety.  

 Key words: security, safety, traffic offense, traffic accident, prevention, police  

INTRODUCTION 

 In general, traffic, especially road traffic as a way and style of social and 

individual living, is one of the modern challenges of our time.  The traffic phenomenon 

exceeds the commercial frames and it represents its own kind of area of technical 

inventions and means for satisfying the human existential and broader social, political, 

economic and cultural needs. It manifests itself as a broad diffusion of technical means, 

energy and participation of enormous and different kinds of participants in road traffic. 

Among them, there are many social relations that are specific, inconsistent and subject to 

rapid changes in the use of traffic means and facilities. On the other hand, traffic is a 

typical social sphere of danger that features a galloping growth which itself results in an 

increasing number of participants, technical means and their opportunities and 

concentration in a narrower traffic area, but on the other hand, there is a more evident 

disparity between the development of science and technology and the development of the 

technical awareness, culture and knowledge of those that are in any way involved in the 

traffic flows. The normal flow of traffic, as a core activity and a social and personal need, 

represents channeling of the relations between the participants in the traffic, which leads to 

building developed mechanisms of social control and correction, as well as extensive 

legislation. The main aim of all this is elimination of the possible dangers for the people 

and the involved material goods, hence reduction of the degree of danger within certain 

socially bearable frames (allowed risk).  

1. SAFETY AND UNFAVORABLE SITUATIONS OF ROAD TRAFFIC SAFETY 

 In the modern way of living and working, traffic is one of the four primary 

essential functions in every segment of life (work, house-living, recreation and traffic) with 

its primary function being the connection with the other functions, through less and less 

negative effects.  Road traffic safety, as a scientific discipline, studies the interdependence 

between traffic and the other social processes on the one hand, and traffic‘s negative 
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effects on the other.  It studies and tries to discover the laws of origin of the traffic‘s 

negative effects with the aim of optimizing the traffic processes and decreasing its negative 

effects
1
.  

 The unfavorable situations of people’s safety and the safety of the traffic 

properties on the roads, according to their legal classification and the degree of danger to 

the society, are threat, danger and traffic accident/crash.  In this respect, if it comes to 

some kind of danger or a traffic accident in which someone breaks the law, it means that it 

is the result of irregular driving; if it comes, for example, to a breach of a technical norm, 

it means that it is the result of improper driving. Namely, the participants in traffic create 

unfavorable situations to road traffic safety, to the largest extent, with their active or 

passive actions which are opposite to the positive legal, technical and ethical norms and 

which represent safety negation (increased unfavorable situations – decreased safety). 

Also, from time to time and in a smaller scope, Nature creates unfavorable situations for 

road traffic safety, such as fog, rain, snow, icy road, wind, erosions, landslides, 

unfavorable temperatures – extremely low or high, etc. For each situation, there are 

obligations of conduct provided to the participants in the traffic and to the other subjects 

upon which safety depends on such occasions (for road maintenance, control, traffic 

regulation, etc.).  

 Basic factors for smooth and safe road traffic, upon which road safety depends are 

human, road, vehicle and environment (H-R-V-E). From the dynamic and complex 

interaction in the traffic system, to the stated factors to a greater or smaller extent, there are 

manifestations of improper conduct (active or passive), which produces many other 

unfavorable situations like threats and dangers (antecedents) that lead to traffic accidents 

(consequences). Thus, for example, the subject factor - human causes unfavorable 

situations as a result of not knowing or not respecting the regulations, rules and norms of 

traffic movement behavior, depending on their role in the traffic (driver, passenger, 

pedestrian, cattle runner, etc.). That, on the other hand, is a result of unpreparedness and 

insufficient human capacity for safe participation in the modern dynamic and developed 

traffic in whatever condition. Alongside the above stated, there are other conditions, 

occasions and reasons that create unfavorable situations, such as: psychophysical condition 

of the traffic participants, objective conditions of the traffic roads and traffic-technical 

regulations, traffic-technical culture, etc. The subjects of the road factor create 

(un)favorable situations even prior to the planning of the road desig, its building and 

reconstruction, its maintenance, equipping of the road signs, traffic-technical regulations, 

etc. Likewise, the subjects of the factor - vehicle create (un)favorable situations even prior 

to the construction of the vehicle, preparation-production, service, usage, maintenance, etc. 

In essence, the unfavorable situations of road traffic safety are manifested through many 

different forms: threats, dangers and traffic accidents/crashes. 

 Basically, traffic accident stands as the major degree of threat or (finalizing) in the 

unfavorable situations to people‘s safety and the safety of the traffic properties on the 

roads, with its manifestation of harmful consequences: loss of human lives, damages on 

human integrity (body injuries), material damages or damages to property, which form the 

social issue of road traffic safety. Depending on the degree of social danger, the scope of 

the harmful consequences and the 
i
conditions under which they arise, the unfavorable 

                                                      
1 Check: Inic.M, Bezbednost drumskog saobracaja, drugo izdanje, Savremna administarcja,Beograd,1987, str. 

32-40; Pantazijevik, S, Bezbednost saobracaja, Visha skola unutrashnjih poslova, Beograd,1994, str. 64-81; 

Lipovac.K, Bezbednost saobracaja, Sluzveni list, SRJ, Beograd, 2008, str. 61-64; 
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situations of road traffic safety are legally classified as traffic offenses (misdemeanors or 

felonies).  

2. TERM AND BASIC CHARACTERISTICS OF TRAFFIC OFFENSE 

 Traffic offense represents a special form of criminal conduct which is specific in 

the criminal (phenomenological, etiological and victim based), criminal law, penological 

and forensic view. Oftentimes, in the framework of national criminal law, the traffic 

offenses come in special groups of offenses: crimes and misdemeanors, and recently there 

have been efforts for regulation of these issues in the frames of the special law act i.e. 

traffic criminal law
2
. There is no existing unified definition for the term traffic offense

3
 in 

forensic literature. Depending on whether the authors prefer deviation from the criminal 

laws or other norms, there are many different approaches and definitions. Thus, for 

example, Andrea Makra
4
points that traffic offense is the offense which emerges in public 

road traffic and according to the tort law, the traffic offenses are incriminated as criminal 

acts and offenses in road traffic. Apart from the terms traffic offense, traffic accidents, 

deviant conduct in the traffic, there is yet another term that appears as – traffic (transport) 

indiscipline, a term which is more social than legal. Namely, traffic indiscipline can be 

viewed from many aspects: from a narrower aspect, we refer to the drivers of motor 

vehicles, and from a broader aspect, we refer to traffic indiscipline which by the way is 

rarely common in literature and it covers all conditions of indiscipline related to the 

factors: human-road-vehicle-environment. According to Zvonimir Separovic
5

, traffic 

offense represents a massive negative social condition with unlawful social conduct in 

traffic, which is manifested in contributing to or participating in or causing the occurrence 

of many different social conditions leading to threats and injuries of the participants in the 

traffic and/or destroying of material values in the traffic. Traffic offense is very specific 

and it differs from the rest of the offender conditions, being characterizes by three very 

striking characteristics: 1. potential offenders are all citizens, since the entire population 

takes part in the road traffic (in many different ways: drivers, pedestrians, passengers, etc.), 

2. all situations (events) in road traffic characterized by movements (a change in the place 

in a space) usually with speed greater than the natural body and psychophysical human 

capacities – which are increased by the power of the moving mechanized traffic means, 3. 

The danger as the reason for the occurrence of accidents or other human sufferings. Ljupco 

Arnaudovski
6
 believes that the term traffic offense covers all types of offenses in terms of 

the traffic rules of conduct: the criminal offenses as socially dangerous conducts according 

to which given consequences are triggered; social offenses as a type of irresponsible, 

undisciplined and incorrect traffic conduct of the legal and responsible parties, the traffic 

offenses as a type of undisciplined conduct which leads to abstract danger, as well as other 

types of deviant and asocial conduct of the traffic participants which violates the 

established rules of conduct. Vlado Kambovski
7
 states that in its essence, traffic offense is 

contained by both groups of unlawful acts incriminated in the road traffic criminal conduct 

and offences, out of which the former (criminal conduct) are characterized by threatening 

                                                      
2Check: Milutinović, M, Kriminologija, Savremena administracija, Beograd, 1969, str. 184-188;  
3 Slobodanka Konstantinović-Vilić i Vesna Nikolić-Ristanović, Kriminologija, Centar za publikacije, Pravnog 

fakulteta, Nis,2003, str.163-167; 
4 Makra, A., Zagreb, Prirucnik, 3/1988, str. 243-249; 
5 Šeparović, Z., Stradanje u prometu, Sigurnost i odgovornost u saobraćaju, drugo znatno izmijenjeno i 

prošireno izdanje knjige, Pravni fakultet – Zagreb, Zagreb-Beograd, 1987, str. 283-287; 
6 Арнаудовски.Љ. Криминологија, Скопје, 2007; str.403-418; 
7
 Камбовски.В., Казнено право, Скопје, 1977,str.399-423; 
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and specific negative consequences, while the latter (offenses) by their mass and abstract 

dangerousness. It is about a specific type of criminality; not a technical misconduct, a set of 

technical mistakes and omissions in the triangle: human – machine – road. Todor Kralev
8
 

likewise points out that traffic offense is a specific type of criminality and offender 

conduct, hence, the doer of such delict is a traffic offender.  

A particular issue is the high percentage of dark numbers (as latent danger) among the 

traffic violations. Thus for example, according to the research in Macedonia
9
 within the 

scope of the established and not established (dark numbers) socially dangerous conducts in 

road traffic, it is indicated that on average the number of not established (made-

undiscovered) socially dangerous conducts is 583 times larger than that of the established 

(discovered). More specifically, the following findings have been determined for certain 

types of traffic violations: speeding – 1:466; driving under the influence of alcohol – 

1:973; non-compliance with the priority rules of passage and improper passing – 1:179; 

improper movement of vehicles on pedestrian crossings – 1:5234; improper overtaking and 

passing – 1:941; improper movement, turning over and driving back – 1:211.  

 It is thought that traffic offense actually covers all types of violations of the rules 

of conduct in traffic:  law violations as socially dangerous conducts which by rule lead to 

certain consequences (traffic accidents and crashes); offenses as a type of irresponsible, 

undisciplined and incorrect conduct in traffic on the part of the legal and responsible 

entities; traffic violations as a type of undisciplined conduct which leads to abstract danger; 

as well as other types of asocial conduct of the traffic participants that violate the already 

established moral norms of conduct. The persons that are traffic offenders (criminal law 

and violations) and are pronounced guilty by final court judgment are traffic offenders.  

In the Republic of Macedonia, the traffic violations are incorporated in the Criminal 

Code
10

 in a special section under the number 27 which is entitled ―Criminal Bodies 

Against Public Traffic Safety‖ with the following incriminations: threats to traffic safety 

(act 297), threats to traffic safety by a dangerous act or mean (act 298), negligent 

surveillance of traffic (act 299), failure to provide help to an injured person in traffic 

accident (act301), hijacking aircraft or boat (act 302), endangering the safety of air traffic 

(act 303) and destruction or removal of traffic signs which serve for air traffic safety (act 

304).  In the stated incriminations, the main object of protection is the safety of the people 

and property in public traffic: road traffic (road transport), railway traffic, marine traffic, 

bus traffic and the cable cars traffic. Traffic Laws – the legal protection of the safety of 

people and property in the public transport is a complementary part of the vast legal 

regulations addressed to the above mentioned types of traffic. In terms of the numerous 

regulations in the public traffic area, related to the traffic rules, regulations and offenses, 

the most important are the Law on Road Traffic Safety
11

, which equals to the Railway 

Safety Act
12

 in the railway traffic, then the numerous regulations for water traffic – for 

marine traffic the Inland Waterways Act
13

 .   

                                                      
8 Кралев.Т., Криминологија на небрежната(сообраќајната) деликвенција, Скопје, 1988, str.151-156; 
9 Check more in the studies: Prevencijana soobrakajot na patistata vo SRM – Institut za socioloski I politichko-

pravni istrazuvanaj-Skopje, I Institut za kriminoloshka I socialoshka istrazubanaj, Beograd, Skopje,1986 

стр.196; 
10Law on Amending and Supplementing the Criminal Code, Official Gazette of the Republic of Macedonia, 

No. 19/2004, pp. 198-203. 
11Official Gazette of the Republic of Macedonia, No.169/2015; 
12Official Gazette of the Republic of Macedonia, No. 40/2007; 
13Official Gazette of the Republic of Macedonia, No. 55/2007; 
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 The extensive legal regulations in this vital social area have plenty of penal 

regulations. In this regard, there are two categories of legal offenses which are comprised 

in the overall term of traffic offense: traffic criminal offenses and traffic violations. The 

existence of the traffic criminal offenses and traffic violations leads to their differentiation. 

There are two stands: according to one of them, there is a qualitative difference between 

these two offenses, while according to the other, the difference is quantitative. One 

element that is suitable for grading – dangerousness can be taken as a criterion for 

differentiation, as it is the practice of the legislator, the degree to which the protected 

object is being violated: certain danger (criminal offense) and abstract danger (violation).  

 This criterion, however, is not consequently applied in the legislative plan. There 

are many other offenses whose classified forms consist of causing certain danger 

(therefore, the legislator adds this criterion under a special condition of incrimination to the 

main act of violation in road traffic according to Act 297 paragraph 1 CC of the Republic 

of Macedonia). On the other hand, some other acts against the safety of people and 

property in the traffic are constituted as abstract endangering acts (Act 304).  

       In theory, on the one hand, the legislations and the practice are present, as well as the 

tendency for separation of the traffic acts (it refers to the different types of threats) from 

classic criminality. That tendency might be intrigued by the low treatment of such acts, or 

by the request for their special treatment, out of the classic common criminal law 

institutions. It starts from the standpoint that the criminal act in traffic is not a criminal act 

indeed, but it is more of a ‗technical mistake‘ of its perpetrator, and that such acts are 

‗negligent torts‘ and that every driver that sits behind the wheel is a potential offender, etc. 

On the other hand, there is a standpoint which speaks of the non-separation of this type of 

criminality from the other types of criminal acts of threatening and of the consequent 

application of the criminal law common institutes; according to some contemporary views, 

such acts should be even treated more severely for such offense compared to other 

criminal acts. An illustration of this latter view are some requests for constitution of 

objective criminal responsibility in the traffic criminal acts area justified by the very 

dangerous character of many different acts in the traffic participation, as well as, in the 

heading of the assumed responsibility under the assumption of taking a risky turn (it has 

been said that by the very fact that a certain person goes into traffic using a certain risky 

object is viewed from the beginning with all its consequences that might arise!)
14

. 

 Considering the analyses of the statistical data of the convicted adults and minors 

(in the period 2004-2010)
15

, it is concluded that out of the convicted 64.334 adults for 

many types of criminal acts, 11.531 (18%) are convicted for criminal acts against public 

traffic safety. In the structure of the overall number of convicted, 5.169 minors for many 

criminal acts, 251 (5%) are convicted for criminal acts against public traffic safety.  

  

                                                      
14 Kambovski,cit.trud.str. 402.405; 
15 Државен завод за статистика на Република Македонија, Статистички преглед: осудени полнолетни и 

малолетни лица,Скопје, 2004-2010. 
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3. CERTAIN CHARACTERISTICS OF THE TRAFFIC ACCIDENTS IN THE 

REPUBLIC OF MACEDONIA 

 The traffic accident is an act on the road caused due to non-compliance with the 

traffic rules and regulations in which at least one vehicle in movement is involved and in 

which at least one person is injured or killed or passes away within 30 days from the 

injuries caused by the traffic accident, or if there is a material damage caused
16

.  Traffic 

accidents do not include the acts in which a mobile machine, a motor cultivator, a tractor 

or a cart that moves on some uncategorized road; or while moving, if it goes off an 

uncategorized road or it is overturned, or hits some natural barrier and there is no other 

participant, such as a vehicle or a pedestrian and when that event does not cause any 

damage to another person. The term ‗small material damage in a traffic accident‘
17

 is 

specified as a damage to objects and vehicles that have not suffered a damage on their vital 

parts for controlling and stopping and when the vehicles may move freely on the road. 

However, from a semantic point of view, the terms accident and crash are not synonymous 

and therefore there is a need for precise differentiation along with the introduction of the 

term in the legislative regulations. Hence, it is believed that the term traffic accident should 

be more precisely defined as ‗accident on the road in which at least one vehicle in 

movement takes part and in which a smaller material damage is caused‘, while the term 

traffic crash should be defined as ‗crash on the road in which at least one moving vehicle 

takes part and in which at least one person is injured or killed or passes away as a 

consequence of that crash within 30 days or a major material damage is caused‘
18

.  

The multifactorial influences on traffic safety necessarily impose the need for a 

multidisciplinary approach (sociological, legal, criminological – phenomenological, 

etiological, and victim-based, traffic – criminological, medical, psychological and other 

aspects) to the study and for an explanation of the complex issues of causal relationship of 

the factors which determine traffic accidents and traffic traumatism.  

Figure1. Overview of the traffic accidents in road traffic and their consequences in the 

Republic of Macedonia in the period 2005-2014
19
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In Figure 1 there is an overview of the traffic accidents in the Republic of Macedonia in 

the period 2005-2014. During the analyzed ten-year period, a total of 39.800 serious traffic 

accidents took place. In regard to the scope and dynamics, there is a rising oscillatory trend 

in the number of traffic accidents, wherein after the year of2007 their number is 

continually above 40100. The scope goes from 2.821 (in 2005) to 3.852 (in 2014) traffic 

accidents and the average in this analyzed period is 3.980, which means that on average 

                                                      
16 According to: Zakonza bezbednost na soobrakaj na patistata (ZBSP) clen 2/139. 
17 ZBSP, clen 2/140. 
18 Check more: Мургоски.Б. ― Некои аспекти за поимите сообраќајна незгода(несреќа) и за 

криминалистичката обработка‖ Научно списание, Битола, бр.3/2007, стр.59-62; 
19Drzaven zavod za statistika na Republika Makedonija, Statistichki pregled: transport, turizam I drugi uslugi; 
Trnsport I drugi komunikacii, Skopje, 2005-2014. 
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around 11 serious traffic accidents occur every day. In the analyzed ten- year period, 1574 

people (3.9%) died and 60.999 (96.05%) were heavily or lightly injured. On average, each 

year around 158 people lost their lives and 6099 people remained with permanent or 

temporary disabilities due to heavy or light body injuries.  Out of the total number of killed 

people on a yearly basis, on average around 5% were children (under 14).  

 Analyzing the data in terms of the structure of the traffic participants that made 

certain mistakes in their conduct (in the period 2005-2014), the following conclusion was 

derived: the greater part of the mistakes are caused by drivers – 92.7%, by pedestrians – 

6.2% and then by passengers, vehicles, roads and other reasons. Actually, the predominant 

mistakes are those made due to traffic misconduct of drivers and pedestrians, while the 

results of the low numbers of the other factors (road and vehicle) are paradoxical, and 

hence there is a need for a more specific research in the upcoming period.  

Analyzing the stated results in terms of the reasons for the occurrence of traffic accidents 

in the viewed period, the following distribution is evident: the most common reason is 

speeding on roads (40.19%), followed by non-compliance with the rules of the right of 

way (21.1 %), illegal movement and turning (14.63 %), not keeping the side and direction 

of movement (13.92 %), illegal overtaking (5.21 %) and driving under the influence of 

alcohol (4.95 %). 

 The above stated results and discoveries are unfavorable, worrisome and alarming 

in the scope, dynamics and consequences of the traffic offenses and accidents. It means 

that as a result of traffic accidents, on average, every year one smaller village and one 

classroom disappear from the demographic map of the Republic of Macedonia (158 people 

lose their lives and 6099 people remain disabled with permanent or temporary disabilities).  

 The research shows and indicates that in the upcoming period, the police, and 

especially the traffic police while controlling the traffic, should base its preventive 

educational and tactical operational activities on site on specific analyses and deeper 

knowledge of the phenomenological and etiological characteristics of the traffic offenders 

that create conditions for many different threats, dangers and traffic accidents. On such 

basis, they should continuously plan the regular or additional activities of police control 

over the traffic participants in times and places where the serious types of violations are 

manifested: speeding, non-compliance with the rules of right of way, illegal movement and 

turning, not keeping the side and direction of movement, illegal overtaking and driving 

under the influence of alcohol. Today, it is estimated that the largest potential of traffic 

safety lies in the change of conduct (20% to 40% in EU). In that direction, it is thought that 

in the upcoming period, the system of preventive and repressive measures conducted by 

the police should be focused on: 1) decreasing the number of stopping and controlling of 

the traffic participants that have not committed a violation (respect for the common risk); 

2) increasing the number of stopping and controlling of the offenders (increasing the 

specific risk); 3) raising the probability of detection of offenses while controlling the 

offenders (efficiency and correctness of control); 4) increasing the probability that the 

found offenders will be punished; 5) raising the awareness and responsibility of all 

participants in the traffic, with a specific attention on the offenders that the offenses will  

be revealed and sanctioned (increasing the subjective risk); 6) determining penalties that 

correspond to the offenses (damages and the risk they cause) and the offenders, which will 

deter them and other participants from committing such offenses). 
20

 

  

                                                      
20 Check more: Krsto P.Lipovac, Bezbednost saobracaja, Beograd, 2008, str.139-142. 
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4. POLICE PREVENTION IN ROAD TRAFFIC SAFETY 

4.1 The Term and Meaning of Prevention in Road Traffic Safety 

 Etymologically, the term prevention derives from the Latin word – praeverire 

(intercept, warn, avoid, stop), which in its essence means undertaking certain measures and 

activities for prevention of unwanted and harmful phenomena. Actually, road traffic 

prevention covers the system of rationally planned, optimally organized, coordinated and 

strategically directed measures and activities by all authorized institutions and interested 

subjects, in direction of removing the reasons and conditions which determine traffic 

offense and decreasing traffic traumatism (body injuries, death and major material 

damage). For the purpose of promoting road traffic safety, the Parliament of the Republic 

of Macedonia issues a National Strategy for Road Traffic Safety covering a five- year 

period. The National Strategy is created by a Coordinating body established by the 

Government of the Republic of Macedonia which is composed of eleven members – 

representatives of Government agencies, the National Council for road traffic safety, 

institutions and legal entities that are active in the area of road traffic safety with a mandate 

of six years
21

.  

 In the area of prevention, in addition to the authorized (Ministry of Transport and 

Communications, Ministry of Internal Affairs, Ministry of Education and Science, 

Ministry of Health, Ministry of Ecology) institutions (educational primary and secondary 

schools, faculties and institutes) and interested subjects (media and public sector), a greater 

role is played by the National and municipal road traffic safety councils, as well as the 

police in its continual legal function for prevention, control and regulation of traffic. 

Namely, the National Council for road traffic safety (hereinafter NCRTS), and 

municipality councils for road traffic safety in the municipalities and the city of Skopje 

(hereinafter MCRTS), which have a legal obligation and duty (Act 371) under special 

programs and plans (yearly, quarterly, monthly), continuously follow, analyze and perform 

tasks specifically aimed to coordinate : the promotion of the activities related to road 

traffic safety; the promotion of traffic education of the traffic participants, as well as the 

development of traffic-educational work of preschools and schools; the development of 

collaboration and coordination in the preventive work of the state authorities, institutions, 

legal entities and other subject on the issues of self-protection in the field of road traffic 

safety; preparation and participation in educational actions and activities in the area of 

traffic prevention; encouraging, developing and supporting the scientific research of road 

traffic; the procurement and publishing of educational traffic publications, movies, etc.; 

the organization of scientific forums for working in the area of road traffic safety; and the 

collaboration with the media, with the aim of timely, fully and objectively informing the 

public on the measures for promotion of traffic prevention and road traffic safety.  

The National Council coordinates, approves and finances the activities of the Municipality 

councils and the Council of the city of Skopje, which is part of its Annual Work Program.  

  

                                                      
21 clen.375 оdZBSP, Sluzben vesnik na RM― br. 169/2015 godinа. 
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4.2 The Police Preventive Activity for Road Traffic Safety 

 With respect to road traffic, the Ministry of Internal Affairs
22

 implements rules and 

takes measures which address road traffic safety as follows: monitors and analyzes the 

situation of road traffic; indicates the current issues in the road traffic area and suggests 

measures to address them; controls and regulates road traffic; controls the drivers and 

other road traffic participants in situations on roads and highways, equipment and traffic 

signals; carries out misdemeanor procedures for offenses which are defined as 

misdemeanors with exclusive jurisdiction for offenses under this Law; collaborates with 

the other authorized National bodies and legal entities, in the technical regulation of the 

traffic and traffic flows and their functioning; supervises the implementation of regulations 

and takes measures concerning road transport safety; performs professional and 

administrative matters related to the issuance of driving licenses and instructor licenses, 

registration of motor vehicles and trailers, as well as driving licenses, individual control 

cards and driver cards; participates in the activities related to the implementation of 

traffic education of the road traffic participants and performs other duties in accordance 

with the Law.  

 

4.3 The Preventive Role of the Traffic Police in Road Traffic Safety 

 Traffic police, as a specialized professional service in the police structure, 

organizationally and functionally encompasses a very significant part of the Ministry of 

Internal Affairs, which as well as the other security services, accomplishes significant 

safety duties in accordance with the positive regulations, with a special focus on the safety 

and regulations of road traffic. 

 Namely, each society, depending on its needs and prevailing views, determines the 

role, the need and the aim of the work of the (traffic) police. Most  police institutions, on 

scientific basis, establish a relationship with the citizens generally (publicrelations – PR), 

with segmented groups of certain security conditions and criteria (minors, drivers, 

pedestrians, speeding, etc), their organizations, assemblies, enterprises and associations 

(Institutionalized public) and its factors which form the public opinion (mass media 

means). The duties of the traffic police in the organization of road traffic safety are public, 

its methodologically practical approach is public and well known, its powers are prescribed 

and its activity has its influence on many traffic participants. The fundamental right of each 

citizen to be properly informed about the work of the State authorized institutions is the 

basis from which arises the obligation of the Ministry of Internal Affairs to inform the 

public about its work and the work of its specialized institutions. In addition to the 

accomplishment of its duties and the application of its powers, it is necessary to properly 

respect the primary principles of legality, objectiveness, ethics, indiscrimination, cultural 

behavior and respect for the human rights and freedoms.  

The traffic police identifies itself to the public with its visual identity, or uniformity, 

functional markings and the signs which they give to the traffic participants as part of 

control and regulatory interventions. On a daily basis, through traffic control and 

regulation, the traffic police officers make contact with a great number of citizens 

(domestic or foreign) that differ in culture, education, social background, status, function 

and society, age, health condition, etc. At the same time, the citizens make numerous and 

different direct contacts with the traffic police in the role of drivers, passengers and 

pedestrians.  

                                                      
22 Zakonot za bezbednost na soobrakajot na patiшtata (чл.5-ZBSP); 
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The relationship and collaboration of the traffic police with the institutionalized 

professional public is of a great importance. The relationship of the traffic police with the 

institutionalized public is mainly tied to the relationship with the mass media, state 

institutions, scientific-educational institutions, nongovernmental and other organizations. 

The mass media (television, radio, press) represent a major source of influence on the 

public opinion. In the process of building trust in the public, the openness of the Ministry 

to the mass media is very important, especially in terms of being more open and speaking 

more often in public on road traffic safety.  

 The scientifically-educational and specialized institutions and organizations and 

specialized associations which in their scope of work specifically contribute to the 

improvement of traffic safety, may be considered as professional public. The traffic police 

have their special contribution to the establishment of good relationships with this public, 

primarily with the aim of contributing maximally to road traffic safety. The collaboration 

with the scientific, educational and specialized institutions for such organizations means 

sharing and for the traffic police acceptance of specific knowledge, theoretical and 

practical models of road safety. This contributes to the promotion of the work of the traffic 

police and it allows constant expert evaluation and further development in the work 

methods of the traffic police.  

 In essence, all duties performed by the traffic police officers contain a preventive 

propaganda sense as well. As an example, the following part of this paper will give an 

overview of certain police preventive activities which have been undertaken in the past 

years in the Republic of Macedonia
23

, in the form of actions, analyses, research, advice, 

campaigns and other measures for greater road traffic safety: ―Wear a seat belt‖, a 

campaign for traffic safety – through a video; the campaign ―Turn on the lights‖, through 

posters, billboards and TV presentations; the campaign ―Three basic rules for safe driving‖ 

(with the main purpose to target foreign citizens). The presentation of these rules is aimed 

to increase road traffic safety: 1) use seat belts; 2) turn on the lights (even at day time); 3) 

do not use mobile phones (even the hands-free devices are not allowed). The campaign 

―Don‘t use a mobile phone while driving‖, as well as many other planned actions and 

campaigns organized by the traffic police on their own or in coordination with the National 

and municipality councils for road traffic safety.  

 

5. CONCLUDING VIEWS AND RECOMMENDATIONS 

 On the basis of the analyzed results from traffic accidents (in the period 2005-

2014), it may be concluded that road traffic safety in the Republic of Macedonia is 

unfavorable, due to the traffic accidents consequences, in which on average, around 160 

people lose their lives annually and over 6000 people remain with heavy or light injuries 

and substantial material damage is caused. The above stated results are alarming on their 

own and they concern and imperatively point to the need for additional efforts and 

engagement of all authorized institutions and interested subjects in society for 

improvement of the unfavorable conditions and road traffic safety. In this sense, due to the 

multifactorial influences on the occurrence of these unfavorable conditions and traffic 

accidents, it is necessary that the relevant institutions and subjects conduct additional and 

continual multidisciplinary research, with the aim of gaining precise information about the 

issues, conditions and reasons existing in the road traffic system: human-road-vehicle and 

                                                      
23 Policisko-preventivni aktivnosti se navedeni spored oficijalnata internet stranica na Ministerstvoto za 

vnatresni raboti na Republika Makedonija .mvr.gov.mk. 
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the environment, leading to dangers and fatal consequences. In the upcoming period, the 

problems in road traffic can be diagnosed precisely only with rational and well founded 

knowledge, and on such basis, the strategically planned activities in the National program 

for improvement and promotion of road traffic safety in the Republic of Macedonia can be 

upgraded with continuity and coordination. Otherwise, the efforts would represent only a 

declarative effort, without any significant positive effects on actual road traffic safety.  

 In the upcoming period, it is necessary to take urgent, coordinated, appropriate and 

more efficient measures and activities on the part of all authorized and interested subjects 

for improvement and promotion of road traffic safety in the Republic of Macedonia. In this 

way, it seems that it is necessary to ensure an additional engagement of all social potentials 

and resources for intensifying the educational and strategic measures and activities for 

raising the awareness and responsibility of each road traffic participant, as well as to 

effectuate the repressive measures of the public reaction against traffic offenses.  

 The traffic police, on the other hand, should continue with the upgrading of the 

common knowledge (and through comparative positive experience) on the current issues in 

traffic and through continuous collaboration with the scientific, specialized and broader 

public, give their maximum contribution towards the improvement of road traffic safety. 

On the basis of multidisciplinary and founded knowledge, the preventive-educative work 

should be modernized and further effectuated through continuous and creative 

collaboration with all authorized bodies, institutions and other interested stakeholders. In 

this direction, it is necessary to continue the most necessary preventive duties and 

activities: 1) continuous surveillance and monitoring of the signs for road traffic safety; 2) 

informing the citizens on the situation with road traffic safety; 3) helping and supporting 

other participants in the traffic; 4) participating in the preparation and strategy for road 

traffic safety creation of quality documents and their implementation in practice; 5) 

implementing special programs with risky and most vulnerable groups 

(vulnerableroadusers). The police can largely contribute to the initiation and 

implementation of such programs, thus allowing the identification of the vulnerable road 

users (the elderly,  children, pedestrians, impaired persons, riders on two wheels - 

vulnerableroadusers);6) participation of the police in the traffic education and 

implementation of preventive campaigns;  7) providing help and support in the preparation 

and implementation of the activities of school traffic patrols and citizen traffic patrols, as 

well as other activities that are in function of road traffic safety. 
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ABSTRACT 

 The term money laundering is integrally connected with the problem of corruption, 

organized crime, financial fraud, smuggling and other crimes that are conducted with the 

single purpose of making profit. The fact is that every year large sums of money are 

generated by illegal activities such as drugs, tax evasion, theft, corruption, human 

trafficking and so on. This problem causes major consequences on the national and 

international economy. Although there is a lack of scientific researches for connecting the 

macroeconomic variables and money laundering, from a theoretical point of view there is a 

strong connection between money laundering and macroeconomic variables.  

This paper aims to present the connection, impact and consequences of money laundering 

on national economies through the macroeconomic variables according to the theoretical 

literature review. There are several negative effects that money laundering makes on the 

economy, such as the effects on the real sector (business activities, relative prices, 

consumption, saving, output, growth), influence on the public sector (revenues, 

privatization efforts), effects on monetary economy and the financial sector.  

 Key words: money laundering, macroeconomic variables, negative effects, 

consequences. 

1. INTRODUCTION 

      The economic implications of money laundering are in a broad scale. Money 

laundering has negative effects on the overall economy, on the financial institutions, as 

well as on productivity, real sector, international trade and capital flows. Although in the 

past decades on a worldwide level, the need to provide economic security has taken a 

priority in the national and international agendas, money laundering remains a burning and 

matchless problem globally. Developing countries are still in the process of establishing 

the legal framework and transparency in the fight against money laundering, which makes 

them ideal for any combination of incriminating occurrences, hence they often bear the 

burden and consequences of modern money laundering.  

This paper aims to research the connection, influence and implications of money 

laundering through macroeconomic variables according to the theoretical approach. 

The macroeconomic approach according to IMF seeks to assess the magnitude of 

economic activities not generally counted in the official GDP—the underground 

                                                      
1 This work has been supported by the Croatian Science Foundation under the project number UIP-2014-09-
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economy—encompassing a wide range of activities, both illegal and legal that go far 

beyond the likely scope of financial abuse (including activities where no money changes 

hands, activities concealed because they are against the law and activities concealed 

because the resulting income is not declared to the tax or benefit authorities), including 

money laundering.
2
 

 Unfortunately there are only few researches about the connection between 

macroeconomic variables and money laundering. This paper relies on Quirk, Tanzi, Peter, 

Masciandaro, Stancu, Azzam, Bartlet and other researches which also give us some 

specific conclusions.  

 

2. LITERATURE REVIEW 

 In order to analyze the macroeconomic approach to money laundering, we will 

examine previous studies that relate macroeconomic variables to money laundering. There 

has been very scarce literature about qualitative analyses of the connection between 

macroeconomic variables and money laundering. Most authors theoretically explain what 

money laundering does to the economy. Some of the research main points of interest is to 

measure money laundering, but few of them attempt to  explain how strong the connection 

is: the Economic Implications of Money Laundering in Nigeria from Uyoyou Kingsley 

Ogbodo and Mieseigha, Masciandaro, Money Laundering: The Economics of Regulation, 

Economics of Money Laundering : A Primer,  also, Donato Masciandaro, The Illegal 

Sector, Money Laundering and the Legal Economy: a Macroeconomic Analysis, other 

papers speculate on the implications of broader financial stability - papers on particular 

economies (Nigeria: Chibuike U. Uche, "Money Laundering: A View from a Developing 

Country", Sierra Leone: Raymond Gilpin, "Macroeconomic Implications of Money 

Laundering in a Small, Open Economy. On the effects on a developed economy, 

AUSTRAC 1995, Chapter 11 ("Effects on the Australian Economy") and Chapter 12 ("The 

Effects of Overseas Money Laundering"). The AUSTRAC 1995 study contains some 

analyses that are applicable, with some modification, to the real sectors of developing 

economies
3
, Peter Reuter and Edwin M. Truman, Chasing Dirty Money, Muddying the 

Macroeconomy Peter J . Quirk and others. 

 

3. MACROECONOMIC VARIABLES AND MONEY LAUNDERING - 

CONNECTION 

 Macroeconomist studies have aggregated indicators such as GDP, unemployment 

rates, national income, price indices and the interrelations among the different sectors of 

economy to better understand how economy functions on the whole. Macroeconomists 

develop models that explain the relationship between such factors as national 

income, output, consumption, unemployment, inflation, savings, investment, international 

trade and international finance. In contrast, microeconomics is primarily focused on the 

actions of individual agents, such as firms and consumers and how their behaviour 

determines the prices and quantities on specific markets. Some of the measures and 

                                                      
2 INTERNATIONAL MONETARY FUND Financial System Abuse, Financial Crime and Money 

Laundering— Background Paper Prepared by the Monetary and Exchange Affairs and Policy Development 

and Review Departments In Consultation with Legal and other Departments Approved by Jack Boorman and 

Stefan Ingves February 12, 2001 
3 The negative effects of money laundering on economic development Brent L. Bartlett International 

Economics Group Dewey Ballantine LLP For The Asian Development Bank Regional Technical Assistance 

Project No.5967 Countering Money Laundering in The Asian and Pacific Region May 2002 
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analyses of the macroeconomic approach are built on estimates of the underground 

economy and the approach produces implausibly high estimates. 
4
 

While macroeconomics is a broad field of study, there are two areas of research that are 

emblematic of the discipline: the attempt to understand the causes and consequences of 

short-run fluctuations in national income (the business cycle) and the attempt 

to understand the determinants of long-run economic growth (increases in national 

income). Macroeconomic models and their forecasts are used by governments to assist in 

the development and evaluation of their economic policy.
5
 

 To prove that money laundering is significant for macroeconomy, it is necessary to 

show that it involves large sums relative to the overall economic activity. Attempts by 

macroeconomists—mainly in the 1980s—to measure the underground economy had 

actually measured money laundering (although this was not specifically stated) because 

they looked at the displacements in time series for currency demand associated with, for 

example, higher taxes, and thus tax evasion. Another approach to estimation, used by the 

law-enforcement community rather than by economists, was to build up estimates by crime 

category (a ―microeconomic‖ approach), based on street knowledge; sampling; and 

detailed medical, social, and financial/tax records.
6
 

 According to Schneider (2008), money laundering and GDP are negatively related. 

The larger the country, the less it will launder in its dynamic model. Also Argentiero, 

Bagella and Busato (2008) find a negative relationship between GDP and laundering in a 

dynamic two sector model:  A negative correlation scenario is relatively more 

economically reasonable, since although an increasing regular sector would mean more 

chances to launder money, there are idiosyncratic costs both from working into the 

underground sector (the lack of social security contribution and social insurance) and from 

laundering money (penal sanctions) which makes them relatively more costly than regular 

economy. Therefore, when the benefits of belonging to regular economy increase (i.e. a 

positive phase of the business cycle), criminal economy should weaken, as well as money 

laundering.
7
. 

 The effects of money laundering on the macroeconomic scene are numerous and 

could be devastating. These include volatility in exchange rates and interest rates due to 

unanticipated transfers of funds, fall in asset price due to the disposition of laundered 

funds, misallocation of resources in relative assets, commodity prices arising from money 

laundering activities, loss of confidence in markets caused by insider trading, fraud and 

embezzlement etc. Other indirect economic effects are higher insurance premiums for 

those who do not make fraudulent claims and higher costs to businesses, therefore 

generating fewer profits which make it difficult to break even. Quirk ‗et al (1997) stated 

that money laundering has the ability to penetrate the global financial system and also alter 

economic data. Also, according to Brent (2002), when considering the effect of money 

laundering on developing economies, it is particularly useful to distinguish among five 

                                                      
4 Peter Reuter and Edwin M. Truman, Chasing Dirty Money, The Fight Against Money Laundering, Peterson 

Institute for International Economics, November 2004, ISBN: 9780881323702 
5 Mankiw, N. Gregory (2014). Principles of Economics. Cengage Learning. ISBN 978-1-305-15604-3. 
6 Money Laundering: Muddying the Macroeconomy PETER J . QUIRK 
7 Brigitte Unger, The Gravity Model for Measuring Money Laundering and Tax Evasion, Paper prepared for 

the Workshop on Macroeconomic and Policy Implication of Underground Economy and Tax Evasion, 

February 5-6, 2009 at Bocconi University, Milan, Italy 
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directions that money laundering flows may take with respect to such economies as 

explained below:  

a. Domestic money laundering flows in which illegal domestic funds are laundered 

within the country and reinvested or spent within the economy.  

b. Returning laundered funds originating in a developing country, which are 

laundered abroad and returned for integration.  

c. In bounds funds, for which the predicate crime occurred abroad, are either initially 

laundered abroad or within the developing country and intimately are integrated 

into the developing economy.  

d. Out bound funds, which typically constitute illicit capital flight from the 

developing economy, do not return for integration in the original economy.  

e. Flow-through funds enter the developing country as part of the laundering process 

and largely depend for integration elsewhere, thus playing little or no role in the 

economy itself
8
. 

According to (Azzam 2013), there are eight tightly connected relations of money 

laundering and macroeconomic variables. The first one is about low down national income 

as a result of smuggling money to be laundered abroad by foreign banks.  

Also, poor distribution of national income: Money laundering operations affect negatively 

the distribution of national income because the source of the laundered funds is illegal.  

Deficit of domestic savings means that whenever money laundering operations increase, 

the rate of domestic savings is less, and the reason for this is capital flight out due to 

corruption and political or administrative issues. On the other hand, if money is laundered 

through kind actions, such as buying gold or check, it means money trend for recreational 

consumption which does not benefit the community, and the most dangerous thing, when 

there is a shortage in domestic savings it will lead the state to borrow from abroad and 

increase the proportion of foreign debt and thus burden the national economy.  

 Devaluation of national currency: Money laundering operations negatively affect 

the value of the national currency, where the demand for foreign currency increases 

because it is converted to local funds laundered into foreign currencies so as to smuggle 

them out when the demand for foreign currency increases and the demand for the local 

currency (the Dinar) decreases; this leads to a decline in the value of the currency and 

degradation.  

Increase in the unemployment rate: Money laundering operations and the unemployment 

rate cannot be separated and this is linked to money flight from the domestic country 

abroad through banking channels.  

 The negative impact on the efficiency of the overall economy: Economic 

efficiency means the stage when the highest possible benefit to the economy is achieved 

from the available resources through an appropriate economic mechanism that reflects the 

optimal price system. Therefore, the falling currency and rising unemployment and 

inflation distance the economy from economic efficiency.  

 The high inflation rate: Inflation is increasing production for consumption and 

raises the prices with a shortage of savings. Therefore, the money laundering operations 

lead to a rising inflation rate through export inflation of the advanced industrialized 

countries where money launderers feel safer because their income is removed from the 

                                                      
8 The Economic Implications of Money Laundering in Nigeria Uyoyou Kingsley OGBODO1 Ebipanipre 

Gabriel MIESEIGHA2 1,2Department of Accountancy, Faculty of Management, International Journal of 

Academic Research in Accounting, Finance and Management Sciences Vol. 3, No. 4, October 2013, pp. 170–
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country to the industrialized countries. Similarly, the occurrence of inflation in 

industrialized countries leads to rising prices, hence the domestic country imports from 

these countries and the result is rising prices in the country.  

 Disruption of the pattern of consumption: Money laundering leads to an increasing 

demand and a rising price level and decreasing the purchasing power of the currency. And 

the increase in inflation leads to lower consumption of the low-income earners who get a 

legal income while increasing the consumption of the high-income earners which is illegal 

income, which does not achieve justice in the society.
9
 

Generally, as some phases of money laundering transactions are "underground" or in the 

informal sector of economy, such transactions do not appear in the official monetary and 

financial statistics, thus giving misleading information to policymakers attempting to 

manage the macroeconomic variables, such as monetary levels, interest rates, inflation, and 

exchange rates.
10

 

 

4. THE IMPACT OF MONEY LAUNDERING ON THE ECONOMY 

 Money laundering has potentially disastrous economic, security and social 

consequences. The modernization of the financial systems facilitates trade and also allows 

criminals to transfer millions of dollars at any time by electronic means. Money is 

laundered through exchange of currency, stock, brokerage houses, gold, dealers, casinos, 

insurance companies and trade companies, banking instruments, offshore banking, shell 

corporations, free trade zones, electronic payment. Uncontrolled, money laundering can 

erode the integrity of the financial institutions. Due to the high integration of capital 

markets, money laundering may adversely affect currencies and interest rates. Money 

laundering in global financial systems can undermine national economies, that is, it 

represents a serious problem and a threat to national and international security. 

Money laundering leads to negative effects on economic and social trends such as: 

Money laundering represents a dangerous threat to the public confidence, the work of 

public institutions and government, which directly causes huge damage to national 

economy. The occurrence of money laundering results in: increase of tax evasion, 

avoidance of the legislation, smuggling and transferring much of the funds abroad, which 

directly leads to tax increase for the taxpayers. 

 Money laundering directly undermines the financial markets. Money made from 

crime is partly used for corruption of the employees in the financial markets, causing 

irreparable damage to the financial institutions and market credibility. This money is used 

for eroding the banking system. 

 Money laundering systematically destroys the economic institutions of market 

economy, undermines the democratic political structure and political stability. Legal 

instability and increased corruption reduce the interest of foreign investors. This 

incriminating phenomenon is a problem not only for the emerging markets, but also for the 

world major financial markets. The negative impacts of money laundering tend to grow 

                                                      
9 Taghreed Azzam, Amal Fadel Tommalieh,  Money Laundering and its Impact on the Jordanian Economy, 
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especially in the emerging markets. A review of the micro and macroeconomic framework 

helps explain why money laundering is a complex threat, especially for the emerging 

markets. 

 However, to understand what happens in economy and how money laundering 

affects the economic development, assets (such as cash hoarding, savings in a bank 

account, or investments in legitimate economy) must be separated from transfers (transfers 

within the national economy and across borders).
11

 

 Negative effects on the private sector: One of the most serious microeconomic 

effects of money laundering is mostly evident in the private sector. Money launderers often 

use companies to achieve their goal by mixing revenues which are provided through illegal 

activities and legally earned funds. The most common form of business organizations that 

are used for such purposes are privately owned organizations and partnerships which serve 

as a mask for entering revenues in the financial system. These business organizations can 

provide services at and below market interest rates, offer products at prices lower than the 

costs of the manufacturer. Thus, they have a competitive advantage over the other business 

organizations that operate legally and this can result in a reduction of the private sector and 

even lead to negative macroeconomic effects.  

 Undermining the integrity of financial markets: The financial institutions that rely 

on the revenues provided by means of crime are faced with additional challenges to 

properly manage their assets, liabilities, and operations. If large sums of money are 

integrated into a financial institution, but then suddenly disappear without warning, can 

result in problems with liquidity of the bank's operations. In addition to the above stated, it 

also has an impact on the investments and money laundering can lead to increased 

responsibility and awareness of quality risks in the financial system. When that happens, it 

can create systemic risks for the financial services industry and, consequently cause a loss 

of confidence and credibility in the system. 

 Loss of economic policy control: In some countries, illegal revenues affect the 

volume of money supply in circulation, i.e. the effectiveness of the monetary and fiscal 

policy, resulting in a loss of control of the economic policy by governments. Money 

laundering reduces tax revenues and thus indirectly harms honest taxpayers. It also 

complicates tax collection of the Public Revenue Office and, in this way, this loss of 

income generally means higher tax rates and/or lower public spending. 

Money laundering can also adversely affect currencies and interest rates in countries 

where criminals reinvest their money through schemes less likely to be detected, and on 

the other hand where rates of return are higher. Money laundering can increase monetary 

instability, cause misallocation of resources and create distortions in the competitiveness 

of the prices of goods. 

 In short, money laundering and financial crime can result in inexplicable changes 

in money demand and increased volatility of international capital flows, interest rates and 

exchange rates. The unpredictable nature of money laundering, along with the loss of 

political control, can lead to difficulties in achieving the economic policy. 

Money laundering has a direct impact on the foreign exchange market in any economy. 

The foreign exchange market is vulnerable due to the volume of money involved in the 

trade. The movement of assets with suspicious origin, from one jurisdiction to another, can 

                                                      
11 Stuart Yikona, Brigitte Slot, Michael Geller, Bjarne Hansen, Fatima el KadiriI,ll-gotten Moneyand the 

EconomyExperiences from Malawi and Namibia, the world bank study,2011, page 3 
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cause volatility in the foreign exchange rates and a domino effect in the regulation of the 

cash flows and inflation increase. 

Another economic implication of money laundering is that it could affect the overall 

distribution of incomes, thereby creating distorted economic indices and, consequently, 

inappropriate allocation of the limited resources. 

 Economic disruption and instability: Money launderers are not interested in the 

profits from their investments, just in protecting their revenues. They "invest" their funds 

in activities that have no economic benefit for the country where the assets are located. 

Also, investments can be of low quality that will result in slower economic growth. In 

some countries, for example, the entire industry, such as construction and hotels are funded 

not because of actual demand, but for short-term interests of money laundering. When 

these industries are no longer useful to money launderers, they leave the market by causing 

a collapse of these sectors and enormous damage to the economies. 

Risks of Privatization: Money laundering threatens the efforts of many countries to create 

appropriate reforms in their economies through the privatization wave. Although 

privatization is often economically beneficial, it also can serve as a vehicle for money 

laundering. 

 Reputation risk: In the modern process of intensive international cooperation and 

liberalization of the financial flows, no economy can afford insufficient respectability and 

credibility or weak financial institutions, both in the domestic and the external 

surrounding. Confidence in the markets is constantly undermined by money laundering 

and financial crime, as well as by other revenues resulting from criminal deeds such as 

financial fraud, insider trading of securities and embezzlement. This can result in reduced 

growth rates and reduced development of the country. Also, once the financial reputation 

of the country becomes disturbed, its revival is very difficult and requires considerable 

resources to fix the problem that could have previously been prevented by appropriate 

money laundering prevention and control policy.
12

 (Ass. Prof. Snezhana Mojsoska 2013) 

The negative reputation that results from these activities diminishes the legitimate global 

opportunities and sustainable growth while attracting international criminal organizations 

with undesirable reputations and short-term goals. This can result in impeded development 

and economic growth. Furthermore, once the country‘s financial reputation is damaged, it 

is very difficult to revive it and significant government resources are necessary to rectify 

the problem that could be prevented with proper anti-money-laundering controls.
13

 

 

5. CONSEQUENCES OF MONEY LAUNDERING 

 Using macroeconomic variables, according to Quirk, we can determine the 

macroeconomic consequences of money laundering: 

 a) policy mistakes due to measurement errors in macroeconomic statistics arising 

from money laundering;  

 b) changes in the money demand that seem unrelated to the measured changes in 

fundamentals;  

 c) volatility in exchange and interest rates due to unanticipated cross border 

transfers of funds;  

                                                      
12 John McDowel,THE CONSEQUENCES OF MONEY LAUNDERINGAND FINANCIAL CRIME,Money 

Laundering - Economic Perspectives - State Department,May 2001, page 3  
13 THE CONSEQUENCES OF MONEY LAUNDERING AND FINANCIAL CRIME By John McDowell, 

Senior Policy Adviser, and Gary Novis, Program Analyst, Bureau of International Narcotics and Law 

Enforcement Affairs, U.S. Department of State 
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 d) other country-specific distributional effects or asset price bubbles due to 

disposition of "black money";  

 e) development of an unstable liability base and unsound asset structures of 

individual financial institutions or groups of such institutions, creating risks of systemic 

crises, and hence, monetary instability;  

 f) effects on tax collection and public expenditure allocation due to income 

misreporting and underreporting;  

 g) misallocation of resources due to distortions in the relative asset and commodity 

prices arising from money laundering activities; and  

 h) contamination effects on legal transactions due to the perceived possibility of 

being associated with crime. 
14

 

 These social, economic and political consequences of ML have been further 

elaborated in literature into 25 categories set out as follow: 1) Losses for the victims and 

gains for the perpetrator; 2) Distortion of consumption; 3) Distortion of investment and 

savings; 4) Artificial increases in prices; 5) Unfair competition; 6) Changes in imports and 

exports; 7) Effects on growth rates; 8) Effects on output, income, and employment; 9) 

Lower public sector revenues; 10) Threatened privatization; 11) Changes in demand for 

money, exchange rates and interest rates; 12) Increases in exchange- and interest-rate 

volatility; 13) Greater availability of credit; 14) Higher capital inflows and outflows; 15) 

Changes in FDI; 16) Risks for financial sector solvency and liquidity; 17) Effects on 

financial sector profits; 18) Effects on financial sector reputation; 19) Illegal business 

contaminates the legal business; 20) Distorted economic statistics; 21) Corruption and 

bribery; 22) Increased crime; 23) Undermined political institutions; 24) Undermined 

foreign policy goals; 25) Increased terrorism. The monitoring of regulated markets 

involves, among other actions, the detection of atypical movements and behaviour. When 

checking provided and/or collected atypical information, it will be up to the supervisors to 

identify remotely (off site) or presentably (on site) whether these abnormalities relate to: a) 

Causes within the economic rationality; b) Circumvent regulatory limits; c) Operational 

errors; d) Fraud in an attempt to get extra financial gains; e) Concealment or hiding of 

assets of illicit origin-money laundering. In short, in most cases it is difficult to do without 

direct questioning or request documents and other information to conclude about the real 

causes of abnormalities. Accurate diagnosis is essential to assess the consequences and 

seek appropriate solutions
15

. 

 

6. PROBLEM FOR DISCUSSION 

 Money laundering as a complex criminal offence makes hard work for the police 

and the judiciary in the system of the Republic of Macedonia. Everyone must be prepared 

to recognize and fight against money laundering. From an economic point of view, money 

laundering can be in relation with tax evasion, transactions, electronic payment, financial 

system, banks etc. and therefore, there is a low perception of what money laundering is. 

According to data from the state statistical office, there are 8 total reported perpetrators of 

money laundering and 15 convicted persons for the criminal offence money laundering 

(Table 1 and Table 2).These numbers are very small in the total number of 344 cases of 

crimes against public finances, payment operations and the economy, which is also the 

                                                      
14 Mauro Salvo, Money Laundering as a Threat to Financial Stability: a risk-based approach, Analyst at Central 

Bank of Brazil 
15 ibid 
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general negative conclusion of Moneyval Committee. The complexity of money 

laundering and its similarity with other crimes against public finance and payment 

operations lead this small number of convictions. There is also a lack of information from 

the statistical office about the value of the crime, indication (whether it was through STR 

or in another way), the age of the perpetrators, their social status and other relevant 

information. By definition, money laundering can only take place when there is an 

underlying crime (‗ a predicate offence‘ ) which gives rise to illegal proceeds which are 

then laundered, i.e. brought back into the legal circuit of the economy. If drugs were legal, 

their sales proceeds would not have to be secretly laundered. Mostly, the definition refers 

to bringing money back into the legal circuit by using the financial system (see Unger 2007 

Chapter 1 for an overview of money laundering definitions).  Tax evasion can be part of 

fiscal or financial fraud, which constitutes a predicate crime for money laundering in most 

countries. However, when looking at the legal definitions of money laundering and law 

enforcement in different countries, one can see that a large part of tax evasion is often 

excluded from the money laundering definitions or from enforcement.  

The lack of this information leads to poor analyses of the connection of money laundering 

with macroeconomic variables. Furthermore, there is a small number of trainings in the 

financial and non-financial institutions, as well as in all institutions in the first pillar of 

countering money laundering. All training should be related in order to recognize the 

money laundering process and find a solution in fighting money laundering.  

 

Table 3 Reported adult perpetrators of money laundering for 2015 

 
Source> State Statistical Office, 2015 
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Table 4 Convicted adult perpetrators by types of criminal offences and applied for 2015 
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7. CONCLUSION 

 Money laundering is a derivative crime of a multi-dimensional and multi-

disciplinary nature. 

 Money laundering, financial crime and terrorist financing have shattered the myth 

of capital neutrality. The negative economic effects of money laundering on economic 

development are hardly measurable and as difficult as the assessment of the extent of 

money laundering. Money laundering, undermining the efficiency, functionality and 

security of the financial institutions and financial system (which are of crucial importance 

for the economic growth and development and thus for social prosperity), reduces the 

efficiency of the macroeconomic policies, reduces the productivity in the real sector of the 

economy (through improper allocation and reallocation of the resources) and encourages 

criminal and corruptive activities in the country. The phenomenon of money laundering 

can also have distortive effects on the international trade and on the capital flows, and 

hence creates an inhibitory effect on the long-term economic development. Money 

laundering influences national economy. 

 By analysing and connecting money laundering and macroeconomic 

consequences, we can conclude that there are several key points: low income, low 

domestic savings, vulnerable domestic market, higher inflation rate, unfair market prices, 

higher unemployment rate and lower economic growth.   It is most important to find a way 
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for policy measurements firstly to measure money laundering and then identify the major 

weakest points and take preventive measures for this complex criminal activity. 
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ABSTRACT 

Corporate governance as a relatively new creation appeared because of the need of 

multinational companies to govern in the best possible way, which would consequently 

improve the overall functioning of the companies and eventually result in achieving the 

governance objectives and increased profit as one of the main interests of capital owners. 

In the countries of the region which are in a process of transition, the concept of corporate 

governance is prescribed by law, as part of the external requirements, primarily by the 

European Union. Since we are talking about countries which abandoned the socialist 

economy of the past or countries that were relatively economically backward, the 

introduction of the corporate governance concept should contribute to a better organisation 

of the companies and more advanced business which would help achieve a better 

performance and higher profitability. This paper deals with the question whether the 

concept of corporate governance has been sufficiently accepted and applied in these 

economies. Furthermore, this paper discusses the issue whether corporate governance and 

internal control influence the appearance of corporate crime. At the end of this paper it has 

been established that internal control starts with corporate governance and as a result, 

effective fraud prevention techniques are founded on strong internal control.            

 

Key words: corporate governance, corporate crime, transitional economies, internal 

control. 

 

1. INTRODUCTION 

Corporate governance represents a set of rules, practices and processes which the 

management implements in order to reach the company objectives. Modern and developed 

economies, such as the USA, Great Britain, Germany and Japan have gone far in the 

sphere of corporate governance, since it has become a developed practice in these 

countries. On the other hand, countries which are not so developed or are in the process of 

development or transition lag behind to a great extent with regard to the implementation of 

the principles of corporate governance in their surroundings. However, modernization and 

globalization have contributed to the implementation of the principles of corporate 

governance of the developed countries into the countries whose social–economic structure 

is often not sufficiently developed to understand and implement them.  

This especially refers to the countries in the region
1
, notably the countries which are 

in the process of accession to the EU and which are currently subject to evaluation by the 

European Commission which also includes, among numerous issues which are being 

                                                      
1 Serbia, Bosnia and Herzegovina, FYR of Macedonia, Kosovo, Albania and Turkey. 
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discussed, the issues related to the economic criteria, which comprise corporate 

regulations, corporate structure and governance
2
.  

 This paper considers corporate governance, the corporate governance in transitional 

economies and the link between corporate governance and corporate crime. At the end of 

this paper, some conclusions are given with the aim of improving corporate governance.        

 

2. CORPORATE GOVERNANCE 

Corporate governance is a relatively new creation devised because of the need of the 

multinational companies to govern in the best possible way. Its purpose is to improve the 

overall functioning of the company, which would eventually result in achieving the 

governing objectives and increased profit as one of basic interests of capital owners. 

However, it is a known fact that the countries which created the corporate governance 

concept had certain problems in its implementation, which primarily refers to major 

corporate financial scandals, frauds committed by top management or company owners. 

These had a significant influence on the already fragile trust of the investment public, as 

well as the investors. There was a crisis of corporate governance because essentially 

corporate governance resulted in top management criminal activities, the so called ―white 

collar crime‖ (Slović, 2014, pp. 68), causing huge damage to entire economies. In the 

USA, the Association of Certified Fraud Examiners published an extensive report on the 

status of fraud and white-collar crime in the USA and named it Report to the Nation on 

Occupational Frauds and Abuse (the so-called Wels‘s Report, 1996), which was followed 

by the adoption of the Sarbanes-Oxley Act by the American Congress (2002). In Britain, 

the Committee on the Financial Aspects of Corporate Governance was set up as a response 

to the corporate governance crisis. The Committee identified the causes of the crisis and 

gave certain recommendations in its Report of the Committee on the Financial Aspects of 

Corporate Governance (1992, so-called Cadbury's Report) which were not compulsory, but 

the principle ―comply or explain― was applied.  Regarding the presented information, we 

can definitely say that developed economies are facing very serious issues regarding 

corporate governance. One of the issues is the specific form of crime – corporate crime, 

which generally causes severe damage and instability of the economic system.  

Bad corporate governance is a risk which can cause doubts of shareholders, creditors 

or investors in the reliability and integrity of the company itself and all the information 

which it presents to the public, which, in turn, has consequences for the company, but it 

can as well influence the economy of the country. If we know that the economy of every 

country is the basic system of its economic and social development, it is necessary to solve 

all the problems of any nature which arise in this area immediately, in order to prevent 

their escalating and slowing down the growth and development of the country as the basic 

objective of the creator of the economic policy. Developed economies take actions, so they 

could use prevention to resolve these issues, but at the same time they review the selected 

and existing solutions looking for better ones all the time
3
.  

                                                      
2 See EU Progress Reports http://ec.europa.eu/neighbourhood-enlargement/countries/package_en 
3 See Jordan C., Cadbury Twenty Years On  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2116078, 

K.V. Peasnell, P.F. Pope and S. Young, Accrual Management to Meet Earnings Targets: Did Cadbury Make a 

Difference?,  https://papers.ssrn.com/sol3/papers.cfm?abstract_id=163990,  Keay,Accountability and the 

Corporate Governance Framework: From Cadbury to the UK Corporate Governance Code 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2143171 
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When corporate governance came to light in the 1980s, it caused huge 

improvements and considerable results, as well as advancement of the system of 

governance at a higher level.                      

Influenced by accelerated globalisation, especially in the sphere of development of 

the contemporary global market, the new governance concept implemented primarily in 

the developed countries gave very good results in the developing countries, as well as in 

the less developed countries. The new system had the task to introduce certain rules, codes 

of conduct into business and governance and they had to be applied a priori, followed and 

controlled very easily, hence giving initial results and increasing the profit of the capital 

owners. Then the economic crisis occurred which spread quickly to other countries, first to 

the surrounding countries and then globally in the entire world and all the deficiencies of 

the ‖ideal‖ system of corporate governance emerged.  

It is undeniable that organised corporate governance significantly contributes to the 

economic development of both the company and the country as a whole, but politics and 

the system of corporate governance created a range of irregularities as a by-product, as 

well as suitable environment for the emergence and development of corporate crime. In the 

late 1980s, and afterwards in the 1990s and 2000s, this became a widespread occurrence
4
 

which caused serious damage which is difficult to sum up.   

 

2.1. Corporate Governance and the Countries in Transition 

In parallel with the development of international corporations and their corporate 

governance, the problem of the legal environment and the protection of investors in certain 

countries is also on the rise. La Porta and others in their study
5
 (1997) confirm that the 

legal environment, as described both by legal rules and their enforcement, matters with 

regard to the size and extent of the country‘s capital market (LLSV, 1997, pp. 1149). 

Corporate governance is a relevant factor in the development of the overall economy, 

therefore the underdeveloped corporate creates a high risk in the economic system. In this 

consideration, it is necessary to have in mind all the differences and specific characteristics 

of the developed market economies and the economies of the former socialist countries 

that are in transition. One of the crucial problems in post-socialist economies is the 

problem of the private ownership of the companies, versus the previously social or state 

owned companies. Unlike developed market economies, where the main focus of corporate 

governance has been on the potential conflict of interests of shareholders and managers 

(He and others, 2016, pp. 86), in post-socialist countries the main focus is on the difficulty 

to establish private ownership of the companies which will be independent from the states 

interventions. Post-socialist countries solved that problem with mass privatization in order 

to destroy the existing structures of state control mechanisms. Since weak government 

cannot build institutions that are needed to support complex market economy, an 

institutional vacuum has been produced (Black, Kraakman, Tarassova, 2000, pp. 1803). 

LLSV study finds that law matters and ―that public and private institutions are less 

effective in countries exhibiting low levels of trust among citizens. It is possible that some 

broad underlying factor, related to trust, influences the development of all institutions in 

the country, including laws and capital markets― (LLSV, 1997, pp. 1191). Similar findings 

are given by Pistor and others (2000) where the corporate governance is an integral part of 

                                                      
4 See Thibodeau J.C., Freirer D., (2009), Accounting and Auditing cases - Investigating Issues of Fraud and 

Professional Ethics, McGraw-Hill Irwin 
5La Porta, Lopez-De-Silanes, Shleifer, Vishny – LLSV study 

https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=68989
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state governance, and if the effective system of external private finance requires a credible 

commitment by the state that private rights will be enforced and protected, and not 

undermined by state interventions, than the law in the books can make a difference (Pistor, 

Raiser, Gelfer, 2000, pp. 16). Dyck (2001) in his study shows that in countries with 

ineffective legal protection, concentration is the only recorded ownership structure. This 

evidence is consistent with the argument that dispersed ownership structures are 

undesirable and unsustainable in countries with weak supporting governance institutions. 

Furthermore, it is consistent with the argument that ownership concentration is a substitute 

governance mechanism (Dyck, 2001, pp. 66).  

If corporate governance showed certain deficiencies in its implementation in 

developed countries, what is its influence in the countries in transition or the developing 

countries? Is the introduction of the concept of corporate governance as a ready-made 

solution, developed and adapted to the developed economies, the right solution for the 

countries in transition and the developing countries?  

The research conducted by Berglöf and Von Thadden gave certain answers to these 

questions, namely (Berglöf, Von Thadden, 1999, pp. 24-26):    

-  All international guidelines must recognize the international differences in 

governance systems; 

-  The general accounting rules and transparency requirements of the OECD 

guidelines should be a benchmark; 

-  The protection of external investors is more important in transition economies 

than in developing countries; 

-  The development effect from any program that focuses solely on the plight of 

small shareholders is likely to be very small; 

-  The protection of creditors is more important than that of shareholders in 

developing and transition economies; 

- The short- and medium-term emphasis on investor protection should not be on 

creating liquid markets for shares and corporate bonds; 

- In the long term, liquid securities markets can be important for attracting foreign 

portfolio investment; 

- Reforms focusing on enforcement are more important, and more difficult, than 

the changes to the letter of the law; 

- Reforms must recognize the complementarity of different parts of the law and 

political institutions; 

- In many contexts the most immediate concern is to protect the stakeholders other 

than shareholders; 

- The implementation and enforcement of the fundamental corporate governance 

reform will in many cases require external conditionality; 

- The effective corporate governance reform will often require a combination of 

threats and co-optation of the main actors. 

In the countries in the region undergoing transition, the concept of corporate 

governance is prescribed by law, as part of the external requirements, primarily by the 

European Union. However, what appears to be the real problem in the countries in the 

region is the fact that the adopted laws and other regulations, including the ones related to 

corporate governance are not applied consistently, so their application is far more 

important and difficult than the change of the law (Gilson, 2016, pp. 43). Since we are 

talking about countries which abandoned the socialist economy in the past or countries that 

were relatively economically undeveloped, the introduction of the concept of the corporate 
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governance should contribute to better organisation of their companies and more advanced 

business, ensuring thus better performance and higher profitability.  

However, the question is: is the concept of corporate governance sufficiently 

accepted and implemented in these economies?  

The process of implementation of corporate governance is complex and long and it 

requires a lot of time, hence the changes in that respect are relatively slow. In the past few 

years, the countries in the region have made smaller or bigger progress in the sphere of 

corporate governance, so it can be said that the concept of corporate governance has been 

accepted to a certain extent. This progress of individual countries in adopting corporate 

governance can be illustrated by the reports of the European Commission, but on the other 

hand, it is necessary to recognise the reality and the differences in the individual systems 

or economies (Berglöf E., Von Thadden, 1999, pp. 24) and their ability to adapt to 

changes. Maher and Anderson (1999)find that there is no single model of good corporate 

governance, and both insider and outsider systems have their strengths, weaknesses and 

different economic implications. Furthermore, they find that ―the effectiveness of different 

corporate governance systems is influenced by the differences in countries‘ legal and 

regulatory frameworks, and historical and cultural factors, in addition to the structure of 

product and factor markets― (Maher, Andersson, 1999, pp. 44).  

Regarding the fact that we are talking about developing countries or countries in 

transition, certain issues and obstacles can be expected in the process of implementation of 

corporate governance. The results of the research conducted in Bosnia and Herzegovina 

underline specific problems which can be connected to post-socialist countries, and that is, 

as Todorović (2013) says, ''one of the main barriers for implementation of the principles of 

corporate governance by companies is the perception that the implementation of corporate 

governance is an act of good will and not an essential part of responsible business practice. 

The other relevant issue is that the management view corporate governance only through 

the cost of implementation. Moreover, companies do not understand the positive influences 

which corporate governance can have on the company‘s performance, especially on the 

relations with investors― (Todorović, 2013, pp. 52).  

Countries in transition should have in mind the above mentioned factors in order to 

find adequate modalities to promote their corporate governance. The solution which is 

applied is that the concept of corporate governance is introduced, but it does not give 

expected results. Denĉić-Mijalov (2006) points out that ''relative satisfactory regulatory 

framework gives no satisfactory results in practice. Serious impediments to the further 

development of corporate governance practice lie in poor enforcement of law, undeveloped 

judicial practice and undeveloped capital market. Finally, the general impression is that 

managers, board members and shareholders of Serbian companies are both unaware of 

their rights and responsibilities and insufficiently educated in the area of corporate 

governance― (Denĉić-Mihajlov, 2006, pp. 176). Business environment indicates that 

corporate governance has not been sufficiently accepted yet, and although these principles 

are legally binding (especially for shareholding companies listed on the stock exchange), 

they are not actually implemented. The reasons for this obviously lie in the insufficient 

knowledge about corporate governance and about the benefits and measurable results 

which a company can expect with its introduction.  

In that respect, the conclusions presented by Todorović (2013) in his research 

indicate that   ―companies with a higher level of implementation of corporate governance 

principles have a higher net profit margin and earnings per share. While companies that 

have lower level of implementation of corporate governance principles have lower or 
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negative net profit margin and lower earnings per share. This indicates that companies with 

higher level of implementation of the principles of corporate governance and better 

practice of corporate governance are more profitable and have better performance. As a 

result, the implementation and compliance with the principles and good practice of 

corporate governance have an impact on the performance of companies― (Todorović, 2013, 

pp. 52). 

It is obvious that doing business outside the principle of corporate governance has 

an impact on the profit and reduces the profit margin and earnings per share. Apart from 

the evident impact on the profit margin and earnings per share, such business style causes 

insufficient corporate accountability which is unavoidably transferred to other business 

segments. Accordingly, effective corporate governance reform will often require a 

combination of threats and co-optation of the main actors (Berglöf, Von Thadden, 1999, 

pp. 26).  

It seems that a primarily limiting factor which creates and sustains an undeveloped 

corporate environment is the human factor, namely management, which at the same time 

contributes to the creation of a favourable setting for corporate crime either intentionally or 

unintentionally. In such circumstances, the question is: does the lack or insufficient 

presence of corporate governance and the related internal controls influence and increase 

the possibilities for the occurrence of corporate crime?     

 

3. CORPORATE GOVERNANCE AND THE CORPORATE CRIME 

A research conducted by Cressey in the field of corporate crime identified the key 

factors for the appearance of this specific form of crime. Namely, Cressey concludes that a 

―fraud triangle‖ consisting of pressure, opportunity and rationalization is the key to 

identifying factors that are, to some extent, always present in any given fraud (Skousen 

C.J., Wright C.J., 2006, pp. 5). The fraud triangle theory has evolved, leading to some new 

theories, such as fraud diamond (Wolfe, Hermanson, 2004, pp. 38) and fraud pentagon 

(Tugas, 2012, pp. 120 and Abayomi, 2016, pp. 164). The essence of all these theories is in 

the fact that the common factor for fraud is the existence of opportunity to commit such an 

act and one of key factors which create an opportunity is the lack of control environment 

which is an integral part of the system of internal controls (COSO, 2013, pp. 12).  

Rezaee and Riley (2010) identified the model that can help to explain the 

motivations and opportunities of financial frauds. Namely, there are three variables that 

can explain frauds which are represented in the 3C model (Rezaee, Riley, 2010, pp. 19):  

- Conditions;  

- Corporate structure and  

- Choice.  

According to Rezaee and Riley (2010) ―conditions are economic pressures, such as 

the pressure to meet analysts‘ earnings estimates, which are one of the most relevant 

elements in the process of fraud committing. Corporate Structure relates to the existence of 

an effective corporate governance mechanism that should discourage managers from 

committing frauds given the higher probability of detection. It is also important to explain 

to what extent an effective corporate governance system can help to prevent and detect 

frauds. The choice relates to the fact that managers, independently of the external contest 

and corporate structure, have their own characteristics in terms of aggressiveness and lack 

of moral principles so that fraud is also a matter of choice regardless of the environmental 

pressure or corporate structure―. 

file:///D:\Forenzika\Radovi\Ohrid\2017\Skousen
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Liu (2015, pp. 4 and 33) in her study finds that there is a strong influence of local 

factors such as corporate culture and behaviour of the neighbouring firms and other local 

factors, such as local economic conditions and political environment. Moreover, several 

studies underline local geographic culture measures, such as religiosity in the county of a 

company‘s headquarters as guidance for corporate culture and show that these measures 

are significantly associated with the company‘s incidence of misconduct―.  

Internal controls are imposed by the management, which is responsible for them and 

relies on them in its activities, therefore the lack of adequate corporate governance, which 

includes the system of internal controls, at the same time creates suitable conditions for the 

development of corporate crime.   In order to present the importance and influence of 

corporate governance on the (fraudulent) corporate environment, Gbegi and Adebisi (2013, 

pp. 136) presented the New Fraud Diamond Model: 

 

Figure 1: The New Fraud Diamond Model 

 

Internal controls have a double role with regard to corporate crime: a) prevention 

and b) detection and can be a very effective tool for these purposes
6
.  The system of 

internal controls performs its preventive role through the establishment of control 

environment which includes strong ethical tone at the top and strong internal controls 

including policies and procedures, which by their mere existence limit the opportunities to 

commit fraud. The detection role of the system of internal controls is shown in the 

analyses, supervision and testing and evaluation of internal controls.  What is often 

overlooked in the system of internal controls is the risk of fraud which represents the 

biggest deficiency of the most systems of internal controls – a failure to recognise a certain 

risk which has a certain probability of appearance.  

                                                      
6 See Slovic, J., Mojsoska, S., (2016), Prevention as the Key Measure in Financial Frauds, p. 208 - 217, 
International Scientific Conference “Archibald Reiss Days” Thematic Conference Proceedings of 
International Significance, Page 212  
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According to the results of the study carried out by the Association of Certified 

Fraud Examiners (ACFE), it is evident that the importance of internal controls, as an 

integral part of corporate governance cannot be neglected. Namely, ACFE (2016, pp. 5) 

study showed that the most prominent organizational weakness that has contributed to 

frauds was the lack of internal controls, as well as an override of the existing internal 

controls. It is known that the presence of internal controls can help both mitigate losses and 

deter some potential fraudsters by enhancing the perception of detection, but it does not 

guarantee enough that the fraud will not be committed. Consequently, enacting internal 

controls specifically designed to prevent and detect fraud is a vital part of the fraud risk 

management program (ACFE, 2016, pp. 38). 

 

4. CONCLUSION 

The aim of this paper was to discuss whether corporate governance and internal 

controls have an influence on the appearance of corporate crime. According to the facts 

presented above, it has been established that internal controls start with appropriate 

corporate governance and, in line with that, effective fraud prevention techniques are 

founded on strong internal controls.    

The principles of corporate governance have caused significant progress in the 

governance of large multinational companies, but at the same time they have opened the 

―Pandora's box‖ of corporate crime, so the basic comparative advantage of such companies 

has become their basic weakness. However, the situation is different in post-socialist 

countries. Within the reforms conducted in the countries in transition, corporate 

governance and internal controls have been introduced as a legal obligation, but as a result 

of the inefficient legislation, inadequate capital market, the absence of adequate 

supervision by relevant institutions, as well as because of the lack of managers who are 

well-informed and knowledgeable, the system of corporate governance and internal 

controls has not become popular enough and part of economic practice yet. Generally 

speaking, it can be said that the resistance of the management to the establishment of 

corporate governance and the related system of internal controls can be an indicator of 

some sort of corporate crime in which the management is also involved and which could 

be identified if such a system was established.  However, when we talk about countries in 

transition we need to examine the possibility that managers may not have sufficient 

knowledge and experience, so they put short-term investments against long-term benefits 

which they would gain by introducing the principles of corporate governance and systems 

of internal controls, because they are not capable of recognising them. The experience has 

shown that corporate governance has its weaknesses, but at the same time it offers an 

opportunity to remove them and so give the best results. The benefits that can be obtained 

by introducing the system of corporate governance are measurable, whereas the damage 

and those who have suffered a loss which can be the consequence of the lack of such 

system are long-term and hard to measure. The economy in which the principles of 

corporate governance are not implemented has, above all, lower profit, but at the same 

time sustains an undeveloped corporate environment which is suitable for the development 

of corporate crime.      
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 Economic - financial crime is a serious security phenomenon characteristic of all 

societies, because citizens always and everywhere tend to gain wealth and power in the 

State, privileges, etc. Only the shapes and forms of crime vary depending on the economic 

structure and the social and political life in the country. This crime, through the variety of 

its manifestations, is a real phenomenon for our State, and a special danger for a young 

society is posed by criminal behaviors through which perpetrators abusing their positions, 

functions, power and corruption enable the gain of enormous personal fortunes at the 

expense of the State and its citizens. Тhe notion official duty indicates the duty towards 

someone, in this connotation, duty to the state, to the service. There is a  need to limit the 

authorizations derived from the principle of the rule of law, as opposed to the rule of the 

government and its bureaucracy. The offenses against official duty include criminal actions 

related to the lawful and proper performance of a legally defined scope of duties and 

authority of state bodies and other entities with public authorities.The increasing popularity 

and omnipresence of crimes against official  arouse our interest for analyzing them, 

studying their criminalistic characteristics or their specificities that separate and make them 

distinct from other groups of crimes. For a more detailed explanation of the criminalistic 

characteristics of crimes against official duty, all of this will be presented through a 

practice case analysis. In view of conducting a successful theoretical study of crimes 

against official duty, it is necessary to develop several criminal characteristics, including: 

mechanisms of the typical methods of committing and covering up a crime situation, 

specifics regarding the occurrence and masking of the typical traces, individual 

characteristics of the perpetrators, individual characteristics of the victim, specificity in 

finding sources of information, specificity against the means of execution and the mobility 

of offenders. 

 

 Keywords: economic and financial crime, crimes against official duty, 

criminalistic characteristics. 

 

INTRODUCTION 

 White collar crime related to the misuse of official duty has always been 

interesting for scientific research primarily because this crime involves elements of 

corruption and crime that belong to the economic - financial sphere. Studies of economic - 

financial crime in the past two decades in the country have indicated that this type of crime 
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is the most frequently perpetrated crime, in most cases manifesting criminal offense of 

―abuse of official position and authority―, but also involving other crimes in this group, 

with perpetrators who usually have a legally defined status and professional properties 

which are misused in the process. This crime shares similar features with other forms of 

economic - financial crime, but what makes this crime unique are the specific criminal 

characteristics in terms of the status and character of the offenders and their social power 

in line with the opportunity to use professional experience and professional abilities, 

especially their power and influence to ―make― the crime invisible for the law enforcement 

agencies and, of course, the motives that turn them into criminals, although they previously 

have no criminal experience and enjoy high prestige and influence in society. The 

indicators from a previous research conducted by Arnaudovski, Dimitrov, Nanev, 

Dzhukleski and Nikoloska imply that crimes involving misuse of office position constitute 

more than half of the total number of perpetrated economic - financial crimes and that this 

crime bears the characteristics of organized crime.  

 In its classical traditional concept, crimes involving the misuse of official duties 

are a type of attack on the state interests and the inviolability of the powers of civil 

servants and the protection of confidence in the proper fulfillment of official duties. The 

degree of democratization of the social relations depends on whether and how the circle of 

protection is entered by some other interests. (Kambovski, 2003) 

Such offenses involve criminal actions related to the legal and proper execution of the 

legally defined scope of duties and powers of state bodies and other entities with public 

powers. 

 

MODALITIES OF CRIMES INVOLVING MISUSE OF POSITION 

 The first cases of crime in this area date as far back as the moment the institute of 

responsibility was established in the form of the first criminal charges against Roman 

officials under Lex Acillia. According to the provisions of this Law, the perpetrators were 

not only obliged to compensate the damage, but such behaviors, in the light of the foreseen 

sanctions, were made equal with theft, so that the compensation of damage had to be paid 

in double amount. According to a later adopted law, Lex Servillia, for the perpetrators of 

abuse, in addition to the compensation in a double amount, deprivation of all political 

rights had been foreseen". (Tomanović, 1990) The interest in investigating this crime has 

always been appealing to the scientific and professional public, primarily because of the 

status and characteristics of the perpetrators, the specificity of its execution, and above all, 

the connection of this crime with higher social strata and perpetrators that can influence the 

non-disclosure of such crime acts due to given political conditions.  This crime represents a 

major problem in modern world and, as a sensitive issue, it is being elaborated at numerous 

technical and political gatherings and stands as a persisting challenge to security and 

stability, both on national and international and global level. (Arnaudovski, Nanev and 

Nikoloska, 2009) 

 The criminal behavior of perpetrators misusing a certain specific position in 

society, "according to theoreticians, is known as white collar crime, a term often used to 

define abuse of position, authority, drug trafficking, closed trade, fraud, minimum wages 

paid, violation of laws, financial exploitation causing financial, physical and psychological 

harm to the individuals and violation of economic, political and social institutions and 

values." (Banović, 2002) 

 Crime involving abuses and corruption cannot be singled out as crime in a 

particular area, occupation or profession as it occurs in all spheres of life. "Today, there is 
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no state or economy that are immune to bribery, ‘trading in influence‘ and other forms of 

abuse of the special positions that individuals, political parties and public or private 

corporations are entrusted with. The re-direction of interest towards the phenomenology 

and the etiology of this phenomenon have in fact revealed the existence of multiple 

determinants, stabbing through the very social tissue. It turned out that corruption is merely 

a symptom of a far more serious illness of the society, whose true diagnosis refers to 

malignant processes that are growing fast in the direction of: concentration of functions, 

wealth and superiority, suppression of democracy and strengthening of non-democratic or 

autocratic regimes. The principal driving force is actually the desire to accumulate wealth 

and power, forcing some very eminent economists to name contemporary capitalism as 

"cowboy capitalism" or "casino - capitalism". (Banović, 2002) 

 Crimes against official duty, also known as office crimes, are criminal acts 

performed in the exercise of power and authority by public officials in the performance of 

their official duty. Such cases primarily violate the official duties, but they are also 

directed against other goods, such as the freedoms and rights, property and the like. Crimes 

of such inherent characteristics and features are the so-called proper office crimes. Given 

the fact that they are conducted only by officials, they are an integral part of delicts with a 

specific subject of execution (Delicta propria). In addition to these, there are also the so-

called non-proper office crimes that are qualified as more serious crimes, if committed by 

an official who by exercising his/her power abuses the official position or exceeds official 

authority. (Kambovski, 2003) 

 The term "official duty" implies a relation of subordination, "duty" means having 

responsibility towards someone – traditionally, it is the state and the position one holds as 

part of the state functions. In the most profound understanding of the state and national 

government, which in terms of social roots are rather limited, but in terms of power are 

actually unlimited, they should be enclosed in solid frames in order to implement the 

principle of the rule of law and to prevent the dualism of government, expressed by 

separating the specific bureaucratic administrative apparatus from the government 

stakeholders.  The basis for these incriminations should be therefore sought, on the one 

hand, in the conflict between the rule of law and the exercise of power, and on the other, 

between the governing structure and its bureaucracy, which actually connotes 

implementing measures directed towards keeping the state bureaucratic apparatus within 

the limits of the entrusted mandate. (Kambovski, 2003) 

 Perpetrators of crimes against official duty are persons performing specific 

functions in the structure of government, as holders of public, official authority or persons 

of management in public enterprises and other institutions that foresee certain authorities 

by law. Office duty means exactly, orderly fulfillment of official authority, in the sense 

that carrying these powers represents an essential element for the proper functioning of 

rule of law. The object of protection includes the interest in strict adherence to the rights 

and freedoms of humans and citizens that can be affected by various forms of abuse of 

power. (Kambovski, 2003) 

 Crime against official duty comprises criminal behavior incriminated as separate 

crimes in Chapter 30 of the Criminal Code of the Republic of Macedonia and, since the 

adoption of the Code in 1996 (Official Gazette of RM No. 37/96) to date, has undergone 

several amendments (Official Gazette of RM No. 19/04 and 114/09) in function of its 

practical application and in accordance with the requirements of the criminal practice and 

the criminal investigation in terms of provision and assessment of evidence that lead 

towards the perpetrated crimes and their relation to the status of the perpetrators.    



191 

 

In the Criminal Code of the Republic of Macedonia, the following are defined as crimes 

against official duty: 

1. Misuse of official position and authority Art. 353 

2. Border violation Art. 353 - a 

3. Neglect of duty Art. 353 - b 

4. Negligent work in service Art. 353 - c 

5. Embezzlement Art. 354 

6. Fraud Art. 355 

7. Serving in office Art. 356 

8. Receiving a bribe Art. 357 

9. Giving a bribe Art. 358 

10. Illicit mediation Art. 359 

11. Unlawful possession and concealment of property Art. 359 - a 

12. Disclosing official classified information Art. 360 

13. Misuse of state, official or military classified information Art. 360 - a 

14. Forging official documents Art. 361 

15. Unlawful collection and payment Art. 362 

16. Prosecution of crimes against official duty Art. 362 - a 

17. Mandatory prohibition of professional activity or duty Art. 362 - b. 

 

Crimes against official duty are acts: 

 

 • Targeted against the official position involving a violation of a protected right 

(property, rights and freedoms), but at the same time a violation of official duty, as no one 

in the office has the right  to interfere with the values protected by the criminal law. 

 • Executed in the course of performance of official duties involving abuse of 

official and public powers by taking illegal actions within the realm of authorization 

(forging official documents, abuse of power and so on), or by making use of the official 

position to undertake actions that otherwise do not belong to this area. 

The former would not have been the case if the officer had acted within the limits of 

his/her authorities, and the latter are performed beyond the limits of such authorities. 

(Kambovski, 2003) 

 Crimes against official duty are separate from other economic - financial offenses 

due to their criminal characteristics that might be similar in some situations, but can vary 

to a large extent, particularly with reference to the status and specific characteristics of the 

perpetrators.  Namely, the economic - financial crimes can be performed by "anyone" or 

any individual or legal entity, whereas crimes against official duty can be performed, for 

the most part, by perpetrators with status properties defined by law as: official entity, 

foreign official, a person in charge, a foreign person in charge, or a person performing 

tasks of public interest. (Official Gazette of RM, No. 37/96, 19/04 and 114/09) Although 

sometimes according to certain characteristics, they can either be similar or differ 

significantly, the motives are always related to unlawful gains by means of utilization of 

the professional knowledge and experience. 
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2. CRIMINALISTIC CHARACTERISTICS OF CRIMINAL ACTS AGAINST 

OFFICIAL DUTY 

 According to the research of crimes against official duty by reported, accused and 

convicted offenders in the Republic of Macedonia for the period 2007 – 2013, a total of 

6765 offenders were reported and 2081, or 30.7% of them have been charged and 50.8% of 

them or  1057 perpetrators have been sentenced. The ratio between the reported and 

sentenced perpetrators is 15.6%. The largest number of reported perpetrators is for the 

crime of misuse of official position and power, with 5853 out of the total number of 

reported perpetrators; 1609 are accused and 713 are convicted. The percentage of 

sentenced perpetrators was 12.2% out of the number of reported perpetrators. In terms of 

the percentage of sentenced perpetrators, the highest rate is for receipt of bribe, followed 

by giving bribe, while about half of the reported and convicted offenders committed the 

crime of fraud. The low percentage of sentenced perpetrators is directly dependent on the 

quality of evidence, which is associated with the criminal characteristics of evidence 

recognition elements in documents containing the material evidence of these crimes.  

 

Table. 1 Scope, structure and dynamics of reported, accused and convicted offenders for 

crimes against official duty (Nikoloska, 2015) 
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Art. 361 Other Total 

Re. Ac.  Co.  Re. Ac.  Co.  Re. Ac.  Co.  

38 15 10 1 / / 930 256 153 

44 18 11 / / / 1112 291 175 

18 16 10 1 / / 1061 343 167 

35 9 3 2 2 2 1067 262 142 

46 23 11 1 1 / 825 365 133 

32 12 9 / / / 843 317 150 

39 5 3 3 / / 927 247 137 

252 98 56 8 3 2 6765 2081 1057 

  

 Crimes against official duty as part of the economic - financial crime have several 

important features including: low obviousness, complexity, difficulty in detecting and 

processing, lenient sentencing policy, legal imprecision and issues related to the status of 

the offenders. Their significance can be related to the scope and severity of the 

consequences, or the damage caused, primarily as financial and social consequences, and 

due to the fact that this type of crime implies certain processes that through an interaction 

can lead to destabilization even of the social relations. The threats to the development of 

democracy, the rule of law and human rights, national security, stability and the economic 

development in South East Europe and beyond are serious. (Arnaudovski, Nanev and 

Nikoloska, 2009) 

 The characteristics of the crime against official duty have become very interesting 

for research in recent years, especially with the emergence of the community of the 

European Union, and of course, the intention of the criminals through their criminal 

activity to increase their profits and power so as to penetrate into as many states as 

possible, having the countries in transition of the Western Balkans, including our country, 

as a favorable ground for criminal activity and fast gaining of goods. The emergence of 

criminal networks is a rather new and especially dangerous form of organized crime, with 

an opportunity to expand and develop, as a result of the modern technical communication 

means and the huge possibilities for contacts and joint ventures of individuals who do not 

even have to know each other in person, as well as the contemporary ways of managing the 

economy, the state and every important social segment in general. These visible or 

invisible networks are becoming increasingly transnational and have malignant capabilities 

for easy transfer of the object of interest and activity from one area to another (from the 

"marketplace of vices" to the legal economic activities, from some economic, stock, bank 

and similar transactions to other, etc.), as well as for permeability and flexibility in quickly 

spreading and recruiting new individuals or groups. "The involvement of legal, business 

and other professional structures (lawyers, accountants, financial experts, notaries and 

others) and the media, are getting increasingly involved in such criminal networks which 

brings about difficulties in recognizing such criminal organizations as marginalized 

structures clearly confronted by society (as a renowned economist says: "The best way to 

rob a bank is to become its owner‖'). (Arnaudovski, Nanev and Nikoloska, 2009) 

 

2.1. Manner of criminal activity – modus operandi 

 The way in which the offenses are executed represents one of the basic criminal 

categories, the knowledge and study of which within various crime groups is the milestone 

for building up criminal methodologies for detecting, evidencing or preventing a wide 
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range of criminal offenses. There are as many methods as there are criminal groups of 

offenses with the same or similar criminal characteristics. (Angeleski, 2008) 

"In the broadest sense of its meaning, the ways of committing criminal acts include the 

following elements: general and specific conditionality or factors that create prerequisites 

for the occurrence of the offense, the degree of repetition, the traces it leaves, the methods 

and ways of concealment of the crime, the means, the place and time of execution, the 

object of the attack, the perpetrator properties, methods, tools and basic directions of 

detection, proving and preventing." (Đukleski, 1998) 

Crimes against official duty by way of execution can be active or passive crimes or 

offenses involving official powers and exceeding official authority or taking advantage of 

the powers or dereliction of official powers to be executed by law. Particularly specific are 

the criminal activities involving taking advantage of official authority in the area of 

discretionary powers held by certain officials on the basis of special laws. These criminal 

activities are related to the creation of certain official documents, which actually bear 

material traces and constitute evidence in the criminal and criminal legal evidence process 

as a final subsystem of the system of criminal investigation. By determining the manner of 

execution, information about other criminal features such as time, place and means of 

conducting the specific criminal offense is also obtained.  

 

2.2. Time of the criminal activity – tempus operandi 

 The time of the crime against an official duty is a significant characteristic, 

because the specificity of the criminal activity elements is directly linked to the time factor. 

The execution of these crimes falls within the period of public service of the perpetrators 

and they are related to specific documents – a decision for nomination, an employment 

contract, a work contract, etc., at a given place, location or area. The perpetrators have 

certain duties and powers arising from their position or function and are linked to the time 

in office, employment or contractual engagement. They fall into the category of offenders 

who often appear in the role of criminals only while in office and for actions related to the 

abuse of power, position and authority. 

The most important element in resolving these crimes is the act providing for the 

nomination, appointment, employment or contractual engagement of the offender and 

comparing it to the time of the criminal activities, of course, along with providing 

supporting documents. The document defining the tasks and assignments related to the 

function, activity, contract or the like should also be provided, as well as the document on 

the termination of function, activity or contract. The time of execution is particularly 

important in financial institutions in terms of an embezzlement, fraud, etc., because 

coming across a document or evidence of a criminal act at the same time helps disclose the 

time and the potential perpetrator who, at the time of execution was pursuing his/her own 

tasks. An important characteristic related to the timing is that many criminal acts are not 

carried out at the same time. Some take a longer period and occur at various locations, both 

in national and international settings, although they might relate to a single criminal case of 

a complex nature as multiple crimes committed by multiple perpetrators with 

consequences occurring after a specified period of time after undertaking the criminal 

activities. Also, in terms of violation of law, it is important to compare the applicable legal 

provisions of the corresponding law against the time when the actions were taken, as 

certain activities that were considered illicit at the given time might be turned into legally 

permissible behavior by an act of amendment.   
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2.3. Place and space scope of criminal behavior – locus and radius operandi 

 Crime against official duty has the features of internationality which can be 

deduced from the involvement of foreign officials and officers. Such incrimination is the 

result of growing representation of foreign companies and international organizations in 

our country and, of course, cooperation in the economic relations of our state bodies, 

institutions and commercial enterprises with foreign partners. It is characterized by the 

space and/or radius of criminal conduct, which besides within state borders, can be 

extended to involve elements of internationalism, of course, having in mind the relation to 

the function performed. The location as an important element of the crime along with the 

time of execution, is associated with the function, position, activity or task of the 

perpetrators, in addition to their properties.  The location of the criminal act can be a single 

place, but the specificity of this crime allows for more than location of criminal activity, 

along with the single or multiple locations where the consequences can be felt.  This is all 

in close relation to the time of the action during which the perpetrators possessed official 

competences or responsibilities.  

 The offenders manifest their criminal activity almost always when in a position to 

decide and give orders, whenever their responsibilities, powers and position allow them to 

do so. The location, or physical actions of these professional criminals is always within 

their jurisdiction and the powers derived from a law, a decision on appointment etc., but 

they are limited to the space where they apply. 

Our country during the transition process could not remain immune to the crime with 

international elements. First, it was the case with the Taiwanese commissions, then the 

misuses included the harmful agreement with the Chinese for building the hydroelectric 

power plant "Kozjak". 

 The appeal of high foreign commissions on the one hand, and the intensive 

attraction of foreign investment on the other, represent a favorable ground for abuses, but 

only for people who are in positions to make decisions and enter into agreements, or whose 

function or job allow them to do so. 

 The process of discovering, clarifying and proving this crime with elements of 

internationality, is rather complex, primarily because of providing evidence of criminal 

activity and in most cases it is about written documents and evidence that imply the 

"consequences" of criminal activity - fees to foreign banks. The way it is clarified and 

provided for, depends above all on the very crime situation as a set of criminal conducts, 

perpetrators and interconnected consequences, and represents an issue to which the 

solution is only obtained through respecting and implementing the international 

agreements signed and ratified between our country and the international community, and 

of course, through the international police cooperation in the field of combating 

international organized economic crime. 

Criminal cases are unique and specific in their nature, due to which, the clarification needs 

to take into consideration every criminal characteristic, as theoreticians suggest, by 

applying the method of ―case studies‖ in disclosing the case. In resolving each case, first 

comes the definition of the properties of the potential perpetrators involved in the case, 

then the discovery of initial documents (contracts, decisions), and finally, depending on the 

initially found documents, search for other documentation, and in parallel, conduct of 

financial investigations of money flows related to the agreed "bargain‖. If there are 

elements of international involvement, activities to provide evidence through International 

police cooperation via INTERPOL or EUROPOL European police cooperation, should be 

planned. 
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2.4. Means and instruments of criminal behavior –instrumentum operandi 

 The funds for the perpetration of crimes against official duty are related to the 

manner in which they are performed, or the very manner which results in the means used 

to commit them.  Most often, these are documents that need to be prepared based on 

specific legislation, and the crimes are committed due to disrespect or circumvention of 

legal provisions (not respecting the amendments to the laws). The most common tools for 

conducting this kind of crime are the organization seals and stamps that are generally 

abused by persons in charge of registering and verifying the documentation, as well as the 

signatures and personalized rubber stamps, as individual means of the perpetrator. Forgery 

represents an actual means of execution, but for the forged documents to have an impact 

on the economic and legal flow and be defined as means for achieving illicit gains, they 

should be verified and duly stamped, at the same time signed by authorized signees, who 

are usually ―well-known‖ individuals of special significance, role, duty, responsibility and 

accountability in the state authorities and institutions that are owned by the state, but also 

in private legal entities where the duties or responsibilities within the unit and their holders 

are well specified. The computerization of the economic and legal system has in a way 

introduced a completely new means of committing economic offenses. 

 The economic - financial documentation and legal acts are kept in the computer 

records of the legal entity, state agency or institution. Electronic communication among 

legal entities relating to electronic delivery of documents, such as contracts, invoices, etc., 

is growing and electronic signature is increasingly in use, but what matters in this crime 

and what is its essential characteristic and should be made known, is that the crime is an 

act of ―manipulation, fraud, mismanagement or lie". Why is it so? Because, usually, there 

is a legally grounded basis – there is an agreement signed, the legal procedure has been 

duly respected, there are payments made in accordance with the agreement, invoices and 

deliveries, but, the crime is that everything is ―ordered and paid‖ on paper, but cannot be 

actually found in reality. One big truth stands – everything is neatly put on paper, and is 

even paid for, but it does not exist in reality and there is no evidence of ordering.  

 

For example: Through a legal procedure for public procurement, a contract for building a 

road, water supply or sewerage has been concluded and there is legal documentation 

related to the selection of a construction company, there is a signed contract, temporary 

situations presented, all signed and sealed with payments for all of them, but the object is 

not there. Everyone involved has ―made profit from this bargain‖ – the client, the 

contractor and the supervisor, except for the citizens who do not actually get the new road, 

or drinking water or the sewage, which is the actual crime that needs to be proved in a 

legal procedure. 

 

 The illegal actions are taken by manipulating the data that need to be entered in the 

computer network. The computer serves as a means of conducting a criminal behavior by 

all those persons (official and in charge) who are authorized to prepare the documentation 

and import the data in the system. In this case, the computer is the object of attack, but at 

the same it represents a means of performing the act of crime, especially the crime related 

to forgery and illegal financial transactions. 

The persons who commit crimes involving a fraud through a computer system have to 

possess an adequate stock of knowledge and skills in the field of computer technology and 

criminal science. Mainly, these are persons in the field of technical intelligence whose 

criminal activity is not easily detected and hard to be proven.  
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"Computer technology provides grounds for execution of criminal activity over great 

distances and the offenders do not have to be located on the site of consequence 

occurrence."
1
 

 

2.5. Crime situation 

 Crimes against official duty should be resolved as cases related to a criminal 

situation that may include several criminal events committed in one or more places with 

resulting consequences that can be felt in more than one location, connecting them all in a 

complex system that needs clarification based upon supporting documents. Attention 

should be paid to providing such evidence to guarantee the existence of a certain degree of 

suspicion not only on the part of the perpetrators who directly belong to the criminal 

organization, but also the perpetrators who occupy responsible positions in government 

bodies, civil and political authorities, economic and financial entities representing the 

principal link of those authorities with the criminal structures, which actually allows them 

to get engaged in criminal behavior. Furthermore, it is very important to disclose and prove 

criminal activities of all participants in the criminal case in relation to the role they have in 

the criminal activity of a specific kind. In the process of clarifying and proving, the 

authorized forensic officers should apply operational and tactical methods and instruments 

that correspond to the given criminal situation, but also to act in collaboration with other 

competent authorities and inspection services, primarily for the purpose of clarifying the 

criminal expert activity, and especially for provision of evidence. The criminal 

investigation of crime situations in cases against official duty starts with the suspicion of 

illegal activities associated with a "person" suspected of illegal activities, illicit enrichment 

and misuse or taking advantage of official authority. The process of discovering, clarifying 

and proving starts by detecting certain indications which are checked on the basis of 

inspections of the official person and providing relevant facts or grounds for suspecting the 

presence of criminal activity that is qualified as a specific crime offense on the basis of the 

available evidence provided.   

"The general disclosure process, especially the part related to clarification, is founded on 

suspicion, as Herbert Lindner put it: "It is human to have doubts" and without a suspicion 

there are no results in the pre-trial procedure. Suspecting is the golden bridge that reveals 

                                                      
1  Example: Case from practice involving the misuse of official duty and authority by an administrative 

employee at the Pension and Disability Insurance Fund of Macedonia by means of changing the data related to 

an insured worker who has worked in several enterprises. The process of declaring redundant workers requires 

work experience as the basis for allocating points. One of the employees who was declared redundant, filed a 

private complaint to the Primary Court, and upon consultation with a lawyer and in cooperation with the judge 

and the administrative employee from the Fund, she submitted as evidence, a document declaring that a fellow 

employee of hers receieved high points wihtout having the required number of years of working experience. 

This very evidence was actually taken from one of the computers at the Pension and Disability Insurance Fund 

of Macedonia and corresponding alterations had been made in it. Actually, the changes were made in the 

enterprise, then immediately printed, but without the signature of the official in charge and with no stamp. This 

document, used as ―major evidence‖, served as the ground for reaching the verdict that resulted in changing the 

decisions for the redundant workers. In the course of the clarification phase, there was no clear evidence of 

who made the changes because the employees did not use login passwords for their computers, allowing for 

several persons to have access to the same computer. The lack of the signature and stamp imply that the 

responsible person – the head of the unit – did not have any idea about the issuance of the document. This was 

a case of crime involving elements of misuse of personal data.  
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the information about the imminent. No knowledge without questioning, no questioning 

without having doubts". ( Vodinelić
 
, 1984) 

 "Suspecting is the substantial methodological principle for recognition and 

represents nonconformity with the outlook of things and it is very important for the pre-

trial procedure. Suspecting should not be total or paranoiac, it should be productive even 

when it abolishes itself or surpasses itself turning into a wholesome and categorical notion 

about the crime and the offender. It is just a segment in the judicial path to reaching the 

essence, but on the other hand it constitutes the very essence of the pre-trial process. 

Suspicion is the golden bridge which in the course of developing of the criminal 

processing and criminal procedure can lead to revelation of the factual (judicial) truth." 

(Vodinelić, 1995). It is a signpost on the road to understanding the relevant facts and 

evidence of the criminal activities of certain persons who have the status of responsible 

officials or persons performing activities of public interest related to specific crimes in a 

real criminal case. The crime against official duty may be linked to other forms of 

criminality in a given situation. It should be emphasized that the perpetrators, through 

abuse of official powers and authority or corrupt behavior, assist in the pursuit of other 

forms of criminality, in order to gain illegal profit as "compensation" for their "help" with 

elements of abuse or illegal operation.  

 The disclosure of economic crime involves patient and complex search for the 

truth and its confirmation in the pre-trial and the criminal procedure. The collection and 

verification of the facts and circumstances of significance for discovering and clarification 

of a criminal event and those indicating possible economic crime, as well as finding, 

seizing and detaining the perpetrator of such an act, represents a mental activity involving 

logical thinking within the system of criminal - tactical (or operational) activity and within 

the system of the criminal process, i.e. within the frames of the criminal proceedings as a 

single process. ―The decoding" of all information concerning a criminal event that leads to 

a criminal offense represents a good knowledge of all segments of the functioning of the 

legal and economic system, knowledge of the specifics of the ways and methods of crimes 

related to disrespect of certain laws, bylaws and processes in the economic - financial 

operation and the criminalists dealing with this crime should be specialist-oriented and 

well trained. The recognition of elements of some of these crimes usually leads to 

clarification and verification of the complex criminal situation involving multiple 

offenders and multiple offenses. The disclosure and clarification of the criminal event, 

indicating the possible existence of economic or financial crime, start with the information 

obtained about a possible crime that has taken place in the past. By application of 

criminalistic instruments and methods, the structural content of the crime event in question 

should be restructured. The degree of suspicion may, but does not necessarily have to be 

the decisive factor. Most often, the initial information determines the shape, the content 

and the phases of the disclosure process, or the preliminary investigation (criminal or 

operational activity), as well as the criminal procedure in general. (Angeleski, 1994) 

 The first, lowest level of suspicion (general doubt) is the reason for initiating 

criminal control of a criminal activity, which consists of a system of operational - tactical 

measures and actions taken to prevent crime as a mass phenomenon, by monitoring and 

operational coverage of all criminal points, facilities and hotspots, and inspecting the 

persons who are only under general (unspecified) doubt that could indulge in dubious or 

criminal activity, with no available clues on the extent and type of crime. Of paramount 

importance is the general suspicion about the factors that determine the occurrence and 

operation of groups regarding the ways of committing economic crime in its primary 
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manifestations, at a given time and specific place, in certain operating areas and beyond. 

Such general facts or indicators of factors, conditions, circumstances and influences that 

classify the form of the economic crime according to the branches of economy, and the 

collected general indications resulting from a broad operational insight and direct or 

indirect oversight of: buildings where material consequences of crime (as night bars, 

hotels, motels, restaurants) can be expected to be recognized; places of criminal 

conversion, where, it is realistically expected to have suspicious goods for alienation 

(second-hand goods market, customs or commission shops, enterprises purchasing of 

secondary raw materials, etc.); ―points" where notorious multiple offenders gather, etc., all 

constitute the principal elements of the criminal prognosis of an economic crime. The 

general suspicion is only the first step in entering and establishing the truth about the 

criminal event. (Angeleski, 1996) 

 Crime investigation is a process or a system that is to be applied in resolving crime 

situations through the application of measures and activities and a continuous and 

connected sequence of actions and coordination between the operational and the 

investigation authorities in order to fully clarify the criminal cases by providing the 

relevant evidence obtained through legal processes and procedures according to the ―case 

studies" method of investigating a criminal case in its entirety, including the clarification 

and verification of all committed crimes, identifying the perpetrators, as well as their 

connection and responsibility as regards the specific criminal behavior in line with their 

criminal role in the criminal cases. 

 

CONCLUSION 

 The massiveness, the specifics and the damages caused by the economic crime, 

represent some of the reasons for its actualization and more intensive study. Economic 

crime is one of the major problems that modern society faces nowadays, without neglect of 

its sensitivity. The groups of crimes against official duty, as subsystems or parts of 

economic crime, are among the most significant, the most pursued crimes with the highest 

rate of representation.   

The offenses against official duty include criminal actions related to lawful and proper 

execution of legally defined scope of duties and powers of state bodies and other entities 

with public powers. 

Like all other crimes, these also bear their criminal characteristics, based on which they are 

systematized and studied. In addition to their basic characteristics, such as the object of 

attack, method of execution, place, time and instruments, what makes them special and 

distinct them from other types of crime, is the status of the offender, defined by law. 

It is these properties status that hampers the process of collecting the initial findings of the 

crime, because the offenders are official or responsible persons or persons exercising 

public powers. Through a criminal study, the information and notions about the crime and 

its perpetrator are obtained. A characteristic of these crimes is that the detection of the 

perpetrator leads to the actual crime. The discovery, disclosure and proof constitute a 

complex process involving revoking the business process documentation and analysis and 

comparison of the documents. 
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ABSTRACT 

 The paper identifies the content of the state‘s obligation under Article 2 of the 

ECHR to plan and control the security operations in a manner as to minimise, to the 

greatest extent possible, the risks to the lives of all affected people through analysis of the 

case law of the European Court of Human Rights. In addition, it applies the standards and 

criteria concerning the planning and control of security operations, which have been 

developed by the Court under the right to life, to the events that occurred in Kumanovo 

(Macedonia) on 9/10 May 2015 – a police operation which resulted in the deaths of both 

police officers and suspects. The paper attempts to answer what steps the authorities were 

obliged to take under Article 2 of the ECHR during the planning and conduct of this 

operation. It does not provide final conclusions about the compatibility of the entire 

operation with Article 2 of the ECHR, but only a foundation for further research.  

 

 

1. INTRODUCTION  

 Article 2 of the ECHR safeguards ―the right to life and sets out the circumstances 

in which deprivation of life may be justified‖ (McCann and others v UK, 1995).  The 

Convention permits the use of force, which may result in the deprivation of life 

(intentionally or as an unintended outcome) in certain circumstances. However, the force 

used ―must be no more than ―absolutely necessary‖ for the achievement of one or more of 

the purposes set out in paragraph 2 of Article 2‖(Wasilewska and Kalucka v Poland, 2010). 

The European Court of Human Rights (ECtHR) has established that when determining 

whether the used force is in accordance with the ECHR, the actions of the State‘s agents 

that actually used the force and the fact whether the state planned and controlled the 

operation in a manner as to minimize the risk to life may both be relevant. One may 

explain such position with the positive obligation of the state under Article 2 to protect life.  

The existing literature suggests that Article 2 of the ECHR imposes a positive 

obligation on states to protect life in addition to their negative obligation to refrain from 

the intentional and unlawful taking of life (Mowbray, 2012; Mowbray, 2004; Janis, Key & 

Bradley, 2008, Korff, 2006; Londono, 2009; Harris, O‘Boyle, Bates & Buckley, 2009; 

Gordon & Ward, 2000; Nifosi-Sutton, 2010; Ovey & White, 2006; Greer, 2006; Akandji-

Kombe, 2007; Wicks, 2010; Brems, 2007). The case law of the ECtHR speaks in favor of 

this position. The positive obligation of the state to protect life encompasses a substantive 

and a procedural aspect and it ―has been found to arise in a range of different contexts 

examined so far by the Court‖ (Banel v Lithuania; 2013). It seems that the existence of the 

state‘s positive obligation to protect life under Article 2 of ECHR is no longer an issue in 

literature. However, the scope and content of such obligation is a subject of vigorous 

debate. The paper contributes to this debate through analysis of the state‘s obligations 
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under the right to life, as guaranteed by the ECHR, concerning the planning and control of 

the security operations.  

The paper accepts that the ECtHR has developed, under Article 2 of the ECHR, a 

positive obligation upon the state to plan and control the security operations in a manner as 

to minimise, to the greatest extent possible, the recourse to lethal force and human losses. 

It identifies the content of this obligation through analysis of the relevant case law of the 

ECtHR, bearing in mind the fact that the state‘s duty to take specific measures to protect 

life arises ―only if the authorities knew or ought to have known at the time of the existence 

of a real and immediate risk to life‖ (Osman v UK, 1998). In addition, the paper applies the 

standards and criteria concerning planning and control of security operations, which have 

been developed by the ECtHR under the right to life, to the events that occurred in 

Kumanovo (Macedonia) in May 2015 – a security operation in which 8 police officers and 

10 members of the group against which the operation was directed were killed. It attempts 

to answer what steps the authorities were obliged to take under Article 2 of the ECHR 

during the planning and conduct of this operation.   

The paper is divided in four parts, including the conclusions. Part I of the paper 

explains the term ―absolutely necessary force‖ within the meaning of the ECHR. Part II of 

the paper analyses how the positive obligation of the state under Article 2 of the ECHR to 

plan and control the security operations in a manner as to minimise, to the greatest extent 

possible, the recourse to lethal force and human losses has been developed by the ECtHR. 

Although it is difficult to separate the State‘s negative obligations under the Convention 

from its positive obligations when lethal force is used within a ―policing operation‖ by the 

state agents (Finogenov and others v Russia, 2011), the paper identifies certain steps that 

states are required to take under Article 2 during the planning and control of the security 

operations. The process of planning and control of the operation of the Macedonian police 

in Kumanovo on 9/10 May 2015 is examined in Part III of the paper. It does not provide 

final conclusions about the compatibility of this operation as a whole with Article 2 of the 

ECHR, but it raises a number of questions that need to be addressed in this regard referring 

to the case law of the ECtHR.  

 

2. ABSSOLUTELY NECESSARY FORCE  

 Paragraph 2 of Article 2 of the ECHR provides that ―deprivation of life shall not 

be regarded as inflicted in contravention of this Article when it results from the use of 

force which is no more than absolutely necessary: (a) in defence of any person from 

unlawful violence; (b) in order to effect a lawful arrest or to prevent the escape of a person 

lawfully detained; (c) in action lawfully taken for the purpose of quelling a riot or 

insurrection‖.  

The ECtHR considers that the exceptions delineated in paragraph 2 ―indicate that 

this provision (Art. 2-2) extends to, but is not concerned exclusively with, intentional 

killing‖ (McCann and others v UK, 1995). As the Court has reiterated many times, the text 

of Article 2, read as a whole, demonstrates that it covers not only intentional killing, but 

also situations where it is permitted to ―use force‖ which may result, as an unintended 

outcome, in the deprivation of life (Wasilewska and Kalucka v Poland). Any use of force 

―must be no more than absolutely necessary for the achievement of one or more of the 

purposes set out in paragraph 2 of Article 2‖ (Wasilewska and Kalucka v Poland, 2010). 

Neither Article 2 of the ECHR, nor the ECtHR, provide a precise or concrete definition of 

the term absolutely necessary force. However, the ECtHR established that this term 

―indicates that a stricter and more compelling test of necessity must be employed than that 
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normally applicable when determining whether a State action is ―necessary in a democratic 

society‖ under paragraphs 2 of Articles 8 to 11 of the Convention‖(McCann and others v 

UK, 1995). In particular, as the Court observed, ―the force used must be strictly 

proportionate to the achievement of the permitted aims set out in sub-paragraphs 2 (a), (b) 

and (c) of Article 2‖ (McCann and others v UK, 1995).The ECtHR is careful not to impose 

an unrealistic burden on the State and its law-enforcement personnel. Thus, in the McCann 

case it observed that ―the use of force by agents of the State in pursuit of one of the aims 

delineated in paragraph 2 of Article 2 (Art. 2-2) of the Convention may be justified under 

this provision (Art. 2-2) where it is based on an honest belief which is perceived, for good 

reasons, to be valid at the time, but which subsequently turns out to be mistaken‖(McCann 

and others v UK, 1995). It took the same position in other cases as well. According to 

some authors, these cases make clear the partially subjective nature of the judgments as to 

when the use of deadly force is absolutely necessary (Fenwick, 2002. 43). 

Nevertheless, the ECtHR has noted that ―the level of persuasion necessary for 

reaching a particular conclusion and, in this connection, the distribution of the burden of 

proof are intrinsically linked to the specificity of the facts, the nature of the allegation 

made and the Convention right at stake‖ (Giuliani and Gaggio v Italy, 2011). The Court is 

aware of its subsidiary position, but it may do a fresh assessment of evidence where the 

circumstances of a particular case so require, especially where the death of a victim is 

arguably attributable to the use of lethal force by State agents‖ (Finogenov and others v 

Russia, 2011). In this regard, one should bear in mind that the Court has reiterated that ―in 

the situation where persons are found injured or dead ... in an area within the exclusive 

control of the authorities of the State and there is prima facie evidence that the State may 

be involved, the burden of proof may also shift to the Government since the events in issue 

may lie wholly, or in large part, within the exclusive knowledge of the authorities‖ 

(Finogenov and others v Russia, 2011). 

The case law of the ECtHR reveals that the state‘s security operation as a whole 

should be in compliance with the requirements of Article 2 of the ECHR, not only the 

actions of the agents of the State that actually administered (used) the force. This imposes 

certain obligations on the states, including the planning and control the security operations 

in accordance with Article 2. The content and scope of this state‘s obligation will be 

examined below, but first it is important to note some issues concerning the legality of the 

use of force.  

As the ECtHR underlined in the case Osman v UK, the primary duty of the state under 

Article 2 of the ECHR is ―to secure the right to life by putting in place effective criminal-

law provisions to deter the commission of offences against the person backed up by law-

enforcement machinery for the prevention, suppression and sanctioning of breaches of 

such provisions‖ (Osman v UK, 1998). It is, thus, logical to conclude that the state is 

obliged to introduce ―an appropriate legal and administrative framework defining the 

limited circumstances in which law-enforcement officials may use force and firearms, in 

the light of the relevant international standards‖ (Wasilewska and Kalucka v Poland, 

2010). As the ECtHR has reiterated many times heretofore, ―the national law regulating 

policing operations must secure a system of adequate and effective safeguards against 

arbitrariness and abuse of force and even against avoidable accident‖ (Wasilewska and 

Kalucka v Poland, 2010). It is well established that ―unregulated and arbitrary action by 

State agents is incompatible with effective respect for human rights‖ (Wasilewska and 

Kalucka v Poland, 2010).  
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3. PLANNING AND CONTROL OF SECURITY OPERATIONS  

The ECtHR has made clear that Article 2 of the ECHR ranks ―as one of the most 

fundamental provisions in the Convention‖ (Giuliani and Gaggio v Italy, 2011) and that 

―together with Article 3, it enshrines one of the basic values of the democratic societies 

making up the Council of Europe‖ (Giuliani and Gaggio v Italy, 2011). Such importance 

of this provision requires any deprivation of life to be subjected to the most careful 

scrutiny, particularly where deliberate lethal force is used. As the ECtHR observed in the 

McCann case, in a democratic society, the Court must, in making its assessment, subject 

deprivations of life to the most careful scrutiny, particularly where deliberate lethal force is 

used, taking into consideration not only the actions of the agents of the State who actually 

administer the force, but also all the surrounding circumstances including such matters as 

the planning and control of the actions under examination‖ (McCann and others v UK, 

1995).  In this case, where three IRA members on a bombing mission were killed by the 

British security forces, the ECtHR considered both whether ―the force used by the soldiers 

was strictly proportionate to the aim of protecting persons against unlawful violence‖ 

(McCann and others v UK, 1995) and ―whether the anti-terrorist operation was planned 

and controlled by the authorities so as to minimise, to the greatest extent possible, recourse 

to lethal force‖ (McCann and others v UK, 1995). It concluded that the actions of the 

soldiers who carried out the shooting ―do not, in themselves, give rise to a violation of 

Article2 (2)‖. However, it found that there has been a violation of this article due to lack of 

appropriate care in the control and organization of the arrest operation.   

The position of the ECtHR in this case implies that Article 2 of the ECHR imposes 

on states the positive obligation to plan and control the security operations in a manner as 

to minimise, to the greatest extent possible, the recourse to lethal force and human losses. 

The thesis is not novelty in the human rights theory. Some authors have written about this 

issue before (see e.g. Mowbray, 2004; Mowbray 2007; Korff. 2006; Rowe, 2005). One 

may agree with Mowbray (2004, 9) that the ECtHR in its landmark judgment in the case 

McCann and others v UK did not expressly adopt the language of positive duty when it 

discussed the planning and control of the security operation. However, this has changed 

over time. The Court position has become clearer in this regard. Thus, in the case Isayeva, 

Yusupova and Bazayeva v Russia, the Court summed up that the operation under 

examination ―was not planned and executed with the requisite care for the lives of the 

civilian population‖ (Isayeva, Yusupova and Bazayeva v Russia, 2005) and found out a 

violation of Article 2 of the ECHR ―in respect of the responding State's obligation to 

protect the right to life‖. In addition, in one of its recent judgments (Finogenov and others 

v Russia, 2011), it concluded that Russia breached its positive obligations under Article 2 

of the Convention due to significant flaws in the planning of hostages rescue operations.  

The ECtHR has developed the positive obligation upon the state to plan and 

control the security operations in a manner as to minimise, to the greatest extent possible, 

the risks to life and its content and scope have become more visible. Its case law provides 

useful information about the content of such obligation. Above all, it reveals that the state 

is obliged to plan and control the security operations in a manner as to minimise, to the 

greatest extent possible, the risks to life of all people affected by the operation. First, the 

state is obliged to take measures to protect the life of its security forces (police officers or 

soldiers), including to provide them appropriate training. Second, the authorities should 

take appropriate care when planning and conducting the operation to protect the life of the 

bystanders or civilians from risks imposed by both the security forces and the persons 

against whom the operation is directed. For instance, in the case Isayeva v Russia, the 
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ECtHR accepted that the military operation against illegal armed groups in a village in 

Chechenia was pursuing a legitimate aim, but it did not accept that the operation ―was 

planned and executed with the requisite care for the lives of the civilian 

population‖(Isayeva v Russia, 2005) and found a violation of Article 2 of the ECHR. On 

the other hand, in the case Bubbins v UK (where a man was killed during a police 

operation in response to a report to the police for burglary in progress), the Court did not 

find a violation of Article 2 with respect to the planning and control of the operation. 

Among other things, it took into consideration the fact that the police took measures to 

protect the public. Finally, the state should plan and control the security operations in a 

way as to minimise the risks to life of person/s against whom the operation is directed. As 

the ECtHR observed in the McCann case, states are required to have minimum resort to 

the use of lethal force against those suspected of posing this threat ―in the light of the 

obligations flowing from both domestic and international law‖(McCann and others v UK, 

1995). In this context, it bears noting that in some cases the Court explicitly stated that the 

state agents should ―give a clear warning of their intent to use firearms with sufficient time 

for the warnings to be observed‖ (Erdogan and others v Turkey, 2006) and ―that the 

opening of fire should, whenever possible, be preceded by warning shots‖ (Giuliani and 

Gaggio v Italy, 2011). One may find it very hard to disagree with these observations 

bearing in mind that the object and purpose of the Convention require that ―Article 2 be 

interpreted and applied so as to make its safeguards practical and effective‖. 

Also, it may be noted that the ECtHR quite often examined whether the state, in 

particular circumstances, took appropriate care to avoid a situation where a high 

probability of use of lethal force exists or whether the state authorities had true intention to 

arrest the suspects. Thus, in the case McCann and others v UK (discussed above), the 

Court put significant weight to the decision of the authorities not to prevent the suspects 

from travelling into Gibraltar – the final destination of their bombing mission. According 

to the Court:  

―It may be questioned why the three suspects were not arrested at the border 

immediately on their arrival in Gibraltar and why, as emerged from the evidence given by 

Inspector Ullger, the decision was taken not to prevent them from entering Gibraltar if 

they were believed to be on a bombing mission. Having had advance warning of the 

terrorists’ intentions, it would certainly have been possible for the authorities to have 

mounted an arrest operation. Although surprised at the early arrival of the three suspects, 

they had a surveillance team at the border and an arrest group nearby... In addition, the 

Security Services and the Spanish authorities had photographs of the three suspects, knew 

their names, as well as their aliases and would have known what passports to look for‖. 

The Government explained such decision with the fact that ―at that moment there might 

not have been sufficient evidence to warrant the detention and trial of the suspects. 

However, the Court did not find this argument strong enough. In addition it observed that: 

―In its view, either the authorities knew that there was no bomb in the car - which the 

Court has already discounted ... or there was a serious miscalculation by those responsible 

for controlling the operation. As a result, the scene was set in which the fatal shooting, 

given the intelligence assessments which had been made, was a foreseeable possibility if 

not a likelihood….‖ (McCann and others v UK, 1995). There are other cases as well where 

the ECtHR examined if the state authorities had true intention to arrest the suspects. For 

instance, in the case Erdogan and others v Turkey, it examined whether in this case ―there 

was a premeditated plan to kill the deceased individuals rather than to effect their lawful 

arrest.‖ 
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 The authorities should use lethal only as a last resort and do everything to avoid a 

confrontation and risk of bloodshed. The judgments in the Bubbins v UK andAndronicou 

and Constantinou v Cyprus, where the suspects were killed, but the Court did not find a 

violation of Article 2 of the ECHR in relation to the planning and control of the police 

operation, speak in favor of the last observations. In the first case (a police operation in 

response to a report to the police for burglary in progress), the Court primarily took into 

consideration the fact ―that the police were at all times unwilling to take precipitate action, 

but tried to defuse the situation without recourse to lethal force or to tactics which might 

provoke a violent response from the man inside the flat‖(Bubbins v UK, 2005). In the 

second case, it underlined the fact that ―no use of weapons was ever intended‖(Andronicou 

and Constantinou v Cyprus, 1997).  

 The ECtHR does not provide a list of concrete steps that the states are obliged to 

take during the planning and conduct of a security operation. They depend on the particular 

circumstances of each case. When it comes to the planning and control phase of a security 

operation from the standpoint of Article 2 of the ECHR, the Court has particular regard to 

the following: 1) the context in which the incident occurred and 2) the way in which the 

situation developed. Thus, the context (e.g. whether the authorities are facing mass 

demonstrations or are dealing with dangerous criminals or terrorists) and the chain of 

events influence the choice of action, means and methods. Nevertheless, the authorities 

should not in any case be negligent in their choice of action and they should take 

appropriate care to minimise any risk to life. In this context, the ECtHR is not prepared to 

accept any shortcomings or lack of appropriate care in the planning, organization and 

management of the operations imputable to the state which could be connected with the 

deprivation of life. Above all, the Court is not prepared to accept: 1) a lack of a clear chain 

of command at all times (at all phases) or a lack of clear instructions by the superiors as 

how to capture the suspect/s alive; 2) a lack of coordination between different services, 

including the medical; 3) absence of any centralized coordination at the place of the 

incident; 4) a lack of appropriate medical treatment and equipment at the place of the 

incident, and inadequate logistics; 5) making no distinction between non-lethal and lethal 

methods while planning the operation; 6) unprofessional or superficial analysis or 

evaluation of the available information.  

 The last question that needs to be addressed in this part of the paper concerns 

terrorism and the state‘s obligations under Article 2 of the ECHR. One may agree that 

fighting terrorism is a legitimate concern of states. The ECtHR recognizes the complexity 

of this problem, but it does not grant the domestic authorities a carte blanche in regard to 

the use of force. It accepts that in a certain situation (when the state is faced with 

terrorists), ―difficult and agonising decisions had to be made by the domestic authorities‖ 

and it is even prepared ―to grant them a margin of appreciation, at least in so far as the 

military and technical aspects of the situation are concerned‖ (Finogenov and others v 

Russia, 2011). However, the Court may subject the subsequent phases of the operation to a 

closer scrutiny especially ―in respect of such phases where no serious time constraints 

existed and the authorities were in control of the situation‖(Finogenov and others v Russia, 

2011). In this context, above all, it is well established in its case law that in a democratic 

society caution in the use of firearms is to be expected from the law enforcement 

personnel, even when dealing with dangerous terrorist suspects.  
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4. KUMANOVO: QUESTIONS THAT NEED ANSWERS   
The ECHR, ratified by the Macedonian Parliament on 10 April 1997, is part of the 

state‘s internal order and is above the laws. At the same time, as Article 8 of the 

Macedonian Constitution provides, the basic freedoms and rights of the individual 

recognized in international law and set down in the Constitution are among the 

fundamental values of the Constitutional order of the country. The right to life is protected 

by Article 10 of the Constitution. According to this Article, the human right to life is 

irrevocable. The Constitutional provisions should be interpreted in the light of the ECHR. 

As the Constitutional Court has explicitly stated, ―the interpretation of the relevant 

Constitutional provisions should be based on the general legal principles contained in the 

Convention and interpreted in the case law of the ECtHR‖ (CCRM, U. No. 139/2010). 

Based on the information above, one may argue that the Macedonian authorities are 

obliged to plan and control the security operations in accordance with Article 2 of the 

ECHR. In this context, it bears noting that the Macedonian Law on Police adopted the 

same standard for justification of the use of lethal force by police officers as the ECHR – 

absolutely necessary.  

In the following paragraphs, we will apply the principles developed by the ECtHR 

in regard to the planning and control of security operations under Article 2 of the ECHR to 

the events that occurred in Kumanovo on 09/10 May 2015. In this incident, 8 members of 

the police and 10 members of the armed group against which the operation was directed 

were killed, 37 police officers were wounded and more than 20 people were arrested. The 

final conclusions pertaining to the context in which the incident occurred and the way in 

which the situation developed, which according to ECtHR influence the choice of action, 

means and methods, cannot be made due to a lack of information. However, some 

observations can be made based on the statements of the police officials and the report of 

the Sector for Internal Control and Professional Standards (SICPS) within the Ministry of 

Interior on the lawfulness of the operation. At the press conference on 09 May 2015, the 

Minister of Interior (at the material time) informed the public, that early that morning, 

teams from the Sector of special police units went to Kumanovo with the assignment to 

detect and deal with an armed terrorist group. It is important to note that the SICPS uses in 

its report a different formulation to explain the police assignment - to enter and secure 

previously located objects. Such differences need more clarifications and explanations. 

Nevertheless, one may argue that the police officers were dealing with an armed group and 

according to the SICPS, as they were approaching the located objects, they were exposed 

to fire. The police officers responded to the attack. There were wounded and killed police 

officers. Additional forces came, the police got reorganized and the next day the group was 

neutralized. The Minister of Interior gave relatively the same details as to how the shooting 

started.   

Based on the available information, it seems that one may accept that the police 

officers who used force had good reasons to believe that it is justified. It might be observed 

that their actions do not, in themselves, give rise to a violation of Article 2 of the ECHR. 

However, as discussed above, when assessing whether the state has violated this article, 

the ECtHR takes in consideration not only the actions of the agents of the state who 

administrated (used) the force, but also all surrounding circumstances, including the 

planning and control of the operation. The lack of information, the superficial SICPS 

report, as well as the classified status of many of the documents relevant to this operation, 

prevent a comprehensive analysis of its compatibility in the planning and control phase 
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with the requirements of Article 2 of the ECHR. However, certain questions could be 

raised by referring to the case law of the ECtHR.  

The first question that needs to be addressed is whether the authorities took 

appropriate care to avoid a situation where a high probability of use of lethal force exists. 

High state officials, including the President of the country, have acknowledged to the 

public that they had information about the activities of the armed group and its intentions 

long before the incident. Some of its members were/are foreign citizens and the group 

was/is well known to the security services in the country and abroad. Therefore, a dilemma 

arises as to how the foreigners entered the country. Why the members of the group were 

not prevented from basing themselves almost in Kumanovo city center? Why they were 

not arrested? These are important issues from the standpoint of Article 2 of the ECHR. In 

the McCann case (where the ECtHR found a violation of the right to life), the ECtHR put 

significant weight to the fact that the authorities did not prevent the suspects from 

travelling into Gibraltar (the final destination of their bombing mission), albeit they knew 

their identity and intentions. Such Court‘s position implies that in the Kumanovo case, the 

Macedonian authorities had a duty to take appropriate care to avoid a situation where a 

high probability of use of lethal force exists. One may argue that they might not have had 

sufficient evidence to warrant the detention and trial of the suspects before the incident, as 

the UK Government argued in the McCann case. Of course, this might be true. But, did the 

state properly weigh the risk to the population in Macedonia in not preventing the group 

enter Kumanovo with the possible consequences of having insufficient evidence to warrant 

their detention and trial? The ECtHR did this in the McCann case and observed that ―the 

danger to the population of Gibraltar in not preventing their [terrorists] entry must be 

considered to outweigh the possible consequences of having insufficient evidence to 

warrant their detention and trial‖. Did the Macedonian authorities find the right balance?  

 We can start the discussion about the authorities‘ intentions from a completely 

different standpoint and raise similar questions. As we mentioned, the authorities (as they 

claimed) had information that the members of the armed group based in Kumanovo were 

dangerous criminals (terrorists). The judgment of the ECtHR in the case Erdogan and 

others v Turkey shows that according to the Court, it is reasonable for the police chiefs, 

while planning an operation against a dangerous armed group, to make suppositions that 

the members of the group be likely to use arms if confronted. Hence, did the responsible 

authorities within the Macedonian police, while planning the operation in Kumanovo, 

make suppositions that the members of the armed group be likely to use arms if 

confronted? Moreover, did they make suppositions that they may even attack the police 

officers while approaching the objects (the target of the operation)? If the superiors made 

such suppositions, did they properly inform the police officers who were sent to 

Kumanovo giving them clear instructions in this regard? The police superiors knew or 

ought to have known at the time of the existence of a real and immediate risk to the life of 

the police officers. Therefore, they were obliged to take all measures, within the scope of 

their powers which, judged reasonably, might have been expected to minimise that risk, 

including to provide them with appropriate instructions how to enter and secure the objects 

that were the target of the operation and arrest the suspects alive. Furthermore, all formal 

documents (orders, etc.) regarding the operation should coincide with the declared 

intentions of the authorities.  

 Another important issue closely connected to the issues addressed in the paragraph 

above concerns the chain of command. Was there at all times a clear chain of command? 

How (the way) were the orders given throughout the chain of command? How was the 
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information exchanged (top-down and bottom-up)? How was the coordination on the spot 

organized between all services? Was there a centralized coordination? Did all affected 

people receive adequate medical assistance? The judgment of the ECtHR in the case 

Finogenov and others v Russia shows that the Strasbourg Court is not prepared to accept 

an inadequate information exchange between various services, limited on-the-field 

coordination of various services or a lack of appropriate medical treatment and equipment 

on the spot.  

The SICPS concluded in its report that the operation in Kumanovo was conducted 

in accordance with a previously prepared (detailed) plan which was implemented through a 

special headquarters set up to command and coordinate the action on the ground. However, 

the report is superficial and mechanical and therefore practically useless for in-depth 

analysis of the planning, coordination and conduct of the operation. The questions raised 

above require more detailed answers. Moreover, the authorities have to demonstrate that 

all decisions were made based on careful and professional analysis of all available 

information.  

 The next issue that needs to be addressed concerns the selection and trainning of 

the police officers deployed on the ground. Did they have both appropriate training and 

experience in dealing with the task assigned to them? One may accept that the special 

police units are well trained and equipped. They have training and skills to deal with such a 

difficult and risky situation. However, the Giuliani and Gaggio case implies that 

experience is important as well.  

 The fact that the operation took place in the city of Kumanovo (highly populated 

area) raises another important question: Did the authorities take all feasible precautions to 

protect the lives of civilians, when planning and conducting the operation, including from 

the fire of the armed group members as the ECtHR requires (see, for instance, the case 

Ergi v Turkey). The authorities knew about the group for some time, so they have to 

provide strong reasons why it was necessary for the operation to take place in this highly 

populated area.  

 All questions raised above are important from the standpoint of Article 2 of the 

ECHR and require detailed answers. In this context, it bears noting two things: 1) Article 2 

requires the law-enforcement agents to ―be trained to assess whether or not there is an 

absolute necessity to use firearms, not only on the basis of the letter of the relevant 

regulations, but also with due regard to the pre-eminence of respect for human life as a 

fundamental value‖(Wasilewska and Kalucka v Poland); 2) the ECtHR accepted the 

standard of proof ―beyond reasonable doubt‖ in its assessment of evidence (Finogenov and 

others v Russia, 2011).  

 

5. CONCLUSION  

The paper examined the planning and control of security operations under Article 

2 of the ECHR through an analysis of the case law of the ECtHR. The analysis revealed 

that the ECtHR requires the state to plan and control the security operations in a manner as 

to minimise, to the greatest extent possible, the risk to the life of all affected people by the 

operation (to minimise the recourse to lethal force and human losses).  The Court has 

adopted the language of positive duty when it discusses the planning and control of a 

security operation and the content and scope of this obligation have become more visible.  

The context in which the incident occurrs and the chain of events influence the 

choice of action, means and methods. Nevertheless, the authorities should not be negligent 

in their choice of action and they should take appropriate care to minimise any risk to life. 
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The ECtHR has developed certain criteria and standards in this regard. The paper applied 

them to the events that occurred in Kumanovo on 09/10/May 2015 – a police operation 

which resulted in the deaths of both police officers and suspects. It does not provide final 

conclusions with respect to the compatibility of the operation as a whole with Article 2 of 

the ECHR due to a lack of information and the classified status of many of the relevant 

documents. However, the paper identifies the questions that need to be answered in this 

regard (concerning: the intentions of the authorities, the chain of command; in – filed 

coordination, selection of the police officers deployed on the ground; medical assistance 

and protection of the bystanders or civilians). Above all, the authorities should answer 

whether they took appropriate care to avoid a situation where a high probability of use of 

lethal force exists. 
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ABSTRACT  

 The Higher Administrative Court of the Republic of Macedonia has commenced 

functioning as a second instance administrative court. No special rationalizations were 

offered when the decision on its constitution was made. This procedure was absolutely 

criticized by the experts, although their positions had no impact on the decision-making 

process.  

 The functioning of the Higher Administrative Court has not initiated any 

significant interest in the public. Therefore, the objective of this study is to make a step 

further and analyze its efficiency.  

A brief analysis of the norms in the Republic of Macedonia governing the organization of 

the administrative judiciary will be made to accomplish this objective and comparative 

data will be presented thereof in countries that use different models of administrative 

judiciary organization, as well as an analysis of the data on the operation of the Higher 

Administrative Court and its constitution by 2015. 

 Normative, comparative and data analysis methods will be used in the 

development of this study. 

 

 Key words: Higher Administrative Court, efficiency, organization of 

administrative judiciary, Republic of  Macedonia 

 

I. Introduction  

 The system of judicial control of the administration through administrative dispute 

was organized in 1952. For almost half a century, precisely up to 2006, this type of judicial 

control
1
 was misplaced within the regular judiciary or its enforcement in the first and 

second instances was under the jurisdiction of the Supreme Court of the Republic of 

Macedonia
2
.  

  

                                                      
1Official Gazette of RM No 4/77,Article 1 of the Law on Administrative Dispute of 1977 provided that courts 

in an administrative dispute decided on the soundness of the acts for resolution of the rights and obligations in 

individual administrative matters by state authorities, organizations of associated labour or other self-governing 

organizations or associations, while administrative dispute could have been initiated against administrative act 

only (Article 6).  
2 Law on Courts, Official Gazette of RM No 36/95; 64/03 (Article 34)-this Law is no longer valid; 
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Theoreticians
3
 in the Republic of Macedonia advocating the judicial control model of 

individual administrative acts indicated the following arguments for recognizing this 

model: ensuring autonomous control of the administration by independent judiciary; 

special administrative-court proceedings; rationality and specialization of judges deciding 

on this type of disputes, power and position of the Supreme Court of the Republic of 

Macedonia, etc. 

 However, the delayed and slow resolution of administrative law cases in the 

Supreme Court of the Republic of Macedonia by the Anglo-Saxon judicial model was the 

reason to adopt a new Law on Administrative Dispute in 2006, thus modifying the 

organization of the administrative judiciary control in the Republic of Macedonia. The 

draft Law on Administrative Dispute of 2006 justified this change in the organization 

mainly by stating the inefficiency
4
  of the Supreme Court of the Republic of Macedonia 

from the perspective of resolution of administrative disputes in the administrative courts, 

delayed resolution of administrative matters, slow and expensive administrative 

proceedings
5

, necessity for close specialization, broad and profound expertise and 

knowledge of the specificities of individual legal institutes by the judges in jurisdiction of 

resolving administrative disputes
6
. 

For almost a decade, the Republic of Macedonia practiced the Continental European model 

of judicial control. The First instance Administrative Court
7
 was constituted in 2006 and 

the Higher Administrative Court was constituted in 2011 in the judicial system of the 

Republic of Macedonia.  

                                                      
3 Hristov А., Administrative Law, Skopje, 1981, p.449;  GelevskiS., Administrative Procedural Law, Skopje, 

1993, p. 252.  
4 Pelivanova Natasa, MA, The administrative dispute as protection instrument of human rights and freedoms 

through the practice of the Supreme Court of the Republic of Macedonia, Collection of Studies, Iustinianus 

Primus Faculty of Law, Skopje, 2007; 

Natasa Pelivanova, Cane Mojanoski. Mirjana Ristovska Model of organization of administrative courts 
and their efficiency, case of the Republic of Macedonia, . ZENITH International Journal of 
Multidisciplinary Research ____________ISSN 2231-5780 Vol.5 (10), October (2015), p. 95   

Overview of the total number of solved and unsolved cases in administrative disputes, structure and solved and 

unsolved case ratio per 100 casesin the period 2000 – 2006  

 

Year Cases: Structure: Ratioper 100 cases: 

Total Solved Unsolved 

Solved 

% 

Unsolved 

% Total 

Unsolved/ 

solved 

Solved/ 

unsolved 

2000 4636 2573 2063 55.50 44.50 100,00 80 125 

2001 5379 2745 2634 51.03 48.97 100,00 96 104 

2002 5169 2013 3156 38.94 61.06 100,00 157 64 

2003 6350 2160 4190 34.02 65.98 100,00 194 52 

2004 6793 2553 4240 37.58 62.42 100,00 166 60 

2005 7556 3490 4066 46.19 53.81 100,00 117 86 

 2006 7596 4105 3491 54.04 45.96 100,00 85 118 

 
5 Draft Law on Administrative Disputes as of April 2006; 
6 Davitkovski, PavlovskaDaneva, Administrative dispute in the Republic of Macedonia, pursuant to the new 

Law on Administrative Dispute,  Collection of Studies, Judicial Reform Legal Frame of R. Macedonia, Faculty 

of Law, Skopje, 2006; p. 114; 
7 It commenced operating on01.12.2007; 
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The Supreme Court is in jurisdiction of extraordinary legal remedies against decisions of 

the Higher Administrative Court
8

 and conflict of jurisdiction between the Higher 

Administrative Court and another court
9
. 

II.Comparative-legal overview of judicial control over administrative acts 

 France
10

is the country that created, developed and maintained the system of 

judicial control over administrative acts by special administrative courts. The top level of 

the hierarchy includes two independent Supreme Courts, the Council of State and the 

Court of Cassation. In this way, a dualist legal system was established in France, i.e. 

special administrative courts have been founded in addition to the regular (civil) courts.  

Namely, the unsatisfied party has the right, without any limitations, to decide which legal 

remedies will be applied to protect their rights or whether they shall decide on 

administrative or judicial control of the act. In this respect, however, certain rules have 

been introduced.  

The judicial control on administrative acts in France is under the jurisdiction of 

administrative tribunals, which in fact are first instance administrative courts with general 

administrative jurisdiction, or special courts for certain types of administrative disputes. 

The Council of State is an appellate court competent for the first instance decisions of the 

administrative courts and the Court of Cassation for the final decisions.  

The Council of State as a competent court decides on some disputes in the first and final 

instance.  

As thesupreme administrative court, the Council of State in addition to ensuring single 

judicial practice, has jurisdiction to decide on appeals in the final instance. 

Control of administrative acts in the Federal Republic of Germany
11

 is exercised through 

a two instance administrative procedure by administrative courts and the Federal 

Administrative Court. Administrative courts are part of the judicial authority and they 

enjoy all the independence guarantees as the regular courts. Administrative courts are first 

instance courts, although they decide on some matters in the first and final instances. Their 

operation is controlled by the supreme administrative courts of the member states, which 

decide on the administrative disputes in the second instance. The Federal Administrative 

Court is the highest administrative court.  

 First instance control of administrative acts in Italy is within the jurisdiction of the 

district councils of administration, which are in fact obverse of the first instance 

administrative courts, and the Council of State, which for some disputes is the first and 

final instance administrative court and the second instance court in appellate proceedings 

that are under the jurisdiction of the district councils of administration in the first instance. 

The regular courts and the Constitutional Court are also competent for some control of the 

administrative acts. Administrative disputes in Italy are mainly settled by the district 

councils of administration and the Council of State.  

 The Italian Council of State is divided into six sections, three of which are in 

charge of the judicial control of administrative acts.  

On the other hand, the allocation of jurisdiction between the regular and administrative 

courts is made on the grounds of undefined criteria. Consequently, the regular court is 

competent for resolving disputes against acts for which a plaintiff claims that his/her right 

                                                      
8Article 4 of the Law Amending the Law on Administrative Disputes. 
9Law Amending the Law on Courts, Official Gazette of RM No 150/2010. 
10 Brown Neville, Bell s John, French Administrative Law, Oxford, 1993, p. 59-121; 
11 Schwarze Jurgen, European Administrative Law, Sweet E Maswell, 1992, p.100-113; 
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has been violated, whereas the administrative court is competent in cases where the acts 

violate the party‘s interest based on law or breach the public interest based on law. For 

some administrative matters and in cases of violation of a party‘s right, the law provides 

for exclusive jurisdiction of the Council of State. The district councils of administration are 

only competent for resolving administrative disputes in some areas prescribed by law, save 

the parties‘ rights are not concerned, since such disputes are under the jurisdiction of the 

regular courts. The district councils of administration mainly consist of administrative 

officers and their dispute resolution process is similar to that of the courts. Their decisions 

are subject to appeal to the Council of State. The district councils of administration and the 

Council of State are part of the administrative authority and not of the judicial authority.   

 Republic of Slovenia.
12

In this country, legal control of administrative acts is 

provided by the administrative dispute institute under the jurisdiction of the Administrative 

and Supreme Courts of the Republic of Slovenia. 

The Administrative Court decides in the first instance, while the Supreme Court is 

competent for appeals to decisions on administrative disputes adopted by the 

Administrative Court and in case of a filed revision. 

The Supreme Court is also competent for deciding on conflict of jurisdictions between the 

Administrative Court and other courts. 

 Republic of Croatia.
13

The Administrative Court of the Republic of Croatia was 

established in 1977 as an independent republic court. Until its establishment, the 

administrative section of the Supreme Court of the Republic of Croatia was competent for 

controlling the soundness of some final administrative acts. On the other hand, there is a 

long-term tradition of judicial control of some administrative acts on the territory of the 

Republic of Croatia dating back from the second half of 19
th
 century. 

The Administrative Court of the Republic of Croatia commenced its operation as Higher 

Administrative Court in 2012. The Administrative Courts in Zagreb, Split, Rijeka and 

Osijek have been competent for administrative disputes since 2012, other than the 

administrative disputes, which, pursuant to the Law on Administrative Disputes (Official 

Gazette of RC No 20/10, 143/12) and other special laws, are resolved by the Higher 

Administrative Court of the Republic of Croatia. 

The Administrative Courts in Zagreb, Split, Rijeka and Osijek decide on actions against 

some decisions of public legal authorities, suits against actions by public legal authorities, 

actions against omission of adopting decisions or delay of the term determined by law, 

action against administrative contracts and their implementation and actions determined by 

law. 

 The Higher Administrative Court of the Republic of Croatia is competent to decide 

on appeals against judgments of the administrative courts and decisions that can be 

appealed, the soundness of general acts, the conflict of jurisdictions between administrative 

courts and other cases determined by law, pension, disability and health care department, 

financial and labor law department, property law department, council assessing the legality 

of general acts and the service for monitoring and reviewing the judicial practice. 

 

                                                      
12 Zakon o upravnem sporu, Uradni list R. Slovenije, 105/2006; 
13 Zakon o upravnim sporovima Narodne Novine 20/10; 143/12, 152/14,94/16; 
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 England
14

. Neither the Constitution nor other laws in England distinguish between 

administrative and civil law; consequently, administrative disputes by rule are not 

entrusted to special administrative courts. 

The control of the legality of administrative acts in this country is exercised by regular 

courts, i.e. courts of general jurisdiction, except for such type of control that is exclusively 

entrusted to administrative tribunals.  

 District courts are the lowest regular courts in this country, while the Supreme 

Court seated in London decides on disputes for the whole country. The Higher Court of 

Justice and the Court of Appeals exist within its frames. The highest court for civil matters 

is the House of Lords that is competent for resolution of appeals against decisions of the 

Court of Appeal. In addition to the House of Lords, there is another supreme court in 

England – the Judicial Committee of the Privy Council. It is competent for final decisions 

upon appeals against decisions of the Court of Admiralty, the Ecclesiastical Court and the 

English courts outside the country. In addition to the regular courts, the control of the 

administrative acts is exercised by administrative tribunals, organized in some segments of 

public administration.  

 The scope of judicial control of the administrative acts is determined by the 

Parliament.  

 In their judicial control of administrative acts, the courts of general jurisdiction do 

not act under a special procedure and they apply the same procedure used in civil law 

disputes, in which the party is the "master" of the proceedings.  

The procedure related to control of administrative acts is non-uniform, fragmented and 

complex and it commences with an action.  It is undisputable that such procedure requires 

good knowledge of the party in the judicial protection system. 

Persons unsatisfied with the administrative measures taken in some cases may refer to 

special administrative judicial authorities – tribunals, the Minister and sometimes to the 

ombudsman. 

 There is general division and independence of the control in the English law 

enforced by the tribunal or ministers and of the control enforced by the regular courts. It is 

not necessary to previously file an administrative legal remedy (if it is provided for) for 

judicial control of administrative acts. Namely, according to the English law, the access to 

a court related to any legal matter is a fundamental right. A judge, in principle, is obliged 

to respond to the matter whether an administrative authority has acted legally in the 

particular case. For a judicial intervention, the existence of parallel competence of any 

administrative body is not significant. By way of exclusion, there are rules where judicial 

control of an administrative act is not possible due to its finality. A court may also refuse 

to act in case where it is reasonable to require that an administrative decision is at ―halt‖ 

while a court intervention is necessary and early.  

The administrative tribunals are organized within the production departments for certain 

matters. They rather differ not only by structure, but also by competence and procedure. 

Some of the administrative tribunals are organized as courts, while others are in fact 

administrative authorities that assume a judicial function in addition to the administrative. 

The procedural regulations applied by the administrative tribunals are adopted by the 

Council of Tribunals, which simultaneously controls their operation. By rule, the 

administrative tribunals make first instance decisions on administrative matters and are 

                                                      
14 Schwarze Juurgen, European administrative Law…p.140-153; 
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rarely authorized to make final decisions. Administrative tribunals are authorized to 

abrogate illegal administrative acts for matters within their competence. 

 United States of America. A citizen aggrieved by an illegal administrative act in 

the USA may initiate action before a regular court similar to a case of violation of his/her 

right by an individual‘s action. 

The judicial system is organized at the levels of federation and separate federal units.  This 

is the matter of general courts and proceedings may be initiated on the grounds of legal 

remedies only envisaged in the general law or based on special provisions related to filing 

a legal remedy. However, when acting upon the legal remedy, the judges may reject the 

action and abolish the contested administrative act, but they may not decide on the merits 

of the concrete administrative matters.    

In order to initiate judicial control, according to the US law, the necessary condition is to 

deplete all the envisaged administrative legal remedies. The judicial control of the 

administrative acts in the USA is exercised by the general competence courts on the 

grounds of the general law and for some matters by the administrative tribunals that are 

competent for judicial control of the administrative acts. 

However, it must be emphasized that the administrative tribunals act in such a way that 

does not provide the guarantees given by the proceedings before the regular courts.  

III.Norms, jurisdiction and organization of the Higher Administrative Court  

 Amendment XXV of the Constitution
15

 of Republic of Macedonia stipulates that 

the judicial authority is assumed by the courts, which are autonomous and independent and 

decide based on the Constitution, the laws and the international agreements ratified in 

accordance with the Constitution.  The same amendment provides for the court types, 

competence, establishment, disestablishment, organization and composition, as well as the 

initiated proceedings to be governed by a law adopted by the qualified majority of the total 

number of MPs.  

Article 50(2) of the Macedonian Constitution provides for judicial control of the legality of 

some acts adopted by the state administration and other institutions executing public 

authority. Amendment XXI of the Macedonian Constitution guarantees the right to appeal 

against the first instance decisions made by the court. 

 Article 22 of the Law on Courts
16

 anticipates that the judicial authority in the 

Macedonian judicial system is executed by the basic courts, the appellate courts, the 

Administrative Court, the Higher Administrative Court and the Supreme Court of 

the Republic of Macedonia. 

The competences of the Administrative Court
17

, the Higher Administrative Court and the 

Supreme Court
18

 in the administrative judicial procedure are defined in the Law on Courts 

and the Law on Administrative Disputes.  

                                                      
15 Constitution of the Republic of Macedonia, Official Gazette of RMNo 52/91, 1/92,  31/98, 

91/01,84/03,107/05, 3.09. 
16Law on Courts, Official Gazette of RM No 58/06, 35/08, 150/10. 
17 The Administrative Court is competent for deciding on the legality of some acts adopted in the election 

procedure and some acts related to elections, appointments and dismissals of public mandate agents, if 

determined by law, as well as on acts on nomination, appointment and dismissal of public offcials unless 

otherwise determined by law, disputes arising from the implementation and enforcement of  provisions related 

to concession agreements, public procurement agreements and on each agreement to which a state 

authority, organization with public authorizations, public enterprise, municipalities or the City of 
Skopje is a party, concluded for public interest and performing public service, - against some acts of the 
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The Higher Administrative Court
19

enforces judicial authority throughout the territory of 

the Republic of Macedoniaas a second instance court competent for deciding on appeals 

against decisions of the Administrative Court; decisions on conflict of jurisdictions 

between the state, municipal and Skopje City authorities, between the municipalities of 

Skopje City and disputes on conflict of jurisdictions between municipalities and Skopje 

City and public office holders, if provided by law, unless another judicial protection is 

provided and for execution of other matters provided by law
20

. The Higher Administrative 

Court is seated in Skopje. 

 In addition to other general requirements for election of judges to the Higher 

Administrative Court, the Law on Courts provides for special requirements – at least 3-

year continuous working experience in the Administrative Court until the period of 

application for election in the Higher Administrative Court, highest positive assessment 

compared to the other applicants for the previous year by the Judicial Council of the 

Republic of Macedonia and utmost number of points pursuant to law, six years of service 

in legal matters in a state authority with established results and utmost positive assessment 

pursuant to the law.  

  The cases assumed by the Higher Administrative Court are processed in three 

specialized departments as follows: a specialized court department for property and legal 

matters and other rights, a specialized court department for pensions, pension rights and 

disability insurance and other rights and a specialized court department for financial, 

customs, taxpayer and other rights. Each department is governed by a department 

president.Each department comprises one council administered by a council president and 

the other two judges are council members. 

The Higher Administrative Court, by rule, decides on appeals without any hearings. The 

Court will schedule a hearing and decide on its merits as soon as it determines that for a 

proper establishment of the state of facts it shall be necessary to repeat the already 

produced proofs and if the council session establishes that the appealed decision is 

                                                                                                                                                   
administrative authorities, Government, other state authorities, municipalities, the City of Skopje, organizations 

determined by law and juridical and natural persons exercising public mandates (public mandate agents), in 

case when no other legal protection is ensured in the second instance decision against such act and decisions on 

conflict of jurisdiction between state authorities, municipalities and the City of Skopje, municipalities of the 

City of Skopje and disputes arising from conflict of jurisdiction between the municipalities and the City of 

Skopje and agents of public mandate if provided by law, unless the Constitution or laws envisage a different 

judicial protection (Article 34 of the Law on Courts). 

Unlike the previous legislation governing the administrative dispute, the Law on 

Administrative Dispute of 2006 provides for deciding upon an administrative dispute on the basis of the 

legality of some acts adopted in the election procedure and some acts on elections, appointments and dismissals 

of public office holders, if provided for by law, as well as on acts on nomination, appointment and dismissal of 

managing state agents unless otherwise determined by law, on disputes arising from the implementation and 

enforcement of the provisions of concession agreements, public procurement agreements and on each 

agreement to which a state authority, organization with public authorities, public enterprise, municipalities or 

the City of Skopje is a party, concluded for public interest or for performing a public office; on the legality of 

misdemeanor sanctions adopted by administrative authorities, organizations and other authorities with public 

authorizations. 
18 The Supreme Court of RM shall decide on extraordinary legal remedies against the decisions of the Higher 

Administrative Court (Law on Amending the Law on Administrative Disputes – Article 4), as well as on 

conflict of jurisdictions between the Higher Administrative Court and another court (Law on Amending the 

Law on Courts –Official Gazette of RM No 150/2010).  
19 Law on Courts, Official Gazette of RM No 58/06, 35/08 and 150/10)-Article 22 and Law on Administrative 

Disputes, Official Gazette of RM No 62/06 and 150/10;  
20 Law on Courts, Article 34; 
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grounded on essential violation of the provisions of the law or a faulty and incomplete state 

of facts, the decision will be annulled.  

In regard to the human resources related to the Higher Administrative Court operations, it 

should be underlined that with the exception of the first year of constitution, when it 

operated with 12 judges, it has continuously worked with 11 judges and 12 court officers.It 

should also be indicated that the number of vacant positions for professional court officers 

is substantial.The Law on Administrative Disputes prescribes that the number of judges in 

the Higher Administrative Court is defined by a decision of the Judicial Council of the 

Republic of Macedonia. 

IV. Efficiency of the Higher Administrative Court through Empirical Data 

Year  

Total  

number 

of cases 

in 

process 

Number 

of 

received 

cases 

Number 

of 

resolved 

cases    

Number of 

unresolved 

cases                  Backlog  

2011 

 

55 50 5 

 2012 

 

1750 1715 40 

 2013 2072 1982 1932 40                         87 

2014 4035 3948 3953 87 82 

2015 4431 4349 3336 82 1095 

 

Year  Received  Resolved  Unresolved  

                                    

Backlog  

2011 55 50 5 0 

 2012 1750 1715 40 0 

 2013 1982 1932 40 87 

 2014 3948 3953 87 82 

 2015 4349 3336 82 1095 

  

 

Structure in % 

 Received  Resolved  Unresolved  Backlog  

100.00 90.91 9.09 0.00 

100.00 98.00 2.29 0.00 

100.00 97.48 2.02 4.39 

100.00 100.13 2.20 2.08 

100.00 76.71 1.89 25.18 
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Coefficient  

  

Resolved/received 

Resolved/  

unresolved  

Backlog  

/resolved Backlog/resolved 

 2011 

 

0.91 0.10 

     2012 

 

0.98 0.02 

     2013 

 

0.97 0.02 2.18 5 Backlog per 100 

2014 

 

1.00 0.02 0.94 2 Backlog per 100 

2015 

 

0.77 0.02 13.35 33 Backlog per 100 

 

 

Total  

number 

of cases 

in 

process Number of received cases 

2013 100.00 95.66 

2014 100.00 97.84 

2015 100.00 98.15 

 

 The empirical data
21

 indicate that in the first three and a half years (30.6.2011 – 

2014) since the commencement of its operations, the efficiency ranged from 90 to 100% 

per 100 cases; however, in 2015 a decline in its efficiency to 76.71% per 100 cases could 

be noted for the first time or the quantity of the backlog of 1095 or 25.18% (33) cases per 

100 received cases, which inter alia is due to the increasing number of cases received each 

year in the Higher Administrative Court. 

V. Conclusions and perceptions 

 What is to be expected with regard to the efficiency of the Higher Administrative 

Court in the future? Although any forecast is ungrateful, indicators show that an increasing 

number of case inflow might be expected in this Court in the future, which will reduce its 

efficiency. In particular, since the number of cases decided in the first instance by the 

Administrative Court is increasing each year (in 2011 it had a total of 25726 cases, 30591 

cases in 2012, 27005 cases in 2013, 26129 cases
22

 in 2014), and as a result of the citizens‘ 

awareness of the possibility to express their dissatisfaction against first instance decisions 

of the Administrative Court through appeals to the second instance administrative court. 

Therefore, it is reasonable to expect an increased inflow of cases to the Higher 

Administrative Court in the upcoming years and the trend of efficient operation should be 

maintained by increasing the number of judges and the professional court administration in 

this Court. 

  

                                                      
21  Annual report on the Higher Administrative Court operations for 2011,2012,2013, 2014, 2015, 

www.vusskopje.mk; 
22Annual report on the Higher Administrative Court operations for 2011, 2012,2013,2014,www. usskopje.mk; 

Natasha Pelivanova, Cane Mojanoski. Mirjana Ristovska, Model of Organization of Administrative Courts 
and their Efficiency, Case of the Republic of Macedonia, ZENITH International Journal of 
Multidisciplinary Research ____________ISSN 2231-5780 Vol.5 (10), October (2015), p. 98 
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1. The role of the State, its involvement and its actions of any possible nature 

towards the foreseeable phenomenon of mass migration even on its territory (this will be 

addressed in the following paragraphs) require, although synthetically, a clarification – 

almost a refresh of memory – of what has to be intended with the term ―State‖ both with 

regard to its organization and its responsibilities and functions.  

In times of liberalization of commerce, internal free market economy in terms of 

competing entrepreneurship and thus with the underlying idea of globalization or 

―globalism‖ often (rightly or wrongly) misunderstood; in a period of ―dominating‖ 

mainstream thought of reconsideration of the idea of domestic state sovereignty not at the 

benefit of a different and overlapping sovereignty, but in terms of a self-destruction end in 

itself or at the benefit of the international financial powers, of multinational corporations; 

in a period of robbery capitalism which acts through the instrument of monetarism aiming 

at the enrichment of the minority and the impoverishment of the majority, it is opportune 

to underline, even in extreme synthesis, that the ―State‖ is the stable political organization 

of individuals which is recognized in an existential and common destiny collectivity, 

within a determined spatial area that is called the ―territory‖ of the State. 

The primordial function of the State is to achieve the satisfaction of the individual 

and collective needs of the population residing within its territory, to provide for the 

external defence, guarantee the domestic public order, the territorial integrity and the 

economic and political independence. 

The internal political organization (which may be variable) has no importance in 

terms of the (non)democratic nature of the State. A politically authoritative or totalitarian 

State does not cease to be a State and does not fail to exercise its primordial functions. 

The same reflections may be proposed in proper juridical terms in order to identify 

in the State a subject of international law: a situation in relation to which the democratic 

nature of its domestic political organization is completely irrelevant. 

The State is and remains the same by reason of the convergence of its structurally 

constitutive elements identified with the population and its internal political organization, 

namely the government. The territory is a necessary element for the existence and the 

functioning of the State for determining the spatial limits of the extension of the 

government‘s sovereign powers.    
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2. The general and introductory terms. The following analysis starts from the 

hypothesis of the State, politically organized in the forms and the contents of a democracy; 

of the State which lays the legitimacy of its powers of government intended as an 

expression of a sovereignty belonging exclusively to the people and from the latter 

exercised within the limits of the rules of the State. 

In this regard, it has to be added that the prevailing idea of the democratic nature of 

the State, founded on the representative parliamentary democracy, is an idea already 

revealed to be mystifying and misleading. It is clear to everybody that representative 

democracy, not today but for too long a time, does not represent nothing and nobody. It is 

an idea of empty democracy and intentionally functional as a liberal model and economic 

choices of laissez-faire nature, yet, functional to the interests of the oligarchies that govern 

the economy and, primarily, the monetary policy. 

It is time to explore new forms of revelation of the democratic popular will and the 

democratic political organization of the State. Research that could not avoid bringing to a 

necessary conclusion of the intended participatory democracy, beyond the vacuity of the 

formulas and the fallacy of the formalisms, in the sense of an effective and democratic 

participation in the economic decisional processes of the juridical organization of the State. 

This could not certainly occur in indistinct and diffused forms. but through the formally 

organized representations of concrete interest of categories: work, workers, the production 

branch and thus the entrepreneurship, the freelance professionals, etc. Thus, representation 

of concrete interests that only the membership of the associates to the referring categories 

could guarantee and effectively represent. 

The participatory democracy is not certainly the one evoked in an empty sense by 

the Lisbon treaty of the 2007 where it is intended in terms of a ―dialogue‖ between the 

institutions of the European Union and the ill-defined ―social partners‖. The participatory 

democracy is not a ―dialogue‖ but rather, as mentioned supra, effective participation in the 

normative decisional processes of the representatives of the categories of the workers and 

the producers.  

 

3. Yet, there is another implication in terms of the concrete policy that 

characterizes the capacity of a State and that integrates immensely the idea of its 

―sovereignty‖: the monetary policy intended as a full autonomy of the State to issue a 

currency by correlating the purchasing power not to the abstract calculations, but to the 

effective capacity of its economic system; i.e. to its capacity in terms of economic 

production. 

The State that does not possess the capacity to issue a currency, the proper currency, 

as in the example of the member States of the European Union, where the overall quantity 

of the currency is issued and printed by a private company, which is thus politically 

irresponsible to the European Central Bank, is a State, on the one hand, short of any 

economic independence and thus short of political independence and, on the other hand, is 

a State that could never pay off the national and international debt because it has to resort 

to taking a credit and consequently pay off the interest rates, which the State could never 

pay insofar as the State itself issued the currency. So the States are condemned to an 

endless debtor position due to the fact that it would be impossible for them to pay off the 

public debt resorting to credits aggravated by interest rates.  

With respect to what appears to be a secondary characterizing element of the State in 

relation to the monetary policy, is the foreign policy which, short of any feigning, may be 

only effectively exercised thanks to the foundation in the economy or the bayonets of the 
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soldiers. This is not the case of States like Costa Rica which, as a proper choice, renounce 

the policy of external defence and only guarantee the domestic order of the State. To the 

contrary, it is the case of those States, as the Italian Republic, which have to bear the 

presence of 113 military bases of the USA or NATO (that is the same thing) as a 

consequence of an unconditioned surrender which has continued since 8
th
 of September 

1943 and which has brought not only a defeat in war, but has brought, mostly, as the 

present situation demonstrates, eradication of its political independence; independence 

which is grounded not only on the autonomous economic choices and on the full and free 

administration of monetary policies in the sense indicated above, but also on the free 

exertion of the defence policy which signifies an autonomous administration of military 

―means‖.  

 

4. The sense of the ―rule of law‖ has to be understood in this general context, 

although summarily traced. A sense not identifiable any longer in the context of 

international relations and thus correlated with the measures of the norms of the general 

and conventional international law (in cases where international agreements are concluded 

without any kind of conditioning), but a sense identifiable only within the State as a 

parameter of certainty and rightness in the relationships between the private and public 

legal entities living in the territory of the State, or in the relationships between those and 

the State considered in its institutional form.   

The last reflection addressed herein leads towards the evaluation of the right sense of 

―rule of law‖ in the liberal State in terms of the recognition and effective guarantee of the 

fundamental rights of persons, citizens or foreigners, residing in the territory of the State.  

The liberal State is particularly generous in the recognition of the civil and political 

rights for the only reason that they do not cost the State anything, do not affect the budget 

of the State and, on the other side, the non-full recognition or non-full guarantee of the 

economic, social and workers‘ rights renders the first category of rights empty of content 

and short of incidence in the effective participation of the person in the life of the involved 

country. 

Differently from the civil and political rights, an effective recognition and guarantee 

of the social, economic and workers‘ rights directly affects the budget of the State in terms 

of costs for salaries, social welfare, social assistance, healthcare, i.e. the set of social 

measures traditionally called ―welfare State‖. 

A last cause for reflection on the necessity of reconsideration of the way of the 

State‘s being or the way the State should be in relation to its primordial function to 

guarantee the protection from all aspects to its citizens and persons present in its territory, 

specifically to guarantee the private and public security. 

 

5. The present problem of the State towards the phenomenon of mass 

migration is conditioned directly by the necessity to guarantee the private and public 

security; faced by a consistent mass of foreigners that could not be considered  

prejudicially and indiscriminately as ―refugees‖, according to the norms of the general and 

conventional international law and with regard to the considered rights and duties of the 

State towards foreigners in the perspective of the state duties for protection of the 

fundamental rights of individuals. 

The phenomenon of mass migration towards the States of the European Continent 

may be explained on the imaginary idea of well-being and, thus, of a possibility for better 

living conditions, which characterizes the European Union, although it has been affected 
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for a long time by a serious economic and occupational crisis. The geographical vicinity of 

the States of the European Continent (including those of the Balkan Region) can be added 

to the above stated, as well as, signally, the member States of the European Union
1
. 

In addition to Greece, the country mostly affected by the mass migration 

phenomenon, there is also Italy not only for geographical reasons, but also because of the 

incompressible indiscriminate reception policy implemented by the Italian government, 

with all its related problems of the domestic public order, integration (only imaginable, but 

not realistic) and the social and economic order
2
. 

It is not an exaggeration to sustain that the cause of these continuous migratory 

waves is the intentional and premeditated American imperialistic policy that reaches better 

its objectives of control and subjugation of States (beside the achievement of greater 

economic benefits by perpetuating the violence of the US dollar in the international 

economic transactions to the benefit of the interesting North-American public debt) by 

provoking in the States of destination of the ―migrants‖ situations of intentional 

destabilization
3
. 

The recent history confirms this assumption: it is the case of the aggression of the 

USA and its allies of the Socialist Republic of Iraq, to the change of government and 

regime in Egypt, promoted and sustained by the United States of America. It is the case of 

the aggression of the socialist Serbia, always through the ―armed arm‖ of NATO, in which 

context the USA plays a hegemonic role in the administration of the military means, to 

arrive to the vulgar aggression of Libya and the legitimate government of Colonel 

Muammar Gaddafi, in understanding with the French and English ―democracies‖ 

(aggression perpetuated not only for the oil resources of Libya, but mostly for the uranium 

deposits of the country near the borders with Chad). Moreover, the main reason is to stop 

the project of the Libyan government for a common monetary policy among the different 

States of the African Continent. And it is from Libya that the greatest migratory flows of 

the so-called ―refugees‖ escape from actually inexistent wars in the States of the African 

Continent.  

In the general context herein outlined should be collocated the so-called ―Arab 

spring‖, which was programmed since a long time, as recently documented, preordained 

and organized by the American government which called it ―Arab spring‖ since its very 

beginning. 

This destabilizing logic should also include the Ukrainian crisis following the coup 

d’état promoted by the USA. This logic collocates and explains the military, political and 

financial support of the USA and the Persian Gulf monarchies to the different fringes and 

terroristic groups in an anti-Syrian function: the Islamic State is already accepted as an 

                                                      
1 For these specific aspects, see ARNAUT E. e GURIC J., Economic aspect of world refugees crisis – 

Impact on the labor market and (un)employment in the European Union, in Atti Convegno Sarajevo, 2016, p. 

168 ff., and bibliography and economic and occupational data therein quoted. 
2 With regard to the European Union and even, specifically, with regard to the origins (causes) of the 

phenomenon of mass migration, see IOSIFVIC I., European Union migration – Refugees crisis: opening the 

Pandora box? in Atti Convegno di Sarajevo, 2016, p. 145 ff., and bibliography and documents therein cited. In 

particular, ASO (2015) Annual Report on the Situation of Asylum in the European Union in 2014 (Valletta, 

European Asylum Support Office); with regard to Spain see Spanish police summoned over Ceuta migrant 

deaths, camp raided near Melilla, in Deutsche Welle, 11 February 2015.  
3 About the consequences of the phenomenon on the International peace and security, see, by last, 

NAJETOVIC D.,Implications of the refugee crisis to the peace and security in the world, in Atti del Convegno 

del 7 maggio 2016: The global refugees crisis-challenges and perspectives, promoted by the University of 

Travnik, BiH, Sarajevo, 2016, p. 115 ff. (c.d.), (shortly, Convegno di Sarajevo) and bibliography therein cited. 
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American creature and in this case even in a destabilizing function towards governments 

and regimes not available to subjugate to the imperialistic American policy, to cede the 

control of their economic system, to renounce their monetary independence and, thus, 

renounce to the proper sovereignty. 

The latest criminal American plan in Syria was impeded by the massive Russian 

Federation military campaign and it this case serves to remind that (and it is an accepted 

evidence) 85% of the anti-Assad rioters are not Syrian nationals and are directly armed by 

the United States and, indirectly, by other so-called occidental States. There is no other 

way to explain how these terrorist groups are supplied with any mean of transport, 

infrastructure and, specially, heavy weaponry
4
. 

The American imperialistic policy is the principal cause, if not the only, which has 

provoked the unexpected migratory flows that never existed in the past, starting from the 

States where intentional domestic ―chaos‖ to a large scale has been determined.  

All this is justified with the same pretext (in which no one believes anymore) for 

promoting and defending the fundamental human rights and liberties, pretending to impose 

models of political and economic internal organization of the State only pretentiously 

―democratic‖, but in reality functional to the occidental plutocracies and the international 

finance. 

 

6. These kinds of emergencies have to be addressed by the States of 

destination of these migratory flows, as it seems to be evident that those who provoke them 

are expecting their destabilization. 

It should be added that the majority of the actual ―migrants‖ belongs to the male 

gender, of a particular young age. The very large part of them does not escape from wars 

and it seems to be strange that they are escaping from wars leaving their wives, children 

and relatives in the country.  

Nor do they escape from the political persecution which may render them eligible 

for the ―status‖ of political refugees in the destination countries. Almost all migrants seek a 

refugee status in order to remain on the territory (although formally and temporarily) of the 

destination State and enjoy the economic benefits related to this status, but most of them 

do not meet the criteria for the political refugee ―status‖
5
. 

The international cooperation between the so-called occidental States would be 

worthy and would produce better results if these persons were assisted in their countries of 

origin; with the more relevant consequence that in this way most of the tragedies during 

their migratory trip could be avoided. But if this is not done even by the European Union, 

                                                      
4 To this regard, see the incisive study of RANALDI V., Refugees and national security in the European 

Continent: individual and integrated strategies, to be published in Rivista della Cooperazione Giuridica 

Internazionale, No. 53. The Author examines the phenomenon of ISIL, its role in the Middle-East Region, in 

the territories of Iraq and Syria with relative incentive for mass migrations, beside the destabilizing situation in 

Northern Africa, with a particular relation to the Libyan situation, as a source of threat to the European security 

in front of these migratory flows never verified since the WWII which involve, precisely, serious problems of 

security at domestic and European level, in addition to having grave consequences at economic, social and 

political context.  
5  See, HITAJ E., Diplomatic Asylum under international law: between administration of justice, 

diplomatic immunity and human rights protection, in Atti Convegno di Sarajevo, 2016, p. 157 ff., and 

bibliography therein quoted. See also, with regard to the present phenomena of mass migration and the 

problems of asylum, GEORGIEVA N., Asylum, in Atti Convegno Sarajevo, 2016, p. 204 ff. for a general and 

systematic analysis of the issue, see SINAGRA-BARGIACCHI, Lezioni di diritto internazionale pubblico, Milano, 

2009, p. 518 ff., bibliography therein cited. 
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it is clear that the political will is absent in this direction and we have to continue to suffer 

the consequences of the destabilizing policy of the States involved by the United States of 

America. 

In a strict connection with the mass migration phenomena is to be explained the 

higher number of crimes committed by these persons in the territory of the destination 

States. This is also due to the objective impossibility, even in terms of economic capacities, 

to offer an effective and adequate assistance to these persons. 

A direct contribution in this sense is given by the suicidal economic policy of 

―austerity‖ implemented by the European Union which, far from improving the economy, 

the production and the employment, has aggravated and is continuously aggravating the 

living conditions of the citizens of the EU member States to the benefit of the economic 

policy of uncontrolled and suicidal liberal model, and in the name of the monetary policy 

to the advantage only of the international financial powers of the American continent. 

The difficulties of integration of these migrants is not only and exclusively of a 

religious nature, but it is accentuated even more in those States which no longer offer any 

precise identity model in terms of the generally shared values (because of the already 

uncontrollable relativism), of legality in the sense of certainty of law, of the political 

planning or of feelings of conscious affinity of a community of peoples
6
. 

The religious element emerges with regard to these uncontrolled migratory 

phenomena because of the suggestion of the representations of Islam in extremist and 

aggressive terms and thus in fact becomes an easy vehicular instrument of the persons 

responsible for the terroristic acts. What happened in France and Germany is a 

confirmation of the above. This is the gravest consequence of the destabilizing policy of 

the USA finalized to subversion and conspiracy to the detriment of the legitimate 

governments, as it is not the duty of any third State to interfere in the internal political 

organization of any other State. 

The intentional disintegration of the States and the pursuit of the economic policies 

of subjugation do not have to do with democracy and fundamental human rights and 

liberties
7
. 

 

7. Mostly due to the devastations provoked in Iraq, Libya and Syria, even the 

European Union was affected by the phenomenon of mass migration; the phenomenon was 

aggravated in terms of containment and ―administration‖ because of the abolishment of the 

interior frontiers of the Union, without any adequate strengthening of controls at the 

external borders of the Union. On the contrary, the Schengen Agreement of 14 July 1985 

and the application of the Convention have rendered even more problematic the problem 

herein addressed
8
. 

                                                      
6KUSTURA M., Parallel society, identity and democratic integration, in Atti Convegno di Sarajevo, 

2016, p. 107 ff., proposes a different way of integration, that is the coexistence within the State of parallel 

societies distinguished by language, culture, ethnicity, religion, etc., recalling a dated idea of MEYER T., 

Parallelgesellschaft und demokratie, in MEYER T. – REINHARD W., Die burgergesellschaft. Perspektiven für 

burgerbeteiligung und burgerkommunikation, Bonn, 2802 (p. 193-229). 
7The connection between integration and security is clearly highlighted by KORAC H., BEGOVIC I., 

HALILOVIC E., Security aspect of refugee crisis, in Atti Convegno Sarajevo, 2016, p. 236 ff. 
8  On the necessity of urgent coordination of measures at domestic and EU level, capable under 

International and EU law to deal with and ―administrate‖ the phenomenon, see also BOAS I., Climate Migration 

and Security: Securitisation as a Strategy in Climate Change politics, New York, 2015; CAGGIANO G., I 

percorsi giuridici per l’integrazione: migranti e titolari di protezione internazionale tra diritto dell’Unione e 

ordinamento italiano, Torino, 2014; CARELLA G., Esodi di massa e diritto internazionale, in Rivista di diritto 
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Neither the welcome nor the granting of the refugee ―status‖ in favor of these 

persons may find justification under the Geneva Convention of 1951 and its relative 

Protocol of 1967 because, this phenomenon, beyond its dimensions, falls outside the limits 

and the provisions of the stated international acts
9
. 

The entrance into force of the last Dublin Convention on the determination of the 

responsible State for examining asylum applications has further aggravated the general 

situation in a continuous absence of preventive and necessary harmonization of domestic 

legislations related to asylum for political reasons; and also in a vacuum of autonomous 

EU legislation, common to all member States
10

. 

The EU Regulation no. 604 of 2013 and the Council Directive no. 55/2001 of the 

European Community at the time, are absolutely inadequate to ―administrate‖ the present 

phenomenon of mass migration
11

. 

Still today the European Union appears to be unable to adopt administrative or 

normative measures to face and ―administrate‖ this phenomenon. 

The present crisis has inducted the competent EU institutions and some member 

States to agree on the necessity for a radical change of the European legislation with 

respect to processing asylum applications and distributing the ―quota‖ of migrants to 

different member States, with consequent modification of ―Dublin III‖ discipline regarding 

the determination of the State of first entrance as the competent State for processing the 

asylum applications. 

These modifications, nevertheless, are still in a negotiation phase and with regard 

not only to the determination of the ―quota‖, but even to the determination of the quota on 

the basis of the characteristics and qualifications of the migrants and the eventual 

preferences demonstrated by the member States
12

. 

                                                                                                                                                   
internazionale, 1992, 4, p. 903 ff.; JEANDEZ BOZ J., Reinforcing the surveillance of EU borders. The future 

development of ―Frontex‖ and ―Eurosur‖, CEPS, Research Paper, 11, 2008; COSTELLO C., The Human Rights 

of Migrants and Refugees in European Law, Oxford University Press, 2014; TREVISANUT S., L’Europa 

el’immigrazione clandestine via mare: ―Frontex‖ e diritto internazionale, in Diritto dell’Unione Europea, 

2008, 2, p. 367 ff. 
9To this purpose, see VALVO A. L., European legislation on immigration, to be published in Rivista 

della Cooperazione Giuridica Internazionale, n. 53, 136 ff, and bibliography therein cited. 

10The Convention, entered into force on 1° September 1997, was replaced by EC Regulation no. 

343/2003 (so-called Regulation ―Dublin II‖), further integrated by EU Regulation 604/2013, known as ―Dublin 

III‖. See, in this regard, VALVO A. L.,Nota alla sentenza della Corte europea dei diritti dell’uomo ―Tarakhel 

c/Svizzera‖, n. 29217 del 4 novembre 2014, in Koreuropa, no. 6, 2015, available at: 

http://www.unikore.it/index. Php/indici-koreuropa/numero6#VoeusyZgmUk. 
11 See, in this sense, VALVO A.L., European legislation on immigration, cit. 
12 See, in the field, BARGIACCHI P., Managing the refugees crisis by revising the Dublin system, in Atti 

Convegno Sarajevo, 2016, p. 61 ff. From the same Author, see, in general, Diritto dell’Unione europea – 

Istituzioni, Norme, Politiche, Roma, 2015. See also, VALVO A. L., Lineamenti di diritto dell’Unione europea. 

L’Unione europea oltre Lisbona, Padova, 2011. See also, EU Commission, Speech/15/5498, August 2015; EU 

Commission, Eight biannual report on the functioning of the Schengen Area (1 May - 10 December 2015), 

COM (2015) 675 final, Strasbourg, 15 December 2015, par. 2.1, p. 2; Directive 2011/95/EU of the Parliament 

and of the Council, of 13 December 2011on standards for the qualification of third-country national or 

stateless persons as beneficiaries of international protection, for a uniform status for refugees or for persons 

eligible for subsidiary protection, and for the content of the protection granted (recast); Regulation EU no. 

604/2013 of the Parliament and of the Council, of 26 June 2013,establishing the criteria and mechanism for 

determining the Member State responsible for examining  the application for international protection lodged in 

one of the Member States bay a third-country national or a stateless person (recast); EU Commission Proposal 

for a Regulation of the European Parliament and of the Council establishing a crisis relocation mechanism 

and amending Regulation (EU) No. 604/2013 of the European Parliament and of the Council of 26 June 2013 
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The solution should not be the one of suspension of the ―Schengen system‖ with the 

closure of the internal borders of the European Union. Still less presumable could be the 

closure of the external borders of the EU
13

. 

 

8. The only possible concrete solution seems to be the one of contrast to the 

American policy and moving towards an autonomous presence of the European Union in 

the Balkan, the Middle-East and the North-African Region.  

The contrast of the destabilizing policy of the United States implies necessarily the 

overcoming of the political and military alliance represented by NATO which with the end 

of the logic of the two ―blocks‖, has exhausted its reason of existence due to the absence of 

the soviet ―enemy‖ and thus for having defeated the ―threat‖ it was created for. 

The containment and control of the mass migration flows (which, inter alia, threaten 

the ethnic balances and the historical and cultural identities in the destination States), 

impose, as highlighted above, a necessary collaboration between the origin and ―transit‖ 

States; precisely with Turkey, Egypt and, obviously, Libya, hoping that after the political 

and economic devastation perpetrated by the occidental ―democracies‖, a minimum 

political domestic order and effective and autonomous governmental authority may return 

to these countries. 

Assistance needs to be granted (instead of provoking wars) to the States of origin of 

the migration through investments which favor economic and occupational development; 

specific centers co-administrated with the local authorities should be created right in these 

States for processing the political asylum applications. 

If this has never been done, it is due to an evident suicide lack of political will 

aiming to prevent the preordained destructive project against the European Continent even 

in consideration of the increasing number of crimes, vandalistic acts and grave acts of 

terrorism committed in the States of destination of migration. 

As mentioned above, among the primordial functions of the State, of every State, it 

is the specific function to guarantee the internal public order along with the security of the 

individuals situated in its territory. 

The phenomenon under exam does not seem to be governable by means of the 

traditional normative instruments, but only through appropriate political measures which 

effectively affect the causes of the phenomenon itself; measures as supra highlighted. 

It is required to act mostly in terms of contrast to the imperialistic policies of 

destabilization perpetuated under the pretext of human rights protection or the ―exportation 

of democracy‖. 

A common political action of the member States of the European Union is required 

in military, political and economic terms. 

                                                                                                                                                   
establishing the criteria and mechanism for determining the Member State responsible for examining an 

application for international protection lodged in one of the Member State by a third-country national or 

astateless person,COM (2015) 540 final, 9 September 2015; EU Commission, State of Union 2015: Time for 

Honesty, Unity and Solidarity, Speech/15/5614, Strasbourg, 9 September 2015. 
13 On the specific problem of integration, see ADEMOVIC S., The entry and integration of refugees into 

the European Union, in Atti Convegno di Sarajevo, 2016, p. 182 ff. See also CALDWELL C., Reflections on the 

revolution in Europe: Immigration, Islam and the West, London, 2009; HUYSMANS J., The European Union 

and the securitization of migration, in Journal of Common Market Studies (Dec. 2000), vol. 38, no. 5, p. 751-

777. 
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The problem is that the European Union lacks any effective common foreign policy 

and the member States still pursue individualistic interests even to the conscious detriment 

of the interests of other member States. 

Even less present in the European Union is a common and autonomous military 

policy which may contribute to containing the consequent effects of the real causes of the 

phenomenon of the mass migration flows. The dependence of the military policy of the 

European Union on NATO, in the restricted limits it may be exercised, is also confirmed in 

the Lisbon Treaty of 2007. 

Conclusively, and we reaffirm it again, the problem is of an economic and political 

nature and it has to be addressed in political and economic terms. 

Nevertheless, the well-founded doubt remains with regard to the lack of real political 

will, at EU level, oriented toward finding credible and effective solutions, at least for 

containment and control of the mass migration phenomenon and to guarantee their 

implementation.         
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ABSTRACT 

Deliberative democracy, as one of the newer models of democracy and as both a 

theoretical and an empirical concept, was developed in the last few decades of the 20th 

century. However, a group of authors are of the opinion that the idea of deliberative 

democracy, as a decision-making process enabled by the deliberation of free and equal-

rights citizens, is as old as the idea of democracy itself. For this reason, these authors 

regard classical and developmental democracy as the models giving rise to deliberative 

democracy. Deliberation is the basic prerequisite for this kind of democracy, where 

participants confront their views in a way that is respectful of the plurality of different 

values and goals of people who make up the community. The ultimate goal of deliberation 

is, by examining certain common problems that cause disagreement, to help participants 

face, hear and respect each other in order to reach the best decision. It is therefore regarded 

that public deliberation should be conducted in a manner that helps achieve a legitimate 

decision, based on consensus. An emphasis is placed on the essence of this democratic 

concept, which not only increases overall citizen participation, but also improves the 

nature and form of said participation. The purpose of this paper is to determine the 

consideration of deliberation as a means of promoting the democratic practice. The paper 

is structured by using a descriptive method to give reference to the theory of deliberative 

democracy and, in addition, provide an overview of certain proto-deliberative ideas that 

were present in both the classical and developmental models of democracy. Furthermore, 

by using the comparative method, this paper will attempt to identify analytical advantages 

and disadvantages of deliberative democracy in contrast to other contemporary democratic 

models. Finally, the key question that this paper will examine and answer is whether 

deliberative democracy is a complacent democratic concept, or if its achievements would 

be far greater when integrated with other democratic models that will anticipate some of its 

ideas, which would result in the creation of democratic systems that will be harder to 

oppose. 

Key words: deliberative democracy, deliberation, discussion, consensus, models 

of democracy. 

 

INTRODUCTION 

In this day and age there are a lot of definitions of democracy. Practically, the very 

―history of democracy reveals a tough fight with regard to defining the true meaning of this 

word‖ (Held, 2008, p.297). Therefore, Schumpeter (1976, p.284), has defined democracy 

as a ―method for institutional arrangement and political decision-making that helps people 

acquire the power to decide, based on competitive fight for the people's vote.‖ Riker (1982, 

p. 241) reduces democracy to ―periodic elections to help eliminate leaders whose work is 

criticized by the right amount of voters.‖ Robert Dahl (1956, p.3) characterizes democracy 
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as ―a process whereby ordinary citizens manifest a high degree of control over their 

leaders.‖ 

All these definitions, according to David Held (2008, p.297) offer ―a more 

instrumentalized view of democratic politics, as a means of protecting citizens against 

arbitrary ruling and as a means of expressing civil priorities―. These definitions also imply 

a form of political participation. In his capital work Model of democracy, David Held 

(2008) stated that in the last two decades of the XX century, a new candidate for the status 

of a new model of democracy has emerged. That is deliberative democracy, which unlike 

previous definitions of what democracy is, aims to not only roughly increase citizen 

participation in democratic processes, but also tries to improve the nature and form of such 

participation. 

Certain authors, supporters of deliberative democracy, are of an opinion that the 

deliberative process should result in: 

- Promoting legitimate collective decisions. 

- Encouraging public perspective on public affairs. 

- Promoting mutual respect in the decision-making process. 

- Correcting past errors (Guttmann and Thompson, 2004). 

Because of this, the starting premise of deliberative democracy is that citizen 

priorities are not simply given or predetermined, but that by using deliberative processes 

they can be reviewed by taking into account all relevant claims of other participants in a 

process of public deliberation, which should be conducted in a manner where a certain 

legitimate decision based on consensus should be reached. 

The purpose of this paper is to precisely examine the essence of the deliberative 

process that lies at the core of deliberative democracy. The third chapter of this paper will 

provide a special review on this matter. However, beforehand a theoretical overview of the 

concept of deliberative democracy will be made in the first chapter; the existence of certain 

proto-deliberative elements in other known models of democracy - primarily in the 

classical and the developmental model of democracy, will be reviewed in the second 

chapter. 

1. THE THEORY BEHIND DELIBERATIVE DEMOCRACY  

This model ofdemocracywas firstmentionedin the 1920s by JosephBest, butit was 

developed both theoreticallyandempiricallyinthe 1980s.―The basic assumption of this 

concept is that individuals align their preferences in a way that takes into account the 

community interests. They are open to discussion with other members of the group and are 

willing to change their views, in order to achieve common interests.‖ (Mladenovic, 2013, 

p. 147). 

Deliberative democracy as a theoretical or an empirical concept did not appear by 

chance. As Seyla Benhabib (1994) noted, unlike the pattern of political liberalism, 

deliberative democracy expands the moral and political dialogue in the civil public sphere. 

Deliberative democracy sees the liberated public sphere of civil society as the main arena 

for articulating, disputing and resolving normative discourse. Therefore, the quality of the 

discussion, the quality of the views and arguments and the quality of moderating the debate 

are key to the success of this concept. 

Therefore, as IvanaJankovic noted, this democratic model,characterized byopen 

discussionsthat encompassa process offormation andrevision ofpreviousviews, convictions, 

beliefs, preferences, isopposed to theaggregative model of democracywhich takes raw 

preferences, obtained through voting and collection (see 2012а, p.33). These are regarded 
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as final collective viewson choice. It is due to this that the very idea of deliberative 

democracy is to remove the shortcomings of classical aggregative democracy, also known 

as the theory of social choice, with a ―primary mission to examining the legal justification 

of voting procedures‖ (Mladenovic, 2013, p.173). 

Jankovic (2012а, p.21-22) summarizes the differences between these two 

democratic concepts in a way to indicate that the deliberative procedure, which is based on 

public discussion and consideration, aims to transform the initial preferences of the 

participants in such a process of public deliberation
1
. Unlike the aggregative model of 

democracy where the preferences expressed are considered as given, ready and fully 

formed perceptions, which are the winning option, deliberative democracy highlights 

refining and reflecting on preferences.Elster brings the difference between the theory of 

social choice and deliberative democracy into the context of ―politics understood as the 

summation of certain preferences and politics understood as the transformation of 

preference through rational discussion‖ (Elster, 1986, p.104).From a political perspective, 

deliberative democracy for Bohman (1998, p 401) is ―one of a family of views according 

to which the public deliberation of free and equal citizens is essential for the legitimate 

political decision-making and self-governing processes.‖Fishkin, who was qualified as a 

pioneer of deliberative democracy by David Held (2008), believes that deliberation is 

significant for counteracting the deficiencies of modern democracy, which according to 

him is ―a forced choice between politically equal but relatively incompetent masses and 

politically unequal but relatively competitive elites‖ (Fishkin, 1991, p.1). 

According to Rawls, deliberative democracy is characterized by the following 

three elements: the mind of the public [public opinion], the democratic institutions and the 

knowledge and desire of the citizens to join the public opinion.―The idea of the public 

opinion, at the deepest level, is to determine basic ethical and political values which will 

define the relationship of constitutional democratic authorities towards their citizens and to 

each other‖ (Rawls, 2003, p. 130). 

The concept of deliberative democracy ―puts an emphasis on the group rather than 

on the individual as an isolated entity whose interests are formed independently of the 

group interests as a whole, i.e. the interests of its other members. The very premise of this 

concept is that individuals need to align their preferences to the process, bearing in mind 

the interest of the community― (Radovanovic, 2012, p.162). 

According to the same author, key to the success of the deliberative democratic 

process is:  

(1) To conduct a debate between free and equal citizens;  

(2) To necessarily provide public funding for political parties and elections; 

 (3) To necessarily make participation in public debate more interesting for the 

citizens and to make sure that they are ready to accept other people‘s arguments, in the 

light of a broader consideration of issues and also to take into account the interests of 

others, by changing their initial positions; 

(4) Finally, it is also important to have adequately guided or moderated public 

debates (Ibid., p.164). 

Deliberation should thus lead to the reaching of a certain legitimate decision,in the 

following manner: ―Every voice should be heard and respected‖ (Luksic, 2005, p. 241). 

                                                      
1Fearon (1998, p. 63) has defined the deliberation as a kind of discussion, which encompasses careful and 

serious weighing of the reasons in favor of a proposal or against it, or considers it as a process which enables 

individuals to weigh the reasons in favor of a course of action or against it. 
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The basis for any form of deliberation should be ―the possibility of a wider framework for 

mutual understanding within the community, enabling participants to produce the 

maximum number of perspectives‖ (Ibid.,). 

According to Waldron, public deliberation should help citizens to face all ethical 

views and know-how as they are, in a way where they influence one another. In addition, 

with the help of mutual interrogation and critical thinking about the better position, they 

will make a certain decision that will not be a simple aggregation of a certain attitude 

(Waldron quoted in Ibid., p. 244). 

 

2. THE ROOTS OF DELIBERATIVE DEMOCRACY IN THE CLASSICAL 

AND DEVELOPMENTAL MODEL OF DEMOCRACY AND ITS CRITICISM IN 

DEMOCRATIC THEORIES 

Regardless of the fact that this theoretical concept was developed in the 1980s, 

some authors, like Jankovic (2012а, p. 22), consider the idea of ―deliberative democracy as 

a procedure of making a decision through the discussion of free and equal citizens, as old 

as democracy itself―. According to several authors, the roots of deliberative democracy can 

be recognized in the works of Aristotle himself, as one of the most remarkable 

representatives of the classical model of democracy. They are also present in the works of 

Rousseau, as one of the representatives of the developmental model of democracy. 

Even in ancient Greece, ―individual equality was expressed before the lawand each 

individual had equal opportunity to address other community members and defend their 

positions with arguments.‖ (Ibid.,)This was in the spirit of Aristotle's conception of man as 

a state-founding creature - zoon politikon,which only in the polis
2
, and only through 

it,could be realized as a political entity,because in the city-state (the polis) ―formal equality 

in terms of basic civil rights rules and it also includes a certain degree of participation in 

the management of public affairs‖ (Jovevska, 1999, p. 23). 

―Like Plato, Aristotle also argued that political life can be reasonably understood 

and wisely guided‖ (Perry, 2000, p.33).For Aristotle, a well-organized political life can 

exist only in one political regime that rules in the interests of all citizens, not in the 

interests of those in power.Hence, the idea of democratic decision-making by majority 

decision is anticipated,because according to Aristotle, the majority has far better judgment 

than the minority, even if that minority included experts or the enlightened elite only.He 

also underlined that when the majority rules, a larger number of different individual virtues 

are collected in a single virtue that comes close to the ideal, the complete virtue. In such 

circumstances the majority‘s susceptibility to corruption is expressed to a lesser extent 

(Jankovic, 2012 а, p.23-24). 

Just as the classical model of democracycontains certain proto-deliberative 

elements, the works of Rousseau have similar views as well.This is not 

surprising,considering the fact that „Rousseau has admired the ancient city-state, the polis, 

because it was an organic community in which citizens set private interests aside, in order 

to acquire the common good― (Perry, 2000: 193). In the context of deliberative 

democracy,special attention is given to Rousseau‘spositions,especially the one for the so-

called concept of the general will. He elaborated on this concept in his capital work Social 

Contract. Here, Rousseau's ideal is the people as a titular of sovereignty, not the 

state.Hence, his attitude on the power that can be transferred, but not the will (Јovevska, 

                                                      
2 The polis was ―a primary societal community with a specific form of social organization‖ (Jovevska, 1999, p. 

23). 
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1999, p. 60).Therefore, according to Rousseau, ―the state should rule according to the 

general will, which is the principle which underlies and expresses what is best for the 

community‖ (Perry, 2000, p.194). 

Other authors such as Taskovska, reach the conclusion that the general will is a 

basic concept in Rousseau's theoretical thoughts, which he has not defined as ―the sum of 

individual wills, but as a point of intersection of the individual and the general interest‖ 

(2013, p. 46). 

Therefore, ―the general will is neither a majority, nor a single voice (...) but a 

clearly visible truth that can easily be recognized with the common sense and mind (...) 

The general will expresses what is best for the human beings; it is the voice of humanity 

within us, our share in doing the right thing‖ (Perry, 2000, p. 194). Therefore, as noted by 

the same author, that conception of the general will of Rousseau is reminiscent of the Stoic 

conception of "proper sense" because ―the general will is always right and always inclined 

to the public good‖ (Rousseau. 1993, p. 26) and ―each society should be governed solely 

on the basis of that common interest" (Ibid., 23). 

―Just like ancient Athens, Rousseau's state is a direct democracy where the citizens 

themselves and not their representatives, set the legislature; thus, the people governed and 

the people that govern are the same body‖ (Perry, 2000, p.195). 

Despite the fact that Rousseau's concept of general will is contradictory and 

inconsistent, its major drawback, according to Aneta Jovevska (1999, p. 60), is the 

unsuccessful institutionalization and operationalization of this idea. Rousseau's model of 

democracy ―is a rehabilitation of Aristotle's vision of democracy‖ (Jankovic, 2012а, p.24), 

which has also been criticized because of overemphasized active and direct involvement of 

citizens in the governing process; a thing that is divergent to the modern theories of 

democracy. 

Therefore, as an antipode of this traditional type of democracy, several 

theoreticians, who have developed an empirically more realistic model of democracy, have 

emerged. Front and center of the "most realistic" view of democracy is Schumpeter. He 

was a strong supporter of both Rousseau аnd Marx with regard to their claim that 

"excessive" demos involvement can have very dangerous consequences (see in Held, 2008, 

p.188-189). 

On the other hand, Schumpeter also criticized Rousseau's concept of "popular 

sovereign" as worthless and filled with dangerous ambiguities (cited in Ibid., p.191). He 

also criticized the intellectual capacity of the average citizen, that he has assessed as 

insufficient, whereas the electorate itself, whose substrate are the citizens, is characterized 

as generally weak and prone to strong emotional impulses (see Ibid.,). 

Therefore, Schumpeter talks about minimum and not maximum involvement of 

citizens in the social and political process, as in both Rousseau‘s and classical model of 

democracy.―At the same time he questioned the idea of democracy as a process in which 

the electorate identified with a certain common good, and then with the general will chose 

their representatives, who then fulfill their vision‖ (Jankovic, 2012а, p.28).And David Held 

notes that for Schumpeter the idea of common good ―is wrongfully considered as deceptive 

and dangerous (...) because people have not just different desires, but possess different 

values (...) especially in modern societies that are economically differentiated and 

culturally diverse, and where the existence of different interpretations of the common good 

is mandatory‖ (2008, p. 195). So the idea of the common good remains to be unacceptable 

to contemporary democratic theory (see Ibid.,). 
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 Schumpeter warmly recommended to the "enthusiasts of democracy" that they 

have to abandon the idea that people are the ones who give the final rational opinions 

about political issues, so that is why democracy is understood as a method of getting to 

institutional policy decisions, as well as a political concept whereby people only rule on 

voting day (only when there are elections). Developing the theory of competitive elitism, 

he emphasized that this democratic concept has very little space for individual and 

collective participation
2
 (Ibid., p.192-202). 

AsSchumpeteralwaysarguedthat citizens areunableto makereasonabledecisions 

onimportantpolitical issues, the question of whethercitizens that constitutethe electoral 

bodyarethemselves capableto choosebetween severalalternatives is posed (Jovevska, 1999, 

p.93). 

Because of this, authors like Jankovic (2012а, p.30)consider this pessimistic stance 

of Schumpeter, as one of the mostremarkable representatives of the theory of competitive 

elitism, for the electorate as incapable of independent decision-making and its vulnerability 

to external forces,it can be improved only by improving the overall democratic political 

culture and the increasing role of public deliberation,which needs to improve and reconcile 

the incomplete, uninformed, nontransitional and unjustified preferences of individuals. 

Therefore,theoreticians ofdeliberativedemocracyrejectthe views ofSchumpeterthat 

political issueshave nothing to dowitheverydaylifeand that the preferences ofordinary 

citizens are shapedandmanipulatedby politicians.It is for that reason that they advocate the 

idea of public deliberation that will lead to the eventual elimination of assumptions about 

politics as a simple summation and reformatting of such preferences, through the 

transformation of these preferences with the help of rational discussion (see Ibid).Such 

rational discussion should lead to the reaching of an agreement via the transformation of 

nontransitional order of societal preference, with an ultimate goal to achieve consensus. 

 

3. THE FUNDAMENTAL ASPECTS OF THE DELIBERATIVE PROCESS 

The critics of the majority principle of decision-making emphasize the very 

principle of consensus, as its more democratic alternative. In the theory of deliberative 

democracy, this principle is considered as one of the quality indicators of public 

deliberation. The most general definition of consensus is the one that says that this term 

means ―general argument about something, an idea or an opinion that is shared among all 

the people within a group‖ (Merriam-Webster dictionary). 

In the field of deliberative democracy, in particular, ―one of the possible outcomes 

is the purification process of the previous set of preferences by public deliberation, in order 

to finally receive the best option that is acceptable to all. Thus the participants in 

deliberation would gradually come to a consensus (...) But this expectation is too idealistic, 

because people rarely come to a decision in which all differences in opinion subside‖ 

(Jankovic, 2012а, p.36).As noted by Guttmann and Thompson,these difficulties arise 

especially when during the process of public deliberation some issues of moral nature are 

discussed. These generate strong emotions.In such situations, the arguments of moral 

extremists,which are indicated in the very act of deliberation, will hardly astonish 

anyone,because the moral fanatics themselves know a priori what is the best solution to 

moral conflictwithout the need for any deliberation with fellow citizens (see in Jankovic 

2012 b, p.196). 

                                                      
2 Such complaints are forwarded towards the very idea of deliberative democracy, that in today‘s conditions, it 

is inconceivable that it could not be adopted completely (Janković, 2012 b, p.201). 
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Regardless of these difficulties, the ideas of deliberative democracy are still 

attractive to a number of supporters in the democratic world. Among them Rawls should 

be mentioned, as one of the most important Anglo-American philosopher and Habermas as 

the leading continental philosopher. Their contribution to supporting the deliberative idea 

is a significant one. However, there are differences in terms of the process of deliberation 

between the opinions of these two leading theorists. Habermas elaborates deliberative 

democracy on a micro-level because his focus is on deliberative procedures and 

participants in the deliberation process, while Rawls‘ deliberative concept is set on a 

macro-level, and on requesting the supporting principles that would be acceptable on a 

large scale (see Jankovic 2012 a, p. 37). 

Since a certain group of authors said that the purpose of public deliberation is to 

achieve a reasonable (rational) consensus, the question of what Habermas labeled as 

instrumental rationality (meaning the ability of thinking, choice and implementation of 

resources for achieving certain goals) and communication rationality (which is focused on 

the understanding between individuals and is free from any form of coercion, deception, 

selfishness and manipulation) should be considered in this regard. Habermas regards that 

in everyday human communication there are two forms of rationality, but instrumentalized 

rationality is already immersed in more aspects of social life, where it was not present 

before. This, in fact, has produced the effect of commercialization and bureaucratization of 

societal life (see in Dryzek, 2000, p.22). 

According to Dryzek (2000, p.24), when the Habermas‘s concept of 

communication rationality in deliberative policy is applied, there would be a political 

theory which does not say much about the political structure. In communicative rationality, 

the better argument is the most important argument. This implies making decisions by 

consensus, hence the implementation of the decision depends on the individuals that form 

such a consensus. But in today's complex and plural societies, the adoption and 

implementation of decisions is hardly imaginable. 

By means of communication rationality, according to Habermas, the adequate 

public opinion in the public sphere and civil society is established. That is why deliberation 

should be conducted in a way that turns consensus into a binding decision, which can be 

implemented, especially when the settlement contains a number of conflicting opinions (in 

Ibid, p.24-25). 

Another theoretician,Jon Elster (1986, p.112),believes thatdeliberativedemocracy 

isinconceivable without a consensus. In the context ofdeliberation―there would be no need 

for aggregative mechanisms, since rational discussion tends to produce unanimity in terms 

of preference‖. 

Unfortunately, reachingconsensusis not always possible, because a public debate 

needs to be superseded by a vote, which will in turn open the possibility of new problems 

arising, although according to Miller(1992), deliberativedemocracyreduces thepossibility 

ofsuchproblems occurring (cited in Radovanovic,2012, p.162). 

But another group of authors disagree with the views of Miller. They say that 

―when an agreement and a consent cannot be achieved, which in practice is often the case, 

deliberative democracy does not specify any procedure for reaching a final solution, so it 

must rely on other procedures (for e.g. voting), which are not of deliberative nature by 

themselves‖ (Jankovic, 2012 b, p.192). 

In the theory ofdeliberativedemocracy, it is necessary to 

distinguishbetweenthecontribution ofpublicdeliberationina context of reachingconsensuson 

the onehand,and achievinguniformity, which differs fromconsensuswith regard tothe 
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orderof preference, on the other. Elsterin this regardconcludesthat ―deliberation 

perhapsshould alsobe understoodas an auxiliaryprocedurewhichin mostcaseswill 

requiresomemechanism forpreference summation‖ (1986, p.111-112).  

Authors like Shapiro (1992, p. 32) are convinced that ―one can reasonably expect 

from deliberation to brighten the interaction among people, but it can also reveal hidden 

differences or hidden opportunities for unification. All this depends on which interest is in 

the background of this very question.‖ 

 

CONCLUSION 

From the above stated,we can conclude that deliberative democracy,as both a 

theoretical and an empirical concept, is not based on clearly defined rules with the help of 

which deliberation could come up with solutions.Deliberative theory still acknowledges 

antagonism between reflexive priorities and consensus. However, the consensus, as a 

legitimate ideal of the process of deliberation, is criticized because even when 

hypothetically achieved, this does not mean that it is a collective decision.It is therefore 

more accurate to speak about deliberation as a form of confrontation with individual 

attitudes, desires, beliefs, convictions, through which people would come to a collective 

decision. In the process of deliberation, it is not important to reach a decision that everyone 

would agree with, but to endure the circumstances of making a decision that could be seen 

as legitimate.  

For many authors, the idea of public deliberation is still likeable, but they maintain 

their position that it simply cannot be a complacent political system. They therefore 

suggest that it needs to be combined with other democratic theories or that these other 

theories need to anticipate some of the ideas of public deliberation, and thus arise into 

improved democratic systems which will be harder to object to.Guttmann and Thompson 

(2004), for example, are advocates of combining representative democracy with direct 

deliberation, ina way that takes an advantage of direct participation of the people, on the 

one hand, and representative democracy in today's modern societies on the other 

hand,thereby obtaining far better results. 

The theory of deliberative democracy is, however, objected for undermining 

epistemological and affective biases, which in a framework of a Unitarian political order 

cannot justly act on pluralistic and cultural order of neither the separation of power nor the 

secessionist cultural and national requirements.This, as noted by Jankovic (2012 b, p. 200), 

is especially evident in ―multicultural societies as they are today, where such conditions 

leave very little room for a sense of community and a desire to achieve a common good.‖ 

It is in people‘s nature not to understand each other, but this does not mean that 

they would not try and focus on solving specific conflicting situations by argumented 

deliberation, instead of considering other options.That is why debates are needed, for 

greater mutual understanding, whereby people would face a variety of views and opinions 

about certain topics.These debates should allow participants to exchange opinions in a 

manner that changes some of their initial preferences (Smith, 2000). 
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It is due to this reason that deliberation cannot hope to resolve all moral conflicts, 

but by imposing the obligation of, initially, finding excuses that are acceptable to all, it 

focuses our attention on such conflicts and it is only then that deliberation can find a way 

to clarify these conflicts (McBride, 2005, p. 39). 
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ABSTRACT 

 Over the past decade, intellectual property has already become a systematically 

treated national security issue worldwide. The threat comes from hacking, robbing of ideas 

and inventions, file sharing, trade secrets theft and a very important part - foreign students 

enrolling at universities and migrants entering the country. When we observe, it is not just 

that economic competitiveness and innovation are endangered, but the overall security 

system of the country. Iintellectual property theft is an issue of national stability, especially 

in the 21
st
 century of the 4

th
 industrial revolution. The methods of research are focused on 

the comparative method, the historical method and the quality method. This article 

underlines the need for placing the focus on intellectual property theft as a national 

security issue in the Republic of Macedonia. The paper puts intellectual property in the 

group of security threats and it stresses the need for placing it within the larger security 

dialogue in the country. Such framing of intellectual property will have an impact on the 

future of Macedonian diplomacy around the world. The Republic of Macedonia must stand 

up to the challenges of the world, at the right time and with the implementation of the right 

measures. Preventing intellectual property theft must be in the group of priorities for the 

national security issues. 

 

 Keywords: intellectual property, national security, intellectual property theft, 

Republic of Macedonia 

 

1. INTRODUCTION 

In the reality of globalization and liberalization of world economy in which we are 

living today, the management of intellectual property rights is more important and 

necessary than ever before. These, together with the development of communications, 

especially in the field of information technology, have opened up new opportunities in the 

trade market, seen as a whole, as well as a new way of perception of the issues of 

intellectual property protection. The Innovation Policy is a complex and large area 

managed and practiced by a huge number of different institutions. For efficiency and 

effectiveness in its implementation, it must be based on mutual cooperation and a dialogue 

between the government sector, the private sector and the academic sector. Leadership and 

advancement in the field of science, technology, and hence innovation, and finally all the 

above as the intellectual property of the state, constitutes the foundation of the countries in 

the time of the 4
th
 Industrial Revolution (Forum, 2016), in the 21st century. It is the 

foundation for competitiveness, development, achieving national wealth and income. 

Therefore, the issue of protection of intellectual property is very important. In times of 

technological and information revolution, in the dawn of artificial intelligence in real 
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everyday world, it is wrong to discuss intellectual property protection only in terms of the 

well known traditional protection as it needs to be raised to a higher level as an issue of 

national security.   

We are living in an era of global development in the technological and technical 

fields, especially in the field of internet-economy, which brings opportunities, but, also 

challenges for global growth. In this new reality, the new threats to national security must 

be recognized, especially those related to the race for innovative growth and development 

of countries. In terms of the new global economic reality, and that is living the era of 4
th
 

Industrial Revolution, the governments must not leave to chance the responsibility to 

promote security, stability and economic relations with other nations. This leads to the 

conclusion that the countries, in their cooperation, must provide protection from unfair 

competition, especially in matters of theft of intellectual property, innovation, trade secrets 

etc. After cyber security, a large exclamation mark in the new economic and technological 

development reality in the new world era, should accompany the protection and defense 

against thieves of intellectual rights. The United Nations, in 2015, prepared a Report in the 

field of information and communications technologies in the context of international 

security, international law, in particular having in mind the UN Charter, which pertains to 

the civil behavior in the use of ICT and shares the view that all countries should respect the 

norms of responsible state behavior in the use of information and communication 

technologies (Information and Communications Technologies (ICTs), in accordance with 

the United Nations Resolution A/C.1/70/L. 45.  

The challenges of the new interests of the modern national security strategy should 

be to ensure an environment that will benefit from innovation and the new intellectual 

property rights, based on the safe use of online information space and information and 

communication technologies.  

 

2. CHAPTER 1: National security in the 21
st
 century 

The modern concept of national security dates back in the 17
th
 century, from the 

30-year War in Europe and the Civil war in England. In 1648, the Peace of Westphalia 

developed the idea that the nation state has the control over the sovereignty not only in 

domestic affairs, but also in external security (Kim R. Holmes, 2015).  

Professor Mitko Kotovchevski, PhD (Mitko Kotovcevski, 2000) presents his view 

that national security is from a new date (post- Second World War), stating in his book that 

in today's social development, national security concerns the independent state, which 

ensures the protection of the entire physical integrity and territorial integrity of the state. 

The eminent philosopher Immanuel Kant in his work "Perpetual Peace: A 

Philosophical Sketch" rejects the old idea of national security only as an internal matter in 

the context of religion, etc., and presents his view, inspired by the intellectual movement 

Enlightenment (a European intellectual movement of the late 17
th
 and 18

th
 centuries 

emphasizing reason and individualism rather than tradition. It was heavily influenced by 

17
th
 -century philosophers such as Descartes, Locke and Newton, and its prominent 

exponents include Kant, Goethe, Voltaire, Rousseau and Adam Smith). Nation states 

should direct their national interests towards achieving common social goods, which 

should be guided by international law (Kant, 1795). On the basis of that, we have a clearer 

picture of national security in the modern world, which includes many more aspects than 

previously established which applied only in respect to the internal defense of the country, 

military and religion.  
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For this work, it is necessary to examine the ideas of non-military national security. 

Although most of the 20
th
 century national security was pursued in the field of military 

security, the development of technology in the world over the years, in times of nuclear 

expansion and globalization in every field made it clear that the aspect of security through 

military reinforcement belongs to the past and accentuated other issues as crucial to 

national security, such as: political security, economic security, energy security, human 

security, homeland security, cyber security, environmental safety, food safety. 

Cyber security addresses the protection of computer infrastructure and operating public 

and private systems against harmful attacks, whether coming from outside or inside. It is 

good to note that cyber-security is not just about external and internal defense, but also 

about the application and observance of laws.  

As for National security, we can say that it is the guardian of the state as a whole. The 

highest purpose of implementing national security is to protect the nation and its people 

from attacks and other external threats. In a time of globalization and technology 

development, and especially with the rise of terrorism, it has become clear that national 

security can no longer be just in the inner circle of the state, and that in addition to defense, 

it must also include other aspects of geopolitics, economics, human rights, cyber-security 

and other interests. The international policy and the defense policy, now must function as 

one, in order to achieve a good result for national security. Therefore, the change in the 

national security must consequently cause a change in the foreign policy. The goals that 

national security will set forth must be clear, realistic and within the realities in the world 

and at home.  

3. 2.1 Section 1: National security in the Republic of Macedonia 

 National security should be based on the universal principles of human rights and 

freedoms that define human rights, such as freedom of expression, the right to democratic 

self-government, economic freedom, equality before the law and freedom from persecution 

and oppression.  

 National security cannot be defined without previously defining the national 

interests. Modern states define and present their national goals and national interests in 

their national strategies, which are the basis for developing their national security strategies 

(Mitko Kotovcevski, 2000). The National Security and Defense Concept of the Republic of 

Macedonia, has its roots in the national values and the ensuing interests of the Republic of 

Macedonia, the compliance with the Constitution and the law, the equality of all citizens 

regardless of their ethnicity, the democratic basis of the state, the rule of law, the respect 

for human rights and freedoms, the market economy, social justice and the observance of 

the international law and the international treaties and agreements (Macedonia, 2010).  

The National Security Concept of the Republic Macedonia, adopted in 2010, views the 

national security policy in the following areas: foreign, economic, defense, internal 

security policy and environmental protection policy. According to these political 

documents, they  encompass all normative, legal, organizational, procedural, human and 

other resources, as well as other features and capabilities available to the winners and 

participants in the implementation of security policy, as well as the relationships, 

communication and cooperation with all government and non-governmental, national and 

international organizations, bodies, associations and other forms of assistance and 

cooperation.  
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 Pursuant to the Government's National Security Concept, an integrated National 

Security Strategy of the Republic of Macedonia (Defense Strategy of the Republic of 

Macedonia) was established in order to implement the national security policy.  

The Defense Strategy of the Republic of Macedonia (Official Gazette of the Republic of 

Macedonia, 2010) is a document that provides strategic guidance for the development and 

functioning of the defense system of the Republic of Macedonia by 2015. Hence, this is 

precisely the time when we have to consider amending the terms and interests within the 

national strategy for the upcoming period. A Strategy that will be in line with the global 

developments and modern threats that lurk on the state and the people.  

The existing Defense Strategy states that the country is facing these types of threats and 

risks to national security: - computer crime and endangering of the information systems 

and technologies; - internal economic and social problems, economic crime, poverty, 

unemployment.  

 It points out that the establishment of security environment and security stability is 

closely dependent on the economic situation of the country and its cooperation. The 

Strategy must include measures and actions needed for development of competitive, 

market economy and implementation of the requirements for legislation, technical and 

technological rules and standards of economic nature which are in force in the EU. Hence, 

science, education and empowering citizens and the workforce need to adapt and transform 

so as to be able to monitor, support and develop these processes. 

Therefore, it is urgently necessary to protect and defend against the new type of threat to 

national security, which has already been largely discussed and implemented in the 

developed world over the past few years and that is the defense of intellectual property, or 

better said, protection against thieves of intellectual property.  

 The potential threats to every national security throughout the world are caused by 

the security systems as such. Here we should point out that the traditional defense and 

authority systems are in a challenging position. The ensuing question is how should every 

specific national security system conform to, or even better, respond to the new realities of 

this modern age.  

 Cyber security is an example of a new kind of threat that has emerged as a result of 

technology development. However, the modern world continues leading us even deeper 

into the field of protection of the national treasures from threats that could be defined as 

cyber-attacks. These are a new kind of threat. A threat to one of the most important 

advantages, which is competitiveness of the development of a country directed towards 

innovation, trade secrets and other areas of intellectual property. 

4. 2.2 Section 2: National security in the United States of America 

On February 6, 2015, former US President Obama announced a new national 

strategy, which is the second document of this type issued by his administration. The 

previous was published in May 2010. The need for a new document or a new National 

Security Strategy resulted from the redefining or reformulation of certain areas and 

concepts previously covered by the Strategy of 2010, which emphasized the principles and 

priorities the USA would face as a force influence throughout the world (The 2010 NSS 

determined U.S. leadership in the world using the words ―galvanizing collective action‖, 

whereas the 2015 document describes U.S. leadership using the formulations ―leading with 

strength‖, ―leading by example‖, ―leading with capable partners‖, ―leading with all the 

instruments of U.S. power‖ and ―leading with a long - term perspective‖. The above stated 

appears to be emphasizing a shift away from the U.S. role in the world being largely the 
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catalyst for action by international institutions towards more involved leadership both 

inside those institutions and between nations)) (House, 2015).  

The new National Security Strategy sets forth new additional focuses in view of improving 

the security system (the Obama Administration‘s new National Security Strategy (NSS) 

February 6, 2015) (House, 2015). 

 It is useful to note the address that the Assistant Attorney General, General John P. 

Carlin delivered on the protection of intellectual property and cyber-security, subjected to 

Iowa State University (Delivers, 2016). He points out: „The threat landscape we face is 

ever-changing and evolving, and while our top priority remains combating terrorism, we 

have also sharpened our focus and increased our attention on the emerging threats to our 

national assets, including the threat of economic espionage. And we have seen that these 

threats are not confined to banks in New York or defense contractors in California.  Our 

entire nation, including America‘s heartland here in Iowa, is under constant attack from 

foreign adversaries and competitors who try to steal trade secrets and other intellectual 

property, at the expense of our economy and national security. When certain foreign 

entities eager for sensitive and valuable information can‘t buy it, they may take another 

approach: they try to steal it.  Corporate theft can occur through insiders employed by a 

company – or it can occur remotely, through cyber intrusions that exploit a vulnerability 

present in a company‘s networks.  Companies must be ready for all of these vectors of 

vulnerability―. 

 At the G-20 Summit, held in 2016, the leaders of the G-20 member states agreed to 

say NO to cyber economic espionage. The adopted agreement and communiqué are not 

binding, but nevertheless they are significant, given that they raise awareness of the 

dangers that are looming national security today and entitle the members to respond to the 

economic motivated cyber espionage in the future (Leaders, 2016).   

The FBI in the United States are concerned about the field of national security in the 

sphere of intellectual property theft. The Department of Justice published a new strategy 

that includes partnerships with businesses and companies for a more effective defense 

against this type of security threats, against IP theft. The National Intellectual Property 

Rights Coordination Center is the US response to the emergence of thefts of intellectual 

property (IP) on a global level, as well as the implementation of international trade laws. 

The mission of the Intellectual Property Rights Center is to ensure national security by 

protecting the public health and safety, the U.S. economy and war fighters and to stop 

thieves and unfair trade practices that threaten the global economy (National Intellectual 

Property Rights Coordination Center (NIPRCC).  

The Office of the U.S. Intellectual Property Enforcement: the task of the IPEC is to 

coordinate the work of the federal government in order to stop the occurrence of illegal and 

harmful thieves of intellectual property (www.whitehouse.gov). 

 Former U.S. President Obama defined cyber-security and much more as his 

challenge, as his top priority in the fight against intellectual property theft (Clarke, R. A., 

M. J. Morell, G. R. Stone, C. R. Sunstein, and P. Swire. 2013. Liberty and security in a 

hanging world: Report and recommendations of the President‘s Review Group on 

Intelligence and Communications Technologies. Washington, DC: The White House. 

http://www.whitehouse.gov). We can read from Langevin more on the importance of IP: 

―The immediate risk lies with the economy. Most companies‘ business plans involve the 

use of cyberspace to deliver services, manage supply chains, or interact with customers. 

Equally important, intellectual property is now stored in digital form, easily accessible to 
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rivals. Weak cyber security dilutes our investment in innovation while subsidizing the 

research and development efforts of foreign competitors. In the new global competition, 

where economic strength and technological leadership are as important to national power 

as military force, failing to secure cyberspace puts us at a disadvantage. (Langevin et al. 

2008, 11)―. 

 The developments in and around the elections of the new President of the United 

States and their responses to cyber security related to the whole process, the level to which 

they raised the question of national security, should not be surprising to anyone given that 

in all major strategic documents, cyber security in every field, even in the economic 

section of trade secrets and intellectual property, has the highest level of state issue in the 

U.S. National Security Strategy today. It was with exactly with this heat of seriousness that 

the Obama administration approached the possible attacks via the Internet and the 

technological communications during the elections that it should not be surprising if the 

new U.S. actions bring the same type of heat response to the possible thieves of intellectual 

property in the near future. Some conclusions from the IP report of the Commission on the 

Theft of American Intellectual Property: ―IP theft varies widely in both type and method 

(the areas of patent, trade-secret, trademark, and copyright law). It ranges from more 

commonly known forms, such as software and music piracy, to more elaborate types, such 

as the use of economic espionage tactics to steal complex industrial trade secrets. Each 

type of IPR violation harms an economy in unique ways and brings with it a discrete set of 

challenges that make both deterrence and enforcement difficult. The stories that most 

people hear or imagine when thinking about IP theft, economic espionage, or trade-secret 

theft are the grist of high-tech espionage thrillers. However, while it is true that the rise of 

personal computing has added a new dynamic to protecting intellectual property, it is 

important to remember that nearly all IP loss, no matter how high-tech, still requires a 

human component. It is rare that a significant violation is perpetrated through cyber 

methods alone. In order for IP theft to be successful, a human element is needed. While 

cyber methods add new challenges, the fight is still human.‖ ((Dennis C. Blair Jon M. 

Huntsman, published May 2013). 

 

2.3 Section 3: National security in the United Kingdom of Great Britain and Northern 

Ireland 

 Besides the United States, the United Kingdom is already establishing a new 

approach to national security, entering a new cyber-security section for the thieves of 

intellectual property as an important link for the protection of the national society 

development and progress (government and companies). This was particularly stressed in 

the speech by Ciaran Martin, Director-General Cyber GCHQ, at the Billington Cyber 

Security Summit on 13 September 2016 in Washington, USA. The task of the United 

Kingdom is to provide protection of its highly digitized economy, and thus, its most 

exposed segment to the attacks by thieves of intellectual property, trade secrets and other 

innovative advantages of the country.  

―Given the industrial-scale theft of intellectual property from our companies and 

universities, as well as the numerous phishing and malware scams that waste time and 

money, the National Cyber Security Centre shows that the UK is focusing its efforts to 

combat the threats that exist online.‖ Robert Hannigan, Director GCHQ, March 2016 - UK 

National Cyber Security Strategy (Government, 2016). 

 The protection from theft of intellectual property and trade secrets means 

protecting the innovation process of growth and economic development of a country, using 
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a good system- established strategy for economic cyber-security. As an additional 

justification of the steps taken by the United States and the UK, as well as by G20 and the 

UN and many developed countries in today's world, in addition to the real measurable 

facts, there are scientific statements of researchers in the field. Richard A. Clarke and 

Robert K. Knake in their book, Cyber War The Next Threat to National Security and What 

to Do About It, from 2010, explained very vividly the situation and the problem of the 

threat to the intellectual property in the country. In addition, only one extract as an 

illustration of their book: ―The first reason you hear is that many cyber attacks that have 

happened have left behind no marks, no gaping crater like Manhattan‘s Ground Zero. 

When private-sector firms have their core intellectual property stolen, they usually don‘t 

even know it happened. To understand the problem that creates, imagine that you work in a 

museum with valuable objects, let‘s say sculptures and paintings. When you leave the 

museum at the end of the day, you turn on an alarm system and make sure that the video 

recorder is running and is connected to the surveillance cameras. In the morning, you 

return. The alarm has not gone off overnight, but just to be sure, you scan through the 

video of the last twelve hours and satisfy yourself that no one was inside the museum 

while you were gone. Finally, you check all the sculptures and paintings to be sure that 

they are still there. All is well. Why ever would you then think you had a security 

problem?― Obviously this position insists on stimulation of the ultimate understanding of 

the ultimate need for inserting a new link in the chain of the National Security Strategy. 

In one of his rare appearances in the public, on the TED talk in March 2014, Snowden 

underlined the importance of protecting intellectual property since it is intimately 

connected with national security. He said: ―Our country‘s economic success is based on 

our intellectual property – our ability to create, share, communicate and compete. Since 

9/11, former NSA Director Michael Hayden and current NSA Director Keith Alexander 

have elevated offense at the expense of defense of our communications. They‘ve eroded 

protection of our communications at the expense of defense of our communications. This 

is a problem because America has more to lose than anyone else when every attack can 

succeed. When you‘re the country whose vault is more full than anyone else‘s in the world 

it doesn‘t make sense to attack all day without defending. It doesn‘t make sense to weaken 

standards on vaults worldwide to create a back door that anyone can walk into. This 

weakens our national security and everyone else‘s because we all rely on the same 

standards. Without security, we have nothing. Our economy can‘t succeed.‖ However, at 

the end, he underlined that he did not have any regrets about the move he made and that if 

he was to start again, he would do the same. In these few sentences, Snowden stresses the 

importance of intellectual property for the national security of a country.  

 Nationally and internationally, there is compliance on the importance of 

innovation, technology transfer and entrepreneurship towards sustainable economic 

development. In the reality globalization and liberalization of the world economy that we 

are living in today, the management of intellectual property rights is even more important 

and necessary. Hence, the importance of intellectual property and trade secrets are of 

immense value with respect to the national economy, development, and competitiveness in 

the world. This underlines the need for protection of the intellectual property from theft.  

 

3. CHAPTER 3: New issues in the national security of the Republic of Macedonia 

 The world is facing major migration movements of peoples, known as migrants 

from the warring areas in the Middle East. However, the researches for identifying the 

structure of these waves of refugees lead to the conclusion that there is a necessity for even 
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deeper researches on a regular basis/in a regular framework with a very precise 

differentiation between the distinctive categories of persons - refugees, migrants, criminals 

of various kind, terrorists, even ISIS members......, on the contrary, no prompt conclusions 

should be derived with regard to any distinctive group within these structures. What we are 

facing is not only related to the refugees and migrants from the war zone in Syria, but also 

from other parts of the Middle East, Asia, etc., people seeking for an opportunity for better 

life in the developed Western world (economy refugees). This was highlighted at the Anti-

establishment Summit in Germany held in January 2017 (Summit of Europe‘s right-wing 

parties in Germany), where it was emphasized that most of the immigrants coming from 

Egypt, Tunisia, Morocco, etc., are economic immigrants. Therefore, I believe that it is very 

important to pay close attention to the protection against the theft of intellectual property 

and trade secrets caused by the immigrants who enter, cross or remain in our country. The 

natural drive for progress, often requires money, no matter the way it is obtained, so the 

immigrants are likely to go for an easy hunt of innovation, trade secrets or patents from the 

state or private sector of the country where they spend their time during their journey, 

which would further bring them easy earnings in another country, a country that could use 

it for its competitive advantage. 

 Another aspect that I would like to expose in the part of the thefts of intellectual 

property, are the foreign students that come to study in the country. This problem and the 

potential threat of thieves of intellectual property – the foreign students studying in the 

country, is presented in the Report of the Commission on the Theft of American 

Intellectual Property by The National Bureau of Asian Research, published in May 2013 

((Dennis C. Blair Jon M. Huntsman, published May 2013). I will point out some of their 

aspects about foreign students in the USA: ―Greatly expand the number of green cards 

available to foreign students who earn science, technology, engineering, and mathematics 

degrees from American universities and who have a job offer in their field upon 

graduation.In too many cases, American universities train the best minds of foreign 

countries, who then return home with a great deal of IP knowledge and use it to compete 

with American companies. Many of these graduates have job offers and would gladly stay 

in the United States if afforded the opportunity.... Start-ups, such as those in the biotech 

field, are extremely vulnerable to IP theft. Typically located in ―incubator‖ areas near 

major research universities, these small operations have limited legal and technological 

resources to deal with the nearly relentless efforts targeting their IP. Moreover, they are 

often staffed by graduate students or post-degree fellows, who sometimes turn into 

―walking IP‖ and take trade secrets with them when they leave. As BIO observes, once the 

IP is lost, the company may simply fold because it is unable to attract any investment…. 
Many of the graduates who return home every year have knowledge of American intellectual property, gained 

in the course of their studies or in internships during their time in the United States. This intellectual property is 

of great benefit to foreign companies, enabling them to more quickly and effectively compete with American 

companies, both in overseas markets and even in the American market.....‖ In our country, since 2009, 

we have had foreign students of third countries: Africa, Asia and the like. Through 

scholarships for their studies at state universities, but also at those in private ownership, 

significant numbers of foreign students are in the country. Just like the open problem with 

the migrants, there is a danger of their using the position they are in; foreign students with 

an opportunity and access to open resources in the universities and other institutions, there 

is a possibility, following their return to their countries to use the knowledge of IP issues 

for an income. Given all these facts, very serious consideration of this issue is necessary, in 

order to prevent any possible thefts of trade secrets or intellectual property. 
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All the above leads to the need to take into account those aspects in the field of diplomacy 

and diplomatic relations as well, particularly with those countries where it has been 

established that there are problems in terms of illegal theft of intellectual property and 

trade secrets. 

 

4. CONCLUSION 

 The most important objective of the paper is to make it clear and underline the 

necessity of incorporating the intellectual property theft within the scope of the National 

Security Strategy, namely, to accept this phenomenon, which we see that has been 

processed and implemented worldwide as an issue of national security. 

Intellectual property theft differs from other known thefts, given the fact that it is about a 

robbery of someone else's idea, trade secret, license, new technology transfer of ideas, 

things that cannot be touched physically, but which are very expensive, and in some cases, 

priceless.   

 The goal of the paper is to make a wakeup call to the state for a new element of 

national security in the 21
st
 century, which is already integrated in the national strategies of 

developed countries. Although the Republic of Macedonia cannot boast with a prestigious 

quantum of innovation, trade secrets, licenses, etc., or as the EU reports call us a modest 

innovator (in the report of the EU Commission on innovative development of the EU in 

2015, Republic of Macedonia was called a modest innovator), during the development of 

the new National Security Strategy due attention should be paid to this critical issue: 

thieves of intellectual property rights.  

 Since the independence of the Republic of Macedonia, especially in the recent 

years, with the growing and more dynamic development of international contacts and 

cooperation in the economic sector, investments of large foreign companies in the 

Republic Macedonia, etc., an increased need for protection of the intellectual property is 

naturally imposing. It is not just the economic competitiveness and innovation that are 

endangered, but the whole security system of the country. In one move with a cyber attack 

or a theft of a trade secret, the whole system could be crashed. The intellectual property 

theft is an issue of national stability, especially in the 21
st
 century of 4

th
 industrial 

revolution. That is why we need to put a focus on the intellectual property theft as a 

national security issue in the Republic of Macedonia. We must place the intellectual 

property in the group of security threats and there is a need for placing it within the larger 

security dialogue in the country. With such a framing of intellectual property, there will be 

an impact on the future national defense. The Republic of Macedonia must stand up to the 

challenges of the world, in the right time and with the implementation of the right 

measures. Preventing intellectual property theft must be grouped within the priorities of the 

national security issues.  

 With respect to defending our nation, we have to think about the sophisticated 

threats we could face in the future. For instance, a successful attack could make 

tremendous damage, without registering an army, or airplane in the air, etc. It is a 

challenging threat because not only it is unpredictable, but there is always an element of 

uncertainty. In order to retain confidence in our increasingly digitized economy and 

education, we have to make sure that everyone, from the private sector, the businesses, to 

the government institutions, can do business in a digital environment that will be 

fundamentally safer than it is now. There must be a sense for public protection both within 

the Government and in the private sector. Hence, in an era of facing new threats, I believe 

it is worth considering the intellectual property theft as a national security issue.  
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It is essential to keep the nation secure, to protect the privacy of the citizens and to enable 

the economy to compete in the global economy ensuring that businesses and institutions 

are safe from IP threats.  

 The new world realities with regard to the evolving threats, including the 

intellectual property theft, can endanger national security, and therefore, the following 

issues need to be taken into consideration in the drafting of the new National Security 

Strategy: 

a broader discussion must be opened on this issue, and in addition to the Government, the 

companies and universities must be engaged in the discussions; 

a new security body that will work on the security related to this issue should be 

established; 

the continuing migration movements, especially from this aspect of national security, 

should be taken into account;  

security policies should be established related to the appearance of thieves of intellectual 

property from the foreign students in the country;  

this component should be included in the consciousness of our diplomacy in the future. 

 These are challenging times in which we are living today, and the Government 

must act wisely and proactively to ensure the growth of our economy, and more 

importantly, to strengthen our national security, in terms of responding to the threats to 

national security in the 21
st
 century at the right time and with the right measures. We must 

have a National Security Strategy which correspond to the new world reality of threats.   
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ABSTRACT 

 In the first part of the paper, the authors point to a dynamic phase that the 

national legislation is currently going through. They emphasize that this dynamics is good 

in terms of breaking up the routine and monotony; however, they are sceptical when it 

comes to the area of legal standards. They notice that conservatism and traditionalism 

have, unfortunately, long been superseded in law, including the criminal law where the 

basic principles are part of the cultural heritage and should never be called into question. 

However, on almost daily basis, at both European and national level, we are witnessing 

how often it is being deviated from the principle of nullum crimen nulla poenasine lege 

and its segment lex certa, as well as from utima ratio dimension of criminal law. The 

Criminal Code of Serbia still belongs to the modern codes, with clear criminal and 

political postulates, but it has found itself in the middle of a tornado called ―European 

integration‖, which slowly sucks in its whirlpool the uniqueness, authenticity and 

distinctiveness of the criminal justice system of Serbia. The question is for how long the 

national identities will be capable to resist these ―weather conditions‖. In this paper the 

authors point to certain negative trends in the substantive criminal legislation within the 

European integration process, by basing their arguments on the analysis of specific 

provisions of the Lisbon Treaty. Finally, at the end of the paper, the authors provide 

concrete examples in which the invisible ―Leviathan‖ has leaned over the national 

identity and authenticity of the criminal justice system.   

 

 Keywords: the Criminal Code, European criminal law, European integration, 

ultima ratio, the principle of legality, the Lisbon Treaty, EU. 

 

INSTEAD OF AN INTRODUCTION 

 

The Criminal Code of Serbia
1
 and the Basic Criminal Code

2
, which ceased to be in 

force when the Criminal Code of Serbia entered into force, were also amended several 

times during the period in which they had been in force. Thus, disregarding some technical 

                                                      
1"Official Gazette of the SRS", no. 26/77, 28/77, 43/77, 20/79, 24/84, 39/86, 51/87, 6/89, 42/89, 21/90, 

"Official Gazette of the RS", no. 16/90, 26/91, 75/91, 9/92, 49/92, 51/92, 23/93, 67/93, 47/94, 17/95, 44/98, 

10/2002, 11/2002, 80/2002, 39/2003, 67/2003. 
2 "Official Gazette of the SFRY", no. 44/76, 36/77, 34/84, 37/84, 74/87, 57/89, 3/90, 38/90, 45/90, 

54/90,"Official Gazette of the SRY", no. 35/92, 16/93, 31/93, 37/93, 24/94, 61/2001,"Official Gazette of the 

RS", no. 39/2003. 
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corrections (there were three of them), the decisions of the Constitutional Court of Serbia 

which determined that certain provisions of the Criminal Code of the SRS (two decisions) 

were not in compliance with the Constitution and the entrance into force of other laws by 

which certain provisions of the Criminal Code of the SRS ceased to be valid (Law on 

Weapons and Ammunition, Law on Public Peace and Order, Law on Tax Procedure and 

Tax Administration), the Criminal Code of Serbia was amended seventeen times. It was in 

force from July 1, 1977, until January 1, 2006 (twenty eight years and six months in total).  

Out of the seventeen amendments, many referred to corrections of monetary amounts (at 

least eight of them). The monetary amendments were more frequent at that time since the 

period of hyperinflation required so, but with the note that ―district courts will complete 

the proceedings in cases received from the day of this law coming into force for which, 

according to the law, they had jurisdiction on the day they received the case‖. The 

introduction of new incriminations dominated in 1994 in the field of economic crimes, in 

2002 in the field of domestic violence and Chapter 21 A – criminal offences of corruption 

and for 2003 we single out human trafficking and criminal offences against computer data. 

The Criminal Code of the SFRY changed its name into the Criminal Code of the 

Federal Republic of Yugoslavia in 1992
3
 and into the Basic Criminal Code in 2003.

4
 The 

largest number of amendments referred to monetary amounts and technical corrections and 

a small part referred to the system of criminal sanctions and measuring the penalty 

(replacing death penalty by the sentence of inprisonment, a new penalty – seizure of 

property and in the field of penalty measurement, an especially grave case was introduced). 

The incriminations were very rarely subject to amendments (for instance in 2003, the name 

and the specific element of the criminal offence of unlawful production, keeping and 

circulation of narcotics).  

The Criminal Code of Serbia has recently been going through a dynamic stage. In 

the area of substantive criminal law in the Republic of Serbia, there was a thorough reform 

in 2005 and the new Criminal Code was adopted.
5
 After almost a decade of efforts, Serbia 

modernized its criminal law (Ristivojević, 2012:43). This Code has been amended six 

times to date - two times in the course of 2009, and once in 2012, 2013, 2014 and 2016 

respectively. In the course of 2015, there was a public debate related to the sixth Law on 

Amendments and Additions to the Criminal Code, or to be more precise, to the Draft Law 

on Amendments and Additions to the Criminal Code.
6
 With somewhat amended provisions 

it entered into the stage of a Draft law and into parliamentary procedure. It was adopted on 

November 23, 2016.
7
 

When making amendments there is always the dilemma where to put a limit between 

the excessive expansion of the criminal zone, or in other words, the increase of the number 

of incriminations, and the need of the state to respond efficiently to the new forms of 

crime. It is important to point out that not only in Serbia, but also in other European 

countries, when amendments of criminal legislation are concerned, in the recent decades a 

change rate has been noticed that was not characteristic in the past (Stojanović, 2013:11). 

The frequent amendments result primarily from adapting to the international obligations 

                                                      
3"Official Gazette of the SRY", no. 35/92. 
4"Official Gazette of the RS", no. 39/2003. 
5"Official Gazette of the RS", no. 85/2005, 88/2005 – corr. 107/2005 – corr. 72/2009, 111/2009, 121/2012, 

104/2013, 108/2014. and 94/16. 
6Draft Law on amendments and additions to Criminal Code from 2015, www.mpravde.gov.rs/sekcija/53/radne-

verzije-propisa.php, downloaded on May 15, 2015 
7"Official Gazette of the RS", no. 94/16. 

http://www.mpravde.gov.rs/sekcija/53/radne-verzije-propisa.php
http://www.mpravde.gov.rs/sekcija/53/radne-verzije-propisa.php
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that the states are taking by ratifying certain international treaties. In addition to the 

conventions, both regional and international, the EU directives and framework decisions 

are of particular importance for reform. It should also not be forgotten that there are certain 

behaviours for which neither the international obligations, nor national legislation are the 

immediate cause for prescribing them as criminal offences, but they are specific negative 

phenomena in our environment, which may constitute the foundation for their 

incrimination (Kolarić, 2014:486). 

 

TERMINOLOGY NOTES 

When the Lisbon Treaty
8
 came into force, a new stage in the development of the 

EU criminal law started, which was reflected on the national criminal legislations. To a 

certain extent, it changed the legal and institutional framework within which the EU acts. 

Namely, the legal foundations of European integration today include the Treaty on the EU 

and the Treaty on the Functioning of the EU.
9
 The Lisbon Treaty, in addition to the 

traditional interests and priorities of the Union, for the first time underlines more 

intensively the dimension of the fundamental human rights. Namely, it gives the EU 

Charter of Fundamental Rights the power of a mandatory legal standard incorporating it 

into the integral text of the Lisbon Treaty.
10

 All three legal documents are technically 

equal. At the very beginning, we express our skepticism with respect to the harmonization 

of the substantive criminal law of the EU, i.e. its unification, acknowledging though that it 

is possible to accomplish European harmonization more easily at the level of accepting the 

basic principles of criminal law, than at the level of the entire international community. 

Insisting on the subsidiary character of criminal law at the very beginning of this paper and 

pointing out that it is ultima ratio, we suggest that this feature of the criminal law has been 

endangered within the European context, especially taking into account the provisions of 

Article 83 of the Treaty on the Functioning of the EU. Article 83, paragraph 1 of the Treaty 

on the Functioning of the EU points out that the European Parliament and the EU Council 

of Ministers can by directives adopted in a regular legal procedure determine the minimum 

rules for defining criminal offences and penalties for particularly severe forms of crime 

with cross-border dimension which result from the nature or consequences of these 

criminal offfences or from the special need for common fight against them. These forms of 

crime include: terrorism, human trafficking and sexual exploitation of women and 

children, illegal trafficking of narcotics, illegal trafficking of weapons, money laundering, 

corruption, counterfeiting payment instruments, computer crimes and organized crime. As 

it is pointed out further, based on the development of crime, the Council can reach a 

decision which establishes other areas of crime that meet the stated criteria. 

Article 83, paragraph 2 of the Treaty on the Functioning of the EU points out that 

if the approximation of criminal laws and regulations of the Member States proves 

essential to ensure the effective implementation of a Union policy in an area which has 

                                                      
8 It entered into force on December 1, 2009. By its entering into force the EU and the European Community 

joined into one changed EU. Namely, the provisions on police and judicial cooperation were added to the 

Treaty Establishing the European Community and its title was changed in the Treaty on the Functioning of the 

EU, and the Treaty on European Union remained in force. Since then the EU has had legal personality. Prior to 

that, it was only the European Community.  
9Consolidated versions of the Treaty on European Union and the Treaty on the Functioning of the European 

Union, Official Journal of the European Union, C 83, 30 March 2010.  
10 CHARTER OF THE FUNDAMENTAL RIGHTS OF THE EUROPEAN UNION, Official Journal of the 

European Communities, (2000/C 364/01). 
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been subject to harmonisation measures, directives may establish the minimum rules with 

regard to the definition of the criminal offences and sanctions in the area concerned. 

Moreover, it is interesting to note that directives replaced framework decisions. 

The most important legal documents within the third pillar of the EU were framework 

decisions,
11

 and now they are directives,
12

 which shows the legal power of the adopted 

regulation and that police and judicial cooperation transferred from the third into the first 

pillar, in other words, the matters from the second and third pillar were transferred to the 

first. As it was stated in Article 34 of the Treaty of Amsterdam, the framework decisions 

did not entail direct effect which made the implementation of the measures from the third 

pillar difficult. It is important to mention here the opinion of the Court of Justice
13

 in the 

Pupino case (Ĉavoški, 2009:19)
14

 which in a way represents an avantgarde court decision 

regarding the effect of the framework decisions. The court established that the Member 

States are obliged to interpret the law in accordance with the EU law within the so-called 

third pillar, i.e. when aplying the national law it must be interpreted in the light of the 

purpose of the framework decision in order to attain the result which it pursues. In this 

case, the Court of Justice did not get involved in the sensitive issue of the EU law 

superiority, but pointed out that framework decisions have an indirect effect adding what 

in our opinion is crucial - that national courts should take into account the whole of the 

national law in order to assess to what extent it can be implemented without being contrary 

to the framework decisions. It is clear that the Court points out the significance of the 

framework decisions but it does it carefully and in a subtle way with certain limitations. 

However, regardless of it, the importance of this decision at the time was huge. 

All in all, Member States have reached the consensus that the EU regulations 

regulate only certain criminal offences, which ultimately leads to partial development of 

the substantive criminal law of the EU and in particular its special part, while the general 

part of the EU criminal law can hardly be discussed. This fact represents a great potential 

danger from the uniform application of the EU laws taking into account that certain 

directives demand rather decisively that the Member States incriminate, for instance, the 

attempt as an institute of the general part which is variously regulated within the EU 

Member States. 

                                                      
11 The aim of the framework decisions is to harmonize the legislations of the Member States. They oblige the 

Member States with regard to the results they should accomplish, but leave the States to choose the form and 

method by which to achieve the set result. They are applied only after they have been incorporated into the 

national legislation, which clearly results from Article 34 of the Treaty on the Establishing of the EU. 
12Directives are binding but cannot be applied directly; they have to be incorporated into the respective national 

legislations of the Member States. However, it they are not implemented in an appropriate manner or are not 

implemented at all, a special mechanism created by the European Court will provide a direct effect on the 

directives. 
13Pursuant to Article 267 of the Treaty on the Functioning of the EU, the EU Court of Justice has been given 

jurisdiction to decide on matters sent to it by national courts of the Member Countries, and they refer to the 

application of the EU law in a specific case this Court disposes of. This implies that the EU Court of Justice 

decides on the interlocutory question referred to it by a Member State national court, but does not make a 

decision on the fact in the main hearing and the application of the national law. 
14  In Pupino case, the Court in Florence asked a question to what extent the Italian Code of Criminal 

Proceedure can be interpreted in accordance with the Framework decision 2001/220/JHA on the position of 

victims in criminal proceedings, in order to make it possible for the children who were victims of abuse to 

testify against their teachers pursuant to the special rules of the procedure, and not in a regular procedure. The 

Court pointed out that in order to achieve the objectives set out in the framework decision, the national courts 

should be enabled to apply special rules, especially for vulnerable victims, but care should be taken for 

protection of the rights of the defendants pursuant to Article 6 of the European Convention on Human Rights.  
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It is necessary to differentiate between the concepts of European criminal law and 

the criminal law of the EU. The former is wider, more complex, while the latter boils down 

to certain provisions of the substantive criminal law of the EU. We are of the opinion that 

it is difficult to talk about European criminal law in the true sense of the word. Actually, 

this term seems too pretentious and unreal. If we would accept the term European criminal 

law, this would mean at least three things. First, the corresponding doctrinal basis on which 

consensus should exist, in the similar way as the national criminal law, has its scientific 

basis, second, it would require a supranational legislator and third, it would be necessary 

for the new legislator to have the right to ius puniendi, i.e. that the European criminal code 

exists. The right to punishment belongs to the state only. The exercise of that right is based 

on state coercion and therefore criminal law both as a branch of the law and as part of 

public law is distinctively the right of the state (Stojanović, 2015:5). All stated reasons are 

intercorrelated, and many other problems may be listed standing in the way of the 

development of European criminal law, ranging from language barriers, terminological 

differences, the differences between the continental and Anglo-Saxon legal approach to 

various approaches in shaping the basic principles and systematization of the criminal law 

system (Simović-Hiber, 2007:117). 

These are the reasons why this time the discussion will boil down to some 

provisions of the substantive criminal law which result from the EU activities. It does not 

hurt to mention that in theory the notion of international criminal law is mentioned as a law 

crossing the borders of the European continent. The problems standing in the way of the 

development of the European criminal law are tripled regarding the international criminal 

law. 

The creators of ―European legislation‖ are aware of it as well. The Treaty on the EU 

in Article 5 states that under the principle of subsidiarity, in areas which do not fall within 

its exclusive competence, the Union shall act only if and insofar as the objectives of the 

proposed action cannot be sufficiently achieved by the Member States, either at central 

level or at regional and local level, but can rather, by reason of the scale or effects of the 

proposed action, be better achieved at Union level. Therefore, the principle of subsidiarity 

means that in performing its competences, the Union may act only if the goals of the 

proposed actions cannot sufficiently be achieved by the measures of the Member States. 

This actually admits that the EU criminal law is subsidiary in relation to the national 

criminal law, i.e. it has effect only when it is required to protect the common values and 

principles. It is pointed out in theory, with regard to Article 5, that it actually represents the 

protection of European federalism (Melander, 2013:48). 

 

NEGATIVE TENDENCIES IN THE PROCESS OF EUROPEAN INTEGRATION 

WITNIN THE CRIMINAL SUBSTANTIVE LAW 

The main purpose of criminal law is to protect society from crime. The same 

requirements should exist at the level of the EU regarding the prescription of the general 

elements of a criminal offence and sanctions with full regard to the basic principles of 

criminal law. However, certain provisions adopted at the EU level give rise to doubt in that 

respect. We would particularly draw attention to the fact that certain terms generally 

adopted in international documents are not of criminal-law character such as 
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corruption,
15

for instance, and they imply a range of behaviours, which brings into question 

the lex certa segment. Also, in order to harmonize national legislation with the EU 

regulations, the traditional understanding, according to which criminal law is ultima ratio, 

is increasingly endangered. Thus, to say once again, the Treaty on the Functioning of the 

EU in Article 83, paragraph 1, points out that the European Parliament and the Council 

may, by means of directives adopted in accordance with the ordinary legislative procedure, 

establish minimum rules concerning the definition of criminal offences and sanctions in 

the areas of particularly serious crimes with a cross-border dimension resulting from the 

nature or impact of such offences or from a special need to combat them on a common 

basis. 

Just referring to the particularly serious crimes in the text of the stated article is not 

enough to obey the ultima ratio rule. Even when it concerns the particularly serious 

crimes, such as, for instance, terrorism, the possibility cannot be excluded that there are 

other menas which do not necessarily imply resorting to criminalization. In this area, for 

instance, the Framework Decision of the EU Council on Fight against Terrorism dated 

June 13, 2002
16

 with the amendments made in 2008
17

 is contrary to the basic principles of 

criminal law. It requires incrimination of public inciting to terrorist acts, recruitment and 

training for committing terrorist acts, which many countries did. By revewing the latest 

international measures in the area of fight against terrorism, we come to the conclusion that 

balance must be made between the need to prevent terrorist acts, i.e. to protect civil 

society, and security, which implies partial encroachment upon some fundamental rights, 

such as for instance, freedom of association and freedom of expression. Here we come to 

the famous question: who will guard the guardians? The fear of global terrorism leads to 

transforming the society into a society of surveillance. As far as recruiting and training for 

commission of terrorist acts are concerned,  it can be observed that the legislator has 

decided to raise the preparation activities to the level of execution activities, so it is 

justifiable to ask the question which refers to the legitimacy of such incrimination. 

Prescribing preparation as an independent criminal offence is justifiable if the value of the 

protected object is high and the intensity of its endangerment is highly expressed. The 

criminal-law standard is justified if there is a legitimate object of protection and if it is 

possible to refer to the injury or endangerment of a legally protected value. It is therefore 

necessary for the criminal offence to be precisely determined, which means that the 

legislator must set a legal standard with such a precision that the area of its implementation 

results from the text or can in any case be determined by interpretation. As for public 

                                                      
15 See: Council of Europe Criminal Law Convention on Corruption (The Convention was open to ratification 

on January 27, 1999, and came into force on July 1, 2002). The Republic of Serbia ratified Criminal Law 

Convention on Corruption (ETC 173) on December 18, 2002. See: Official Gazette of the SRY, International 

Treaties, No. 2/2002 and Official Gazette of Serbia and Montenegro, Interantional Treaties, No. 18/2005. The 

Convention came into force on April 1, 2003. Criminal Law Convention on Corruption was adopted without 

lodging reserves); The Additional Protocol to Criminal Law Convention on Corruption (open for ratification on 

May 15, 2003. It entered into force on February 1, 2005. The Republic of Serbia ratified the Additional 

Protocol to Criminal Law Convention on Corruption (ETC 191) on January 9, 2008. See: Official Gazette of 

the RS, International Treaties, no. 102/2008. It came into force in Serbia on May 1, 2008. The Republic of 

Serbia adopted the Additional Protocol to Criminal Law Convention on Corruption without lodging reserves); 

the UN Convention on Corruption (the Republic of Serbia ratified the UN Convention on Corruption. THe 

Convention came into force in Serbia on October 30, 2005. See: Official Gazette of Serbia and Montenegro, 

International Treaties, no. 12/2005). 
16CouncilFrameworkDecisiononCombatingTerrorism, 2002/475/JHA 
17 CouncilFrameworkDecision 2008/919/JHA of 28 November 2008 amending Framework Decision 

2002/475/JHA on combating terrorism 
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inciting of terrorist acts, terrorist propaganda is incriminated. When the protection from 

possible abuses in criminal legislation is concerned, the question is how to prevent them in 

the implementation of the new provisions. Some countries make the prosecution for these 

crimes conditional on the approval by the competent authority (in Croatia that is the Chief 

State Prosecutor, in Slovenia the Minister of Justice, etc.). The Republic of Serbia might 

consider likewise prescribing special approval of the Republic Public Prosecutor as an 

additional condition for criminal prosecution of the defendant for criminal offences of 

public instigation to terrorism, recrutment and training for terrorism. The solution existing 

in Belgium should not be dismissed either, which was introduced on the model of the 

Convention for the Protection of Human Rights and Fundamental Freedoms. It stipulates a 

clause in its legislation according to which criminal offences with the elements of terrorism 

must not be interpreted in the manner that would restrict human rights such as the right to 

strike, the right to freedom of assembly and association, the right to freedom and other 

related rights set out in Article 8-11 of the Convention for the Protection of Human Rights 

and Fundamental Freedoms (Kolarić, 2013:69). Such a clause offers protection from too 

frequent application of these provisions which would mean exceeding what is considered 

―necessary in a democratic society‖ or ―special need for fight against…‖. 

Terorism is not the only example where there is no balance between the ultima 

ratio principle and the principle of legitimacy. Have the states under the veil of 

coordination and harmonization gone too far in their readiness to use criminal legislation? 

Unfortunately, nowadays the excess of criminalization is almost usual.
18

 

In our opinion, with the Lisbon Treaty, by introducing the new legal framework for 

functioning, the EU has actually set much bigger responsibility to itself in ensuring the 

ultima ratio principle just because of the possibility to determine the minimum rules to 

define criminal offences and sanctions for particularly serious crimes. When there is 

possibility to set minimum standards, this implies that they are necessary and that there is 

no other way to supress these serious crimes. On the contrary, if this possibility is abused it 

would lead to destabilization of the basic principles of criminal law. 

Regarding the Lisbon Treaty and some of its provisions which are significant 

because of their influence on national criminal legislations, the Federal Constitutional 

Court of Germany also gave its statement (Kaiafa-Gbandi, 2011: 12). It seems to us that 

the Court was on the verge of proclaiming the Lisbon Treaty unconstitutional. Knowing 

what political implications such a step would have, the Court pointed out the significance 

of the Bundestag and the Bundesrat and brought attention to some insufficiencies of the 

Lisbon Treaty, not avoiding, however, to point out that it disagrees with the criminal law to 

be the instrument for achieving the EU objectives. Thus the Court, inter alia, brings 

                                                      
18 Let us see The Council of Europe Convention on preventing and combating violence against women and 

domestic violence. In the part referring to substantive criminal law, it contains mostly unified phrases 

according to which parties ―are obliged‖ to take the necessary legislative or other measures to ensure that the 

intentional conduct of … is criminalised. This is why a question is asked regarding the need for existance of 

special criminalization of domestic violence when these are actually the acts that can be classified into other 

criminalizations. Recently other provisions of the Istanbul Convention are also made topical, particularly rape 

without coercion, stalking and sexual harassment and their implementation into national legislations. Thus, for 

instance, the Convention, as we have already seen, for the offence of rape brings to the fore the lack of consent 

during the sexual act and not the coercion, so the question is how to make this harmonization and if it is really 

necessary. If a new criminal offence was accepted de lege ferenda, which would criminalize rape and the same 

act without the consent of the individual on whom it was perpetrated, the penalty should be considerably milder 

since there is no coercion. However, such and other attempts of criminal-law expansionism directly negated the 

claim that criminal law is ultima ratio. 
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attention to Article 83, paragraph 1, of the Treaty on the Functioning of the EU where it 

criticizes the phrases ―particularly serious crimes with a cross-border dimension‖ and 

―special need‖ to combat them on a common basis pointing to their imprecision. 

Additionally, it points out that the special need does not exist just because of the will of the 

European Parliament and the Council, but because of the nature or consequences of these 

crimes. 

Concernng the provision according to which ―the Council may adopt a decision 

identifying other areas of crime that meet the criteria specified in that paragraph‖ the Court 

points out the role of the Bundestag and the Bundesrat which, related to the expansion of 

the EU jurisdiction, must consent to the form of law, adding that the EU regulations should 

not include the entire areas of criminal offences but only some forms. Similarly, in 

theoretical discussions the regulation of the entire field of the criminal offences of 

terrorism is criticized and the question is posed how much it is needed particularly 

regarding certain criminal offences that are ― proclaimed‖ terrorist (Kaiafa-Gbandi, 2011: 

18).  

We are also of the opinion that the provision of paragraph 1 of Article 83 of the 

Treaty on the Functioning of the EU is disputable. First of all, in order for the EU to have 

jurisdiction over the cross-border dimension, it must be established what are the results 

from the nature or the consequence of the crime. Second, if the condition of ―cross-border‖ 

dimension is not fulfilled, a special need should exist for fighting against a concrete 

offence on a common basis. 

In Article 83, paragraph 2 of the Treaty on the Functioning of the EU it is pointed 

out that if the approximation of the criminal laws and regulations of the Member States 

proves essential to ensure the effective implementation of a Union policy in an area which 

has been subject to harmonisation measures, directives may establish the minimum rules 

with regard to the definition of the criminal offences and sanctions in the area concerned. 

As for this attitude, the Court points out that in this way the path is open to insufficiently 

justified harmonization, since the adoption of directives is possible only when it is 

inevitable to effectively implement the EU policy in one area where harmonization 

measures have already been implemented. 

The development of the EU criminal law is often justified by the claim that 

unification is required since there must not be ―sanctuaries for criminals and organized 

crime groups‖ in the European Union (Melander, 2013: 48). Namely, the unequal 

regulation of certain issues may lead to considerably lenient criminal sanction in some 

Member States, which would make them desirable destinations. This argument, however, 

is untenable for many reasons. First of all, the assumptions that crime perpetrators know 

comparative criminal law is unrealistic, and second, if this was the case the Member States 

with ―the most lenient‖ criminal legislation should primary be sanctuary for organized 

crime groups, for instance. Traditionally, for example, the Nordic countries share the 

vision of humanistically oriented criminal law with a more lenient system of criminal 

penalties than in other countries. They should consequently be the heaven for crime 

perpetrators. However, organized crime is not a great problem in the Nordic countries 

(Melander, 2013:48). 

Another category justifying the action of the European Union in harmonizing 

substantive criminal law in addition to the cross-border nature of a crime is the special 

need for fight against some offences or a concrete criminal offence on a common basis. 

The special need may exist due to the abominable character of some concrete severe 

criminal offences. This category of ―European criminal offences‖ may be justified more 
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easily than cross-border offences. It is quite understandable that some criminal offences are 

so severe that it is necessary to react at the level of the international community. It 

is,however, required to shape the incriminations with respect of all traditional principles on 

which criminal law is based. 

It is another question which criminal offences deserve to be in the category of 

―especially severe criminal offences‖. Article 83 of the Treaty on the Functioning of the 

EU contains a list of offences which might be subject to harmonization of the substantive 

criminal law. They include terrorism, human trafficking and sexual exploitation of women 

and children, illegal trafficking in narcotics, illegal trafficking in weapons, money 

laundering, corruption, computer crimes and organized crime. It must be kept in mind that 

this article only states imprecisely certain forms of crime and it does not determine 

precisely the specific elements of certain criminal offences. The question is therefore 

whether all mentioned forms of crime deserve the reaction of the European Union. 

Illegal trafficking in narcotics, for instance, covers a wide range of criminal 

offences and it is not certain whether all criminal offences in this category are especially 

severe or that they have a cross-border dimension. Organized crime is a very wide category 

which includes a range of various criminal offences, some of which have a cross-border 

dimension and some do not. In order for these conditions to be fulfilled, the European 

Union must limit its action on those offences categorically listed in Article 83 of the Treaty 

on the Functioning of the European Union, which really do have a cross-border dimension 

or are really so grave that there is a special need to prevent them through common action 

(Melander, 2013:53). 

The inevitable question is also why at the EU level they are not interested in 

respecting the rule of law and ultima ratio principle which they proclaim, but rather the 

provisions of the legal sources of regional and international organizations which determine 

the criminal offences are provisional, too wide and by expanding the criminal-law 

repression or criminal-law expansionism, they contempt the ultima ratio principle. 

The discussion on the role of ultima ratio in criminal law has been intensified 

following the Lisbon Treaty coming into force. The Stockholm programme, a five-year 

strategic plan for the period 2010-2014, adopted right after the Lisbon Treaty came into 

force, points out that ―criminal law provisions should be introduced when they are 

considered essential in order for the interests to be protected and, as a rule, be used only as 

a last resort‖.
19

 The reference to the principle of last resort clearly represents criminal law 

as the last possible means. 

The ultima ratio principle is traditionally connected to the national criminal 

legislations and represents a part of the ―cultural heritage‖ of criminal law (Bengoetxea, 

Jung & Nuotio, 2013). By its nature, it refers to the minimum intervention of criminal law, 

i.e. resorting to criminal-law repression should be the last possible means. It seems today 

that we have the opposite tendency in which criminal law becomes prima ratio. The 

question is then if this excessive criminal-law interventionism in national criminal law is 

based on the Europan level, since the legislators in the respective national legislations 

often justify prescribing certain behaviours as criminal offences based on the need for 

harmonization with certain international and regional sources. 

                                                      
19EUROPEAN COUNCIL, EUROPEAN COUNCIL THE STOCKHOLM PROGRAMME — AN OPEN 

AND SECURE EUROPE SERVING AND PROTECTING CITIZENS (2010/C 115/01), Official Journal of 

the European Union. 
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 The reform of criminal legislation in the European countries in the past decade has 

been characterized by prescribing a large number of new criminal offences, departing from 

some basic principles of criminal law which were not brought into question for a long time 

and using criminal law as sola or prima ratio and not as ultima or extrema ratio. At the 

same time, there has been an intrusion of undetermined standards into criminal legislation. 

The new criminal offences, as a rule, are not criminal offences of injury, they are criminal 

offences whose consequence is endangerment (in some cases only abstract danger), or 

these are activity-related criminal offences which in their legal description do not contain 

consequence, and more frequently even certain preparatory acts (sometimes very remote) 

are proclaimed criminal offences (Stojanović & Kolarić, 2015:122). They, as a rule, are 

meant to try to protect some common good (which is often suspicious just from the aspect 

if it is really common) and not the most important values of the individual. These new 

incriminations appear mostly in those areas where criminal law displays its inefficiency 

and where the existing incriminations are not implemented: organized crime, corruption, 

terrorism, international criminal offences and similar. International and regional 

conventions also play the important role in expansion of criminal law. They too lightly 

provide for the obligation to prescribe numerous criminal offences by the states who accept 

them. There is an increasing number of conventions that foresee the obligation of a state to 

incriminate certain behaviour. In addition, with the exception of the expansion of criminal 

law, it is not possible to observe anything that is common and consistent in various 

conventions in this respect, i.e. the specific criminal-political concept is not the starting 

point (the question is if it is possible at all, considering the nature of the international 

agreements and the manner in which they originate). Besides the undouted positive 

contribution, particularly of certain international agreements, to criminal law, it seems that 

nowadays it is necessary to approach the ratification of the conventions which contain the 

obligation to treat criminal offences with precaution and reserve (Stojanović & Kolarić, 

2015:122). 

We have already stated that a large number of countries, due to their hastiness and 

the superficial approach to the process of EU accession, offer much more than what is 

specified in the corresponding EU documents. Serbia‘s aspiration to become a full EU 

Member State instigates frequent legislatory reforms. In the accession process, the country 

should avoid potential conditioning and situations in which it is served with the solutions it 

must accept, when the criminal law becomes hostage to politics and the instrument in the 

hands of the ruling structures. Each country should preserve the coherence of its legal 

system, which should follow the constitutional principles. This, on the other hand, means 

that it should not stubornly insist on a special quality of the national legal system, since 

special quality per se does not represent a value, which can be observed in many cases, but 

criminal legislation should represent a coherent system which follows the constitutional 

principles and provides for an effective and efficient work of the government bodies.  

Unfortunately, the need to implement the international and regional sources of law is 

not often accompanied by adequate legal explanations. No research of any kind is 

conducted regarding the representation of certain unlawful behaviours, and it is forgotten 

that criminal law is ultima ratio. The most important conclusion certainly implies that 

incrimination cannot be connected only to the obligations resulting from international 

documents. 

Let us take as an example only the amendments and additions to the Criminal Code 

of Serbia of 2009 and the amendments and additions to the Criminal Code of Serbia of 

2002. 
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Thus, in 2009, punishments and the use of the criminal law to populist purposes was 

very expressed and dominating (Kolaric, 2014:504), when on the occasion of shaping the 

legal norms, the reality and functioning of the criminal legislation were not taken care of. 

The public (which is additionally manipulated), and even a good part of the representatives 

did not demonstrate any wish for having a better criminal law, but only to have more 

punishments and make the law as repressive as possible (Stojanović & Kolarić, 2012:18). 

Citizens‘ fear of crime can be very easily used for certain media-populist manipulations. 

This is observable not only in Serbia but in other countries as well that have much longer 

tradition of ―rule of law‖ (Ćirić, 2014:202). In addition to a series of ommissions, techical 

and substential, derogation of general institutes, uncoordinated penalties for a great number 

of criminal offences, year 2009 was especially dominated by unfounded increased 

repression. There was a pronounced problem of criminal-law expansionism, since the 

legislator entered the forbidden zone, which in the near future already led to the crisis of 

legitimacy of the criminal legislation. The question that was seriously raised was how the 

legislator responded to the new forms of crime and prescribed new criminal offences 

(insurance fraud, Article 208a), when it lagged behind something that was better done 

eighty years ago (insurance fraud had been prescribed in the Criminal Code of the 

Kingdom of Yugoslavia of 1929) (Stojanović, 2013:12). The reform of the criminal 

legislation of 2009 contains numerous shortcomings, which was actually the image of the 

entire Law on Amendments and Additions to the Criminal Code dated September 2009, 

and by all means it was not comprehensive. It could be stated that the Law on 

Amendments and Additions to the Criminal Code of September 2009, touched the 

provisions of both the General and the Special part, with respect that some changes were 

more formal than substantial in nature, since they stylistically edited the existing 

provisions and harmonized them with our language, but there were also new provisions, 

while the penal frameworks were changed for certain offences. Disregarding the 

terminological harmonization of certain provisions, which was made due to the change of 

the state and legal position of the Republic of Serbia, compared to the situation before, 

there were a large number of amendments and additions in the Special part. First, a certain 

number of new criminal offences were prescribed. Second, there were changes in a large 

number of already existing offences. And third, there were many offences for which the 

prescribed penalties were changed, in other words, penal frameworks were created in such 

a way that a large part of the changes referred to prescribing stricter penalties (for about 

one third of the criminal offences), although even by that period the Criminal Code of 

Serbia did not belong to the group of codes with mild penalties. Due to these reasons, a 

considerable part of the amendments in 2012 was dedicated to the removal of the 

shortcomings and inconsistencies made by the amendments of the criminal legislation in 

2009 (Kolarić, 2015:13). 

A similar situation occurred in 2002 as well,
20

 before the Criminal Code of Serbia 

entered into force, which was reflected in the parallel existence of a special chapter of the 

Criminal Code of Serbia entitled ―Criminal Offences of Corruption‖ and corresponding 

incriminations, the purpose of which was to supress corruption, in the group of criminal 

offences against official duty, which could be characterized as atypical and unacceptable, 

to put it mildly (Stojanović&Perić, 2009: 389). First, insofar as the very title of the chapter 

is concerned, it is not related to the object of protection. Second, the description of these 

criminal offences was pretty much the same as the existing one, which resulted in 

                                                      
20 See: ''Official Gazette of the RS'', no. 10/2002. 
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unnecessary doubling of incriminations and serious problems in practice when delimiting 

between the newly prescribed and the existing criminal offences. If the legislator‘s motive 

was to make penalties stricter, this could have been done by additions to the existing 

solutions. Third, such causalistic approach is unacceptable when criminal-law norms are 

concerned. Fourth, the term ―corruption‖ was used in the title of the chapter and in the title 

of some criminal offences, while it was neither in the legal description of individual 

criminal offences, nor stated precisely at all (Stojanović & Kolarić, 2014:203).  

Such and similar criminal-law interventions are used for daily political purposes, 

while the basic standards of shaping the criminal-law norms, where we primarily think of 

the evaluation of reality and the assessment of social danger, are left in the background. 

Today, unfortunately, similar moves are not rare, regardless of whether it is a matter of 

criminal, substantive or process legislation or misdemeanour regulations, or even adoption 

of special laws. Thus, for instance, in the course of 2016, there was work on adopting the 

Law on Domestic Violence Protection.
21

 On 31 October 2016, the Government of the 

Republic of Serbia submitted a proposal of the Law on Domestic Violence Protection to 

the National Assembly of the Republic of Serbia. We can see that compared to the 

preliminary draft, the title of the law was changed, and the text of the law was also 

changed probably because of the large number of criticisms that were expressed during the 

public debate, but even then only regarding certain proposed provisions.
22

 Naturally, the 

first question that imposes as necessary is whether we need such a law in addition to the 

protection offered by the Family Law, which is prima ratio, in addition to the 

incrimination of domestic violence in the Criminal Code and the corresponding provisions 

of the Law on Public Law and Order (Marković, 2015:214).
23

 In this example, we can see 

the extent of dysharmony between the legal texts adopted within a small time period, i.e. 

almost in continuity. The suggested law sets out many novelties regarding the work of the 

police, the public prosecution office and the courts, among other things, including new 

police powers not prescribed by the 2016 Law on Police – risk assessment in case of 

immediate danger from domestic violence and issuing an order for imposing urgent 

measures. Also, it is stipulated that the police officers have the power to: bring ―a possible 

perpetrator‖ into police station, on their own or at the request of the competent police 

officer, to investigate the case; the police officer in charge of prevention of domestic 

                                                      
21 The preliminary draft of the law was made public on the web page of the Ministry of Justice, wherein all 

interested parties could give their suggestions in the period from March 18 to April 10, 2016. See: Preliminary 

draft of the Law on Domestic Violence Protection, http://www.mpravde.gov.rs/sekcija/53/radne-verzije-

propisa.php Accessed on: July 13, 2016 
22 See: S. Marković, Zakon o zaštiti od nasilja u porodici - osvrt na prednacrt zakona, (ne)usaglašenost sa 

drugim zakonima, Pravni informator, 9/2016, str.3-9. 
23 The Misdemeanour law and the special laws which stipulate misdemeanours in their penal provisions do not 

prescribe the matter that would refer to domestic violence. However, the Law on Public Law and Order 

stipulates a certain type of misdemeanour which has a disruption of public peace as a consequence, and it can 

happen if the perpetrator and the victims are family members. This family connection is not important for 

imposing a penalty (imprisonment or fine), but according to the Misdemeanour Law protective measure can be 

delivered ‖the prohibition of access to the injured party, structures or to the place of committing a 

misdemeanour‖, so that in this manner the victim, i.e. the victim of violence, can be protected from further 

endangering. When the legal reasons are fulfilled to bring in the perpetrator of violence based on the 

Misdemeanour Law, in some cases the misdemeanour proceedings may be much more efficient than other 

court proceedings, since the perpetrator of violence is brought before the misdemeanour court judge 

immediately upon the act with the request to motion misdemeanour proceedings and the proposal to pass a 

sentence which becomes enforceable before the judgment has become legally binding. In this way the victim of 

domestic violence can be protected quickly and efficiently. 
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violence is obliged to offer an opportunity to ―the possible perpetrator of domestic 

violence‖ to give a statement on all relevant facts, to collect the necessary information 

from other police officers, assess the risk immediately and under certain conditions set out 

by this law, to impose an urgent measure for prevention of domestic violence. The police 

officer in charge issues the order, right after which iy is handed over to the basic public 

prosecutor at whose territory the victim has residence, the social work center and the 

coordination and cooperation group. Such a person is also subject to police power – 

detention up to 8 hours. The question is what the legal term ―possible perpetrator of 

domestic violence‖ means and whether in this way preventive detention is introduced into 

our legislation. This is where there is an excessive expansion of the right of the potential 

―possible victims of domestic violence‖ at the expense of the ―possible petpetrator of 

domestic violence‖ whoever he or she might be. It is easy to imagine situations in which a 

person falsely reported for domestic violence and due to a badly conducted risk assessment 

can be temporarily denied of the fundamental human rights – freedom of movement and 

right to property. On the other hand, it is possible that according to the risk assessment that 

domestic violence would not escalate, but in reality, a murder or some other severe 

criminal offence occurs in that family. This is the reason why we are of the opinion that the 

proposed law stipulates very short time periods for risk assessment and that the selection of 

police officers and their training
24

 are of essential significance for law enforcement. 

 Additionally, the requests set for the rule of law in national law should be the same 

as at European level. However, as we have seen, this is not the case. According to the 

Lisbon Treaty, the main jurisdiction in criminal matters is set out by Article 83, paragraph 

1, of the Treaty on the Functioning of the EU and it refers to the possibility to establish ―by 

means of directives adopted in accordance with the ordinary legislative procedure, 

minimum rules concerning the definition of criminal offences and sanctions in the areas of 

particularly serious crime with a cross-border dimension resulting from the nature or 

impact of such offences or from a special need to combat them on a common basis‖. 

Therefore, the lex certa segment should have more complex character, since it is 

                                                      
24  It has been stipulated that risk assessment and urgent measures (measure of temporary removal of 

perpetrator from the residence and measure of temporary ban to perpetrator to contact and approach the victim 

of violence) are carried out by police officers in charge of prevention of family violence appointed by the head 

of the regional police administration and who have passed a specialized training provided for by the law. 

Namely, the police officers in charge of prevention of family violence and the bearers of judicial functions who 

perform the tasks within the jurisdiction of the court or public prosecution office prescribed by this law are 

obliged to complete specialized training according to the programme adopted by the Judicial Academy. The 

experiences so far tell us that when under the influence of European legislation in criminal-law field legal 

standards were adopted by which the participants in criminal proceedings were guaranteed more human rights 

than by that time, in practice when implementing specialized training the form was more important than the 

substance. Namely, for acting in criminal proceedings where the suspected criminal offenders are minors or the 

victims of some criminal offences are minors, the legal provisions stipulated that the judges, public 

prosecutors, their deputies and police officers should have previously completed specialized training in the 

field of Law on Minor Perpetrators of Criminal Offences and Criminal-law Protection of Minors. The training 

as a rule lasted one or two working days, whereas police officers (for instance a police officer with a three-year 

secondary school and basic police training) got a certificate on special knowledge in this area after a few hours 

of seminar, which is by no means acceptable in such a sensitive area as family violence. The Proposal Law 

stipulates, when specialization of police officers is concerned, that it must be conducted by the teaching staff of 

an institution of higher education established by the decision of the Government of the Republic of Serbia to 

carry out police education curricula, i.e. by the Academy of Criminalistic and Police Studies. However, we 

observe the paradox made probably unintentionally that the Proposal stipulates for the training to be performed 

by the Academy of Criminalistic and Police Studies (in other words an institution of higher education) 

according to the program made by the Judicial Academy (which is not an institution of higher education).  
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implemented in two stages of criminalization. One is at the European, and the other is at 

the national level. The situation in which directives are literally transferred into national 

laws is unacceptable, since in this way the coherence of national criminal-law systems is 

disturbed. Also, if each of the Member States would unilaterally, in their own way, adopt 

the definition of a criminal offence, there is a risk of departing from the real EU objectives. 

It is therefore necessary to find the balance. The EU tends to determine minimum rules to 

determine criminal offences and lex certa should oblige the European legislator as well, 

since otherwise it would be impossible for national legislators to adopt certain 

incriminations in their respective national systems. 

 

INSTEAD OF A CONCLUSION 

Finally, we can conclude that the field of criminal law is tightly linked with national 

culture, values and comprehension of complex ethical issues at national level, or simply 

put, with the idea of state sovereignity. Criminal law should represent a coherent system 

and this can be achieved only at the level of the EU Member States. At the national level, 

there are various behaviours whose social danger is graded. There are important 

differences to that effect between the national systems due to economic, political, social 

circumstances and moral norms in the evaluation, for instance, right to abortion, right to 

end one‘s own life (and to get assistance from others), how to solve the abuse of narcotics, 

whether payment for sexual services should be punishable, etc. These differences are the 

results of deeply rooted notions, various value systems and therefore criminal law can and 

should be a part of the national identity of the Member States.  

This is why it is hard to imagine full and true harmonization of the EU criminal law 

and we express scepticism regarding the creation of a unique EU criminal law. 

Therefore,we do not have the common criminal law of the EU but 28 different systems of 

criminal law, one German, one French, one Swedish, and so on, which are harmonized up 

to a point by measures undertaken at the EU level (Asp, 2011:51). 

Also, we must be aware of the fact that every harmonization and coordination of the 

national criminal law with the EU provisions in a certain way disrupts the coherence of the 

criminal-law system of the Member States.
25

 Therefore, the unification of the criminal-law 

provisions of the Member States should be carried out only exceptionally, when it is really 

necessary in order to achieve the EU objectives, but even then there should be plenty of 

space left to adjust the EU rules to the national contexts. The request for coherence of the 

criminal substantive law at national level highlights the principle of subsidiarity of the EU 

law, which was mentioned above (Asp, 2011:53). 

Pointing out the specifics of criminal law and its basic principles at national level is 

not aimed at reflecting an anti-European spirit. On the contrary, the aim is to point out the 

importance of the basic guiding concepts on which criminal law is based in order to limit 

its implementation, which would ensur the fundamental freedoms and rights to come to the 

fore. As pointed out in Article 3 of the Criminal Code of Serbia, the protection of the 

human being and other fundamental social values constitutes the basis and scope for 

                                                      
25 Every Member State ranks criminal offences stipulating corresponding criminal penalties for them. There 

may be considerable differences between criminal-law systems. Let us take, for example, the abuse of narcotic 

drugs and the relationship of legislator to such criminal offences in Sweden and Holland. Also, the penalties for 

the same or similar criminal offences vary considerably. Thus, for instance, the penalty for homicide in one 

Member State may be 10 years, for human trafficking 2 years and for petty theft a fine, while in another there 

may exist considerably stricter penalties, for instance 20 years for homicide, 4 years for human trafficking and 

30 day imprisonment for a petty theft.  
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defining criminal acts, imposing criminal sanctions and their enforcement to the degree 

necessary for suppression of these offences. Therefore, the right to protection of the 

fundamental freedoms and rights at the level of the EU depends on its sources of law, i.e. 

to what extent the basic principles of criminal law are set in the focus of attention. In our 

opinion, these principles must be explicitly stated in the primary sources of the EU law, 

which is still not the case with respect to some of them. 

In addition to the undoubted positive contribution, particularly of certain 

international agreements to criminal law, it seems that today it is necessary to approach 

with caution and reserve the ratification of the conventions which contain the obligation to 

predict criminal offences. It is clear that European criminal law suffers from partialization 

and solving currently topical problems, therefore it is still far from the claim that it is a 

scientifically founded and systematized doctrine. 
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1. INTRODUCTION 

The latest changes in Macedonia, in accordance with the new Criminal Procedure 

Law from 2010, are following the modern reform movements in Europe. They accept the 

solution for mixed punitive procedure desertion that is followed with strong inquisitor 

elements and its turning towards the modern procedure of accusatory type. In that 

procedure, the court would have a passive role instead of active and the parties would be 

the main motor of the procedure. (Kambovski, Krapac, Kalajdziev Buzarovska, 2007, p.7) 

The main aim is providing an appropriate legal balance in their rights and 

obligations or equality of arms, as Anglo-Saxon law defines it. (Kalajdziev, 2011 p. 469-

490). 

It presents a great change and a challenge for the defense.The judges are no longer 

the ones that present the evidence, nor do they examine the witnesses in the main hearing. 

The defense has an obligation to present its subject and to examine the witnesses. The 

defense also has the obligation to exclude the evidence which is not taken into 

consideration. Hence, it is very important for the defense to understand and surmount the 

adversarial system. In the adversarial system, every side presents the evidence that is in its 

favor and there is an order they have to follow. There are also rules which put in order the 

things that the defense can or cannot do. These rules are created in order for the defense to 

give some directions in its case presentation. The understanding of these rules and the 

method of their use is the first step towards being effective in the adversarial system. 

(Kalajdziev, 2014., p. 27) 

The basic process during the trial contains four essential discussion phases: the 

opening statements, direct examination, cross examination and closing arguments. The 

understanding and how these phases are conducted is crucial for effective defense. When 

the defense understands and improves the discussion phases, it will be able to make a 

presentation in which it would recapture the important facts about the positive regulations. 

That is how it will convince the third decisive side (Judge) to solve the case in its favor or 

in its client‘s favor. 

Тhe only most important factor for winning or losing a case is the systematic 

defense preparation. The preparation is used for formulating the opening statements, for 

exploration, for witness location and for their witnessing preparation. During the 

preparation, material evidence, subjects or other help is used and that is useful in court. 

During the preparation, the defense is preparing for the examination of the opposite side 

witnesses. (Stone, 2009, p.131) 
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2. DEFENSE OPENING STATEMENT 

The defense opening statement can be presented immediately after the prosecution 

opening statement or can be left for later when the prosecution presents all of its evidence. 

In both cases, the defender should examine the bad and the good sides of both possibilities 

carefully or present its opening statement immediately after the prosecution‘s opening 

statement or present it after the prosecution‘s evidence presentation.  

The opening statement is of great importance, of course, with the reason and aim 

for the judge to know the subject development direction. (Judges and Public Prosecutors 

Academy 2013, p.17) 

The opening statement should be efficient and effective. An efficient opening 

statement is a speech that is not too long and contains the essential elements. An effective 

opening statement is a speech that should be a convincing and interesting story with a 

beginning, mid section and an end. It should have a logical progression that leads to the 

final case solution. There is no rule as to where the story should begin and it should not 

have a chronological order. The defender should decide how he/she wants to begin the 

story, on which facts it will be focused and how it is going to be developed before the 

judge. Every opening statement should contain the critical facts, the character of the parties 

and witnesses and arrange the evidence in a perspective. The law should not be discussed, 

only stating it when the story and the theory need a context and this will be developed 

through the testimony of the witnesses. (Karnavas, 2014, p. 15) 

It is especially important that the defender knows in advance the things that the 

witness is going to testify as a defense witness. Therefore, it is very important that the 

defender is prepared and knows the case very well, including every case detail: the 

prosecution, the statement from the investigation and stated the opposite side witnesses 

contradictions. In order to prove its case, the defense can call witnesses and present 

material evidence which confirm the claims. 

For example, if the defense case theory is an alibi, it will state that the witness was 

not at the criminal event place in the specified time. The opening statement presentation is 

very important because in the first ten minutes from the witness examination, the judge 

will not know what the defense wants to achieve with that witness. On the other hand, if 

the defense has an opening statement presentation, the judge will know what they want to 

achieve with the particular witness. 

In the comparative practice, especially in front of the International Courts in the 

criminal articles, it is a usual practice for the public prosecution to have an opening 

statement and the defense also has this opportunity, although it uses it very rarely. Usually, 

the defense presents its opening statement after the prosecution‘s evidence has been 

presented or at the beginning of the defense evidence presentation. although the opening 

statement can be presented after the public prosecutor‗s opening statement. (Judges and 

Public Prosecutors Academy, 2013, p. 17) 

The opening statement is given with a story telling, which should explain very 

well what is going to be discussed during the defense evidence presentation in the 

evidential procedure. (Judges and Public Prosecutors Academy, 2013, p. 17, 18) 

 

 2.1 The aim of the opening statement 

The aim of the opening statement is to inform the judge about the defender‘s 

directions within the case framework. The defense opening statement should contain the 

following elements: the defender should tell his/her story through the theme and theory, 

crucial witnesses introduction and predicting and eliminating the weak sides; the opening 
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statement should contain the elements of the closing argument; he/she can use visual 

instruments, he/she should not convince, but give facts rather than conclusions; the 

opening statement should be a law discussion, the main hearing should begin with the 

opening statement and the opening statement should be short. (Judges and Public 

Prosecutors Academy, 2013, p. 17, 18) 

The aim of the opening statement is the defender‘s suggestion for the judge with 

respect to the following: 1. preparation (all the evidence to be examined), 2. presentation 

(language, credibility, confidence), 3. evidence (a plot composed by the lawyer, reasonable 

conclusions to be made, to be faced with the weaknesses from both sides, to remain within 

his/her plan and case theory framework, to give factual and legal conclusions). 

The opening statementpresents the whole picture which makes the court able to 

examine the evidence, for example, the witnesses‘ statements and the evidence to be 

examined from the aspect whether it is truthful for the defense. The opening 

statementshould not include statements that are not true or that mislead what the facts are 

going to present. Not only this practice is amoral, but when the court realizes the truth, the 

defense will lose its credibility before the court. The most important defense attribute is the 

credibility, if it is lost once, it may be impossible to return it again. When trying to 

persuade somebody about something, that person would consider your credibility as an 

important factor when they are deciding whether to obey you or not. 

During the opening statement, the defense case theory theme to be elaborated 

during the discussion is worked out. In the theme, relevant facts and a favorable judgment 

for the accused have to be emphasized. (Karnavas, 2014, p.15) 

 It contains three aspects: 

1.  Case theory theme (Defense Theory). 

2.  Story. 

3.  Sentence demand. (Linhard, 2015, p. 6). 

 

3. CASE (DEFENSE) THEORY THEME 

The theme simply presents the case theory, the defense theory or in other words, 

your aspect of ―what has really happened‖. It should be simple, logic and correspond with 

the facts and legal demands of the case. Essentially, the theme presents a statement in 

which the case essence is summed up in one or two sentences. The main arguments of the 

case theory are to cover the disputable legal points that can appear during the evidential 

procedure. (Stone, Cross-examination, 2009, p.106) 

The fact is that case theory, according to the professional literature, is an analysis 

or explanation of the facts, legal procedures and evidence. The strategy is a convincing 

analysis presentation in order to be accepted by the court. On the other hand, the lawyer‘s 

closing argument presents a final phase criminal judgment that sums up and presents 

his/her case. Thus, according to experts, the strategy should be focused on the importance 

of the plan and on the closing arguments scheme that is being prepared. (Stone, Cross-

examining, 2009, p. 132) 

The theme gives the judge a ―psychological aspect‖ in which the whole case is 

summed up. During the process, the defender will revert to it. First the theme will be 

mentioned and the witnesses will be presented and finally the focus will be on the closing 

arguments when a conclusion related to the whole process will be made. The good theme 

is based on universal truths and if presented in the opening statement, it remains in the 

judge‘s memory. The defense will repeat it in the closing argument in order to ensure that 

it remains in the judge‘s mind when making the decision. During the theme presentation, 
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the defense must show enthusiasm in relation to the subject. The opening statement should 

be presented strongly and energetically and that way everybody will know that the defense 

position is true and believe in that. But the opening statement is only a speech. It is not an 

argument. The arguments come during the main trial. Although the defense wants to leave 

an impression that its position is the true one, it dares not to tell its opinion without 

argumentation. The opinion is not relevant, the thing that is relevant are the evidence. 

(Linhard, 2015, p.6) 

The theme is not a legal category, maybe it is more poetical-literature defense case 

construction. It is the basis for the defender‘s defense. The theory is based on the 

defender‘s understanding why his client should not be criminally responsible and 

punished. Through this understanding, the strong sides of the case are presented, but also 

the weak spots in the case, which are at the same time the strong spots for the opposite 

side. It is important to emphasize that the defense should not promise something that it can 

not fulfil. The defense should be careful not to put itself in a situation because of which the 

court will not trust it next time. Every defender should be also careful not to discredit 

his/her credibility. If there is an opportunity for the defender to use some visual 

instruments, it should be taken because a picture is worth a thousand words. The defender 

should not draw conclusions - the argumentation should be left for the closing arguments 

end. The law which is relevant and usable for the case that the lawyer represents can be 

mentioned. The opening statement usually begins with the defense evidential procedure, 

which is why it is called a map for the movements of the defense in the evidential 

procedure.  

In order to ensure that the case theory is successful, the opening statement should 

be logical, probable and legally legitimate. 

1. Logical-the facts that it contains should lead to the desired conclusion 

2. Probable-the case theory should be based on facts that will be probably accepted 

3. Legally legitimate-the closing arguments must lead to the desired result, it must 

include the law and the facts. 

 

3.1. The strategic position in the opening statements during the “case theory“ 

presentation 

 

1. The case argumentation should always face the closing arguments. The 

opening statements are not arguments; they are statements about the dispute subject. The 

closing arguments present the facts; discuss the conclusion and the witness credibility and 

some other questions that are based on evidence presented during the process. The case is 

limited to the evidence which the defense thinks will be gained with the testimonies and to 

the evidence that will be presented during the main hearing. Therefore, it is better that the 

arguments are planned in advance, written and checked and confirmed whether they are 

facts or arguments. The practice enables the defense to relativize some of arguments and 

decide which arguments are appropriate. In any case, it is inappropriate for the defense to 

state its opinion in the opening statement. Similarly, the closing arguments should not 

contain statements related to the defense convictions. The defender arguments the things 

that the evidence shows and does not argument his/her own opinions, considering that the 

judge‘s judgment is based on the evidence. (Linhard, 2015, p. 9) 

2. The defense should not exaggerate with the evidence announcement. The 

defense credibility is its most valuable tool. The defense loses its credibility when in its 

opening statement it presents to the court some evidence that has never appeared during 
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the testimony. The defense can expect that the opposite side, in its closing arguments, will 

remind the court about the differences between what was announced and what really 

happened. This will ruin additionally the defense credibility. Hence, it is better for the 

defense to announce fewer pieces of evidence and then present more than to present fewer 

pieces of evidence than announced. (Linhard, 2015, p.10) 

3. The use of visual instruments during the opening statement. This is one of 

the most effective ways for the defense case theory presentation. However, even for one 

subject to be accepted as evidence, it must be used during the opening statements in order 

to achieve a certain aim. It could be a diagram, a photo, a map which creates the opening 

statement context. In some cases, the use of a diagram or a graph is very important for the 

case explanation. The use of the visual instrument makes the opening statement stronger 

and in that way the court will remember it more easily and it will enable the court to follow 

the testimonies during the main trial. The instrument that has been used in the opening 

statement is not accepted as evidence and the person who determines the guilt does not 

take this into consideration. If the defense wants the court to take the instrument that was 

used in the opening statement into consideration then it should present it in the discussion 

through the witness. (Linhard, 2015, p. 10) 

4. Opening statement content. The use of the opening statement will help the 

defense to present its case through the following phases: 1. introduction (theme) 2. 

introduction of the subject to the opposite sides 3. creating the subject scene a) where did 

the event happen b) when (date) did the event happen c) time of the event d) the condition 

of the time 4. storytelling 5. the question that the judge has to decide upon 6. what is the 

reason for declaring the accused guilty–innocent. This review can help the defense to 

create its opening statement and to present the facts in an effective way. That is how the 

court will be introduced to the evidence and which the defense hopes will be accepted. 

(Linhard, 2015, p.11) 

 

 4. STORY 

The opening statement beginning is what attracts the judge‘s attention. The 

testimony contains some short stories. None of the witnesses will tell the whole story but 

only the part that he/she knows. The opening statement is a whole story telling and it is 

based on the short stories that are told by the witnesses. The opening statement enables the 

court to see the whole picture and to put the little stories in the whole context. Although 

this part is a story telling, it does not mean that it is not true. It simply means that the 

defense tells what happened according to what the witnesses will state during the 

testimonies. During the opening statement, it is useful that the defense imagines itself on 

the street telling its friends something that they are interested in and trying to convince 

them what it says is true and worth accepting.  

In the Anglo-Saxon law, the defender should create a human story which will be 

understandable for the jury and which they can identify with, can ultimately choose it, 

prefer it and accept it. The defense case presentation as a story is the crucial concept. The 

jury believes in stories by intuition, as story telling is programmed in our brains. If the 

defender does not create an impressive story that would touch the jury, they will create 

their own story. The defender‘s story must involve the main facts that will come to light 

and that will be discussed later during the testimony and that story must be acceptable for 

the jury. How then to create an effective story? The good story in the opening statement 

has some characteristics: (Mauet, 2013., p. 82) 
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The jury wants to find out the facts through the story telling. Telling the jury 

numerous facts and repeating the facts one by one is not effective. The defender should be 

focused on creating some dramatic story about what happened between its own side and 

the opposite side. When the defender is telling his/her story, he/she should use some signs 

(label) for the clients and for other important people and always use them. The signs 

(labels) are tags that the defender puts on the people, events and things. The signs send a 

message. The defender will insist to show the bright side of his/her witnesses with 

personalization and to blacken the opposite side with depersonalization. For example, the 

inexperienced defenders very often mixed and change their signs for one and the same 

person (―the prosecutor‖, ―Marija‖, and ―Mrs. Trajkovska‖ and ―My client‖), thus 

confusing everybody (Mauet, 2013, p.83). 

The story should be focused on people, not on the problem. The judges have 

something in common, they are people, and people see things through other people. That 

means that the successful defender will present his/her case through his/her own prism. 

The defense should present its client as an honest person with a good character and 

reputation. The same goes for the witnesses too. Their credibility will be created at the 

moment when they are examined. The introduction of the participants in the procedure as 

ordinary people enables the judge to see the situation better from his own aspect as a 

person. Nevertheless, the defense should be careful because judges often do not want 

dramatization and they can ruin their own case. The next element of the successful opening 

is its logical organization. Probably the best thing is a chronological presentation 

organization, because most of the people are used to listen to the things in that order. This 

way is simple for presentation by the defense and simple for following by the audience. 

The next story element is to attract the judge‘s attention to the thing that the defense wants. 

When the defender gives the judge a review of the issues that the defender believes are 

important for the testimony, this influences the judge‘s anticipation rising and also it 

influences his/her focus and attention about that particular domain during the main hearing. 

The prosecution will try to depersonalize the accused, by calling him the accused, while 

the defense will try to give to him/her a human dimension by calling him by his name. The 

defense should be careful with its credibility without overestimating the things that the 

witness is going to say or with respect to the untimed testimonies of the opposite side 

witnesses. (Linhard, 2015 p.7) 

Second, in the Anglo-Saxon law the jury wants to know some information about 

the people that are involved in the story. The human interest is the element that attracts the 

attention of the jury that wants to be emotionally involved in other people‘s lives. That is 

the thing that attracts them and keeps them committed. The defender must be focused on 

the people and not on the problems. 

Third, the juries see the testimony with a moral sense. What is the bad boy‘s side 

and what is the good boy‘s side? The effective opening statement is based on the other side 

of the bad behavior and at the same time it shows that this side is wrongly accused. The 

jury should get the impression that everything is according to the law, but their first 

emotional need is to get the impression that they believe that the testimony is fair and just. 

And finally, the jury should feel that their decision is in accordance with the 

universal truth. Themes connect the story with the defense case and with the universal truth 

and they have a highly convincing impression. The themes are the connection between the 

events that are shown from the case and the universal truth just to enable a moral base, to 

motivate the jury to reach a good verdict. (Maut, 2013, p.83) 
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5. THE OPENING STATEMENT END 

At the opening statement end, the defender must achieve some crucial points: to 

repeat the themes for the last time, summing up the responsibility basis or the non-

existence of responsibility (guilt or innocence) with connection of the crucial facts for the 

crucial questions, demand for reaching a verdict so as to make the judge know what the 

defense wants from him/her and achieve that by reaching the verdict and finally motivate 

the judge in view of reaching justness and justice. 

 

6. CONCLUSIONS AND RECOMMENDATIONS 

The defense has the right, but not the obligation to deliver a keynote speech. The 

defense should create the opening statement in order to familiarize the court with the case 

theory and to present the points that the defense wants to achieve during the prosecution‘s 

witness crossed examination, as well to present the points it wants to achieve through the 

defense witness.  

In their speech, the defense can bring the crucial facts that it intends to prove and 

expose the evidence that will be used to determine the legal issues that will be debated. 

Following the opening statement of the prosecutor, the presiding judge will ask the 

defendant if he/she understood the accusation and if convinced that the defendant does not 

understand what he/she is accused of he/she briefly presents the contents of the indictment 

manner to the accused. The presiding judge shall inform the accused of the right to remain 

silent or give his/her statement and advise the defendant to carefully follow the course of 

the main hearing, which will be instructed to present evidence in his/her defense, to 

question the other accused, witnesses and experts and to make remarks regarding their 

statements. The presiding judge shall call the accused to plead guilty or not guilty with 

respect to all counts of the indictment.  

As long as the defender tells what the defense will be based upon in the opening 

statement, it will be difficult to change the theory in the closing arguments. With the 

opening statement the defense achieves the first impression in the court which is very 

important. If the defender decides to confess some particular weakness in his/her case, 

he/she should do that somewhere in the middle of the opening statement. If the weakness is 

presented at the beginning or at the end, it will seem as emphasized in the court‘s eyes. 

Presenting the weakness in the middle of the opening statement shows that it is honest and 

thus its influence is decreased. Usually the positive case aspects that are presented at the 

beginning or at the end are often psychologically remembered in contrast to those aspects 

that are presented in the middle. The case preparation before the main hearing helps the 

defense to present an opening statement that will leave a strong impression to the court.  

The defense conclusions follow the opening statement and an evidence review is 

given which confirms the defense concept that is pointed out in the opening statement. The 

journey during the main hearing begins with the opening statement and finishes with the 

closing arguments. For the defense, the aim of the opening statement and closing argument 

is setting the defendant free and a favorable verdict. The promise that the defender gives in 

the opening statement should be confirmed in the closing argument. The defender should 

bear that scheme in his/her mind all the time, otherwise he/she will not have a set 

destination, determination and compass. The defender should make the evidence review in 

the opening statement in a fair and just way without twisting the words and wrong quoting 

in order to keep the sense. The defender must keep to the plan that he/she had at the 

opening statement beginning. The defense should not change its case theory. There are 

some concessions from the case theory if the defender says that the public prosecution did 
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not prove the client‘s guilt. What is important is the defender to begin with the strongest 

side and to finish in the same way.  

The effective stories are the key to an effective opening statement. There are 

characters, content, conflict, crisis and result in these kind of stories. They present the 

events vividly with the help of the senses, language and through providing permanent 

pictures. They organize the stories in a chronological or in some other reasonable way in 

order to make the story move ahead. They provide enough important facts to follow the 

story without going into unnecessary details. They answer the questions: what happened, 

who did it, what is the cause of the deed, what is the solution? They create memories that 

touch the jury‘s hearts and minds. They show that the good verdict will be in accordance 

with the theme and the jury will have the feeling that that justice is fulfilled and justness 

won. 

The defender should have an appropriate way of thinking and should keep distant 

from details and consider the evidence critically. The creation of the defense impressive 

opening statement is very important for the judge because he/she is not introduced with the 

case previously and in that way he/she will have a complete picture. At the beginning the 

defense should start with the main facts identification that will be proved through the 

testimonies and the material evidence. It also has to reveal which facts will be disputed and 

create their own version about the main facts in the effective story which the judge can 

understand very easily. That is the case theory which is presented as an ordinary story and 

which contains the basic main facts that should be proved or disputed. Through the 

opening statement the judge should get an impression that the defense represents a good 

and honest person who is wrongly accused in order to be motivated to render a verdict in 

favor of this defense. 
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ABSTRACT 

 The autonomy of free will of the parties as the main principle of the Agreement on 

Arbitration, and one of the main features of the Arbitration Procedure has made this 

institution more flexible in adapting to new circumstances, such as: Free movement of 

people, services and goods, which were increased as a result of the transportation and 

communications development. The main purpose of this paper is to understand the role of 

the free will of the parties in the arbitration procedure. The paper aims to identify and 

reflect the major differences between arbitration and regular state courts, as well as to 

make a study on the advantages and disadvantages of the Arbitration Procedure compared 

to the regular court procedure. Furthermore, the paper presents the discussion and analysis 

of the autonomy and free will of the parties, which has made the Institution of Arbitration 

to have a priority over other procedures, especially the judicial one. The paper also aims to 

promote and encourage the use of the procedure of this institution in future and analyzes a 

variety of factors and aspects. The ultimate goal of this work remains the critical 

discussion of various aspects of the arbitration and drawing conclusions for this institution. 

To achieve this goal in my research work for this paper, I used the method of analysis, 

which will explain the role and the presence of the autonomy of the free will of the parties 

at all stages of the procedure. In addition, the interpretation of the autonomy of the free 

will of the parties had indirectly implied the increased importance of the Arbitration 

Procedure in the future.  

 

 Keywords: Arbitration Procedure, The autonomy of free will of the parties, 

regular court 

 

1. INTRODUCTION 
The paper explains the meaning, importance and role of the principle of autonomy 

of the free will of the parties in the arbitration agreement, the form of the arbitration 

agreement and the right of the parties to select the law that will regulate the contractual 

relationship between them, the free will of the parties in determining the composition of the 

arbitration, the place and language of the arbitration.   

The principle of ―party autonomy‖ is one of the most important principles in contract law. 

Thus far, companies in Kosovo have had no choice. Any dispute that arose between them 

had to go to court, if they could not solve it amicably. With arbitration in place, the parties 

will have the freedom to determine themselves what will be the form for resolving any 

eventual controversy. Moreover, arbitration is known as a process that tends to preserve the 

parties‘ relationship, if not always, certainly more successfully than the court process.  
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2. UNDERSTANDING THE ARBITRATION AGREEMENT 
The autonomy of the will of the parties is one of the main characteristics of the 

International Commercial Arbitration and an essential element of the Arbitration 

Agreement. Deep understanding of the autonomy of free will of the parties is possible only 

if the agreement between the parties is clear where this will is to be materialized. In fact, 

understanding the arbitration agreement can not be separated from understanding the 

autonomy of the will of the parties, because it is an inseparable symbiosis. According to 

UNCITRAL- Model Law, in Article 7, the Arbitration Agreement is defined exclusively as 

an agreement entered by the parties, which may be submitted for arbitration for all or 

certain disputes which have arisen or which may arise between them in a certain legal 

relationship contracted before or submitted later (Law, 2006, p. 4). 

Such a definition of anarbitration agreement it determined by the Kosovo Law on 

Arbitration, which is in harmony with the provisions of the Model Law of UNCITRAL, 

where Article 2 precisely specifies that "Arbitration Agreement means an agreement 

between two or more subjects that some or all legal disputes which have arisen or which 

may arise between them will be subject to arbitration (Kosovo, 2007, p. 1). 

The above definition defines the position and importance of the arbitration 

agreement, and at the same time reflects the degree of autonomy of the parties in this 

procedure. Moreover, based on the agreement reached, the parties can perform the entire 

procedure from the beginning to the end, because everything depends on the free will of 

the parties, which is materialized through this agreement and at the same time they exclude 

the jurisdiction of the courts of state (Dursun, 2012, pp. 164-165). 

This act also gives the  main elements of the definition of the international 

commercial arbitration, where we can say that Arbitration is an alternative dispute 

resolution, in which the parties involved in the dispute agree to entrust their case to a 

neutral third party for resolution (which can be a person or a group of people). Another 

definition is that arbitration is a private legal institution, independent, impartial, authorized 

by the state legal system, established by the free will of  the parties which enables the 

resolution of disputes under private law (Bergsten, 2005, pp. 4-8). 

Furthermore, if we want to have a clear statement of this concept, two essential 

aspects of this agreement should be analyzed, which constitute the backbone of private 

justice: 

a) contractual aspect: Where the parties jointly express their willingness to submit their 

dispute to arbitration under the agreement concluded for this purpose. 

b) aspect of jurisdiction: Where the ante of this agreement Arbitration is considered real 

justice, created with the purpose of resolving disputes privately (in the same way as 

ordinary civil justice), which is specified in accordance with the precise rules of procedure 

with decisions that have the same legal effect as those applicable to the ordinary courts in 

the courts that adjudicate civil cases(Borba, 2009, pp. 3-8). 

The importance of the arbitration agreement stands on the fact that this set of 

procedure rules with regard to the choice of law by the parties that will implement the 

arbitration, the country seat of the arbitration and the language to be used in the procedure, 

is at the same time a formal source of the arbitration because it represents an act that 

obliges this institution. The autonomy of the free will of the parties expressed in the 

agreement on arbitration is the main element that distinguishes this institution from the 

Court, which acts as a state body. Although this autonomy is limited by the national law of 

arbitration, taking into account the recent developments, there is a trend of expansion of its 
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dependence on the public policy of the state which is determined by arbitration (Kazutake, 

2003, pp. 190-191). 

 

3. DETERMINING THE AUTONOMY OF THE FREE WILL OF THE 

PARTIES ACCORDING TO THE UNCITRAL MODEL LAW 
The situation has changed significantly over the past twenty years since the 

issuance of the UNCITRAL Model Law in 1985. The Model Law provides the authority of 

the parties and the arbitral tribunal to change the procedure as they wish, as long as they 

adhere to the implementation of Article 18 stating that "the parties shall be treated with 

equality and each party is given full opportunity to present its case and evidence‖ (Law, 

2006, p. 14). 

Another important feature of the Model Law is Article 5, which states that with 

respect of issues which are regulated by this law, the court will not interfere unless it is 

provided for in this law (Law, 2006, p. 4). 

Of course, not everything is regulated by the provisions of the Model Law, so it is 

expected to have certain legal gaps. However, the number of possible cases is regulated in 

order to reduce the gap (Law, 2006). 

 Additionally, Article 19, paragraph 1 of the Model Law, states that the parties are 

free to determine the rules of procedure. Furthermore, under the provisions of this act, 

entities are free to decide on the procedural path that should be followed when arbitration 

settles their dispute (Law, 2006, p. 14). 

On the other hand, Article 19, paragraph 2, states that the failure to reach such 

agreement of the parties gives the opportunity to the arbitral tribunal in accordance with 

the provisions of this Law, to conduct the arbitration in such a manner as it considers 

appropriate for the parties. At the same time, the arbitral tribunal has the legal power, 

which includes the power to determine the admissibility, relevance, materiality and weight 

of any evidence (Law, 2006, p. 14). 

Also, the recognition and enforcement of arbitral awards may be refused if the 

established and followed arbitration procedure was not consistent with the arbitration 

agreement of the parties, or their free will (Nations, 1958). 

Of course, not everything is regulated by the provisions of the Model Law, so it is 

expected to have certain legal gaps. However, the number of possible cases is regulated in 

order to reducethe gap. UNCITRAL has ranked a list of 41 states and 9 other jurisdictions 

that have adopted the Model Law on International Commercial Arbitration or for all other 

arbitration within the state (Law, 2006). 

The principle of autonomy of the free will of the parties, according to this 

international legal act allows the parties themselves to resolve the dispute and to design the 

arbitration procedure. This is an effective point that has increased the importance of 

international commercial arbitration in commercial disputes solution, and at the same time 

it is an attractive point that attracts the parties to run this institution. This alternative has 

enabled the parties to avoid state courts, where procedures for resolving commercial 

disputes are more bureaucratic and laden with excessive formal requirements. Today 

generally all modern arbitration laws allow the parties to decide themselves on the 

procedure to be followed in the arbitration. Also in most cases, the parties exercise this 

right. It is simultaneously one of the key factors that have increased the importance of the 

international trade arbitration. 
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4. FORM OF ARBITRATION AGREEMENT 
The New York Convention for recognition and enforcement of foreign arbitration 

awards of 1958 in Section 2 provides that: "Each Contracting State receives a written 

agreement or exchange of letters or telegrams" based on which the state is obliged to 

recognize the arbitration agreement in a written form (Nations, 1958). 

 The model law further specifies that the parties form an agreement, where 

according to the law, an agreement is in writing if it is contained in a document signed by 

the parties or in an exchange of letters, telex, telegrams or other means of 

telecommunication, which enables the registration of the agreement, or in an exchange of 

statements of claim and the response to the request, where one party assumes the existence 

of an agreement and it is not denied or rejected by the other party. The references to a 

contract, if it contains an arbitration clause constitute an arbitration agreement, provided 

that the contract be in a written form and the references in this contract have been intended 

to make it part of the contract on the arbitration clause (Law, 2006, p. 4). 

 Arbitration may be provided in the form of a clause or agreement that the 

arbitration clause is in a contract or in the form of a separate agreement (Law, 2006, p. 4). 

The separate Agreement of Arbitration is an agreement separate from the main 

contract trade, where the subject of the agreement is a dispute that is presented, or in short, 

when a dispute arises, if there is no prior provision in the contract regarding the resolution 

of the dispute, or if no method at all exists for resolving the dispute in the main contract. 

Hence, the parties may sign a contract later that their dispute be resolved in arbitration. 

While the arbitration clause is part of the main contract, the disputes, subject to it may 

occur in the future. Today when parties sign commercial contracts in general, an 

international character is added to the arbitration clause, which foresees a dispute 

settlement procedure if a dispute arises between the signatories (Bergsten, 2005, pp. 4-8). 

Both of these agreements on arbitration have their advantages and disadvantages. 

Regarding the special arbitration agreement, which notes that the agreement is subject to 

an already submitted dispute between the parties, the main priority may be that the parties 

can adjust to the nature of the agreement and the circumstances of the dispute presented, 

while the disadvantage of this agreement is that the parties can have a difficulty to reach an 

agreement on arbitration because the dispute is already present, so at this point the last 

agreement in the form of an arbitration clause is more favorable (Dursun, 2012, p. 165). 

The main reason why the New York Convention (Article 2), as well as the Model 

Law (Article 7, para 2) to which we pointed out above, requires that the arbitration 

agreement be in writing is the evidence (evidence) on the connection in the contract. But 

this rule if compared to the British Arbitration Law is considered a disadvantage, since the 

British Arbitration Law, specifies that the agreement is considered valid only if it is 

written, no matter if it is signed by the parties or not (Be it enacted by the Queen‘s most 

Excellent Majesty, 1996, p. 5). 

If the arbitration agreement is well drafted and in a professional manner, the 

parties can reach a better effect and better results by arbitrage. In this context, the parties 

should reflect the aspirations and willingness in this agreement, which must meet certain 

requirements, provided it is valid. 

  



282 

 

5. VALIDITY OF THE ARBITRATION AGREEMENT 
To be valid, the Arbitration Agreement, the New York Convention and the Model Law 

require that: 

• The matter of the arbitration agreement should be possible to be resolved in this 

institution. The reason behind this request is that arbitration is a private method of public 

consequence. In this sense, some disputes can not be settled by arbitration due to the 

internal laws of states or the judicial authority of local courts, i.e. some disputes exclude 

the choice of arbitration. This exclusion is a result of the public policies, which depend on 

the social, political and economic situation. For example, the context which might appear 

from family law is considered as part of the state policy and arbitration in this case is 

excluded (Dursun, 2012, p. 166). 

 As a second request, the parties to the agreement must have the ability to act 

(Nations, http://www.uncitral.org/, 1958, p. 8), (Law, 2006, pp. 5-21). 

 As a third, the application of the arbitration agreement shall not be valid without 

question, no legal effect and implementation (Nations, http://www.uncitral.org/, 

1958, p. 8). 

In addition to these requirements, the validity of the arbitration agreement must 

include some basic elements in order to have a greater effect and to get the best result from 

the arbitration. In this context, the parties must agree on the number of arbitrators, the 

composition of the arbitral tribunal, the place and language of arbitration, the applicable 

law for matters of dispute, the type of arbitration, such as: ad hoc or institutional 

arbitration. Only a good deal of design for the arbitration can represent the true will of the 

signatory parties (Dursun, 2012, p. 168). 

It is very important to mention in this part the doctrine of separability. In 

accordance with this doctrine, an arbitration clause is considered a separate agreement. In 

other words, the main contract is the trading primary contract and the arbitration clause 

contract is secondary. In this regard, the invalidity of the main contract does not affect the 

validity of the arbitration clause. The purpose of this doctrine is to ensure the sustainability 

of the arbitration clause, and in this sense, to preserve the autonomy of the parties. This 

doctrine is well received by international rules such as the UNCITRAL Rules (Nations, 

www.uncitral.org, 2010, p. 22) and the UNCITRAL Model Law (Law, 2006, p. 8). 

A well drafted agreement of arbitration may exclude the jurisdiction of the courts 

and the real needs and reflect the true will of the parties. In this sense, as long as the parties 

meet the requirements of validity of the agreement and agree to its basic elements, they can 

achieve the best outcome from the arbitration. It must not avoid in any way the principle of 

autonomy of the free will of the parties. 

Furthermore, the Model Law UNCITRAL specifies the existence of an institution 

competent to assess the terms of the arbitration explaining that the arbitration may decide 

on a case that has to do with an arbitration agreement and guide at the same time the 

parties in the arbitration while the Convention of New York did not provide any 

explanation as to who can decide on the validity of the agreement (Law, 2006, pp. 5-8). 

Regarding the Kosovo Law on Arbitration, Article 7 states that: "the court before 

which an action is brought concerning a matter that is subject to arbitration dismisses the 

claim if the defendant in his statement of defense invokes the arbitration agreement unless 

the court finds that the arbitration agreement is void or that the disputed subject matter is 

not covered by the arbitration agreement‖, while in chapter IV of the Law that has to do 

with the powers of the Tribunal, Article 14.1 states that the arbitration decides on the 
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validity of the arbitration agreement and that it is competent to resolve the dispute which 

has been submitted. 

In this context, an arbitration clause, which is part of the contract, is treated as an 

agreement independent of the contract and the legal provisions which regulate the matter 

of arbitration are clear. 

 

6. THE APPLICATION OF THE LAW IN ARBITRATION 

AGREEMENTS 
The Law governing the arbitration agreement is one of the most important 

cornerstones in determining the degree of autonomy of the parties. It is generally assumed 

that the parties which selected the law regulating the content of the agreement, have also 

selected the law on the arbitration clause. On the other hand, according to some authors, 

who share the position that the parties have the right to choose the law on the matter in 

dispute and the law for the arbitration clause, if the parties have chosen the right of the 

country to the arbitration clause, then this law will be implemented first. However, in some 

circumstances, the law of the place of arbitration (lex referee) has a dominant role, because 

every country wants to guide the arbitration procedure within its borders. For example, 

when there are disputes regarding the form and validity of the arbitration agreement, the 

arbitration procedure (i.e. sessions, help court, equal treatment of the parties) is generally 

regulated by the lex referee effect, as the primary choice of law by the parties.  

 

7. CONCLUSION 
If we give a general overview of  the free will of the parties to the Arbitration, the will 

of autonomy of the parties has the main role in the whole procedure of arbitration, which is 

also an underlying principle and basis of the entire procedure. 

Based on this principle, the parties can choose the laws in force on this matter and 

carry out their entire arbitration procedure, such as determining the composition of the 

arbitral tribunal, the language of arbitration, the place of arbitration etc. In other words, the 

principle of party autonomy allows the parties to define all essential elements of the 

arbitration. 

At the same time, this principle is the distinguishing aspect of arbitration by other 

methods of election disputes, because the presence of the autonomy of the parties is a sine 

qua non for international commercial arbitration. The scope of the autonomy of the parties 

indicates that it is based on the principle of freedom of contract. The prties can exercise 

this freedom in every stage of an international commercial arbitration. However, this 

principle also is limited. 

The first limitation is related to the arbitration agreement, because not every dispute of the 

parties can be resolved by arbitrage. For instance, the autonomy of the parties will be 

excluded in family disputes regarding issues arising before the arbitration and disputes 

which can not be settled by arbitration and such disputes are exlusively reserved for state 

courts. 

Given the pros, the advantages of Arbitration and the difficulties created in settling 

any international business in the regular state courts, and at the same time analyzing the 

reasons why the parties intensively address the arbitration proceedings, it can be concluded 

that arbitration is much more efficient in resolving international disputes and the 

importance of its use is expected to increase in the future. 

Considering that in many countries the level of corruption is high, where the judiciary 

does not guarantee the minimum of justice or protect the interests of foreign investors, it is 



284 

 

expected that the number of trade agreements will increase, which will make the 

commercial arbitration clause international. The process of globalization, which is 

developing further, the economic interdependence of the parties belonging to different 

sovereignties, the growth of business relations and submission of disputes will require in 

the future greater awareness of the parties to resort to arbitration, as an essential 

prerequisite for further ehnancement of cooperation and trade. 

 

 

 

8. BIBLIOGRAPHY 
 

Be it enacted by the Queen‘s most Excellent Majesty, b. a. (1996). 

http://www.legislation.gov.uk/. Retrieved from 

http://www.legislation.gov.uk/ukpga/1996/23/data.pdf. 

Bergsten, E. E. (2005). http://unctad.org/. Retrieved 1 12, 2017, from 

http://unctad.org/en/Docs/edmmisc232add38_en.pdf. 

Borba, I. M. (2009, December). International Arbitration: A comparative study of the AAA 

and ICC rules. Milwaukee, WI. Retrieved January 12, 2017 

Dursun, A. G. (2012). Critical Examination of the Role Party Autonomy in International 

Commercial Arbitration and an Assessment of its Role and Extent. Yalova 

Üniversitesi Hukuk Fakültesi Dergisi (2012/1), 164-165. 

Kazutake, O. (2003). Party Autonomy in International Commercial Arbitration: 

Consolidation of Multiparty and Classwide Arbitration. Retrieved from 

http://digitalcommons.law.ggu.edu/annlsurvey/vol9/iss1/9 

Kosovo, A. o. (2007, January 26). http://www.kuvendikosoves.org/. Retrieved January 12, 

2007, from http://www.kuvendikosoves.org/common/docs/ligjet/2007_02-

L75_en.pdf. 

Law, T. U. (2006). www.uncitral.org. Retrieved from 

https://www.uncitral.org/pdf/english/texts/arbitration/ml-arb/07-86998_Ebook.pdf. 

Nations, U. (1958). http://www.uncitral.org/. Retrieved from 

http://www.uncitral.org/pdf/english/texts/arbitration/NY-conv/New-York-

Convention-E.pdf. 

Nations, U. (2010). www.uncitral.org. Retrieved January 13, 2017, from 

https://www.uncitral.org/pdf/english/texts/arbitration/arb-rules-revised/arb-rules-

revised-2010-e.pdf. 

 



285 

 

UDK:354.51:347.965(497.4) 

STATE ATTORNEY'S OFFICE OR STATE ADVOCACY? – 

INDEPENDENCE V. EFFECTIVENESS 
 

Mojca Rep 
MA in Criminal Justice, Ph.D candidate at European Faculty of Law, Slovenia 

mojca_rep@yahoo.com 

 

ABSTRACT 

Last year a draft legislative act which aims to transform the State Attorney's Office 

(hereinafter the Office) into State Advocacy was sent for professional consideration by the 

Slovenian Ministry of Justice. With the transformation of the Office into State Advocacy 

Slovenia wants to increase the effectiveness in this legal field. For the purpose of this 

paper, the Draft Act has been analysed and comparison with the legislation of some other 

countries has been made. In addition, reports of the Office have been presented along with 

relevant papers and the opinion of the professional circles. Each country needs a good state 

attorney which the Office often is, but sometimes it cannot enter into legal disputes due to 

lack of jurisdiction. For this reason, the effectiveness of the Office is difficult to measure. 

According to some experts, the advisory function of the Office should be strengthened, as 

this would prevent many disputes. While the Ministry of Justice advocates the solution to 

transform the Office into a ministry body, serious resistance is expected by experts since 

they claim they can only work effectively when they work autonomously and 

independently from the respective governments. The Office is experiencing political 

influence even at this stage since it needs to deal with the biggest cases in Slovenia, usually 

in the form of a compensation dispute. At the same time, it is reasonable to consider the 

placement of the Office under the Ministry of Justice since the Office represents the 

interests of various ministries. As a state lawyer, the Office should act as a good law firm, 

i.e. responsively. The statuses of the state attorney as an independent authority, as well as 

the functionary status of state attorneys are on trial. Consequently, so is one of the aspects 

of legal certainty and stability of the state. 

 

 Keywords: legislation, justice, legal certainty, state stability 

1. INTRODUCTION 

Recently the Ministry of Justice has sent several novelties for public debate that 

should contribute to the reform of the Slovenian judiciary and pave a faster way to justice. 

One of the planned reforms is the reorganization of the State Attorney Office into the State 

Advocacy (Furlan – Rus; 2016). The existing status, rights and duties of state attorneys are 

governed by the State Attorney Act (hereinafter referred to as the SAA that was adopted in 

1997 (SAA - draft Act: 2016). Under the provisions of the Public Administration Act 

(PAA-1) the professional field of the Ministry of Justice also includes the performance of 

tasks of the State Attorney‘s Office. Therefore, last year the Ministry of Justice performed 

an analysis of the current situation to improve effectiveness and transparency of the tasks 

performed by the State Attorney‘s Office (SAA - draft Act: 2016).  The Ministry of Justice 

also carried out an analysis of open judicial, non-judicial, arbitration and other procedures 

worth over one million Euros in which the Republic of Slovenia is a party (Decision of the 
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Government of the Republic of Slovenia, no. 41003-1/2016/2 also in SAA – draft Act: 

2016). According to the analysis, Slovenia is a party in processes the value of which 

exceeds one billion Euros. This further encouraged the proposer to create an appropriate 

regulatory basis that will enable an efficient representation of the property and other 

interests of the state which is reasonable and responsible according to the rule of law 

(Article 2 of the Constitution of the Republic of the Slovenia). The decision of the 

Government particularly urges the Ministry of Justice to examine the necessary measures 

to enhance the effectiveness of the representation of the Republic of Slovenia before the 

ECHR after it has consulted the State Attorney‘s Office (SAA - draft Act: 2016). 

2. THE STATE ATTORNEY'S OFFICE 

In the system where the legislative, judicial and executive powers are separated, 

the Attorney's Office is part of the executive branch (CC RS, no.U-I-42/12-15). It is 

necessary to distinguish between judicial power and judicial authorities. As part of the 

judiciary, the State Attorney's Office falls under judicial authorities in a broader sense. 

Therefore, the Attorney General performs a certain part of the executive power, while on 

the other hand, it is a judicial authority similar to the Prosecutor's Office, the Bar and the 

Notary. Currently, the Attorney's Office is organized as a unitary authority which performs 

tasks within its competence at the main head office in Ljubljana and at branch offices, 

which are organizational units of the State Attorney's Office. On the basis of the annual 

schedule, the work of the State Attorney's Office is performed by four departments: Civil 

and Business Law Department, Labour and Social Law Department, Non-litigious 

Civil Law Department and European Law Department (SAA - draft Act: 2016). 

 

2. 1 Competences and tasks of the State Attorney’s Office  

According to the current legislation, the State Attorney's Office represents the 

Republic of Slovenia and other entities as defined by the SAA before domestic, foreign 

and international courts of justice. It also acts as counsel for these entities.An analysis of 

the performance regarding the individual competences of the Office has shown that in the 

Slovenian legal system the most prominent function of the Office by far is the 

representative function, i.e. the Office represents the Republic of Slovenia and other 

entities (based on the guidelines by the represented entity, the Office represents the 

Government, its bodies and administrative organs with legal personality) before courts of 

justice and administrative authorities, as well as before foreign and international courts. 

Less frequently, the Office acts as counsel (at the request of the represented entity, the 

Office reportson cases in which it acts as their representative and acts as counsel in 

negotiations of contracts that entail property rights and obligations for these entities, and in 

negotiations of contracts whereby material rights concerning real estate are either 

established or abolished and in instances of solving other property issues). Even less 

frequently, the intermediate or negotiating function and the institutional function are 

executed in practice. For example, according to the data of individual annual reports of the 

Office, there are around 300 pre-litigation procedures per year with regard to Article 14 of 

the SAA. According to the Ministry of Justice, this is a relatively small number since there 

are several tens of thousands new cases annually (SAA - draft Act: 2016). That is also 

confirmed by the analysis of several annual reports of the State Attorney's Office and by 

several published scientific articles (Tratar: 2014). The latest available data for the year 

2015 indicate the following state: 
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Table 1: The performance of the State Attorney Office's in 2015 (Vukelič, Hanžič, 

2016; Annual Report of the State Attorney’s Office, 2015) 

AREA 

NR. OF 

CASES 

NEW CASES 

COMPARED 

TO 2014 

SOLVED 

CASES –  

31. 12. 2015 

UNRESOLVED 

CASES –  

31. 12. 2015 

ADMINISTRATIVE 

MATTERS 13048 -10.50% 16027 2086 

NON-LITIGIOUS 

PROCEEDINGS 12416 -3.90% 13157 5640 

INSOLVENCY AND 

FORCED 

TERMINATION 
6302 -23.40% 3691 15480 

EXECUTION AND 

INSURANCE 5594 -10% 5147 11075 

CIVIL AND 

BUSINESS LAW 

CASES  
1063 4.20% 1425 1725 

LABOR AND 

SOCIAL LAW CASES 
737 -13.80% 1415 2483 

 

According to the data for 2014, bankruptcy proceedings (payment of creditors and duration 

of insolvency proceedings) were completed in 2 years in Slovenia (Justice Scoreboard; 

2014). The same data apply for 2015 (Justice Scoreboard, 2015), while the Justice 

Scoreboard for 2016 indicates a drastic shortening of the proceedings by less than one 

year. But the data about the Attorney's Office performance for the year 2015 indicate that 

the number of new cases is decreasing except for civil and business cases. However, the 

only field where the number of solved cases is higher than the number of unresolved cases 

is administrative cases and non-litigious proceedings. This may have resulted from the 

large caseload of previous years, work methods or complexity of individual cases. 

Unfortunately, the Annual Report of the Attorney's Office for the year 2016 is not yet 

available. 

 

3 REASONS FOR ADOPTING NEW LAW 

As already mentioned in this article, the State Attorney's Office, their 

responsibilities and their status are governed by the SAA which has not seen any 

implementation of (necessary) changes since its adoption in 1997. According to numerous 

professionals, nowadays the State Attorney‘s Office is increasingly acting preventatively 

and as counsel for represented entities. Therefore, the proposer of the new act believes in 

putting a greater emphasis on the advisory and negotiating functions of the Office since 

this could significantly contribute to the closure of disputes before the beginning of court 

proceedings. The statistical data show that the mechanisms of a preliminary dispute 

settlement are extremely useful, since many requests do not enter court rooms due to prior 

administrative settlement or withdrawal of the request after receiving the reply from the 

State Attorney's Office. The draft act aims to relieve the courts, and especially the State, as 

potential debtor. Furthermore, one of the major reasons for the creation of the proposed act 

also comes from an analysis of the State's exposure before judicial and other proceedings, 
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which has indicated that the Republic of Slovenia is exposed to proceedings, the value of 

which exceeds one billion Euro. The following are the most essential parts of the draft act 

as believed by the act proposer (SAA - draft Act: 2016): 

Objectives:  

- More effective implementation of jurisdiction; Performance optimization; Greater 

flexibility in tasks performance; Improved performance transparency; More appropriate 

career system of employment for young and successful lawyers; Prevention of political 

recruitment. 

Principles of the Law: 

- The principle of strengthening confidence in the judiciary; The principle of more 

effective provision of competence; The principle of professionalism and quality of work 

performance; The principle of amicable dispute settlement with the state; The principle of 

accountability of state attorneys; The principle of transparency of state attorneys‘ 

performance; The principle of more effective representation of the state before 

international and foreign courts and international and foreign arbitration; The principle of 

strengthening cooperation between various authorities in the execution of judgments of the 

ECHR; The principle of internal and external supervision of operations of state advocacy 

and work of state attorneys. 

 

3.1 Solutions of the Draft Act 

The fundamental solutions of the draft act are (SAA - draft Act: 2016): 

- Establishment of the State Advocacy as a special body within the Ministry of 

Justice. 

- State attorneys are renamed state lawyers and have the status of civil servants. 

- Establishment of an independent commission for assessment of candidates’ 

suitability. 

- More adequate definition of the entities to be represented.  

- Delegation of a state attorney’s jurisdiction. 

- Strengthening the advisory function. 

- A more detailed definition of amicable settlement agreement. 

- More appropriate regulation of representation before international and foreign 

courts and international and foreign arbitration. With the draft act the jurisdiction of 

representation before international and foreign courts and international and foreign 

arbitration is determined more precisely, as well as the representation and cooperation in 

the process of implementation of judgments of the European Court of Human Rights. 

According to the data presented by Kolednik (2015) in 2010, the European Court of 

Human Rights convicted Slovenia in three cases. In 2011, Slovenia ranked seventh with a 

total of 11 violations. Slovenia already ranked first in 2012 because it was convicted in 20 

cases. Three years ago, Slovenia violated human rights in 24 cases and ranked second in 

Europe. In 2014 the European Court of Human Rights found at least one violation of 

human rights in 29 cases, which again put Slovenia in the first place by the number of 

violations per one million inhabitants. 

- Transfer of power to represent public interest to the Supreme Prosecutor's Office. 

- Strengthening autonomy of state attorneys. 

-Ensuring transparency which refers to the introduction of specific provisions 

regarding the annual reports since the previous annual reports of the State Attorney's 

Office, despite the importance and usefulness of their data, did not have enough. 

- The possibility of a temporary transfer of a state attorney to another state body. 
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- Disciplinary responsibility of state attorneys. The draft act regulates the disciplinary 

responsibility of state attorneys more comprehensively than the SAA ever did. It precisely 

defines actions which determine a breach of duty of state attorneys. This includes 23 

violations of norms regarding work duty, 13 (+1) of which are classified as serious. 

- Determination of more adequate supervision of performance of the State advocacy 
which will be implemented by the State Attorney General through general, partial or 

professional review of their work and supervision of other public officials by reviewing 

records, registers and other documents or in another appropriate way. 

 

3.2 The presentation of arrangements in some other legal systems 

In this section the organization of this area in some other countries is presented 

which was essential to the proposer of the law (SAA - draft Act: 2016): 

 Spain: In Spain, the State Attorney‘s Office - Abogacia General del Estado - is not 

a constitutional category, only a legal one. Abogacia General del Estado operates as a 

special body within the Ministry of Justice and represents the state before civil courts, 

administrative courts and the European Court of Human Rights. The body consists of legal 

officers who provide legal services, such as counselling and representing the state and 

other public institutions. The State Attorney‘s Office is led by an Attorney General, 

Director of the State Legal Service, who is a state officer and politically ranks as assistant 

to the minister. Prior to entering the service, state attorneys must pass a demanding exam, 

organized by the Ministry of Justice. 

  Kosovo: The State Attorney's Office in Kosovo is regulated by the Public 

Attorney Act from 2013 (Ligji për advokaturën shtetërore). The Act establishes the Office 

of the State Attorney of the Republic of Kosovo as an independent and sustainable 

mechanism of legal representation of public authorities of the Republic of Kosovo in 

judicial, arbitration and administrative proceedings. The State Attorney's Office is the 

central body within the Ministry of Justice and has the status of a legal person established 

in Pristina. They carry out their duties in accordance with the Constitution, laws and 

executive acts. The responsibilities of the Attorney's Office are implemented by the Chief 

Public Attorney, who leads the Office and State Attorneys. The Chief Public Attorney and 

State Attorneys are independent in the performance of their duties. The number of state 

attorneys and the organisational structure of the Office are regulated by an executive act 

approved by the Ministry of Justice. The State Attorney General represents and leads the 

Office, performs duties in accordance with this and other laws and is responsible to the 

Minister of Justice. In the process of representation of the State, the Attorney General‘s 

Office may undertake all measures that are consistent with the legislation of the Republic 

of Kosovo. 

 France: Since 2012, the general authority to represent the state in property matters 

is called the Judicial Representative Government (L'Agent Judiciare de l'Etat), which is an 

administrative authority and falls within the Ministry of Finance and Economy. The 

judicial state representative is responsible for representing the State in civil and 

commercial/business matters before all domestic ordinary courts and the courts of the 

European Union. Before the European Court of Human Rights and other international 

courts and in arbitration proceedings, France is represented by the Director of Legal 

Affairs at the Ministry of Foreign Affairs. The work of the judicial state representative is 

particularly emphasized with his commitment to resolve disputes amicably with the aim to 
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protect the affected parties, the reputation of the State, to reduce procedure costs and to 

avoid burdening the courts with unnecessary litigation costs. 

 

4. STATE ATTORNEY’S OFFICE RESPONSE 

The draft act needed to be coordinated; therefore, it was forwarded to the State 

Attorney‘s Office, which has already prepared some remarks. Despite the fact that the 

State Attorney‘s Office supports the aims of strengthening the representative‘s property 

interests of the state and the public interest itself, it considers the basis for the draft act 

preparation by the Ministry of Justice inadequate. State attorneys fear the political pressure 

although they are already experiencing the political influence, since they eventually need 

to deal with almost every bigger case in the country, mostly with compensation disputes. 

The comments from the State Attorney‘s Office mainly concern the following areas 

(Comments and suggestions for improving the text of the draft act of the State Attorney‘s 

Office with the working draft of the SAA-1, 2016): 1.  The draft act for the independent 

state authority deprives the Office of their independence and puts them into a functional 

and organizational structure dependent on the Ministry, which shall follow the political 

guidelines of the government. 2. The draft act provides an opportunity for the state and 

state authorities to propose to be represented by lawyers or law firms instead of legally 

specified agents (i.e. state attorneys). They will receive payment from the state budget, but 

at rates that apply to legal services. This will happen only if the authorities consider this 

manner more appropriate than legal representation. 3. The draft act expands the circle of 

represented entities to which the state will pay for legal services from the state budget, 

although they are mainly able to be financed by the users of their services and 

administrative fees. At the same time, the State Attorney‘s Office designed their own 

working draft of a legal text, which is to be considered as an appropriate basis for further 

State Attorney's Office performance as an independent body. Substantial proposals and 

comments are briefly summarized below (Comments and suggestions for improving the 

text of the proposal of the State Attorney‘s Act with the working draft of the SAA-1, 

2016): 

- With regard to autonomy and functionality, the provisions that apply to the State 

Prosecutor's Office shall be considered as well. 

- Objectivity of the State Attorney‘s Office. According to the State Attorney‘s Office, that 

article also complements the State Prosecutor Act and Courts Act. Even the state attorney 

must be highly independent in the course of his/her work as well as the content. That is 

why having respect for the constitution and legislation is a necessity, representing a 

cornerstone of all judicial functions. The State Attorney‘s Office nevertheless suggests that 

adding the word "independent" to the articles should be considered. It is, however, 

comparable with the constitutional definition of advocacy.  

- Suitability of state attorney‘s personality. In the provision on the termination of the state 

attorney for a final conviction, an additional condition of personal suitability has been set. 

It considers opinions of the State Attorney Counciland the State Attorney General; 

therefore, it should also be defined accordingly. 

- Sustainability of a state attorney‘s functions. According to the content and tradition, the 

function of a state attorney represents the judicial function. However, for more than sixty 

years, this function has been continuously engaged in the function of the independent 

authority. What is more, it did not change at the time of Slovenia's independence as well. 
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Even with the most important reform of the judicial system, which was necessary after 

gaining its independence, judges and prosecutors are entitled to a permanent mandate, but 

under constant supervision by appropriate mechanisms (e.g. job assessment, work 

supervision). In order to be a state attorney, one shall undergo identical conditions as for a 

job of a judge or a prosecutor.  The same applies to the control mechanisms; therefore, 

making the state attorney‘s functions closer to the two other judicial functions is 

appropriate and reasonable, including the issue of the mandate. Therefore, the permanent 

mandate of state attorneys can be established considering all control mechanisms as 

applicable to judges and prosecutors. 

- State Attorney Council. The Council was supposed to be an independent state authority 

that performs functions of state attorneys self-government and administrative functions and 

also participates in ensuring the unity of practice at work and protecting the autonomy of 

state attorneys.  

- Mutual assistance, e.g. requests for legal assistance to foreign and international bodies, 

which they participate with throughout the process of carrying out their responsibilities, 

shall be requested through the Ministry, if not provided otherwise in an international treaty 

or other law. 

- Representation in foreign and international courts and international arbitration. The 

Government of the Republic of Slovenia may authorize other qualified domestic or foreign 

legal entity or private individuals to inform the state attorney about the procedure, but on 

the basis of a proposal by the State Attorney General. The competences and 

responsibilities for carrying out the procedural steps must be clearly defined. Thus, if 

another qualified person is authorized for an individual case, it (under the authority of the 

government) is responsible and competent to represent, as well as inform, the State 

Attorney General about the procedure. As such, it provides a sufficient level of flexibility 

to the individual case and, if necessary, is entrusted to represent people outside the system 

according to the law. At the same time, informing about the procedure ensures that the 

State Attorney's Office collects information on all open procedures. 

- Admissibility of evidence in other proceedings. 

- The terms of appointment (State Attorney, State Attorney General) should comply with 

those that are applicable to public prosecutors. 

- The effectiveness and unity of action, which is the responsibility of the head of the 

department in accordance with the State Attorney Policy and general instructions, 

determine the type of cases and the manner of notification on issues. Prior to making a 

decision, state attorneys shall submit a working draft for review in order to guarantee the 

effectiveness and unity of action. 

- Acquisition of the case by the State Attorney General based on legal grounds. 

- Professional reviews, which are to be carried out every three years to ensure the legality 

of work. 

- Adopting a one-year work program on the basis of a strategic work program. 

The State Attorney's Office believes that with the above listed strengthen the independence 

and effectiveness of the body. In addition, the latter is part of the Development strategy of 

the Republic of Slovenia (2013), which includes a series of initiatives for the development 

of the judiciary in the years 2014 to 2020. In Section 3.5 in Justice 2020 Strategy it deals 

with the State Attorney‘s Office and states that the State Attorney‘s Office, as a legal 

representative of the country, is a significant judiciary body. 
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5 CONCLUSION 

 The draft act, proposing a new title for state attorneys, experienced trouble to be 

accepted by the lawyers, who represent state interests in court. Disagreements have already 

emerged in the aspect of its autonomy. The Ministry of Justice believes that greater 

autonomy of the future state attorneys is achieved if they no longer work as state officials 

with an eight-year mandate, and instead become civil servants under a contract of 

indefinite duration. What is more, they will not be representing clients on the basis of 

guiding instructions, which currently makes attorneys, according to the Ministry, only 

representatives, rather than legal representatives of the country. But, at the same time, they 

will become a national advocacy body within the Ministry of Justice, leaving less 

autonomy for state attorneys. This is one of the main reasons for the disagreement, since 

state attorneys believe that as civil servants they will be obliged to follow the instructions 

of the government regarding a certain procedure. If the consensus that currently exists 

among authorities is defeated, the act will undoubtedly contribute to a higher level of 

responsibility and autonomy, considering immunity of the lawyer. At the same time, more 

efficient work may be provided along with the separation of the work areas and the ability 

to obtain adequate assistance in cases before international courts, as well as penalties for 

inefficient work. The Attorney's Office itself otherwise welcomes the objectives, such as 

independence, autonomy, modernization, flexibility, transparency, announced in the 

reform of the Ministry. An important question applies to the organizational form of these 

objectives to be implemented effectively; whether in the form of an office in the Ministry 

or an autonomous body outside the hierarchical structure of public administration. It is also 

essential that individuals appointed to the positions of state representatives can easily cope 

with the political pressure and the media. Those shall be individuals who have been chosen 

in a transparent process and who are able to represent the interests and work in compliance 

with the highest professional standards, as well as to protect the reputation of the party – 

the Republic of Slovenia. State attorneys can also perform the role of the rule of law 

guardian, in particular, ensuring equality before the law. 
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ABSTRACT 

 Hate crimes are generally extremely harmful because of their negative effect to the 

very base of society and the trust between the communities. In the context of Bosnia and 

Herzegovina (B&H), these offences are particularly dangerous because of their significant 

potential to increase the existing tensions within the communities and negatively affect the 

trust building process and the recovery of the whole society. The legacy of the local war in 

the nineties of the last century, the existing fragmentation of the society, the dominance of 

collective identities … all cause serious repercussions of hate crimes on B&H society. 

Therefore, serious responses to this phenomenon through prevention, adaptation of 

appropriate legal framework and successful prosecution are imperative. However, adequate 

penalties are not of less significance. International standards and guidelines instruct the 

participating states to provide for sanctions that are proportionate and corresponding with 

the gravity of the crime that raises the question of adequacy of the prescribed criminal 

sanctions in the corresponding criminal laws in B&H and the adequacy of the imposed 

criminal sanctions in the judicial practice of all courts in B&H. In this paper, through an 

analysis of the existing case law in all four jurisdictions in B&H the authors will try to 

determine the extent of inadequate prescribing/application of the existing criminal 

sanctions in the legal framework by prosecutors and judges.  

 Key words: hate crime, criminal sanctions, case law 

INTRODUCTION 

Why adequate sanctioning of Hate Crime in B&H's context is vital
1
 

 Hate crimes understood as offenses motivated by hatred or prejudice against a 

particular group are extremely harmful because of their damaging effect to the very 

foundation of society and the trust between the communities. In Bosnia and Herzegovina 

(B&H) these offences are particularly dangerous because of their substantial potential to 

increase the existing tensions and negatively affect the trust building process and the 

genuine recovery of the whole society (Luĉić-Ćatić, Bajrić, 2013).  

                                                      
1See: Lawrence, F. M. (2002) Punishing Hate: Bias crimes under American Law, Cambridge: Harward 

University Press 
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The legacy of the local war in the nineties of the last century, the existing fragmentation of 

the society, the dominance of collective identities … all cause serious repercussions of hate 

crimes on B&H‘s society (Bajraktarević Pajević, 2016).
2
 Therefore, serious responses to 

this phenomenon through prevention, adaptation of appropriate legal framework and 

successful prosecution are imperative. However, adequate sanctions are not of less 

significance.Bearing in mind the very purpose of criminal sanctions according to the 

contribution and consequentialist theory
3
 we can argue that bias crimes require greater 

punishment than equivalent crimes.
4
 Why is so? Namely, equality is one of the highest 

values held in modern societies and criminal offences that violate those values must be 

punished more harshly.  In the situations where hate (bias) crimes are not punished more 

harshly than equivalent crimes, the criminal justice system sends the implicit message to 

the victims and targeted community that equality is not one of the highest values in that 

society and that it in a way pardons one important ―part‖ of the crime (hate motivation of 

the perpetrator). In that case, the individual victim, the targeted community and society at 

whole suffer twice: the consequences of the criminal offence and the negligence of the 

justice system (Elison, 1953).
5
 Not only that the crime itself occurred, but the causal hatred 

(bias) of the crime is invisible to the eyes of the legal system (Lawrence, 2002).  

Furthermore, in the specific context of B&H's society the particular hate (bias) that is 

implicated by hate crimes is linked with the ongoing history of serious injustices to the 

victim groups (no matter which protected characteristics we take into account), which 

result in huge anguish and harm. Therefore, in B&H's context, every time when a hate 

(bias) crime is not expressly punished in the criminal justice system, or, if expressly 

punished, is not punished more harshly than the equivalent crime, it undermines the fragile 

bases of society itself.  The mandatory greater punishing and sentencing of hate (bias) 

crime is recognized on the international level as well. International standards and 

guidelines instruct the participating states to provide for sanctions that are proportionate 

and corresponding with the gravity of the crime
6
 that raises the question of adequacy of the 

prescribed criminal sanctions in the corresponding criminal laws in B&H and the adequacy 

of the imposed criminal sanctions in the judicial practice of all courts in B&H. 

 

Hate crime legislation in Bosnia and Herzegovina  

The Criminal Codes (CCs) of B&H,
7
 Brĉko District of B&H (BD B&H)

8
 and the B&H 

entities (Federation of B&H, Republika Srpska)
9
 regulate this type of criminal offence in 

three different ways: 

                                                      
2Bajraktarević Pajević, D. (2016) Istraţivanje kriviĉnih djela poĉinjenih iz mrţnje: Priruĉnik za policiju. 

Sarajevo: Sarajevski otvoreni centar 
3See more in: Boonin, D. (2005) The problem of punishment. New York: Cambridge University Press and 

Golash, D. (2005). The case against punishment: Retribution, crime prevention, and the law. New York: 

University Press 
4For the purpose of this article the term ―equivalent crime― will be used to denote the same criminal offence 

without hate (bias) as a motive.  
5Ralph Ellison, Invisible Man (1953) in Lawrence, F. M. (2002) Punishing Hate: Bias crimes under American 

Law, Cambridge: Harward University Press (pp.169) 
6OSCE MC Decision No. 9/09 on combating hate crimes  
7 Criminal Code of the B&H (CCB&H) (Official Gazette B&H  3/03, 32/03, 37/03, 54/04, 61/04, 30/05, 53/06, 

55/06, 32/07, 8/10) 
8 Criminal Code of BD B&H (CCBDB&H) Official Gazette of BDB&H 10/03, 45/04, 6/05 and 21/10 
9 Criminal Code of Federation of B&H (CCFB&H) (Official Gazette ofFB&H 36/03, 37/03, 21/04, 69/04, 

18/05, 42/10, 42/11 and 46/16) and Criminal Code of Republic of Srpska (CCRS)( Official Gazette of RS 

49/03, 108/04, 37/06, 70/06, 73/10, 67/13) 
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 as a separate criminal offence of incitement to hatred, discord and intolerance,
10

 

 hatred(bias as a motive)
11

 as a qualifying circumstance fora wide range ofqualified 

crimes, 

 hatredasan aggravatingcircumstance in any criminal offence that does not qualify 

for heavierpunishmentunder the provisions of the existing laws.  

Today all CCs in B&H have a provision prohibiting incitement to national, racial or 

religious hatred.
12

 While amendments included this provision in the CC B&H, the CCs of 

the FB&H, RS and BD B&H inherited this provision from the CC of the former Socialist 

Federal Republic of Yugoslavia.  

In itsbasic form, the criminaloffence ―incitement to hatred‖
13

is regulatedsimilarly 

in all four B&H's jurisdictions.
14

The crucialdifferencesin the provisions are 

reflectedin:defining its public expression asasubstantialelementof the criminal offence as 

well as in defining the protected groups, acts of commission and territorial jurisdiction. 

The CCB&H and CCFB&H limit the application of legal repression solely on public 

incitement to hatred, while this is not the case in the provisions of the CCBDB&H and 

CCRS. Given the fact that ―incitement to hatred‖ is hate speech, the lack of the element of 

publicity in the provisions of the CCBDB&H and CCRS is not reasonable.
15

 Furthermore, 

the type and length of the prescribedsentence for this criminal offence in CCs also differ. 

The differences are particularly evident regarding the prescribed minimum as well as the 

prescribed maximum sentence. Therefore, the CC B&H prescribes a prison sentence 

ranging from 3 months to 3 years and for a qualified criminal offence from 1 to 10 years.
16

 

According to CCFB&H, prison sentence is prescribed for a period of time between 1 and 

10 years (qualified criminal offence for a period between 1 and 8 years and between 1 and 

5 years).
17

 In the CC RS, the prescribed types of sanctions are fine and imprisonment for a 

                                                      
10  It should be noted that the criminal offense incitement to hatred is often considered (e.g. Article 19, 

―Prohibiting incitement to discrimination, hostility or violence - Policy brief‖ (London: Article 19, 2012) as a 

form of criminalization of hate speech, and in such a context it does not belong to the field of criminal offences 

motivated by hatred in a narrow sense. 
11  Even though term HC is widespread it can cause certain confusion. In addition to the unnecessary 

psychologization, this term may lead people to believe that any manifestation of hatred is a criminal offence 

which is not the case. The term ―bias motivated crime‖ more accurately reflects the core essence of those 

offences (criminal liability depends on proving of a criminal offence and not on proving hatred). Responding to 

Hate Speech against LGBT people (2013): London: Article 19, web site: 

https://www.article19.org/data/files/medialibrary/37343/LGBT-Incitement-Paper-30-Sept-AS-FINAL.pdf 

(visited: 15.12.2016.)   
12 For the commentary on ―incitement to hatred― see more in Babić, M., et al (2005). 
13 The legal regulation of the incitement to hatred and intolerance among different communities is harmonized 

with the relevant recommendations issued by the Council of Europe and Council of the European Union 

according to which the member states had to incorporatespecific a provision for public 

incitementtohatredintotheir nationallaws before28November2010. See more: The European legal framework on 

hate speech, blasphemy and its interaction with freedom of expression (2015) Brussels: Directorate General for 

Internal Policies of the Union Policy Department C: Citizens‘ Rights and Constitutional Affairs  
14 Article 294 a) – Incitement to national, racial and religious hatred and bigotry (of the CCRS.  

    Article 163 – Incitement to national, racial and religious hatred, discord orintolerance () of the CCFB&H 

    Article 160 – Incitement to national, racial and religious hatred, discord orintolerance () of the CCBDB&H;  

CCB&H Article 145.a) – Incitement to national, racial and religious hatred, discord orintolerance (). 
15  Similarly, the ODIHR has identified the challenges in interpreting the term ―public‖. See more: 

OSCE/ODIHR (2009) Opinion on Draft Amendments to the Federation of Bosnia and Herzegovina Criminal 

Code, web site:  http://www.legislationline.org/documents/id/15597 (visited: 18.11.2016.) 
16 CCB&H Article 145.a) – Incitement to national, racial and religious hatred, discord orintolerance (Official 

Gazette B&H  3/03, 32/03, 37/03, 54/04, 61/04, 30/05, 53/06, 55/06, 32/07 and 8/10). 
17 Article 163 – Incitement to national, racial and religious hatred, discord orintolerance of the CCFB&H.  
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period not longer than 2 years (for a qualified criminal offence for a period between 6 

months and 5 years and between 1 and 8 years).
18

 In the CC DB B&H, prison sanction is 

prescribed for a period between 1 and 5 years (for a qualified criminal offence for a period 

between 1 and 8 years and between 1 and 10 years).
19

 

Furthermore, the CCs of Entities and BDB&H recognizehatred(bias) as an 

aggravating factorfora wide rangeof qualifiedcriminal offences.
20

 The offences of this type 

differ from one jurisdiction to another mainlybydifferentlegislativetechniques, possible 

sanctions,but alsoinsomeaggravating circumstances.
21

 

The CC FB&H prescribe hatredas an aggravating factorfora qualifiedcriminal offence of 

Murder (imprisonment for not less than 10 years or long term imprisonment), Aggravated 

Bodily Injury (imprisonment for a period of time between 1 and 10 years), Rape 

(imprisonment for a period of time between 3 and 15 years) and Damaging Another‘s 

Personal Property (fine or imprisonment for a period of time not exceeding 1 year).
22

 

The CC RS prescribe hatredas anaggravating factorfora qualifiedcriminal offence of First 

Degree Murder (imprisonment for a period of time not shorter than 10 years or long term 

imprisonment), Aggravated Bodily Injury (imprisonment for a period between 1 and 8 

years), Rape (imprisonment for a period between 3 and 15 years), Aggravated Theft 

(imprisonment for a period between 1 and 8 years), Aggravated Robbery (imprisonment 

for a period between 5 and 15 years), Robbery (imprisonment for a period of time between 

5 and 15 years), Damaging Another‘s Personal Property (imprisonment for a period of 

time between 1 and 8 years) and Causing Public Danger (imprisonment for a period from 1 

to 10 years).
23

 The CCBDB&H prescribe hatredas an aggravating factorfora 

qualifiedcriminal offence of Murder (imprisonment for not less than 10 years or long term 

imprisonment), Aggravated Bodily Injury (imprisonment for a period between 1 and 10 

years), Rape (imprisonment for a period between 3 and 15 years), Grand Larceny 

(imprisonment for a period of time between 6 months and 5 years), Armed Robbery 

(imprisonment not shorter than 5 years), Robbery (imprisonment not shorter than 5 years), 

Damaging Another Person‘s Property (imprisonment for a period between 6 months and 5 

years) and Grave Offences against General Safety of People and Property (imprisonment 

for a period between 1 and 10 years).
24

 

―Hatred‖asan aggravatingcircumstance is explicitly defined in the CC BDB&H
25

in 

sentencing all crimes, while the CC RS and CC FB&H define ―committing acts of hatred‖ 

as an aggravating factor.
26

 The CC BDB&H in basic terms
27

 defines the meaning of the 

                                                      
18 CCRS Article 294 a) – Incitement to national, racial and religious hatred and bigotry. 
19 Article 160 – Incitement to national, racial and religious hatred, discord orintolerance  of the CCBDB&H 
20 Due to the  jurisdiction of the Court of B&H (it has no jurisdiction over murder, grievous bodily harm, rape, 

serioustheft, robbery, aggravated robbery, andcausing generaldanger) it is logical that this provision as well as  

the absence of the definition of―hatred‖ are not included in CCB&H. See more in: Luĉić-Ćatić, M., Bajrić, A. 

(2013). Procesuiranje kaznenih djela poĉinjenih iz mrţnje u Bosni I Hercegovini: Perspektiva tuţitelja. 

Sarajevo: Analitika 
21  For example, the CCB&H, CCBDB&H and CCFB&H prescribe abuse of positionor authority as an 

aggravating factor for sentencing any ―basic‖orsevere offence, while the CCRS does not. See more in: Luĉić-

Ćatić, M., Bajrić, A. (2013). Procesuiranje kaznenih djela poĉinjenih iz mrţnje u Bosni I Hercegovini: 

Perspektiva tuţitelja. Sarajevo: Analitika 

22 Arts. 166., 172., 203. and 293. Of the CCFB&H  
23 Articles 149., 156., 193., 232., 233., 234., 249. and 402. of the CCRS  
24 Arts.  163, 169, 200, 281, 283, 282, 287 and 322 of the CCBDB&H. 
25 See:  , Article 49(2)  of the CCBDB&H 
26 See: CCRS, Article 37(3).  
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term ―hatred‖ as a motive for committing a crime, while the CC RS
28

 and CC FB&H
29

 

define the meaning of term ―hate crime.‖These legalsolutionsimperativelyrequire 

thatcourts consider hatred (bias) asan aggravatingcircumstancein allcriminal cases.  

 

Criminal sanctions: the legal framework in Bosnia and Herzegovina 

 In the general legal framework sentencing is provided in the CCs on all four levels. 

The types of criminal sanctions provided by laws are punishments, suspended sentence, 

security measures and educational measures.
30

 The purpose of the criminal sanctions is 

prescribed as a preventive influence on others to comply with the legal system and not to 

perpetrate a criminal offence, as well as to prevent perpetrators from committing criminal 

offences and encourage their rehabilitation.
31

 

As suggested in the previous chapter, the criminal sanctions for hate crime (and incitement 

to hatred) specified in the CCs vary in type and length. The general types of the stipulated 

sanctions are fine and imprisonment, while the differences regarding the prescribed 

minimum and maximum sentences are particularly evident. 

The types of sentences prescribed for incitement to hatred only in the CC RS are 

fine and imprisonment, while in the CCs of B&H, FB&H and DBB&H the sentence is 

imprisonment. Even worse than this illogical inconsistency in the types of sanctions is the 

lack of harmonization of the sentencing ranges prescribed by law
32

. The sentencing ranges 

prescribed for these offences are between the minimum of 3 months and the maximum of 

10 years, which leads to legal insecurity and inequality of the citizens in B&H.  

The criminal sanctions prescribed for hatred as an aggravating factor for qualified 

criminal offences are more consistent. In addition to the differences in the number of 

offences where hatred is stipulated as an aggravating factor for qualified criminal offences, 

the main difference in the type and length of sanctions is visible in the criminal offence of 

Damaging Another Persons‘ Property. For this offence, it is possible to impose fine and 

imprisonment in FB&H and only imprisonment in RS and DBB&H. The imprisonment is 

stipulated within the range between a minimum of 6 months and a maximum of 8 years.  

Furthermore, it is important to elaborate the conditions for imposing a suspended sentence. 

In the legal system of B&H in all four CCs, the conditions for imposing a suspended 

sentence are prescribed in a similar way. Namely, the CC B&H states that in deciding 

whether to impose a suspended sentence, the court should take into account the purpose of 

the suspended sentence, the personality of the perpetrator, his/her conduct in the past, 

his/her behavior after the perpetration of the criminal offence, the degree of criminal 

responsibility and other circumstances under which the criminal offence has been 

perpetrated.
33

 

                                                                                                                                                   
and Article 1, paragraph 11 ((Official Gazette ofFB&H 36/03, 37/03, 21/04, 69/04, 18/05, 42/10, 42/11 and 

46/16) 
27 See: Article 2(37) of the CCBD B&H, 
28 See: Article 147(25) of the CC RS,  
29 See: Article 1(11)  of the CC FB&H 
30 Article 5 B&H; Article 6 CC FB&H; Article 5 CC RS; Article 6 CC DBB&H 
31 Article 6; Article 7 CC FB&H; Article 5 CC RS; Article 7 CC DBB&H 
32 OSCE/ODIHR (2012), Tackling Hate Crimes: An analysis of bias-motivated incidents in Bosnia and 

Herzegovina with recommendations 
33 See: Article 59 of the CC B&H similar provisions are stipulated in Entities‘ and DBB&H CCs (Article 62 

FB&H, Article 47 RS and Article 61 DBB&H).  



299 

 

Notwithstanding the causes and consequences of all unjustified differences in the types and 

lengths of sentences prescribed for hate crime in CCs, in the following text we will analyze 

the sentencing policy of the courts in B&H regarding the criminal offence of hate crime. 

Criminal Sanctions and Hate Crime in the judicial practice in B&H 

Methodology 

Bearing in mind the importance of greater punishment for hate crime and the 

specificity of the B&H's context, we conducted a research of the approaches of the B&H's 

judiciary in sentencing these crimes through statistical and critical analyses of the existing 

case law in all four jurisdictions in B&H from 2014 to 2016 with an absolute sample of HC 

and HS court cases.
34

 The analysis was conducted by comparing the prescribed type of 

criminal sanction and the minimal and maximal sentences and the existing court practice in 

sentencing. The questioned sample consisted of 7 cases (all 7 incitements to hatred) from 

2014; 4 cases (1 hate crime and 3 incitements to hatred) from 2015 and 1 case (incitement 

to hatred) from 2016. Hence, in the total sample of 12 cases, there were 11 cases of 

incitement to hatred and 1 case of hate crime (Aggravated Bodily Injury).  

 

Results and discussion 

Overall, the sample shows that in all four jurisdictions in B&H, in the period from 

2014 to 2016 there were 4 acquittals (1 at State level, 2 in FB&H and 1 in RS), 2 fines, 3 

sentences of imprisonment, 2 suspended sentences and 1 educational measure. Therefore, 

with regard to the sentencing practice, we can reduce our sample to 8 convicted cases.  

Giving the fact that the CCs prescribe different types and duration of the sanctions for 

these criminal offences, we will present our results relating to the levels of jurisdiction. At 

state level, there was one conviction for incitement to hatred and the sanction that was 

imposed was a suspended sentence of 1 year for the imposed prison sentence of 3 

months.
35

 The CC B&H prescribes a prison sentence for the basic form of incitement to 

hatred ranging from 3 months to 3 years. As prescribed in Articles 48 and 49 of the CC 

B&H, the court will prescribe the punishment within the limits provided by law for that 

particular offence, having in mind the purpose of punishment and taking into account all 

the circumstances bearing on the magnitude of the punishment (extenuating and 

aggravating circumstances)… Furthermore, the court may set the punishment below the 

limit prescribed by law or impose a milder type of punishment when it determines the 

existence of highly extenuating circumstances, which indicate that the purpose of the 

punishment can be attained by a lesser punishment. Since the court in the previously 

mentioned case at state level, took into account only the facts that perpetrator was a 100% 

disabled person and ―relatively young‖ (even though at the time of committing the offence 

he was 36 years old), it is alarming that such low punishment was imposed.  

                                                      
34 The sample is created according to evidence of the OSCE Mission in B&H presented on Hate monitors and 

in accordance with their records the absolute sample was achieved. Namely, the OSCE is the only organization 

in B&H that collects data on HC and HS incidents, responses and court cases even though the National Point of 

Contact on HC in the Ministry of Civil Affairs of B&H has been appointed. His responsibility is to collect and 

keep records of information on HC and to provide this information to the ODIHR but until now the Ministry 

has no available data of this kind. Based on the records from Hate monitors we sent a request to the respective 

prosecutor's offices and courts for access to cases.  See more: 

http://hatemonitor.oscebih.org/Default.aspx?pageid=10&lang=EN (visited: 10.10.2016.)   
35 See: S1 3 K 015904 14 Kps/21.10.2014. 
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In the FB&H, there were 2 convictions for incitement to hatred. The case from 

2015
36

 resulted in punishing the perpetrator with 3 months of imprisonment. For the basic 

form of this criminal offence, prison sentence is prescribed ranging from 1 to 10 years. 

And in this case the court decided to reduce the punishment below the minimum 

prescribed by the CC FB&H based on the perpetrator‘s remorse, admission of guilt, the 

personal and family situation and previous criminal record.
37

 Taking all of these 

extenuating and aggravating circumstances in account, we can argue that the reduction of 

imprisonment below the prescribed minimum of one year is not justified. The second case 

in the FB&H from 2016 resulted in a suspended sentence of 2 years on the imposed prison 

sentence of 1 year.
38

 

In the examined period of time in the RS, there were 4 convictions for incitement 

to hatred and 1 for hate crime per se. Two of them resulted in prison sentences, 2 were 

sanctioned with fines and 1 (since the perpetrator was a minor) resulted in an educational 

measure.
39

 

In the RS in 2015 there was 1 case of incitement to hatred and 1 of hate crime. In 

the case of the incitement to hatred
40

, a prison sentence of 2 months was pronounced and 

the verdict clearly pointed out that the Court did not find any extenuating circumstances, 

while there were certain aggravating circumstances. Having in mind the prescribed 

sanction in the CC of RS for a basic form of the offence (not less than 2 years of 

imprisonment), it remains unclear how and why the Court went beyond the prescribed 

minimum of 2 years without any extenuating circumstances. The case of hate crime
41

 was 

committed as a qualified form of Aggravated Bodily Injury and even though the CC RS 

prescribes a sanction of imprisonment from 1 to 10 years for such case, the Court 

pronounced a punishment of 6 months imprisonment. The Court founded its decision on 

the fact that the perpetrator was not previously convicted, that he demonstrated great 

remorse, that he was in a bad economic situation, that he was ―relatively young‖ and that 

he was a family man (extenuating circumstances). If we pay attention to the fact that for 

the basic form of crime (equivalent crime – as we previously named them), the prescribed 

sanction is imprisonment for a term between 6 months and 5 years, we can see that in this 

particular case the Court delivered the minimal prescribed punishment provided for the 

equivalent crime and decided to ―pardon‖ hate (bias) as a motive of the perpetrator with 

regard to the punishment. In 2014, there were 2 verdicts rendering fines as sanctions. One 

of the fines was BAM 400 for which the Court founded its decision on the fact that the 

perpetrator was not previously convicted, that he was a father, that he demonstrated 

remorse and that at the time of committing the crime he was drunk.
42

 The second fine was 

set in the amount of BAM 1.000.
43

 This sanction was settled by plea agreement and the 

Court stated that the perpetrator admitted to the offence and showed deep remorse as 

extenuating circumstances, while the previous convictions were taken into account by the 

Court as an aggravating circumstance.  During the entire examined period, there was not 

                                                      
36 See: 41 0 K 038391 14 K/25.09.2014 and 41 0 K 038391 14 Kţ/16.03.2015. 
37 The previous criminal record in this particular case shows that the perpetrator committed this offence while 

he was at probation and the court took that fact as an aggravating circumstance.   
38 See: 68 0 K 028567 13 K/13.07.2016 and 68 0 K 0285567 15 Kţ/15.02.2016. 
39This case will not be discussed because of the specific legal position of juvenile offenders.  
40 See: 80 0 K 046609 13 K/10.06.2015. 
41See: 83 0 K 022061 14 K/16.02.2015. and 83 0 K 022061 15 Kţ/10.06.2015. 
42 See: 91 0 K 028899 14 K/03.11.2014. 
43 See: 80 0 K 058918 14 K/09.07.2014 
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even one case of incitement to hatred or hate crime in front of the courts in the DB B&H. 

Overall, as it is visible from the above conducted analysis, the courts in B&H always go 

below the minimum duration of criminal sanctions prescribed by the relevant CC. The 

most ―severe‖ sanction for incitement to hatred was imprisonment of 3 months even 

though the relevant CC prescribed a possible punishment between 1 and 10 years. For the 

hate crime the only and the most ―severe‖ sanction was imprisonment of 6 months when 

the Court rendered the prescribed minimal punishment provided for the equivalent crime 

(not the qualified form of the offence).  Restraining ourselves from analyzing the reasons 

for such low number of court cases in general, the fact that 1/3 of all cases resulted in 

acquittals and analyzing only the sentences pronounced in the convicted cases, we can 

freely conclude that the courts in the B&H basically ―pardon‖ hate (bias) as a motive and 

that they do not treat those criminal offences with the due seriousness that they impose. In 

the context of the B&H, this low punishing rate for these types of criminal offences sends a 

message to the victims, the targeted community and the general public that attacking 

somebody based merely on what he/she is (i.e. based on hate and bias) has no more 

importance and weightiness than any other equivalent crime.  
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ABSTRACT 

 Public policy, as a specific institute of the Private International Law, is an 

instrument that protects the core values, basic principles and the social and legal 

framework of each country. In general, the establishment of public policy represents a 

complex task, because of its national and relative character, so each state in a given time 

period determines what will be covered by this positive legal institute. The court of each 

state may invoke the application of public policy in order to exclude the application of a 

foreign law in a particular case if it concludes that the foreign law is contrary to the 

national public policy and refuse recognition of a foreign court decision, if the effect of its 

recognition is also contrary to the national public policy. Today, it is an undisputed fact 

that human rights are fundamental values of each democratic state, and therefore, we can 

conclude that human rights represent a substantive part of the public policy of any modern 

state. The subject of this paper is a comparative analysis of the notion of public policy in 

the law and jurisprudence of the European Union and the Republic of Macedonia, with a 

particular focus on human rights, as ratione materiae of public policy. For the purposes for 

this paper the method of normative analysis, the historical method and the method of 

induction and deduction will be applied. 

 

 Keywords: public policy, human rights, international private law. 

  

1. INTRODUCTION  

 The foundations of the institute of the public policy (ordre public, public policy, 

oeffentliche Ordnung, ordino punlico) were set in XIV century by representatives of the 

schools of the statutes. Outstanding contribution in this direction was given by the 

representative of the Dutch-Flemish school Ulrich Huber (Huber, 1749) and later by the 

theorist Friedrich Carl von Sauvignon (Savigny, 1849). The concept of the institute public 

policy is particularly complex and multidimensional. In general, public policy is an 

instrument of the Private International Law that is applicable in three legal units: the 

conflict of laws, the conflict of jurisdictions and the legal status of foreigners.  

In applying the institute public policy, instead of the collision legal method, the direct 

method is applied to regulate the specific civil legal relations with a foreign element. 

Practically, as a specific instrument of the Private International Law, public policy is an 

exception of the principles on which Private International Law rests and develops. That is a 

result of the fact that when public policy is invoked it means that the foreign law which is 
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applicable will not be applied, the foreign (judiciary or arbitration) decision will not be 

recognized and certain rights of foreigners will not be recognized within the territory of the 

home state. So, it can be concluded that public policy is the ultimate expression of national 

sovereignty aiming to protect the fundamental values, principles and foundations of the 

social and legal system of each country. In this regard, the legal doctrine and case law 

define public policy today as an institute that protects the domestic legal system or the 

public interest (publica utilitas). 

The major feature of the institute public policy is its national and relative character 

(Gavroska, Deskoski, 2011). From a legal perspective, public policy has a dual function, as 

previously emphasized by Savigny: positive, which imposes the application of domestic 

law and negative, which excludes the application of the applicable foreign law (Sajko, 

2009). 

 At the same time, public policy, as a legal institute, could be considered in terms 

of two dimensions: substantive and procedural. Both these dimensions of public policy will 

be a subject of the normative analysis in this paper. 

  An intriguing question regarding the institute public policy represents its material 

content. In this regard, although each country determines its own public policy 

independently, what is general and common to all countries is the fact that the set of 

fundamental rights and freedoms of individuals cinstitute an inseparable part of the content 

of this institute. 

 

2. THE PUBLIC POLICY NORMATIVE ANALYSIS ACCORDING TO THE 

EUROPEAN UNION INTERNATIONAL PRIVATE LAW AND THE 

INTERNATIONAL PRIVATE LAW OF THE REPUBLIC OF MACEDONIA 

 As it was previously noted, public policy represents a positive legal term that is 

defined by the internal law of each modern democratic state, by the international 

agreements which are the legal sources of the Private International Law and by the 

supranational European regulations, as part of the EU International Private Law. In Rome I 

Regulation
44

, public policy, as a tool for derogation from the application of the applicable 

law and for limitation of the autonomy of will, is determined in the provision of Article 21: 

 ―The application of a provision of the law of any country specified by this 

Regulation may be refused only if such application is manifestly incompatible with the 

public policy (ordre public) of the forum―. 

 The public policy is determined in the same way by the provision of Article 16 of 

the Rome Convention, as predecessor of Rome I Regulation. This institute is defined 

identically by Rome II Regulation
45

 with its provision in Article 23. 

The procedural meaning of public policy within the European Union law is determined by 

Regulation Brussels I (recast)
46

 in the provision of Article 45: 

 

                                                      
44Regulation (EC) No 593/2008 Of The European Parliament and of the Council of 17 June 2008 on the Law 

Applicable to Contractual Obligations (Rome I) Official Journal of the European Union L 177/6, 4.7.2008. 
45Regulation (EC) No 864/2007 of the European Parliament and of the Council of 11 July 2007 on the law 

applicable to non-contractual obligations (Rome II) Official Journal of the European Union L 199/40 

31.7.2007. 
46Regulation (EU) No 1215/2012 of The European Parliament and of the Council of 12 December 2012 on 

jurisdiction and the recognition and enforcement of judgments in civil and commercial matters (recast), 

Official Journal of the European Union L 351/1, 20.12.2012. 
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―1. On the application of any interested party, the recognition of a judgment shall be 

refused:(a) if such recognition is manifestly contrary to public policy (ordre public) in the 

Member State addressed...― 

 The application of the word "manifestly" by the EU Regulations leads to the 

conclusion that the institute public policy in the EU Private International Law is set in a 

restrictive manner (Van Calster Geert, 2016). The public policy protection provisions, 

unlike the overriding mandatory provisions, are considered as defensive provisions as a 

result of the fact that a different law from the applicable law is applied.  

Consequently, in general terms, the public policy provisions have a restrictive function of 

protecting the forum domestic values, unlike the overriding mandatory provisions that 

could be additionally applied to protect the values of third countries (Behr Volker, 2013). 

The limitations of the autonomy of will which are determined by the overriding mandatory 

provisions and public policy provisions practically are based on the determination that 

there are social and economic values that cannot be neglected by the parties in their legal 

relationship. In this context, it should be noted that this type of limitations are in a relation 

with the particular state public interest and not with the European Community public 

interest. 

 The protection of the Macedonian public policy is regulated by the provision of 

Article 5 of the Law on Private International Law:
47

 

―The foreign state law will not be applied if the effects of its application would be contrary 

to the public policy of the Republic of Macedonia‖. 

The Law on Private International Law, in addition to the substantive meaning of the public 

policy, determined the procedural meaning of public policy in the area of recognition of 

foreign judiciary decisions. Thus, Article 107 stipulates that: 

―The foreign court decision shall not be recognized if the effect of its recognition is 

contrary to the public policy of the Republic of Macedonia.‖ 

These provisions stipulated in this manner represent an innovation in our law because they 

explicitly establish for the first time the institute public policy as a positive legal institute 

(Gavroska, Deskoski, 2011). At the same time, these provisions are harmonized with the 

EU Private International Law.  

 From a legal perspective, the institute public policy in our PIL system has a 

negative function, which means that certain norms of the foreign substantive law are not 

affected. In this regard, in a particular case the application of the foreign law is to be 

excluded and instead the appropriate standard of domestic law would be applied. So, the 

Macedonian court initially has the obligation to determine the foreign applicable law and 

then to evaluate if its application is contrary to the Macedonian public policy. If the court 

concludes that the application of the foreign applicable law is contrary to the Macedonian 

public policy, the Macedonian law will be applied, instead of the foreign law. If the court 

determines that the application of the foreign applicable law is not contrary to the 

Macedonian public policy, the foreign law will be applied as the applicable law. In this 

sense, the foreign state law will be applied according to its common sense and the terms 

contained therein
48

, while the court ex officio determines the content of the foreign law
49

. 

 

                                                      
47 Official Gazette of the Republic of Macedonia, No. 87/2007, 12.07.2007 
48 Article 9 of the Law on International Private Law. 
49 Article 11 of  the Law on International Private Law. 
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3. LEGAL FRAMEWORK OVERVIEW OF HUMAN RIGHTS AND FREEDOMS 

AS PART OF PUBLIC POLICY 

 The justifications and protection of the concept of human rights are mainly based 

on their observable need, implying the fact that they are an end result of previously 

accepted moral principles and goals in society (such as peace and justice) and individual 

values such as : human dignity, autonomy, freedom, equality, etc. (Frchkoski, 2001). In 

general, the human rights and freedoms practiced by the individuals in their own state 

constitutional systems are directly affected and monitored by the International Human 

Rights Law policy, law and institutions. Therefore, it is an undisputable fact that human 

rights and freedoms listed in the internal and international legal sources are 

unconditionally qualified as values that are protected by each state public policy. Jan Oster 

explains the above conclusion as follows: ―human rights intrinsically belong to the values 

that public policy clauses aim to protect. This follows, first, from the nature of human 

rights as objectives a state commits itself to, and secondly, as regards the fundamental 

rights of the EUChFR in particular, from their status as primary EU law. Thirdly, the fact 

that human rights constitute an aspect of public policy is even stipulated – in a declaratory 

manner – in some private international law codifications themselves‖ (Oster, 2015). 

The provision of Article 6 paragraph 1 of the Treaty of Lisbon
50

 determines explicitly that: 

―the Union recognises the rights, freedoms and principles set out in the Charter of 

Fundamental Rights of the European Union of 7 December 2000, as adapted at Strasbourg, 

on 12 December 2007, which shall have the same legal value as the Treaties.― Further, in 

paragraph 3 of the same provision it is stipulated that: ―fundamental rights, as guaranteed 

by the European Convention for the Protection of Human Rights and Fundamental 

Freedoms and as they result from the constitutional traditions common to the Member 

States, shall constitute general principles of the Union's law.― 

 The European Union human rights protection mechanism is complemented by the 

adoption of the Charter of Fundamental Rights of the European Union
51

. The provision of 

Article 52 paragraph 3 of the Charter stipulates that: ― insofar as this Charter contains 

rights which correspond to the rights guaranteed by the Convention for the Protection of 

Human Rights and Fundamental Freedoms, the meaning and scope of those rights shall be 

the same as those laid down by the said Convention. This provision shall not prevent 

Union law providing more extensive protection.― 

 Consequently, several conclusions can be derived by interpreting these positive 

legal provisions: firstly, human rights and freedoms contained in the European Union law 

have the status of primary law and are hierarchically placed above the principle of mutual 

recognition and the principle of reciprocity established by the secondary sources of the 

European Union law; secondly, the minimum catalog of fundamental rights defined by the 

Charter applies to the interpretation and application of any legal area, including 

International Private Law, and finally, the Court of Justice of the European Union as the 

EU ― integration engine‖ may adopt its own decisions according to the European Court of 

Human Rights judiciary practice. (Bouĉek, 2015). 

In the context of the EU International Private Law, Article 47 of the Charter of 

Fundamental Rights of the European Union has a very particular importance, because it 

                                                      
50 Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European 

Community, signed at Lisbon, 13 December 2007, Official Journal of the European Union, C 306, 17.12.2007 
51Charter of Fundamental Rights of the European Union, Official Journal of the European Communities, C 

364/1, 18.12.2000 
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regulates the right to an effective remedy and fair trial: ―everyone whose rights and 

freedoms guaranteed by the law of the Union are violated has the right to an effective 

remedy before a tribunal in compliance with the conditions laid down in this Article. 

Everyone is entitled to a fair and public hearing within a reasonable time by an 

independent and impartial tribunal previously established by law. Everyone shall have the 

possibility of being advised, defended and represented. Legal aid shall be made available 

to those who lack sufficient resources insofar as such aid is necessary to ensure effective 

access to justice.― 

 In this line, the provisions of Article 6 (Right to a fair trial), Article 8 (Right to 

respect for private and family life), Article 13 (Right to an effective remedy) and Article 

14 (Prohibition of discrimination) of the European Convention of Human Rights are in 

correlation with the previously analyzed European Union law provisions. These rights 

practically represent the general legal principles of the Union and at the same time 

constitute the procedural public policy. 

 The set of human rights contained in the European Convention of Human Rights are 

implemented in the Constitution of the Republic of Macedonia
52

 as well. In this regard, 

several provisions can be mentioned:  Article 9 (Prohibition of discrimination), Article 12 

and Article 13 (Fair trial), Article 15 (Right to appeal), Article 25 (Protection of the 

privacy of personal and family life, dignity and reputation). According to the previous 

legal analysis, it can be concluded that these human rights are part of Macedonian public 

policy.  

 On the basis of the above stated, it can be concluded that the constitutional 

principles established in each EU Member State, as well as the European Convention of 

Human Rights, which is implemented in Macedonian law have a very important role in the 

process of public policy content determination. 

In other words, foreign law will not be applied, nor a foreign decision will be recognized, 

if their content is contrary to the European Convention of Human Rights provisions. 

 

4. JURISPRUDENCE OVERVIEW OF HUMAN RIGHTS AS PART OF PUBLIC 

POLICY 

 The human rights and freedoms affirmation in the context of International Private 

Law is particularly expressed through the Court of Justice of the European Union case law.  

For this paper, the objectives of two well known cases will be presented: Dieter Krombach 

v. André Bamberski
53

 and Eco Swiss China Time Ltd ν Benetton International NV
54

. 

In Dieter Krombach v. André Bamberski case, the Court held: ―recourse to the public-

policy clause in Article 27, point 1, of the Convention of 27 September 1968 on 

Jurisdiction and the Enforcement of Judgments in Civil and Commercial Matters must be 

regarded as being possible in exceptional cases where the guarantees laid down in the 

legislation of the State of origin and in the Convention itself have been insufficient to 

protect the defendant from a manifest breach of his right to defend himself before the court 

of origin, as recognized by the European Convention on Human Rights. Consequently, 

Article II of the Protocol annexed to the Convention, which recognizes the right of persons 

domiciled in one Contracting State, who are being prosecuted in the criminal courts of 

another Contracting State of which they are not nationals, to have their defense presented 

                                                      
52 Official Gazette of the Republic of Macedonia, No. 52/1991 
53 Case C-7/98. 
54 Case C-126/97. 
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even if they do not appear in person only where the offense in question was not 

intentionally committed, cannot be construed as precluding the court of the State in which 

enforcement is sought from being entitled, with respect to a defendant domiciled in that 

State and prosecuted for an intentional offence, to take account, in relation to the public 

policy clause in Article 27, point 1, of the fact that the court of the State of origin refused 

to allow the defendant to have his defense presented unless he appeared in person (para 44-

45). 

 In Eco Swiss China Time Ltd ν Benetton International NV case the Court noted: 

―where domestic rules of procedure require a national court to grant an application for 

annulment of an arbitration award where such an application is founded on failure to 

observe national rules of public policy, it must also grant such an application where it is 

founded on failure to comply with the prohibition laid down in Article 85 of the Treaty 

(now Article 81 EC). That provision constitutes a fundamental provision which is essential 

for the accomplishment of the tasks entrusted to the Community and, in particular, for the 

functioning of the internal market. Also, Community law requires that questions 

concerning the interpretation of the prohibition laid down in Article 85 should be open to 

examination by national courts when they are asked to determine the validity of an 

arbitration award and that it should be possible for those questions to be referred, if 

necessary, to the Court of Justice for a preliminary ruling.― 

 The Court of Justice of the European Union in Dieter Krombach v. André 

Bamberski case initially stated that the violation of the right to a fair trial in the requesting 

state (France) is an obvious violation of the German ordre public as the recognition state. 

According to the CJEU, the right to a fair trial is one of the fundamental rights deriving 

from the constitutional traditions common to all Member States and at the same time it is 

part of the EU general legal principles. Consequently, CJEU allowed the refusal of 

recognition and enforcement of a judgement issued in violation of the right to a fair trial. 

The Court of Justice of the European Union in the Eco Swiss China Time Ltd ν Benetton 

International NV case allowed the annulment of an arbitration award considering the fact 

that it is contrary to the prohibition laid down in Article 81 of the EC Treaty, which is part 

of the public policy.  

 In Macedonian jurisprudence case law there are not any decisions that reject the 

application of foreign law, as the applicable law, nor decisions that reject the recognition 

of a foreign decision, based on violation of the Macedonian public policy. 

 

5. CONCLUSION 

 

 Joseph Story, in his Commentaries on the Conflict of Laws, Foreign and Domestic, 

(Story, 1841), is quoted as follows: ―no nation can be justly required to yield up its own 

fundamental policy and institutions in favour of those of another nation. Much less can any 

nation be required to sacrifice its own interests in favour of another; or to enforce doctrines 

which, in a moral, or political view, are incompatible with its own safety or happiness, or 

conscientious regard to justice and duty.‖  

Public policy has been called an ―unruly horse‖, a ―substitute for thinking‖, a ―double-

edged sword‖, a ―disturbing element‖, a ―passe-partout‖. This variety of metaphors not 

only suggests that the legal concept we are dealing with is difficult to capture in a 

descriptive statement, but also that it has a somewhat ignominious reputation (de Bober, 

2008). 
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In this specific PIL function, the State ordre public is an indispensable safety valve for the 

method of bilateral choice of legal rules which implies a possible leap into the dark, a 

―Sprung ins Dunkle‖, a widely known expression launched by Leo Raape. One never 

knows in advance what the outcome of the application of a foreign substantive law will be 

(Struycken, 2009). 

 The provisions for human rights protection are an inseparable part of the European 

law general principles, as well as an integral part of European and national public policy. 

The public policy concept has to be interpreted in a very strict manner and it could not be 

unilaterally determined by each Member State without being monitored and controlled by 

the EU Institutions. The Court of Justice of the European Union upheld that the public 

policy clauses application must be only in exceptional cases, when the guarantees 

stipulated by the state legislation and by the Convention (Regulation) are not sufficient to 

protect the obvious violations of the defendant rights. Yet, there is just one public policy 

concept in the EU, or, in other words, each Member State has its own, and only one, public 

policy. The fact that it operates differently in different areas does not make it split into or 

create two separate notions. The core of public policy is always the same – protecting all or 

certain citizens‘ interests and rights. (Hoško, 2013) 

 The legislative approximation between the European Convention of Human Rights 

and the Charter of fundamental rights of the European Union is aligning the EU Private 

International Law sources with the European general principles, and at the same time 

allows the Court of Justice of the European Union to harmonize its decisions with the 

human rights standards developed by the European Court of Human Rights. 

Accordingly, the Macedonian courts have an explicit obligation to apply the standards set 

by the Strasbourg-Luxembourg system, owing to the fact that Macedonia is a member of 

the European Convention of Human Rights and a candidate country for European Union 

membership. 

 Private International Law should be functioning within the human rights and not 

vice versa. Courts should apply full protection in terms of respecting human rights in cases 

of foreign law application and judicial decisions recognition in the field of national and EU 

Private International Law. 

The main instruments that give effect to human rights in the field of Private International 

Law are the public policy clauses. The human rights insertion in the Private International 

Law via public policy clauses means balancing the parties‘ legitimate expectations. Public 

policy is a fundamental tool for human rights protection and that is why there is an 

essential need for it to be part of national and international law. 
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ABSTRACT 

 Free access to public information is a widespread fundamental human right 

guaranteed by international documents of relevant international institutions. This is a very 

important human right because the citizen is the a subject and the information held by 

public authorities is the object.In fact, with the recognition and guarantee of this right in 

democratic societies, public becomes the fourth branch in addition to the legislative, 

executive and judicial branch, controllingthe holders of public authority.It could be said 

that there is a global trend towards legal recognition of this right because countries which 

tend to be democratic adopt appropriate legislation or laws on free access to public 

information. 

 In the Republic of Macedonia, the right to free access to public information is a 

constitutionally guaranteed right whose protection is provided by the Law on Free Access 

to Information of Public Character adopted in 2006 and modified several times. The Law 

prescribes the functioning of the Commission for protection of the right to free access to 

information of public character that ensures implementation of the provisions of the law 

and decides on appeals against administrative acts adopted by the holder of information 

with which the request for access to information of the applicants has been denied. 

This paper presents a legal analysis of the legislation on free access to information and by 

analyzing the annual reports of the previous work of the Commission for protecting the 

right to free access to information of public character, a quantitative and qualitative 

analysis of the functioning of the Commission is conducted in order to determine the 

conditions related to the implementation of this basic human right and to detect the 

weaknesses that should be overcоme in the future in view of implementating the right to 

free access to public information more efficiently and effectively. 

 

 Keywords: information, public, free access, transparency, accountability, 

openness, public administration 

 

1. INTRODUCTION 

The implementation of the legal system reform as a condition for the exercise of 

democracy can not be achieved without democratization of society and introduction of 

changes in the freedoms and rights of the citizens and achieving the general right to free 

access to information. (Rutović, 2012)The administrative reform is a slow and politically 

sensitive process and the systems and mentalities can not be changed overnight. 

In a situation of an absence of a simple model to be followed by the countries 

while enforcing the reform, a relatively wide consensus has developed regarding key 

governance criteria which, by virtue of the jurisprudence of the European Court of Justice, 
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can be considered by now as part of the acquis communautaire. They can be grouped into 

the following four categories, with the rule of law in a prominent position: 

1. Rule of law, i.e. legal certainty and predictability of administrative actions and 

decisions, which refers to the principle of legality as opposed to arbitrariness in 

public decision-making and the need for respect of the legitimate expectations of 

individuals; 

2. Openness and transparency, aimed at ensuring sound scrutiny of the 

administrative processes and outcomes and its consistency with pre-established 

rules; 

3. Accountability of public administration to other administrative, legislative or 

judicial authorities, aimed at ensuring compliance with the rule of law; 

4. Efficiency in the use of public resources and effectiveness in accomplishing the 

policy goals established in legislation and in enforcing legislation. 

Given the superior position of authority in administrative matters, public administration 

must develop forms of cooperation with the public in order to be fair and efficient. 

Openness and transparency of public administration are thus at the same time a 

prerequisite and the objective of good administration and good governance at the national 

and global levels. (Kovaĉ, 2016, 64) 

While the importance of good governance receives increasing recognition, increased 

transparency and accountability are seen as much-needed antidotes to the corruption that 

otherwise undermines good governance (Osborne, 2004: Dragos, 2006, p. 26). The issue 

openness and transparency is tightly connected with the free access to public information, 

as the second is a condition for the first. The concept typically means having access to 

files, or to information in any form, in order to know what the government is up to 

(Birkinshaw, 2003: Dragos, 2006, p. 26). Together, they are a key element of reform in 

public administration, much needed especially in former communist countries. (Dragos, 

2006). It is a fundamental right of the citizens in a well-functioning democracy to know 

what public officials are doing. What policies they are pursuing, what laws and regulations 

they are preparing, what programmes they are running, how they are raising and spending 

money and what international agreements they are negotiating. Such information helps to 

curtail the arbitrary use of government power, increases the accountability of public 

officials and helps citizens to formulate their own opinions on issues affecting their lives. 

Yet, even the most open and well-intentioned of governments may hesitate about how 

much and what kind of information to share with the press and population. (Edes, 1999, p. 

151). By enabling access to information, the principle of responsibility of all holders of 

power is strengthening and thus conditions are created for quality building and stability of 

the institutions of a democratic society. In this context, free access to information is a key 

tool in the fight against corruption and improper conduct in any area of public life.Despite 

the legislative, executive and judicial branches,the citizen, i.e the public becomes the 

fourth branchthat controls those entrusted with the management function on free and 

democratic elections. (Rutović, 2012) 
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THE RIGHT TO FREE ACCESS TO PUBLIC INFORMATION - 

INTERNATIONAL LEGAL ASPECT 

 Free access to public information is the basis of democratic life because it affirms 

the openness of public administration, which allows the citizen to form a critical objective 

opinion on the situation and events in society and through legal opportunity to obtain 

information on issues of public interest. Hence, free access to information promotes a new 

approach to the functioning of power and public administration. The publicity of the work 

of state bodies and other holders of power and the freedom of access to information 

constitute essential characteristics of the contemporary legal state. The Law on Free 

Access to Information, inter alia, increases the interest of the citizens for public affairs, 

thus reducing the possibility of concealing corruption, shortcomings in work and 

inefficiency.(Rutović, 2012) Citizens should be informed about the work of the 

administration, but also administration should be informed of the position of the citizens. 

"Administration must know what citizens think about it and should take care of it" (Pusic, 

2006: 29: Tropina Godec, 2009) 

According to Vladimir Vodinelic, PhD, the basic and most important features of the right 

to free access to information of public character are as follows:"It is about the right of 

every (legal and natural) entity to be informed about the data (documents and other 

information) which are in possesion of the authorities and those working for the 

authorities. The right of the person to be informed is not conditioned by the fact that a 

certain right of that person has been violated by some act of the government and the 

person, therefore, needs the information; furthermore, that right is not conditioned by the 

existence and the provision of a proof of any interest and reason for requesting the 

information. In case when authorities possess any information, there is a legal presumption 

that this information is of interest to everyone. If the authorities do not want to give the 

information, they must rebut this presumption, which can be done only in predetermined 

cases. Namely, the required information may not be given when it is necessary for the 

greater interest, both public and private, but it is the obligation of the authorities to prove 

that interest in case of a refusal of the request for information. (Rutović, 2012) 

 Probably the greatest value of the free access to information is that it offers a 

realistic chance for the citizens, the media and the public in general to establish an 

important mechanism of democratic control of the power and an effective tool in the fight 

against corruption with the active use of the free access to information. In that aspect, the 

prescription and consistent application of the right to free access to public information in 

the countries increases the transparency and openness of public administration which, in 

turn, leads directly to its greater responsibility. 

The existence of international legal framework is of great importance in order to achieve 

respect and enforcement of the right to free access to information. In this context, the UN 

Convention on Access to Information, Public Participation in Decision-Making and Access 

to Justice in environmental issues, the UN Convention against Corruption and others 

should be noted. 

 When we speak about documents of the European institutions related to the access 

to public information, they generally include the documents of the Council of Europe, such 

as the Recommendation R (81) 19 on the access to information held by public authorities 

(Recommendation No. R (81) 19 of the Committee of Ministers, Council of Europe) 

andthe Declaration on freedom of expression and information etc. The Recommendation R 

(2002) on access to official documents (Recommendation Rec (2002) 2, of the Committee 

of Ministers, Council of Europe) sets out some basic principles that the member states of 
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the Council of Europe should apply in its laws and practices. Despite the significance of 

the document, having into consideration that it lays the foundation for the exercise of this 

right, however, the main disadvantages were that there is no binding legal force for the 

member states.That was overcome with the adoption of the Convention of the Council of 

Europe on access to official documents (Convention on Access to Official Documents, 

Council of Europe, 2009), which is the first international document that is mandatory and 

applies to the general recognition of the right to access to official documents held by public 

bodies. The Convention sets the minimum standards to be complied with bythe member 

states of the Council of Europe. In addition, it regulates other issues related to the free 

access to information, such as access to those documents, the restrictions and the procedure 

for access to information, i.e, submission of applications and their processing, the notion of 

document, who can apply for access without having to prove a special interest, exceptions 

as the test of proportionality, which is provided to avoid the arbitrariness of the authorities. 

(Savović, 2014). We should also mention Recommendation R (2003) 13, according to 

which the media have the right to inform the public based on the public's right to receive 

information, including information on matters of general interest and they have a 

professional obligation to do so. Resolution 1729 (2010) adopted by the Parliamentary 

Assembly was made as a result of appreciating the meaning of "warning - as an 

opportunity for Strengthening accountability and intensifying the fight against corruption 

and mismanagement, both in the public and private sectors‖. (Savović, 2014) 

 The European Union at first did not legally set out the regulations for access to 

information in special documents.The provisions for guarantees to the public and free 

access to information were laid in the basic documents of the Union. One of the first 

documents of the European Union which had a significant impact on ensuring transparency 

within the organization is the Council Decision on public access to documents in 1993. 

Subsequently, the Decision of the Commission of the European Community 94/90 / EZUĈ 

was adopted, according to Article 255 (3) of the EC Treaty, under which each institution 

stipulates specific provisions in its rules regarding access to its documents. One of the most 

significant acts of the European Union regulating the matter of availability of information 

is Decree No. 1049 of 2001 (Regulation (EC) No 1049/2001, European Parliament and of 

the Council), which underlines the importance of transparency of the institutions of the 

Union and its purpose in the best possible way to regulate the right to access to documents 

and to prescribe general principles and limits on such access. In this context, of significant 

importance is Directive 2003/98 / EC (Directive 2003/98 / EC, European Parliament and of 

the Council) for the reuse of public sector information and Directive 2013/37 / EU 

(Directive 2013/37 / EU, European Parliament and of the Council) which amended 

Directive of 2003. 

 

LEGAL FRAMEWORK FOR FREE ACCESS TO INFORMATION OF PUBLIC 

INTEREST IN THE REPUBLIC OF MACEDONIA 

 Taking into consideration the current trends and the increasingly emphasized need 

for respect of human rights and freedoms, it can be said that there is a global trend towards 

legal recognition of this right.Namely, the countries in the world which aspire towards 

democracy tend to adopt laws on free access to information. 

In the Republic of Macedonia, the right to free access to information of public character is 

provided and guaranteed by the Constitution from 1991, which in Article 16, paragraph 3 

guarantees free access to information and the freedom to receive and impart information. 

In 2006, the first Law on free access to information of public character (herein after 
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LFAIPC) was adopted, which aims to provide publicity and openness in the operation of 

information holders and to enable natural and legal persons to exercise their right to free 

access to information of public character. Given the above, the information holders are 

bound to provide public information throughout their operation. (LFAIPC, Art 2) By 

regulating this matter, a significant step has been done towards the democratization of 

society, opening the institutions towards citizens and increasing public control of the work 

of public bodies and all those who have public authority. 

The Law regulates the conditions, manner and procedure of exercising the right to free 

access to information of public character disposed by information holders. The information 

holders are the state administration bodies and other bodies and institutions established by 

law, municipal bodies, bodies of the City of Skopje and of the City of Skopje's 

municipalities, public institutions and services, public enterprises, legal and natural persons 

performing public competences, established by law. The Commission for Protection of the 

Right to Free Access to Information of Public Character (herein after the Commission) 

publishes a list of holders of information of public character once a year (in the media, a 

bulletin, on a website) and the responsible person of the information holder. (LFAIPC, Art 

1, Art 5) 

 The holders of information have a legal duty to regularly maintain and update the 

list of information they dispose with and to publish such lists so as to make them available 

to the public (on a website, information board etc.). Article 10 of the Law strictly states 

that the holder of information is obligated to inform the public regarding the following: the 

basic data to establish contact with the information holder, in particular: name, address, 

telephone number, fax number, e-mail address and website address; the manner of 

submitting a request for access to information; the regulations regarding the competence of 

the information holder, related to the register of regulations published in the official 

gazette; the proposed programs, strategies, views, opinions, studies and other similar 

documents related to the information holder‘s competence; all calls for bids within public 

procurement procedures and the tender documentation specified by law; information on its 

competencies determined by law; the organization and costs of operation, of providing 

services to citizens in administrative procedures and of its own activities; the issuing of 

information bulletins and other forms of informing; the website publishing of decisions, 

acts and measures affecting citizens‘ life and work; and other information that may stem 

from the information holder‘s competence and operation.  

 Each information holder is bound to provide free-of-charge access to the above 

mentioned information.In order to provide free access to information, the responsible 

person of the information holder is bound to provide to information requesters premises in 

which the latter may have insight to the requested information and officials in charge of 

information mediation are bound to assist information requesters in their requesting 

information in accordance with the Law.  (LFAPI, art 11) The Law prescribes that the free 

access to information is enjoyed by all legal and natural persons, as well as foreign legal 

and natural persons in accordance with the Law. (LFAPI, art. 4) The Law on General 

Administrative Procedure is applied in addition this Law for the exerce of the right to free 

access to public information.  
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Exceptions from the free access to information 

 Exceptions from the right to free access to information are provided by the international 

legal framework for free access to public information; however, in different legal systems they 

are incorporated to a different extent. LFAIPC prescribes the exeptions to the free access to 

information, i.e. the cases when Information holders may reject a request to access to 

information as follows: 

Information that, under the law, represents classified information of an appropriate 

degree of secrecy; 

Personal data which disclosure would mean violation of personal data protection; 

Information on archive working having been identified as confidential; 

Information the disclosure of which would mean violation of the confidentiality of 

the tax procedure; 

Information obtained or compiled within an investigation, a criminal or a 

misdemeanor procedure, for the purpose of conducting an administrative or a civil 

procedure, the disclosure of which would have harmful consequences on the course of the 

procedure itself; 

Information relating to commercial and other economic interests, including the 

interests of monetary and fiscal policies, the disclosure of which may have harmful 

consequences on the exercising of a particular function; 

Information jeopardizing industrial or intellectual property rights (patent, model, sample, 

goods or service seal, product origin indication). 

This information shall become available once the reasons for its being unavailable 

shall cease to exist. However, there is an exception to the previous cases where holders of 

the information can allow access to information.This the case when a mandatory test of 

harm is conducted to establish that in case such information is published, the consequences 

to the interest being protected are smaller than the public interest to be maintained with the 

publishing of such information. Furthermore, if a document or any part thereof contains 

information mentioned before, which may be separated from the document in question 

without jeopardizing its overall security, the information holder shall separate such 

information from the document and shall inform the requester on the contents of the 

remaining part of the document.  

 

The procedure of exercising the right to free access to information 

 The Law prescribes the manner of acting while exercising the right to free access to 

information in detail. Hence, the requester may request access to information in oral, written 

or electronic forms. In this respect, the requester is obliged to state in the request the manner 

of further communication with the holder of the information either orally, in writing or in 

electronic form.Each requester shall, on the basis of his/her request, have the right to access 

information maintained by the information holder, in particular by means of insight, 

transcript, photocopy or an electronic record. (LFAIPC, Art. 12) 

In order to facilitate the exercise of this right, it should be emphasized that the insight to the 

requested information shall be provided free of charge. While for the obtained transcript, 

photocopy or electronic records, the information requester shall pay a fee in the amount of 

the material costs to be covered.  

The Law provides a procedure upon an oral and upon a written request.If the 

requester demands access to information by means of an oral request, the information 

holder shall be obliged to provide the requester with such access, in a manner to allow the 

requester sufficient time to get acquainted with its contents, on which the information 
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holder shall compile a written note, unless the procedure involves information for which 

the exeption has been prescribed.If the information holder responds positively to the 

demand immediately afterwards, or within five days following the submission of the 

demand at the latest, and enables the requester to become acquainted with the contents of 

the information request so as to provide the requester with the opportunity for information 

insight or with a transcript, a photocopy or an electronic record of the information 

requested. In case the information holder responds negatively to a request or is not able to 

respond to such a request immediately, or if the requester files an oral or a written 

complaint as to the manner of their being acquainted with the requested information, the 

official in charge of information mediation shall be obliged to draft a conclusion regarding 

such a demand to include data on the requester and the date of the demand receipt and to 

inform the requester of the information in question regarding the special request or the 

requested information. The requester of the information has the right to appeal to the 

Commission against the conclusion. (LFAIPC, art. 13) 

 Any written request for access to information shall be decided upon by the 

information holder, in a procedure determined by the Law, while the issues within the 

procedure that are not prescribed by this Law shall be governed by provisions set outr in 

the Law on the General Administrative Procedure. (LFAIPC, art. 14) 

The requester shall file a request to the holder of information that shall contain the title of 

the information holder, the personal name and surname of the information requester, data 

on the possible representative or authorized person, the firm or the legal person. In the 

request, the requester shall be obliged to state the information he/she wants to become 

acquainted with and the way in which he/she wants to become acquainted with the 

contents of the information requested (insight, transcript, photocopy, electronic record). 

The requester shall not be obliged to provide justification to his/her request, but it shall 

have to state that he/she is submitting a request for access to information. If, on the basis of 

the subject of the request, it is to be concluded that the procedure of the request to access 

information is in accordance with the Law, the information holder shall be obliged to 

consider such a request. (LFAIPC, art. 16) 

 In case when an information request is incomplete and if, due to this fact, the 

information holder is not able to act thereon, they shall ask the information requester to 

supplement his/her request and shall clearly specify the consequences if the requester fails 

to do so. The requester shall be bound to amend his/her request within three days following 

the date of receipt of the notification on the need of supplementing the information request. 

Should the requester fail to act in this way, the information holder shall, by a conclusion, 

find the request to be withdrawn. Against the conclusion to terminate the procedure, a 

complaint may be filed to the Commission. Where the request even after being 

supplementing is not eligible in accordance with the law and therefore the holder of 

information can not consider the request, the holder of information will make a decision 

and will reject the request. An appeal may be filed to the Commission against the decision 

for rejecting the request. (LFAIPC, art. 17) 

 If the information holder having received an information request does not dispose 

with the information requested, they shall, immediately, and within three days following 

the receipt of the request at the latest, be obliged to forward this request to the information 

holder that, according to the contents of the request in question, is considered to be the 

holder of the requested information and shall inform the requester accordingly. The 

prescribed time period to provide information shall commence from the day the request has 
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been received by the information holder to whom such request has been forwarded. 

(LFAIPC, art. 18) 

 The procedure following a request to access information of public character shall 

be carried out by the official. (LFAIPC, art. 18)If the information holder responds 

positively to a request, they shall compile a report thereon. If the information holder 

decides to fully or partially reject a request, they shall adopt an appropriate decision 

thereto. In that case, the decision shall contain an elaboration of the reasons due to which 

the request in question has been rejected. If the information holder fails to enable the 

requester access to information within the determined time period, and if they fail to 

provide the requester with the decision, the request shall be considered rejected, after 

which a relevant complaint may be filed. (LFAIPC, art. 20) 

 The Law provides deadlines within which the holders of information are bound to 

act upon the requests to access information of public character. In that aspect, the 

information holder shall be bound to answer the requester‘s request immediately, or within 

30 days following the date of the information holder‘s receipt of such request at the latest. 

The information holder shall provide the information in the form requested, unless the 

requested information already exists in a pre-determined form and is available to the public 

and unless it is more desirable that the information be issued in a form other than the 

requested one; in such cases, the information holder shall justify their reasons for such 

information issuing. (LFAIPC, Art. 21) 

 If the information holder should need longer a time period than the one previously 

prescribed to enable partial access to certain information, or due to the large scope of the 

requested document, they may extend the necessary time period, yet the time period for 

issuing the information may not exceed the period of 40 days following the date of receipt 

of the information request. The information holder shall be bound to inform the requester 

in a written form on the extension of the mentioned time period, as well as on the 

justification of the reasons for the extension, which must be done within three days at the 

latest prior to the expiry of the 30 days time period. If the holder of information does not 

act within the additionaly extended deadline, the information requester may appeal to the 

Commission. (LFAIPC, Art. 22) 

 The information holder shall be bound to inform the information requester 

regarding the request for access to information, if the former has already responded 

positively to an identical or a similar request from the same requester, within six months 

prior to the date of such request receipt. (LFAIPC, Art. 23) 

 In case the information holder responds positively to a request, they shall 

immediately enable the requester to become acquainted with the contents of the requested 

information, in particular by means of an insight, a transcript, a photocopy or electronic 

records. If the requester demands that the information be provided to him/her for insight, 

the information holder shall be bound to enable such insight by providing to the requester 

sufficient time to become acquainted with the contents of the information in question. If, as 

a result of the provided information a request for additional information related to the 

documents owned by the information holder arises, together with the already provided 

answer, the requester submits a new request. Should the requester consider that the 

information he/she has become acquainted with is not the information stated in the request, 

he/she may request the information holder to enable him/her to become acquainted with 

the information that was originally mentioned in the request within ten days at the latest 

following the receipt of the repeated request on the part of the information holder. If the 

information holder has not responded to the repeated request of the applicant, after the 
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expiry of 10 days, the information requester may appeal to the Commission. (LFAIPC, Art. 

24) 

 The information holder may fully or partially reject a request if they find that the 

requested information represents information for which an exception is prescribed and 

which may be refused access to. If the request relates to information not disposed by the 

information holder, or if the requested information has already been published, the holder 

of information will stop the procedure with a conclusion. The information requester may 

appeal to the Commission against the conclusion. (LFAIPC, Art. 26)  

The right to legal protection is guaranteed for the requester who has filed the request to access 

information in a legally prescribed manner.The requester shall have the right to file an 

appeal in front of the Commission against the decision in which the information holder has 

rejected his/her request, within 15 days following the date of the requester‘s receipt of the 

relevant decision. The requester has the right to appeal to the Commission if the 

information holder has not acted within the prescribed period and did not allow the 

requester access to information and if the information holder fails to adopt a decision or to 

submit the decision for rejection of the request and when within 10 days after the receipt of 

the repeated request the information holder has not provided the information that the 

requester had stated in the request and if the holder determines that it is information for 

which an exception is provided and should therefore be refused. The Commission shall 

decide upon the requester's complaint within 15 days following the date of complaint 

receipt. If the Commission within the legal timeframe fails to decide on the complaint of the 

request against the first instance decision and fails to decide within seven days after the 

repeated request, the requester may initiate an administrative dispute.(LFAIPC, art. 28)A 

lawsuit to initiate an administrative dispute in front of the Administrative court may be 

filed against a decision issued by the Commission.  

 

Competent authority for providing protection of the right to free access to public 

information 

 According to the Law on Free Access to Information of Public Character, the 

Commission for Protection of the Right to Free Access to Information of Public Character 

is an independent public body, as a legal person, which works and adopts decisions within 

its competencies determined by the Law. The Commission reports to the Parliament of the 

Republic of Macedonia and submits an annual report for its work.(LFAIPC, art. 30) 

The Law prescribes the composition, appointment and dismissal of the Commission.According 

to Article 31 of the LFAIPC, the Commission consists of five members, one of them is 

president and one is vice-president and they perform their functions professionally. The 

term of office of the members is five years with the right to re-appointment. Тhe members 

of the Commission are elected and dismissed by the Assembly of the Republic of 

Macedonia on a proposal of the Commission on Election and Appointment Issues. The 

members of the Commission shall be appointed on the basis of a public announcement 

published in three daily newspapers issued on the whole teritory of Macedonia, one of which 

is published in the language spoken by at least 20% of the population speaking a language 

other than Macedonian. The President of the Commission shall represent the Commission 

and shall manage its work.  

 According to the Law, the Commission shall perform the following tasks: it shall 

decide on each complaint against the decision and conclusion whereby an information 

holder shall reject a request to access information filed by an information requester; it shall 

make sure that the provisions of the present Law are implemented; it shall compile and 
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publish a list of information holders; it shall issue opinions on proposed laws regulating the 

free access to information; it shall carry out activities regarding the education of 

information holders to provide information requesters with information disposed of by 

them; it shall cooperate with information holders regarding the exercising of the right to 

access information; it shall issue proposals regarding the necessary funding for the 

Commission's operation in the process of drafting the Budget of the Republic of 

Macedonia; it shall adopt the Rulebook for its operation; it shall draft the annual report on 

its operation and shall submit it to the Parliament of the Republic of Macedonia; it shall 

perform tasks in the field of international cooperation related with the meeting of Republic 

of Macedonia's international commitments, take part in the implementation of international 

organizations' projects, and shall cooperate with bodies from other countries and 

institutions in the field of free access to information of public character; it shall adopt a 

Statute and other acts to determine the manner of its operation and organization; and it 

shall also perform other tasks determined by the present Law. (LFAIPC, art. 32) 

The legal provisions prescribe the manner of operation of the Commission, 

wherein it is determined that the Commission performs tasks within its competence on the 

sessions and that operates and decides by a majority of the members. (LFAIPC, art. 33) 

The responsible person within the information holder has the obligation prescribed 

by law to draft an annual report regarding the implementation of the Law and to submit 

this report for the previous year, to the Commission by 31 January of the current year. The 

Law provides the content of the report in detail. The Commission shall compile a joint 

report for the implementation of the Law on the basis of data obtained from reports 

submitted by information holders and shall, by 31 March of the current year, submit this 

report referring to the previous year to the Parliament of the Republic of Macedonia. After 

the Parliament of the Republic of Macedonia has reviewed and adopted the report, it shall 

be published in the media (a bulletin, on a website).  

 The legislator has envisaged a misdemeanor responsibility for those who violate the 

provisions of the Law, wherein for the misdemenours stipulated in LFAIPC,a misdemeanor 

procedure shallbe conducted and sanctions will be imposed by the competent court. Prior to 

submitting a request for initiation of misdemeanor proceedings before the competent 

court, a settlement is made by issuing a misdemeanor payment order in accordance with 

the Law on Misdemeanors.Officials are obliged to keep records of the issued 

misdemeanor payment orders and the outcome of the initiated proceedings.According to 

Article 38 of the LFAIPC, an employee within the ―information holder‖ who shall 

disclose protected information will be relieved from any responsibility, insofar as the 

information is of significance for disclosure of a case of abuse of power and corruptive 

behavior, as well as for prevention of serious threats to human health and life and the 

environment.  

 

Functioning of the Commission for Protection of the Right to Free Access to 

Information of Public Character and of the Information Holders 

 With respect to the Commission for Protection of the Right to Free Access to 

Information of Public Character, which acts as an appellate body against decisions adopted 

by information holders, according to the legal obligations, maintains a list of holders of 

information and prepares annual reports based on reports filed by holders of information, it 

can be stated that in the past ten years of its functioning, it has attempted to assert and 

emphasize itself as an important regulator which affects the efficient and effective exercise 

of the right to free access to public information in the country. The level of success of the 
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Commission can be seen from the data and findings in its annual reports, as well as from 

the progress reports of the European Commission for the Republic of Macedonia.    

With respect to the available official data, it can be concluded that a total of 960 

complaints were submitted in 2015, 849 complaints in 2014, 564 complaints in 2013and 

1225 complaints in 2012to the Commission, as an appellate body which decides upon 

complains from requesters. According to the content of the complaints registered at the 

Commission, in 2015, 874 complaints were filed against the silence of the administration, 

i.e. due to failure of the holders of information to act on requests for free access to public 

information within the legal timeframe of 30 or 40 days, 57 complaints were filed against 

the response of the information holder, 21 complaints against decisions of information 

holders for rejecting access to the requested information, 4 complaints against reporting 

and 4 complaints against the conclusion of the information holder. In 2014, 785 complaints 

were filed against the silence of the administration, 44 complaints against the response of 

information holders, 12 complaints against decisions of information holders for refusing 

access to the requested information, 5 complaints against the notice and 3 complaints 

against the conclusion of the information holders. In 2013, 428 complaints were filed 

against the silence of the information holders, 95 complaints against the response of the 

information holders, 21 complaints against decisions of the information holders to refuse 

the request and the remaining 20 complaints were filed against the conclusion of the 

information holders. In 2012, 907 complaints were filed because of "administrative 

silence", 280 complaints against the response of the information holders, 18 complaints 

against the decision to refuse the request, 10 complaints against the notice of the holders of 

information and 10 complaints against the conclusion of the holders of information. The 

conclusion from the above stated is that in continuity the largest number of complaints to 

the Commission were mostly filed due to administrative silence or due to the failure of 

holders of information to act upon the requests for free access to public information within 

the legal timeframe of 30 or 40 days. 

 Considering the legally prescribed opportunity to initiate an administrative dispute 

before the Administrative Court against the Commission's decision, according to the 

records of the Commission against final decisions of the Commission, in 2015 a total of 77 

lawsuits were submitted for initiating an administrative dispute, in 2014 a total of 18 

lawsuits were submitted, in 2013 a total of 41 were submitted and in 2012 a total of 93 

lawsuits. In 2015, the Administrative Court delivered 11 judgments to the Commission in 

which the complaint was rejected as unfounded, 34 decisions for stopping the lawsuits 

because the plaintiff withdrew the lawsuit and there is a procedure in progress for 32 

complaints.In 2014, 13 judgments were delivered to the Commission, of which 4 

judgments and 1 decision from the Administrative Court and 6 judgments and 1 decision 

from the Higher Administrative Court. Acting upon lawsuits of the plaintiffs, the 

Administrative Court adopted two judgments in which the lawsuits were rejected as 

unfounded, 2 judgments that the lawsuit was accepted, 1 that the Commission decision was 

annulled and 1 decision by which the plaintiff's proposal was rejected. The Higher 

Administrative Court adopted 4 verdicts which upheld the rulings of the Administrative 

Court, 2 verdicts that the applicant's complaint was accepted and the Commission's 

decision was annulled and 1 decision for rejecting the appeal as untimely. In 2013, 118 

judgments were delivered to the Commission, of which 89 judgments and 1 decision from 

the Administrative Court and 28 judgments from the Higher Administrative Court. Acting 

upon lawsuits of the plaintiffs, the Administrative Court adopted 84 judgments in which 

the lawsuits were rejected as unfounded, 5 judgments that the lawsuit was accepted and the 
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contested decision was annulled and 1 decision by which the lawsuit was dismissed. From 

the available data, we can derive the conclusion that the Higher Administrative Court 

adopted 28 judgments in which the judgments of the Administrative Court were confirmed. 

Given the legally prescribed authority of the Commission to update the list of holders of 

public information, from the available data it appears that the list of holders of public 

information in 2015 contained 1 278 entities as holders of information, in 2014 it contained 

1,274 holders of information, in 2013 1 267 holders, in 2012 the list contained 1,253 

holders of public information and in 2011 1253 entities.From the above data, as well as 

from the remarks made in the annual reports of the Commission, it can be concluded that 

no clear and consistent approach has been established in terms of which entities are 

considered as holders of public information, which is the reason why their number varies 

from year to year or is in direction of decrease or increase. 

From the data indicated in the annual reports of the Commission, it can be stated 

that  in 2013 996 reports were submitted from information holders, eight of the submitted 

reports due to incorporated numerical indicators and other explanations were incomplete 

and invalid and 271 information holders did not submit a report on the implementation of 

the Law. In 2012, the annual reports were submitted from 830 subjects, 21 of them were 

incomplete or incorrectly filled out and 423 holders did not submit annual reports. 

Considering the legal competence for the submission of reports by the holders of 

information to the Commission and based on the above data implying that all information 

holders did not submit the required reports to the Commission and that in some cases the 

reports were incomplete and invalid, the deriving conclusion is that the legal provisions in 

this section were not fully implemented. 

 

CONCLUDING REMARKS 

 In terms of better information of the citizen, it is important to emphasize the need 

for the existence of a legal aspect. Citizens have the right to information through: laws on 

access to government information, laws protecting personal privacy or personal data and 

opportunities to lodge complaints or appeal decisions. But the effectiveness of 

governments beyond the laws depends very much upon the implementation and the tools 

that gthe overnments are using. The tools are either direct, through government 

announcements on television, radio, in speeches, newsletters, on the Internet or through 

dissemination of government documents.(Blume, 1999) 

There are many things to be done in the future in order to make the regime of 

transparency function properly, in addition to adopting new regulations inspired by 

Western European models. It is known that the implementation is the ―missing link‖ in 

reforming public administration in Central and Eastern Europe (Dunn, Staronova and 

Pushkarev, 2006: DRAGOŞ, 2016). Even after the right of access to information is 

established, questions remain about the timing, accuracy and value of the information 

disclosed, especially due to the fact that the experience of these nations had led to a 

genuine distrust of the citizens in their governments (Brown, Angel and Derr, 2000: 

Dtagos, 2016). 

Behavioural patterns of people and institutions still very much correspond to the 

previous, closed, authoritarian system of government. Apart from specific instruments and 

techniques, the ethics of public actors (especially politicians and top civil servants) and the 

level of participation of citizens would, could and should contribute a lot to the hopefully 

and presumably rising levels of openness, transparency and accountability.(Potucek, 1999) 
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Republic of Macedonia has been continuously working on the process of European 

integration since the signing of the Stabilization and Association Agreement with the EU 

in 2001 and especially after receiving the candidate status for EU membership in 2005. In 

order to meet the administrative criteria for EU membership, the first Strategy for Public 

Administration Reform was adopted in 1999, which was supposed to enable the creation of 

basic conditions for further reform processby amending the basic legislation for public 

administration in a period of three years. The last Strategy for Public Administration 

Reform from 2010 aims to improve the legislative and administrative framework, in order 

to increase the capacity, efficiency and transparency of public administration and to 

improve the service provided to the general public. The Strategy prescribed transformation 

of the Public Administration within a period of five years into an effective, efficient, and 

accountable administration, with citizen oriented services that operate in a transparent and 

open way, while meeting all values and standards of the so-called ―Good Governance‖ 

within the ―European Administrative Space‖.The PAR Action Plan (revised in 2012) 

translates the objectives into measures and actions and is currently regarded by the 

Ministry of Information Society and Administration (MISA) as the main document in the 

area of PAR. The Strategy states that the European Commission has pointed out some 

weaknesses and insufficient changes in the fields of transparency and accountability of the 

various institutions and that there is a need for improvement of the openness and 

transparency of public administration through improved access to public information. 

Following the international standards in this field and attempting to meet the 

conditions for EU membership, the Republic of Macedonia prescribes and elaborates in 

detail the right to free access to public information in its Constitutional framework and in 

its legislation. Although the legal basis generally provides detailed, precise and solid 

foundation for the implementation of the right to free access to information of public 

character in the country, the biggest issue still is the consistent and full implementation of 

the Law on Free Access to Information of Public Character.That is evident from the data 

and findings in the annual reports of the Commission for Protection of the Right to Free 

Access to Information of Public Character and the European Commission's Progress 

Reports on the Republic of Macedonia, which noted ineffective application of the Law, i.e. 

that information related to costs, public procurement, judicial institutions and law 

enforcement institutions are not submitted and the derived conclusion is that the 

Commission does not have sufficient capacity to be proactive and that there is a lack of 

competence with regard to the possibility for punishment and hence the influence in 

direction of better implementation of the legal provisions. (European Commission Progress 

Report, 2015) 
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ABSTRACT 

 ICT is considered to be a very important factor to support high quality education 

for persons with disabilities. Namely, ICT in teaching and learning usually offers wider 

opportunities to implement an innovative approach for a better access to higher education 

and learning motivation. Hence, this paper is focused on perceiving the possible policy 

reforms aimed at promoting inclusive higher education through ICT implementation for 

persons with disabilities. This will certainly contribute to a better integration of these 

persons into the economic and social processes of the country. The expected research 

outcomes are to be as follows: (1) raising the awareness among policy makers to promote 

e-inclusion for persons with disabilities in higher education; (2) developing a list of key 

issues to be addressed by the policy makers. Proposing specific recommendations as 

regards the instruments and measures available to be incorporated into the policies for 

achieving the particular goals; (3) Suggesting ICT methods and approaches that will allow 

increased participation of this social group in the higher education process. 

 

 Keywords: ICT, persons with disabilities, higher education, social integration, e-

inclusion 

Introduction 

―Inclusion is a sense of belonging: feeling respected, valued for who you 

are; feeling a level of supportive energy and commitment from others so 

that you can do your best work.‖ (Miller, Frederick A. and Katz, Judith H. 

2002) 

 

 The information and communication technology (ICT) has caused noticeable 

transformations in many domains of the society and has become one of the key 

accelerators of new reforms in the socio-economic living. In this direction, ICT has 

enabled overcoming the gender, racial, class and social barriers by using a new form of 

inclusion known as e-inclusion.Although the e-inclusion can be applied in many segments 

of the everyday life, it is often focused on solving the problem of providing education for 

everyone and reducing the social differences among various social groups. In this process 

of social inclusion and integration, the vulnerable social group ofpersons with disabilities 

has been often neglected, particularly when it comes to their inclusion in the higher 
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education.The possibilities for integration of these persons in the primary and secondary 

education are substantial due to its compulsory character, but they can be easily excluded 

from the higher education because of the non-existing technical capacities, didactic-

methodological preconditions, as well as academic performances for their integration. As a 

consequence, the motives for such e-inclusion and integration of persons with disabilities 

in the higher education are multiple with respect to granting the right of higher education 

to everyoneand creating an equitable and human society. In this context, the e-inclusion is 

generally focused on the ways of utilizing ICT in the education of persons with 

disabilities,such as: technology to train or rehearse, technology to assist learning and 

technology to enable learning (Abbott, 2007). 

Literature review 

 Many studies analyse the issue of social integration of disabled persons, including 

the aspects of their integration in the veducational processes. Even though thev majority of 

these studies are focused on the vanalysis of their inclusion in primary and secondary 

education, there are only few that are focused on researching the integration of this social 

group in the higher education. The OECD study focused on the higher education 

opportunities available for persons with disabilities points to the need of a distinctive 

approach in perceiving these opportunities due to the specific features of higher education 

(OECD, 2003).  

 The review of the related research consists of two parts. The first part relates to 

strategic frameworks and policy documents in this field and the second part refers to 

specific studies on university and college environments and students with disabilities. 

Thus, several strategic documents and policies have been adopted at international level 

beginning with the Universal Declaration of Human Rights (1948), followed by to the 

Convention against Discrimination in Education (1960) and most recently, the Convention 

on the Rights of Persons with Disabilities (2006). Specifically, Article 24 of the last 

mentioned Convention highlights the relevance of the possibility to improve the education 

of disabled persons pointing out that ―Though accurate figures are not yet available for all 

countries, the prevailing trend is that children and adults with disabilities tend to have 

much less access to education (at any level) than their non-disabled peers.‖ That is to say, 

it is mainly focused on the elimination of disability based discrimination in educational 

settings, as well as on the provision of inclusive education at all levels. The World 

Conference on Special Needs Education: Access and Quality, held in Salamanca, Spain, in 

June 1994 gave a significant contribution to the inclusive education of disabled person, 

resulting in the UNESCO Salamanca Statement and the Framework for Action in Special 

Needs Education. 

 The European Disability Strategy (2010-2020) promotes a similar approach related 

to the educational opportunities of persons with special needs. It clearly states that disabled 

pupils and students must benefit from an accessible education system and lifelong learning 

programmes. The Strategy therefore supports the accessibility of general education 

systems, individual support measures and the training of professionals working in 

education. 

 Many studies that have been conducted in the field of higher education and 

disabilities have discussed the difficulties that this social group faces in the educational 

environment. These studies are dealing with different aspects of this issue, such as 

academic and social integration of university students with disabilities, as well as 

awareness and attitudes toward them. For instance, Getzel, Thoma, E., McManus, (2005, 
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2008) have examined the levels of satisfaction with accessibility, special services, and 

accommodations at universities for disabled persons. Also, a survey conducted on the 

social support and barriers to higher education for disabled students indicates that the 

attitudes of the faculty and student affairs administrators toward students with disabilities 

are influenced by both institutional and individual characteristics (Lewis, L.Farris,E.1999). 

In addition, the role of the institution's disability support services in supporting their social 

integration is analysed. 

Fuller et. al. (2004) has examined the difficulties that the students with disabilities faced at 

university and they indicated many obstacles in participating in discussions and answering 

questions, difficult access to the educational centres, and a lack of suitable computer 

programs and other ICT resources.  

Another important study in this field analyses the issue of Dissabled Students and 

Multiple Policy Innovations in Higher Education (Riddell et.al.2004). Furthermore, the 

study entitled Supporting Disabled Students in Practice: A Tripartite Approach, (Griffiths 

et.al. 2009), points out that universities are required to make reasonable adjustments for 

disabled students.  

Significant results regarding this problem were obtained in the research related to 

―Inclusion of Students with Disabilities in Higher Education: Performance and 

Participation in Student's Experiences‖, (Sachs & Schreuer, 2011). The main conclusion 

highlights of that data analysis indicate that students with disabilities invested more time to 

meet the demands of their studies, participated in fewer social and extra-curricular 

activities and used computers and information technology less. Higher education institutes 

still have a long way to go to reduce the gap in the social inclusion of students with 

disabilities and to adjust the academic standards for their needs. However, it is obvious that 

there is a lack of current research regarding the usage of ICT in the higher educational 

process, indicating that special attention should be put on this issue in further research and 

practice. 

 

 The role of ICT 

 Recent studies indicate that ICT can facilitate the social, economic, and civic 

participation of persons with disabilities. Accessible ICT can level the playing field for 

persons with disabilities across life domains including education, employment, e-

governance and civic participation, financial inclusion and disaster management (Raja 

D.S., 2016).  

 The issues related to the ICT implementation in function of improving the access 

of disabled persons to the educational services is receiving a growing importance. Yet, a 

small number of studies are focused on researching this issue. A UNESCO study about 

ICTs in Education for persons with disabilities emphasizes that ―the application of ICT is 

very important as it plays an essential role in supporting high quality education for learners 

with disabilities. The advantages of ICT usage in the teaching and learning process are 

based on the possibilities it offers for alternative means of communications, providing 

access to educational resources in a more convenient way and to enhance learning 

motivation (UNESCO, 2011).‖ By overcoming the obstacles of time and space, 

supplementing vital human functioning and supporting the development of crucial skills, 

these technologies contribute to the increased effectiveness of the educational processes by 

enabling persons with disabilities to actively participate in the teaching-learning process 

(Martínez R. S., 2011). In this context, UNESCO identifies three main categories of ICT 
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uses: a) Compensation uses related to the usage of new technologies as a technical 

assistance that allows students with special needs to take an active part in the process of 

interaction and communication whereby the technology recoups or substitutes the lack of 

natural functions; b) Didactic uses where the ICT is used as a learning tool i.e. for 

implementation of new teaching and assessment methods for students with different 

educational needs; c) Communication uses through which the ICT eases and makes the 

communication possible (UNESCO, 2006). 

 In addition, ICT enables students with disabilities to take advantage of distance 

education. The ability to access course materials ahead of time via a course website, to 

participate in online discussions with classmates and the instructor, and/or to participate at 

home instead of traveling to campus afford many individuals with disabilities the chance to 

be productive and active learners when it was otherwise impossible or arduous (Jerome 

M.K, 2008). 

 Bjekic D., et. al. (2014) identify a wide list of benefits of developing e-learning 

courses for students with disabilities, such as: a) peer support by using computer mediated 

communication tools and possibilities for peer-to-peer collaboration and avoidance of 

social isolation; b) web-based education enables students with disabilities to be proactive 

and self-reliant, rather than reactive and dependent; c) controllability of learning; d) 

flexibility in time and space afforded by distance education modalities allows students to 

progress at their own pace; e) multimodal communication, or the wide range of e-learning 

communication tools allows presentation of information in the way adaptable to specific 

disability; f) individual student-teacher communications can take place efficiently and 

easily; g) asynchronous communication is the benefit for students with disabilities; h) the 

ability to work at home and to arrange the physical environment; hardware devices and 

software are adapted to the special needs of students with disabilities, etc. (Bjekic D., et. al. 

2014 ) 

 ICT is a core element of the inclusive educational tehnologies. In fact, ICT has 

significantly enabled the transformation of the traditional assistive technologies into 

inclusive technology which is ―mainstream technology that can be used with either no or 

minimal adaption by a person with a disability as an accessible technology. It is also seen 

as technology that provides social inclusion, such as communication and interaction, for 

persons with disabilities.‖ (Hayhoe, S. 2014). Thus, Hayhoe points out that inclusive 

technology should enable equal opportunities for disabled students in the educational 

process i.e. they should not have a separate form of education. This brings the study of 

assistive technology in line with the educational philosophy of inclusion in education, one 

that states that all students should have social and cultural equality with each-other in all 

forms of teaching and learning (Hayhoe, S. 2014).  

 

Policy-relevance and policy recommendation: focus on Macedonia 

 During the past two decades, the process of economic and political reforms 

conducted in the Republic of Macedonia and other Balkan countries implied further 

marginalization of the persons with disabilities from the social processes. Despite the 

broad normative framework for social rights protection in the Republic of Macedonia, 

which also regulates issues regarding the possible improvement of the state of persons with 

disabilities, their social integration is being achieved very slowly. The legislation in this 

field comprises the following acts: Law on Social Protection, Family Law, Law on Child 

Protection, Law on Prevention and Protection against Discrimination, Disability 
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Organizations Act, Act on the Use of Sign Language, Law on Employment of Disabled 

Persons, etc. Moreover, several strategic documents have been adopted, among which 

special emphasis should be placed on the National Strategy for Equal Rights of Persons 

with Disabilities 2010 – 2018 and the National Strategy for Reduction of Poverty and 

Social Exclusion in the Republic of Macedonia. There is also a National Strategy for 

development of e-contents 2010 – 2015, which treats the issues for ICTs implementation in 

education in general, but it does not incorporate any important solutions related to the e-

inclusion of persons with disabilities in the higher education.  

The above mentioned documents and the defined legislative framework 

incorporate several aspects and dimensions related to the issue of persons with disabilities 

integration in the educational process. Yet, only few policy instruments and normative acts 

refer to the issue of greater inclusion of this social group into the higher education. Only 

the Law on Higher Education offers more favorable study conditions and benefits for the 

students falling into the category of blind, deaf and disabled. However, one should notice 

that there is no systematic registration or clear indicators about the students with 

disabilities participating in higher education in Macedonia, nor an adequate institutional 

framework and infrastructure opportunities through which they may meet their needs in 

terms of their inclusion into the higher educational process. 

Recently, the young population in Macedonia has been increasingly interested in 

obtaining higher education. Notwithstanding, evidence suggests that there is no specific 

increase in the share of the persons with disabilities in higher education. Previous 

experience of the Macedonian higher education institutions indicates certain obstacles that 

restrain the effective integration of these students into the educational process, such as: 

 The Faculties do not have adequate technical resources and appropriate equipment 

that correspond with the needs of the disabled students; 

 The existing physical infrastructure of the universities is not adjusted to this 

category of students; 

 There is a lack of computerized didactic material and other educational material 

adapted to the needs of persons with various types of disabilities; 

 There is a lack of mechanisms for their integration into the students‘ social life and 

better communication and collaboration with colleagues. 

These restraints hinder the progress in the field of higher education and thus the 

possibilities to improve the employability and professional development of these social 

groups in particular, as a basic precondition for their social inclusion and integration. 

The above stated facts clearly indicate that researching this issue is particularly important 

for the implementation of further reforms in the system to improve the conditions for 

persons with disabilities, especially in terms of the benefits and advantages that ICT offers 

to strengthen their inclusion into the higher education. Therefrom, the main challenges for 

the forthcoming government interventions will be in the following domains: 

 Raising awareness that persons with disabilities should be provided with an 

inclusive higher education whereby ICTs will have an important role; 

 Promoting an e-inclusion policy as the most efficient and most accessible approach 

for wider social inclusion of the persons with disabilities;  
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 Proposing policy measures and possible amendments to the national legislation for 

increasing the participation of disabled persons in higher education;  

 Developing physical and ICT infrastructure in accordance with the special needs 

of the disabled students;  

 Promoting distance learning as a useful way for wider access of persons with 

disabilities to higher education; 

 Supporting the development od adequate didactic material and other educational 

tools necessary for this group of students. 

Conclusion 

 ICT development has opened many possibilities for persons with disabilities to 

improve their access into the higher education. The lack of official data about the number 

of persons with special needs in Macedonia makes it impossible to talk about the rate of 

their enrollment in the higher education, notwithstanding it might be considered very low. 

Taking into consideration the current situation with the inclusion of persons with 

disabilities in higher education, it is evident that there is a wide scope for intervention 

through policy measures. The ICTs provide new opportunities for facilitating the access of 

disabled persons to higher education and improving their position in society. In this regard, 

the new strategy should provide a new paradigm for the treatment of these persons in 

society because educated people, regardless of which category they belong to, contribute to 

increasing the welfare of the society as a whole.  
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ABSTRACT 

 Human resources are without a doubt the most important and most specific 

resource used bycontemporary organizations in general and health care organizations in 

particular. Obviously, the humanresources engaged in providing health care services are 

quite specific in terms of their characteristics,scarceness, knowledge and skills etc. 

However, despite that, in terms of the process of humanresource management, they share 

several common characteristics with the human resources in otherorganizations. The paper 

is mostly research based and presents the main findings of a survey of 450health care 

employees in the Republic of Macedonia. The paper identifies the main factors 

influencingthe level of motivation of the health care employees in the Republic of 

Macedonia, determining some ofthe main sources of their satisfaction and dissatisfaction. 

 It is important for the wider population to understand that 90% of the injuries that 

occur each year can be prevented. According to the ILO statistics, the annual cost of 

financing cash benefits, health care and rehabilitation of work-related disabilities is 

colossal: a sum equivalent to 4 % of the global gross domestic product (GDP) for work 

injuries alone. And in some developing countries, the cost equates 10 % of their national 

GDP (ILO, 2008). This sector is composed mainly of small enterprises employing 10 

people or less. The EU workforce in the catering sector is young according to the European 

statistics (EU-25, Eurostat 2005), some 48 % are under 35 and people of 55 years and 

older make up less than 10 % of the workforce, although numbers are rising as a result of 

the demographic change. Female workers make 54% of the workforce, outnumbering men. 

The sector is considered a good place for young and relatively unskilled people to enter the 

workforce. The educational level of the workforce is low: 40 % of employees are relatively 

unskilled; only 1 employee in 10 has a high level of education. Despite the demanding 

working conditions, the sector does not have above-average rates of accidents and disease. 

Is Macedonia too rich or only takes this fact for granted? The main objective of this paper 

will be a short overview on the Occupational Safety and Health situation in the catering 

industry with emphasis on the legal framework, the employer‘s obligations and the 

statistical data provided by the State Labor Inspectorate. 

 

 Keywords: human resource management, employee motivation, health care  

 

Introduction 

Occupational Safety and Health is a multidisciplinary field (mechanics, medicine, 

psychology, management, andragogy, legal regulations, etc) including a large number of 

regulations that govern specific labor areas and processes. The other aspects of this paper 

include the actual situation in the Occupational Safety and Healthcare in Macedonia, the 

legal requirements and possible further steps in promoting Occupational safety and health 

in this sector. 
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In the years to come, many of those who are now working will be faced with 

numerous health related problems such as skin problems, musculoskeletal disorders, 

cardiovascular and psychosomatic diseases. In this sense, the strict implementation of legal 

rules will greatly contribute to the reduction of accidents at work, but also the decrease of 

professional diseases and thus improve the work environment of the employees working in 

these jobs. According to the Macedonian State Labor Inspectorate Report, it is clear that in 

almost all cases, only the general rules of the Law on Safety and Health at Work apply and 

very few or no specific rules are provided for in the Bylaws in the above mentioned sector. 

The main objective of the Inspectorate is greater security for the workers, which can be 

achieved by greater vigilance during their inspections. 

Human resources are without a doubt the most important and most specific 

resource used by contemporary organizations in general and health care organizations in 

particular. Obviously, human resources engaged in providing health care services are quite 

specific in terms of their characteristics, scarceness, knowledge and skills etc. However, 

despite that, in terms of the process of human resource management they share several 

common characteristics with the human resources in other organizations. The paper is 

mostly research based and presents the main findings of a survey of health care employees 

in the Republic of Macedonia. The paper identifies the main factors influencing the level 

of motivation of the health care employees in the Republic of Macedonia, determining 

some of the main sources of their satisfaction and dissatisfaction. 

 

1. Occupational Safety and Health Law 

The last Macedonian Occupational Safety and Health Law was adopted by the 

Parliament of the Republic of Macedonia on March 12 1998 under number 13/98. 

Occupational Safety and Health under this Law is conceptualized as an elementary part of 

the work organization and of the work process as well. With this, it is applicable to every 

employee (male or female) and to every working process regardless of the type and 

complexity of the work. 

According to this Law, the employer is responsible to organize and conduct 

Occupational Safety and Health and to provide safe working conditions in the working 

environment. Pursuant to this Law, the employer is obligated to: 

1. Plan and manage Occupational Safety and Health in the working environment 

2. Organize Occupational Safety and Health 

3. Provide professional training to all employees for safe and independent work 

4. Examinations and testing of: 

a) Working tools; 

b) Biological; 

c) Chemical; 

d) Physical hazards; and 

e) Microclimate in the working environment, as well as for the support rooms 

and premises 

5. Health examinations (previous and periodical) of the workers who work under 

special working conditions
1
. 

AlthoughOccupational Safety and Health is defined as a social right of the workers, its 

economic character and meaning are greatly emphasized. Under this Law, the definition of 

Occupational Safety and Health is not only protection of the worker from physical injuries 

                                                      
1 Special Working Conditions – Conditions involving a higher risk of injury or occupational disease 
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and professional diseases, but also protection of his psychological personality. Pursuant to 

this Law, manufacturers, designers, constructors and importers of tools on mechanical 

drive, personal protective equipment and dangerous and hazardous materials have to 

comply with the prescribed Occupational Safety and Health measures. The same is valid 

for the facilities designed for working and supportive premises, as well as the facilities 

where a technological process is conducted under open sky. 

The Occupational Safety and Health Law prescribes measures and norms for safety at 

work for all technical and technological processes. Furthermore, the Law emphasizes the 

previous (technical) protection and requires from the manufacturers, designers and 

constructors of working premises, machines, devices and personal protective equipment to 

implement the prescribed Occupational Safety and Health measures, norms and standards 

even in the construction phase.
2
For the first time in the Republic of Macedonia, a new 

institution was introduced with this Law - Workers Occupational Safety and Health 

Representative – directly elected by the workers, who can be at the same time a Union 

representative as well. 

During the drafting of this study, the Ministry of Labour and Social Politicy presented 

to the public the draft version of the new Occupational Safety and Health Law. The main 

reason of the Government to adopt a new OSH law was to fully translate the European 

Directive 89/391/EEC byestablishing a consultative OSH body and a legal framework for 

developing an OSH National strategy. 

 

2. Regulation of the Occupational Health Services 

The Occupational Health services (Labor Medicine) are regulated with the General 

Health Care Law (38/91; latest amendment in 2005). This Law defines the rights related to 

health protection of the general population, the relations and rights to health insurance, the 

procedures for using health protection and the health protection system and organization. 

Under this law, it is clearly defined that every person is entitled to health protection and 

based on solidarity, every person is entitled to insurance. The funds for health protection 

insurance are provided from the income contributions deducted from the profit made by 

the company, from the gross salary of the employees, the budget of the Republic of 

Macedonia and other sources. All these funds are paid into one common Fund, called 

Health Insurance Fund.
3
 

Additional Health insurance is deducted from the gross salary of each employed 

person in Macedonia and paid into the Injury Insurance Fund. The purpose of this fund is 

to cover all work related injuries treated by the public health care institutions. 

Furthermore, according to this law, the Republic of Macedonia gives employers an 

open opportunity to insure their employees from work related risks at an Insurance 

Company. This insurance is known as Collective Insurance. Insurance covers all work 

related injuries and in some cases expands to the period when the employee is at home 

(24/7/365). When an injury occurs, the employee needs to report it to the Insurance 

Company contracted by his/her Company after the recovery period. The employee needs to 

present appropriate medical documents to the Insurance Company to justify the degree of 

disability caused by the injury. 

                                                      
2 Internet source: http://www.europe-cities.com/destinations/macedonia/health/  17.01.2017 
3 Health Strategy of the Republic of Macedonia, 2020 Safe, Efficient ond Just Health Care System, 2010 
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More specifically, Occupational health is defined by this law as Specific Health 

protection where employers are obligated to provide health protection to their employees 

by providing exams to:
4
 

1. Determine the health conditions and working ability of the employees to perform 

certain jobs and job assignments; 

2. Systematic, control and periodical exams of the workers with respect to the 

gender, age and working conditions required for performing certain jobs and job 

assignments; 

3. Health exams that employees have to take in order to preserve the environment, 

the consumers and the users of other required health examinations; 

4. Determine the health conditions of the employees to perform specific jobs and job 

assignments, or due to the obligations of the companies in regards to the 

Occupational Safety and Health regulations; 

5. Discover and remove causes which can have hazardous influence over the 

employees‘ health while performing their duties; 

6. Evaluate the influence of the hazards from the working environment such as dust, 

noise, illumination, increased radioactivity, vibrations, evaporations of chemicals 

etc. in order to protect the employees from Professional (occupational) diseases; 

7. Provide health education and ensure health culture promotion; 

8. Follow up and promote hygiene at work, as well as adequate nutrition; 

9. Study and take appropriate measures to decrease temporary absenteeism and 

invalidity; 

10. Evaluate the need to send certain employees to organized medical holidays and 

active recreation; 

11. Other preventive measures. 

All work related examinations are divided into two groups: 

 Prior employment examinations, where the law prescribes examinations to be 

performed to all employees who have to work in a working environment where an 

increased risk of injury and professional diseases exists, 

 Periodical medical examinations where all employees from the previous paragraph 

are sent in equal time period to follow up their health condition. 

It is worth to mention that the employees have to take these medical examinations, 

if they work in job positions with increased risk of injury and they are obligatory. The type 

and periods of these examinations are defined with a Rulebook. 

3. Occupational accident and disease insurance (workers compensation)  

According to the current legislation in Macedonia, every employee pays additional 

health insurance which is paid into the budget of the Republic. The amount of this 

additional health insurance is 0.5% of the gross salary and it is paid on a monthly basis. 

The purpose of these funds is to cover the medical expenses for employees who suffer an 

injury at work. These funds are paid to the medical institution that treats the injured.
5
 

                                                      
4  Kjosev S.& Nedanovski P. ―Health Care System in the Republic Of Macedonia – CurrentSituation 

andDevelopment Perspectives‖, Revista Tinerilor Economiti, стр. 52 
5 State Statistical Office. 2010. Makedonija niz brojki 2010. Државен завод за статистика. [Online] 2010. 

[Cited: 03 22, 2011] 
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Another option is also available to the employees in Macedonia, but it is clearly on 

a voluntarily basis and it is usually obtained through the Trade Unions in the companies or 

solely by the company if the management decides to provide this benefit to its employees. 

Namely, the insurance companies in Macedonia offer the so-called "Collective insurance" 

and for a monthly fee per employee, the Insurance Company provides an insurance policy 

to the employees covering: 

 Financial compensation in case of death as a result of an injury 

 Financial compensation in case of becoming disabled 

 Financial compensation in case of death as result of an illness 

 Expenses related to a medical treatment or for a daily stay in the hospital 

(optional). 

To be able to claim such insurance, the insured employee has to be the holder of 

such insurance and to have paid the fee for the month when the accident happened. After 

filing an official claim, the employee will be asked to present all relevant data (X-ray 

pictures, medical release documents from the hospital, accurate diagnosis, etc.) which will 

be checked by a Censor (Doctor Specialist consulted by the Insurance Company) and if the 

claim is justified, the money will be transferred to the employee‘s account. This kind of 

procedure usually takes from one to three months. A List of Occupational diseases 

(Professional diseases) has been prepared by the Institute for Labor Medicine, but it has 

still not been endorsed by the relevant governmental bodies, such as the Ministry of Health 

and Ministry of Labor and Social Affairs. 

4. Situational analysis and recommendations 

It would not be far from the truth to conclude that even though the Republic of 

Macedonia has all the relevant bodies to enforce the implementation of the Occupational 

Safety and Health on every level, the enforcement is not satisfactory. The main reason lies 

in the strength and capacities of the Stakeholders, the support or inter-linkages between 

them, and above all, in the professional approach toward Occupational Safety and Health. 

The Republic of Macedonia is one of the few countries that actually have Occupational 

Safety and Health Studies at University level and one of the countries that has 150 

Graduated Occupational Safety and Health Engineers. Adding the 200 Occupational 

Health Professionals to this number creates an army of OSH professionals, which can turn 

the current situation into maybe one of the leading and advanced OSH situations in the 

Balkans, if the professionals are properly engaged and utilized. 

However, the situation is completely different and many believe that this is due to 

the economic situation in Macedonia. Many hold the opinion that this is due to the fact that 

many of the managing job positions in the Government are given only according to 

political and party membership criteria. This is a more complex issue and needs more 

detailed analysis in order to determine the real cause for this situation. The good thing is 

that the OSH professionals, as well the Social Partners, through their activities, are 

increasingly emphasizing Occupational Safety and Health as the main social issue that 

needs to be addressed without any further delay. 

5. Participation at national, sectoral and enterprise levels 

The Economical Social Council at national level is a tripartite body based on to the 

needs to discuss the economic and social rights of the citizens of the Republic Macedonia, 

which also include the OSH issues. This body is consultative and its decisions are not 
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obligatory for the Government, to date its decisions have been taken seriously and applied. 

Decisions are made with consensus. This body consists of 3 members and 3 deputies from 

all Social partners. The Government, through the Ministry of Labor and Social Policy, the 

Federation of Trade Unions of Macedonia and the Organization of Employers are the 

signatories of this body. It must be underlined that the OSH issue is not a very present 

subject in the dialogues between the Social Partners, and by that, very little has been 

achieved in the promotion of the OSH on a national level. 

Collective Bargains are signed between the social partners (Employer's 

Representative and a Representative of the Trade Union) and they cover the rights and 

responsibilities that are not covered by the Law on Employment or other relevant laws. 

Some of the requirements described with the Collective bargaining are (e.g.: COB of the 

governmental organizations and Associations of citizens of the Republic of Macedonia):
6
 

 The collective bargain signed at the employer's level obligates the employer to 

provide the necessary OSH conditions, define the working positions where an 

increased danger of injury exists and the requirements that the workers have to 

meet in order to work in such positions, as well as to insure such employees 

according to the existing laws and regulations. 

 The employer is obligated to provide the employees with medical examinations for 

diagnosing professional and other diseases and for their effective treatment related 

to the working conditions and health conditions of the workers. 

 Each worker is responsible during his/her work to use all personal protective 

equipment and to follow the OSH rules and instructions. 

 In the process of conducting OSH measurements, the Trade Union has the right 

and obligation to participate and provide the employer with an opinion in regard to 

the planning and promotion of the working conditions, when new technology is 

implemented in the working process; to be continuously informed about the OSH 

conditions in the working environment, and in cases of their violation, to report it 

to the OSH inspectorate. 

The Collective Bargains are mainly negotiated on Sectorial level and they cover employees 

from different branches of industry. There is no separate OSH collective bargain and the 

OSH is included as a separate issue under the Chapter Rights of Employees. 

6. Recording and notification of occupational accidents and diseases 

According to the law, every employer has the obligation to report to the Labor 

Inspectorate every serious accident, every collective accident (where many people are 

injured) and every death as a consequence to a work related injury within 24 hours. 

Additionally, every occupational disease has to be registered by the Labor medicine 

doctor; however, it is not currently possible since there is not a list of occupational 

(professional) diseases existing in Macedonia. The company itself has obligation to keep 

records of every injury, disease and accident at work. Experience shows that many of the 

companies do not have such records and many of the non-fatal injuries at work are 

addressed even without reporting them to the authorities. 

All data for the injuries and investigations related to injuries are maintained by the 

Labor Inspectorate. This information is published on a monthly basis and can be found on 

their official web page. This information is also the basis for their annual report. Having a 

                                                      
6 Official Gazette. Law on Occupational Safety and Health. Skopje: Official Gazette 2007.92  
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huge number of officially work capable unemployed population (according to statistical 

data around 35%), and closely connected to that, a population of "grey" workers, who are 

unregistered employees for whom health and pension contributions are not paid, it is very 

realistic that an enormous number of injuries and occupational diseases are not reported. It 

would not be wrong to state that in the past 15 years of the Macedonian transition (since 

gaining its independence), the greatest problem related to OSH has been under-reported. 

7. An overview of the health care sector in the Republic of Macedonia 

The health care sector in the Republic of Macedonia is one of the most important 

aspects of organizing Macedonian society. The health care system of the Republic of 

Macedonia is based on a vertical and geographical organizational structure. This makes the 

health care services easily available for all citizens of the country. In less than an hour, 

they get access to health care services. All cities have health care institutions and many 

villages have small hospitals that offer medical services. 

In addition, hundreds of private outpatient facilities function all over the country. 

The Republic of Macedonia, when gaining its independence in 1991, inherited a large and 

well established health care system with good geographical and financial accessibility, a 

long positive experience with health insurance covering nearly the entire population, 

qualified staff, good control of infectious diseases and almost full coverage of the 

population with the national immunization program. The health status of the population is 

similar as in the other countries of South-Eastern Europe, but is lagging behind the EU 

countries. However, the health care sector is faced with several challenges associated with 

the improvement of the population‘s health status, the provision of basic benefits package, 

delivery of health services, public health, planning, management and development of 

human resources, quality assurance, health financing and provision of a sustainable health 

care system.
7
 

The main providers of health services in the country are the public and private 

health organizations. The private health care sector is continuously growing. With the 

recent health reforms, the public primary health care (PHC) organizations were privatized. 

General practitioners, gynecologists, pediatricians, occupational medicine and school 

medicine physicians being part of the PHC were given premises, equipment and devices 

under concession. A shift from a fix salary to per capita payment system of the physicians 

was introduced. The reform intended to bring a better quality service by introducing 

competition. There is a growing private hospital sector with an outflow of qualified 

medical personnel from the public to the private sector. For the time being, privatization 

has brought no significant changes to patients regarding PHC services, which is contrary to 

the services of the private hospitals where the costs are significant if they are not HIF 

contracted.
8
 

The health care system in the Republic of Macedonia is comprised of three main 

segments: primary health care, secondary health care and tertiary health care. Primary 

health care in Macedonia is provided by different types of private and public health care 

organizations: doctor‘s offices, health care stations and health care institutions. Preventive, 

promotional and curative services are provided in the primary health care. The latter is 

provided by many different types of health workers and co-workers: general physicians, 

                                                      
7  Kjosev S.& Nedanovski P. ―Health Care System in the Republic of Macedonia – CurrentSituation 

AndDevelopment Perspectives‖, Revista Tinerilor Economiti, p. 59 
8 (WHO, p.1). 
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specialists in general medicine, pediatricians, school age medicine specialists, 

gynecologists and occupational medicine specialists. The health workers stated above do 

not provide comprehensive primary health care, except in villages with only one doctor.  

This system performs well in some areas (for example when providing 

immunization and antenatal care) and not so good in others (for example non-rational 

prescribing, high referral rates, lack of co-ordination between various treatments and 

prevailing medicament treatment of the patients with mental health problems without 

paying sufficient attention to the psychosocial dimensions of the treatment). Too many 

patients are examined by emergency care services or by secondary and even tertiary level 

physicians that could have been treated well at the primary care level if the conditions were 

better, or if gatekeeping had been respected better. Secondary health care is provided in 

specialist-consultative services, general and special hospitals, offices and institutes. 

Tertiary health care is provided in clinical hospitals and in the University Clinical Centre. 

Preventive, curative and rehabilitation health services are provided at these two levels, and 

health care is provided by different types of specialists and sub-specialists.
9
 

 

8. Health care human resources in the Republic of Macedonia  

The Republic of Macedonia has had a permanently growing number of doctors. 

Studies point to asurplus of health personnel. This seems to be partly the result of the 

relatively high obligatory numberof medical doctors per 1000 citizens, for example, as 

defined in the system established prior to 1991and partly the result of the absence of a 

strict quota for professional training. Furthermore, the data analysis on the employment of 

medical personnel confirms that the 1990s saw no significant policychanges in this field. 

Accordingly, the sector experiences difficulties in employing all qualifiedpersonnel and 

thus there is unemployment among doctors and nurses. However, the recentreduction in 

the admission numbers to the Medical Faculty aims to take account of these difficulties. 

Onthe contrary, unemployment among pharmacists is rare. 

Since the independence of the country in 1991, a permanent growth in the number 

of physicians canbe noted starting from 4,396 in 1990 up to 5,649 in 2015. In parallel with 

the increased number ofdoctors in the Republic of Macedonia, there has been of process of 

improving the structure of doctors.While in 1990 more than half of the total number of 

doctors in the country belonged to the category ofgeneral physicians, in 2015 this number 

fell to only 37%. Similarly, the number of dentists andpharmacists in the Republic of 

Macedonia has grown rapidly over the years, although not with thesame intensity. While 

the number of dentists has grown from 1,112 in 1990 to 1,622 in 2015, thenumber of 

pharmacists has doubled during the same period going from 372 up to 782. 

9. Employee motivation in the heal care sector in the Republic of Macedonia  

In order to determine the level of employee motivation in the health care sector in 

the Republic of Macedonia, 38 doctors were interviewed with a questionnaire prepared 

specifically for this task. Several job dimensions were included in the research. As can be 

noted from Chart 1, not surprisingly, over 90% of the respondents preferred to describe 

their jobs in positive terms and only 9% of the respondents described their jobs as boring. 

  

                                                      
9 Health Strategy of RM 2020, p.4 
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Chart 1: Job description 

 

The research proves that the level of salary is the most important factor influencing 

employee motivation in the health care sector in the Republic of Macedonia. In fact, 40% 

of employees have declared that the most important aspect of their job is the salary (see 

Table 1). 

Table 1: The highest ranking factors of employee motivation 

Factor of employee motivation n % 

Salary 85 40.09 

A sense of value 22 10.37 

Job safety 31 14.62 

Mutual respect 7 3.30 

Job autonomy 14 6.60 

Opportunities for skill development 12 5.66 

Opportunity to be creative 9 4.24 

Opportunity to learn and improve 10 4.71 

Being praised for a job well done 7 3.30 

Working in a growing profession 12 7.07 

The fact that the level of salary is a dominant factor influencing employee 

motivation in the health care sector in the Republic of Macedonia was proved once more 

when the employees were asked to determine the preconditions that would lead to their 

fluctuation and when they were asked to determine the most important aspects of their 

jobs. As can be noted from the data presented in Chart 2, around one half of the 

respondents declared that they would be willing to leave their organization if another 

hospital offers them a higher salary and only 18% of the respondents declared that they 

would not leave their organizations regardless of what they are offered by other hospitals. 
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Chart 2: Reasons for employee fluctuation (in %) 

 

As can be noticed from the data presented in Chart 3, the majority of respondents 

declared that the most important thing for them is the salary. The other important issues for 

the respondents include being able to maintain good interpersonal relations with their 

colleagues and being well accepted by the patients. 

Chart 3: The most important aspects of the job (in %) 

 

The research shows that almost 49% of the respondents prefer to describe their salary as 

low, around a third of the total number of respondents prefer to describe their salary as 

simply regular. None of the respondents declared that their salary is high or that it provides 

luxury. However, despite the fact that 47% of the employees believe that their salaries are 

the most important aspect of their job and that salary is the most important factor 

determining their level of motivation and 49% of the employees considertheir salaries as 

low, the results obtained when the respondents were asked to declare their general level of 

motivation are not very discouraging, Chart 4.  
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Chart 4: The level of overall motivation 

 

When asked to evaluate their current level of motivation compared to the previous 

year‘s level of motivation, the respondents gave the following opinions, Chart 5. 

Chart 5: The level of overall motivation compared to the previous year 

 

As can be noted from Chart 5, the respondents report a fall in the general level of 

motivation. Although half of the total number of respondents declared that their general 

level of motivation has remained the same, it can be noted that at the other half the trend 

has been decreasing instead of increasing. In fact, while 17% of the total number of 

respondents declared that their level of motivation has increased to some extent compared 

to the previous year, around 1/3 of the total number of respondents reported decreased 

motivation compared to the previous year. 
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CONCLUSION 

 It would not be far from the truth to conclude that even though the Republic of 

Macedonia has all the relevant bodies to enforce the implementation of the Occupational 

Safety and Health on every level, the enforcement is not satisfactory. The main reason lies 

in the strength and capacities of the Stakeholders, the support or inter-linkages between 

them, and above all, in the professional approach toward Occupational Safety and Health. 

The Republic of Macedonia is one of the few countries that actually have Occupational 

Safety and Health Studies at University level and one of the countries that has 150 

Graduated Occupational Safety and Health Engineers. Adding the 200 Occupational 

Health Professionals to this number creates an army of OSH professionals, which can turn 

the current situation into maybe one of the leading and advanced OSH situations in the 

Balkans, if the professionals are properly engaged and utilized. 

However, the situation is completely different and many believe that this is due to 

the economic situation in Macedonia. Many hold the opinion that this is due to the fact that 

many of the managing job positions in the Government are given only according to 

political and party membership criteria. This is a more complex issue and needs more 

detailed analysis in order to determine the real cause for this situation. The good thing is 

that the OSH professionals, as well the Social Partners, through their activities, are 

increasingly emphasizing Occupational Safety and Health as the main social issue that 

needs to be addressed without any further delay. 

Employee motivation is without a doubt one of the most important issues that 

contemporary managers are facing worldwide. Although the business world offers 

sufficient data regarding ways to motivate employees, the situation is more complex when 

it comes to the health care sector in general and the healthcare sector in the Republic of 

Macedonia in particular, due to the specifics of the very profession of being a doctor. The 

direct conclusions that can be drawn from the research indicate a rather low level of 

motivation of the healthcare employees in the Republic of Macedonia. The reality, gained 

through direct interviews conducted with health care personnel implies that this is the 

result of many factors, the low level of salary being only one of them. The low level salary, 

compared even to other sectors financed by the central budget of the Republic of 

Macedonia, has in time resulted in a feeling that the medical profession is being 

undervalued by the society and this on the other hand has resulted in low levels of 

employee satisfaction and motivation. Having in mind the general situation in the health 

care sector in the Republic of Macedonia, as well as the recently undertaken reforms and 

the opposition to them, one might conclude that a total change in the approach towards this 

vital sector should be undertaken, a more in-depth analysis should be performed and a 

more efficient system of the health budget should be implemented. 
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 The subject of this paper is one of the leading principles of contemporary criminal 

proceedings, which has a specific legal nature. Its purpose is above all to protect the 

dignity of the defendant as the bearer of the defence function, to secure his/her adequate 

position as a party to criminal proceedings, to define the behaviour of other subjects in 

criminal proceedings and third parties in order to ensure respect for the position and rights 

of the defendant. 

 The presumption of innocence places the defendant in an equal position with the 

prosecutor and enables him/her to establish a balance between the set of rights and duties 

that exist on the part of the defendant and the set of authoritative powers of the prosecutor 

in the criminal proceeding. 

 This paper is inspired by the enormous importance of the presumption of 

innocence for the functioning of contemporary criminal procedure, as well as by the 

increasingly frequent violations and occurrences of negligence of this principle. 

Documents that regulate and define the principle are presented, ranging from the 

Constitution of the Republic of Serbia and the Criminal Procedure Law of the Republic of 

Serbia, through to international documents regulating this legal area. The paper highlights 

the most widespread kinds of violators of the presumption of innocence and analyses its 

relation to other principles in criminal proceedings. The presumption of innocence persists 

throughout the entire course of criminal proceedings. Therefore, it accompanies the 

defendant through different levels of suspicion in relation to him/her as the subject of the 

criminal proceedings, until certainty is established with regard to the facts that are being 

proved in the proceedings. 

 

Keywords: principle in criminal proceedings, rights of the defendant, dignity of 

the defendant, legislation, violators of the presumption of innocence 

 

1. INTRODUCTION 

Criminal proceedings are a complex whole, consisting of several phases imbued 

with the principles that regulate the position of the subject in the proceedings and refer to 

the procedural actions. The whole procedure is based on principles that enable its proper 

functioning and ensure the adequate position of the subjects that participate in the 

proceedings. The defendant, as a subject of the criminal proceedings, is a potential and 

possible offender who is at the centre of the criminal procedure. Thus, the respect of 

his/her rights has to be one of the main issues in criminal procedural law. One of the 

principles that refer to the defendant and his/her position is the presumption of innocence. 

The prosecutor performs the function of accusing and can be found in an unequal position 

in relation to the defendant who denies the charges in the proceeding and defends his/her 

rights by exercising the basic one, the right to defence. 
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The presumption of innocence is regulated by domestic and international 

documents. Once stipulated, the presumption of innocence implies the proclaimed 

obligation for a number of addresses to respect it. As we have witnessed frequent 

violations of the presumption, the topic therefore deserves attention, highlighting the 

consequences of its violation and emphasising the need for respecting conscience and 

respect for this right. 

Making the final decision on the guilt of a potential perpetrator is upon the 

authority in the proceedings (the court) when the situation is sufficiently clarified. Until 

then, the defendant is only considered a possible perpetrator of a criminal act and the 

presumption of innocence is valid. Accordingly, the presumption of innocence expresses 

the obligation for a special attitude to the defendant, so that there is no assumption of guilt 

and responsibility until guilt is proven by the final court judgment. The defendant is a 

person that can be charged with a criminal act, but it is only after a court decision and a 

lawfully conducted procedure that he/she can be found guilty and punished with an 

appropriate criminal sanction. Consequently, the court decision is the end result of a 

legally conducted procedure. The court, as an independent and impartial authority, only 

decides whether someone is guilty or not and what kind of criminal sanction will be 

applied after clarifying all the factual and legal issues and taking into account all the 

mitigating and aggravating circumstances on the part of the defendant. Otherwise, a 

constitutional and legal principle is violated, which indicates the weakness of the legal 

system and a state of legal uncertainty in society. This also leaves room for manipulation 

and the arbitrary placing of a person in the position of a subject in the criminal procedure 

when the procedure may not even have started, or of a subject who is responsible for the 

criminal act when the issue has not yet been processed by the legal authority. 

 

2. THE NOTION OF THE DEFENDANT AND THE PRESUMPTION OF 

INNOCENCE 

In order to have a person accused in terms of the criminal procedure law, it is 

necessary to have an appropriate degree of suspicion with regard to that person, as well as 

appropriate action taken by a competent authority. Suspicion can be classified as being of a 

lower or a higher intensity. The court is obliged, drawing on a conscientious assessment of 

every piece of evidence individually and in relation to the rest of the evidence, to reach a 

conclusion on the certainty of a fact. 

The Criminal Procedure Code places the burden of proof of the defendant‘s guilt 

on the prosecutor. It is thus up to the prosecutor to represent private or public interest; 

accordingly, the prosecutor is in a somewhat unequal position compared to the defendant. 

It is precisely for this reason that the possibility is given to the defendant to protect his or 

her position. As long as the proceeding lasts, the defendant is under the presumption of 

innocence and is presumed innocent. When the court delivers its verdict as the final 

outcome of the judicial proceeding, the defendant either becomes a perpetrator of a 

criminal offence or is still considered innocent. At this point, the presumption of innocence 

is substituted by a statement or a judgment of guilt. ―Presumption of innocence is 

irrefutable till the effective decision of the court, when it turns into a rebuttable 

presumption‖ [5] (p. 36). 

The Criminal Procedure Code defines a suspect as ―a person against whom a 

competent public authority has undertaken a certain act stipulated under this Code in the 

pre-investigation proceedings due to the existence of grounds for suspicion that he or she 
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has committed a criminal offence, and a person against whom an investigation is being 

conducted‖. A defendant is ―a person against whom an indictment has been filed but not 

yet confirmed, or against whom a motion to indict a private prosecution or a motion to 

pronounce a security measure of compulsory psychiatric treatment has been submitted, and 

the date of the trial or hearing for pronouncing a criminal sanction has not yet been set.‖ 

An accused is a person ―against whom an indictment has been confirmed and a person 

against whom a trial date or a hearing has been scheduled in summary of the criminal 

proceedings for pronouncing a criminal sanction based on a motion to indict, a private 

prosecution or a motion to pronounce a security measure of compulsory psychiatric 

treatment‖ [11] (Art. 2). 

It is important to distinguish between these notions. The boundaries of the private 

sphere cannot be moved arbitrarily. The boundaries of the private sphere are inviolable. ―A 

layman might not see a big difference between a defendant charged with criminaloffence 

and a perpetrator of a criminal offence. Although it does not seem a big difference at first 

glance, since lay consciousness tends to equate these two very often (―committed an 

offence‖ and ―suspected of having committed an offence‖), the practice of both our courts 

and of the European Court of Human Rights shows that courts do not treat it as an 

insignificant difference‖ [14] (p. 662). The court decision confirms or rebuts the 

presumption of innocence. Certainly, it should be emphasised that presumption does not 

limit the court in terms of measures otherwise applied to the defendant. The court has 

measures at its disposal to ensure the presence of the defendant during the proceedings, 

measures to ensure respect for procedural discipline, as well as other measures that help 

ensure conducting the criminal proceedings and passing the decision. In this respect, the 

ECHR (Art. 6, § 2) ―does not protect an individual from inconveniences related to the 

investigation, such as detention or other similar consequences‖ [1] (p. 38). 

 

3. THE PRESUMPTION OF INNOCENCE IN DOMESTIC AND 

INTERNATIONAL REGULATIONS 

The presumption of innocence is treated by numerous domestic and international 

regulations.  

The presumption of innocence is a traditional principle in criminal procedure. 

Looking for an answer to the question of when and how the idea appeared that sanctions 

should be applied for groundless accusations of having committed a crime and the 

attribution of guilt, we should look as far back as the Code of Hammurabi, which contains 

a stipulation: ―If anyone brings an accusation of any crime […], and does not prove what 

he has charged, he shall, if it be a capital offence charged, be put to death‖ [8] (Art. 3). 

The 1789 French Declaration of the Rights of Man and of the Citizen was the first 

to stipulate the presumption of innocence in Art. 9: ―any man being presumed innocent 

until he is declared culpable‖. 

In the Universal Declaration of Human Rights adopted in 1948, Art. 11 stipulates: 

―Everyone charged with a penal offence has the right to be presumed innocent until proved 

guilty according to law in a public trial‖. It is thus emphasised as a right that belongs to the 

defendant. 

The European Convention for the Protection of Human Rights and Fundamental 

Freedoms (1950) regulates this issue by Art. 6 devoted to fair trial. Having guaranteed 

everyone‘s right to have any criminal charge against them examined by an independent 

and impartial tribunal in a fair and public hearing, the Convention emphasises that 
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―everyone charged with a criminal offence shall be presumed innocent until proved guilty 

according to law‖. 

The Charter on Human and Minority Rights and Civil Liberties, adopted by Serbia 

in 2003, stipulates in Art. 19 that: ―everyone shall be innocent until his/her guilt of a 

criminal offence is established by an effective court decision‖. 

As regards the domestic regulations, the Constitution is the most important source. 

It regulates the right to a fair trial, with the presumption of innocence as an integral part 

thereof. ―Everyone shall have the right to a public hearing before an independent and 

impartial tribunal established by the law within a reasonable time, which shall pronounce 

judgement on their rights and obligations, the grounds for the suspicion resulting in the 

initiated procedure and accusations brought against them‖ (Art. 32). As part of legal 

certainty in criminal law, the Constitution stipulates that everyone is considered innocent 

until his/her guilt is proved by an effective court decision. Besides, the Criminal Procedure 

Code foresees the presumption in Article 3. This principle is also contained in the Law on 

Public Information and Media, which governs the exercise of the right to freedom of public 

information [13]. The law stipulates that no one should be labelled a perpetrator of a 

criminal offence, proclaimed guilty or liable in the mass media before a court decision 

comes into effect. The Law on Free Access to Information of Public Importance foresees 

proceedings before an authority aimed at obtaining this kind of information that implies 

submitting a request to exercise the right to access, i.e., a request for notification, insight, 

obtaining a copy and referral of the request [12]. 

 

4. SUBJECTS VIOLATING THE PRESUMPTION OF INNOCENCE 

The Criminal Procedure Code proclaims the presumption of innocence as a rule for 

state and other authorities and organisations, public mass media, associations and public 

figures [11] (Art. 3). The Code obliges them to comply with this rule and to abstain from 

violating the rights of the defendant by their statements on the defendant, the criminal 

offence and the proceedings. 

 

4.1. The Media as a Subject Violating the Presumption of Innocence 

Being aware of the impact of the mass media and the information transmitted by 

them, we can conclude that the media can be defined as one of the most frequent 

addressees of the violation of this principle. The media dedicate considerable attention to 

cases, which can lead to publicity, often labelling persons as ―killers‖, ―criminals‖, 

―rapists‖ and the like, even though these are ―final‖ names denoting a perpetrator of a 

criminal offence, not someone who has merely become a subject of criminal proceedings. 

We witness persons engaged in activities of public importance or other celebrities often 

being placed in a similar context by journalists. The public is less interested in certain 

proceedings, but some of these are in the focus of interest. For this reason, certain rules 

have been set for the journalistic profession and the conduct of journalists while obtaining 

and publishing information.  

On the other hand, the Constitution guarantees the rights of citizens to be informed 

about issues of public importance, as well as the obligation of the media to respect it. The 

Constitution guarantees everyone the right ―to access information kept by state bodies and 

organisations with delegated public powers, in accordance with the law‖ [10] (Art. 51). 

Accordingly, it implies that, when publishing information of public importance, the media 

are obliged to respect a series of ethical and legal presumptions. An assessment of whether 
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a piece of information is of public importance is not arbitrary, and thus an object of a 

media release cannot be the result of an arbitrary assessment by a journalist. The freedom 

of the media cannot come into conflict with the right of the defendant to data protection. 

―A journalistic report should distinguish the data on the event and other proven 

and verifiable factual statements from personal opinions or other value judgments. 

Information that can violate a right or a protected interest of a person shall be published by 

a journalist with the prior consent of that person, or without his or her consent if a 

justifiable interest of the public to know that information is a priority. Consent is not 

sufficient if a person is unable to understand the importance of his or her consent and the 

consequences of publishing. The interest of the public to know the information concerns 

public security, health protection, warnings of danger, clarification of a grave offence, 

prevention of misleading the public, etc.‖ [15] (pp. 28-31). 

The personal dignity (honour, reputation or reverence) of a person referred to by 

the information is legally protected and it is precisely this respect for it and its protection 

that are stressed as a justification of this principle. This applies to everyone, certainly 

including the defendant (a suspect, a defendant, an accused or a convicted person). It is 

extremely important to take into account how a person is labelled, as the terms set by the 

legislator cannot be applied arbitrarily. In this respect, we may recall the Latin proverb 

―ignorantianon excusat‖ (ignorance of the law is no excuse). 

―The issue of journalists commenting on ―live court proceedings‖ is very sensitive, 

although, in principle, their right to express their opinions should not be limited. 

Nevertheless, their comments should not contain statements that reinforce the prejudices of 

the public, which is prone to accept them, neither should they contribute to predicting the 

verdict. Data publication during criminal proceedings leads to violation of the principle of 

innocence given that the two processes are being conducted in parallel: the judicial and the 

journalistic one‖ [3] (p. 310). 

 

4.2. Other Subjects Violating the Presumption of Innocence 

The authorities conducting pre-investigation and criminal proceedings should 

certainly respect this principle. From the very beginning, when the lowest degree of 

suspicion exists, up to the end of the proceedings, the authorities should adhere to the 

presumption of innocence as the starting rule of conduct. The purpose of the criminal 

proceedings is ―to prevent the conviction of any innocent person and enable the perpetrator 

of a criminal offence to be sanctioned in accordance with the conditions envisaged by the 

Criminal Code, based on lawfully and fairly conducted proceedings‖ [11] (Art. 1). Thus, 

impartial and objectively acting judges, as well as other authorities in the proceedings, 

prosecutors, police officers and all those who participate in solving the case in any way, 

need to have this presumption as the starting point in their attitude toward the defendant. 

The presumption of innocence is often violated by numerous addressees and thus there are 

examples of its violation by those that take first actions in disclosing a criminal offence, 

the police and the media. It happens that information from pre-investigation proceedings is 

leaked to the media, which uses and publishes it in a context that suits them. The 

prosecutor‘s office and the court give certain statements even before the final outcome. All 

of them, when giving statements to the press, should indicate that it is related to the 

grounds for suspicion against a person and that the final outcome will only be known when 

the court passes a final decision.  
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As stated by the Code, the obligation to respect this presumption includes the 

police as well. Accordingly, the respective regulation of police conduct stipulates that ―The 

police must respect the presumption of innocence, as well as the rights of the suspect, 

accused or other person, especially the right to be informed immediately about the charges 

against him/her and to prepare his/her defence, personally or with legal assistance at 

his/her own choice‖ [9] (Art. 40). 

The Criminal Procedure Code contains rules on the gathering of information by 

the police. ―When the police collect information from a person for whom there exist 

grounds for suspicion that he/she is the perpetrator of a criminal offence or undertake 

actions against that person in the pre-investigation proceedings stipulated by this Code, 

they may only summon this person in the capacity of a suspect‖. ―If during the collection 

of information, the police find that the citizen summoned may be deemed a suspect, they 

are required to advise him/her immediately of the rights referred to in […] this Code and of 

the right to obtain a defence counsel who will attend the questioning‖ [11] (Art. 289). 

 

5. THE RELATION OF THE PRESUMPTION OF INNOCENCE TO OTHER 

PROCEDURAL PRINCIPLES 

Criminal proceedings are a complex, comprehensive and serious process. The 

defendant is a party to criminal proceedings that has certain special rights guaranteed by 

law. The set of these rights is called ―favordefensionis‖, or ―advantage of the defence‖. 

This expression denotes a set of regulations and rules of criminal procedural law that give 

the suspect a certain advantage over the prosecutor as a state authority‖ [6] (p. 52).  

Contemporary criminal proceedings are characterised by a humane and fair 

attitude towards the defendant. To some extent, it seeks to equate the position of the 

defendant with that of the prosecutor as a party to the proceedings by means of procedural 

guarantees. Nowadays the notion of the ―advantage of the defence‖ implies several 

principles, primarily the presumption of innocence, in dubio pro reo, the prohibition of 

reformatio in peius, and ne bis in idem. 

The presumption of innocence is at the core of the entire criminal proceeding. It 

can be brought into connection with indubio pro reo. This principle encompasses the rule 

that the court has to rule in favour of the defendant in the case of doubt. The court will 

follow this rule if a decision that is more favourable to the defendant can be passed. 

Accordingly, if there is a doubt with regard to a fact that is in favour of the defendant, it is 

taken as established; and when there is a doubt about a fact that is to the detriment of the 

defendant, it is considered not proven.  

―This principle is closely linked to the principle of the free evaluation of evidence, 

or ensues from it practically and functionally. In a verdict or a decision equivalent to a 

ruling, the court will always rule in favour of the defendant when there is a doubt about the 

decisive facts, which either constitute elements of a criminal offence or upon which the 

application of another provision of the Criminal Code depends (Article 18, § 3)‖ [7] (p. 

58). Accordingly, judges are authorised to always put the defendant in a more favourable 

position when one of the two said kinds of facts allows for that. 

―When passing an acquittal, the rule in dubio pro reo is applied, because the court, 

when in doubt about the existence or non-existence of the facts, makes a decision that is 

more favourable for the defendant. Nevertheless, in the case of such a narrow application, 

the rule in dubio pro reois not independent in itself, because it is derived from the 

presumption of the defendant‘s innocence as its consequence‖ [6] (p. 88). 
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The Criminal Procedure Code introduced the prohibition of changing the effective 

court decision to the detriment of the defendant, which is part of the defendant‘s privileges. 

The principle implies that no one may be prosecuted for a criminal offence for which 

he/she had been convicted by a final decision of a court, acquitted or for which the 

indictment has been denied by a final decision, or where the proceedings have been 

discontinued by a final decision [11] (Art. 4). 

The presumption of innocence is related to other principles as well. It is 

inextricably linked to the principle of a fair trial and represents one part of the principle 

that implies a public hearing before a competent, independent and impartial court 

established by law. This principle is at the core of the rights upon which access to justice 

depends. The impartiality of the court represents one of the components of fair court 

proceedings. It is reflected in the fact that ―judges are not allowed to have pre-formed 

opinions of the case before them and they are not allowed to act in a manner that favours 

the interests of one party to the dispute‖ [4] (p.165). 

This principle is undoubtedly connected to the principle of truth, which means that 

the proceedings need to establish the truth whether the defendant has committed the 

criminal offence he/she is charged with. The court assesses the facts that are in favour or to 

the detriment of the defendant in the criminal proceedings with equal attention. The final 

goal of the proceedings is not to have any innocent person convicted, which also follows 

from the principle of truth. 

 

6. CONCLUSIONS 

The presumption of innocence is an increasingly frequent object of public debate, 

probably due to its increasingly frequent violations. Everyone can find themselves in the 

position of a defendant charged with a criminal offence. It would not be in line with the 

presumption of innocence to have such persons labelled as perpetrators of criminal 

offences from the very beginning, since the moment when the first actions are taken to find 

the perpetrator of a criminal offence, nor would it be just at a later stage of the 

proceedings, before the court passes its final decision. Statements on its violation and their 

public emphasis could be one of the solutions to this problem. 

The importance of the regulation and respect for this presumption lies in the fact 

that it would contribute primarily to the respect for the citizens, i.e., all subjects of society, 

including the defendant as a subject to the criminal proceedings, who is to a certain extent 

brought to an equal position with the prosecutor as an opposite party to the proceedings. A 

correct attitude toward the defendant as a potential offender allows making a distinction 

between those that really deserve condemnation and whose guilt is found by the court 

decision and those that are just part of the number of people with the same status of 

potential perpetrators. 

Criminal proceedings are a procedure in which abuses and human rights violations 

can easily occur. The defendant is a very sensitive category, and his/her dignity has to be 

respected. This principle is raised to the level of a constitutional provision and included in 

other regulations as well. 

The consequences of respect and the consequences of violation demonstrate the 

degree of stability or, respectively, instability of a legal system. The respect of the 

presumption of innocence indicates the degree of respect for the fundamental values upon 

which a democratically organised society is based. The violation of this principle not only 

means a predominantly arbitrary penetration into the sphere of law and an influence on the 

position of the defendant in criminal proceedings, but also an encroachment upon the 
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private sphere of human life. For all the reasons mentioned above, contemporary states 

recognise the need to regulate this issue by including it among the basic principles of the 

proceedings. 
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ABSTRACT 

The reactionof our societyagainst any harmful acts isa necessitydictated by the 

needto safeguard the social order, the fundamental valuesprotected by theRule of Law. 

New social phenomena such as massive migration, refugee crisis, terrorist attacks or 

organized crime call for proportional reactions by the State authorities, reactions which 

primarily aim to protect the security of the innocent population, and secondly, to ensure the 

proportional sanctioning of the harms against the social values protected by criminal 

means. 

The concrete ways to provide such organized reactions by the special bodies in the 

field of criminal repression generatefiercecontroversy both with respect to their doctrine 

and their social and public perception. 

In this complex and scary social context, the criminal law needs to adapt to the new forms 

of crime, needs to find new proper ways to react to the specific criminal deeds and needs to 

intervene from the very beginning of iter criminis, even in its preparatory phase. We need 

new principles and rules that can create the specific frame in order to achieve the 

desideratum of security since the old ones have proved to be insufficient or outdated. In 

this study we try to demonstrate that the new principles of criminal law have already been 

determined and in the next 10 to 20 years we shall attempt to make certain amendments in 

the national criminal law of every State, by inserting specific new principles, such as the 

principle of prevention and the principle of precaution. It is obvious that these principles 

shall apply both to the substantial and procedural criminal law.  

Thus, if a certainhuman activity is riskyor potentiallyharmfuland there is 

nocertainty about themagnitude ofits effectsorcausality, aproactiveaction is needed in order 

toavoid any damage. 

 

 Keywords:social security, principle of prevention, principle of precaution, refugee 

crisis, terrorist attacks, general principles of criminal law 

 

The modern doctrine stresses that ‖the traditional repressive criminal law is no 

longer sufficient to deal with the new threats posed by global risk and information 

society‖. The reason is that the new forms of antisocial behaviour tend to seize the criminal 

phenomena and we are especially referring to terrorism, cybercrime, organized crime and 

economic crime. Other social issues, such as the refugee crisis and racism, the generalized 

fear of the civil population facing criminal threats, potentiate the reaction of the decisional 

state factors both in the fields of conceiving and applying the criminal law. 
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Scholars have stressed on many occasions that this complex sociological, political 

and legal environment demands a new approach, with the balance tilted toward preventive 

solutions and measures to the detriment of the punitive ones in the fields of combating 

crime and offenses. 

However, this new Era is challenging for everyone: for the scholars who developed 

their education under the umbrella of a criminal law based on punishment as the main 

measure of its institutions and based on the principles stated under the positivist school; for 

the practitioners who are confronted daily with the constant push of the legal boundaries; 

for the civil society which is in the middle of the eternal battle between the respect for civil 

rights and the increased need for protection against the new forms of crime. 

If they do not change their vision towards the criminal law system, it will be as if 

the battle was already lost. Certain things are changing. Certain criminal institutions, such 

as use of the intelligence law against organized crime, non-conviction-based confiscation 

and self-regulatory compliance regimes against corporate crime are just a few of the new 

solutions in the legal criminal field. 

 However, these institutions have a limited applicability for certain forms of the 

criminal phenomena. They cannot be applied for all forms of crime and therefore we need 

a different approach. In my opinion, we must start with the basics. We must rethink the 

principles of criminal law in order to offer this legal branch flexibility and capacity to 

adapt and react properly to these new criminal behaviour challenges. This does not mean 

that we have to dismiss the traditional principles - such as the principle of legality – but we 

need to find new principles that will suit the modern society. 

The manuals on criminal law often state that the principles of criminal law are 

mainly the principle of legality (nulum crimen sine lege, nulla poena sine lege), the 

principle of culpability (nulla poena sine culpa), the principle of personal criminal 

liability, the principle of proportionality and the principle of unique criminal liability for 

the crime (non bis in idem). Of course that certain scholars indicate more principles applied 

in criminal law, but, in our opinion, these are the most important and with limited 

application in the substantial criminal law.  

 

In order to properly embrace the ideas of the present study, one should reject all 

misconceptions and be open to new approaches. Hence, we propose that it is necessary to 

implement three new principles in the criminal law field: the principle of social peril, the 

principle of prevention and the precautionary principle. 

 

I. The principle of social peril 

The principle of social peril is not new. In fact, in Romania, the former definition 

of crime implied three features that a human deed should have in order to impose criminal 

liability: the provision of criminal norm, criminal guilt and social peril (Art. 17 of the 

former Romanian Criminal Code). We even had specific articles in the Criminal Code 

which defined the criminal social peril and provided a legal criterion for establishing the 

criminal social peril of a deed: if the deed requires a criminal sanction, provided by the 

criminal law, this deed has a criminal social peril; if the deed, provided by the criminal 

law, due to the minimum breach of a social value defended by the criminal law, and by its 

circumstances, has no obvious importance, it has no criminal social peril (Art. 18 and Art. 

18 of the former Romanian Criminal Code). 
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This legal characteristic of crime provided by the former criminal law in Romania 

was debated by the scholars who recognized the former Soviet influence of the Romanian 

Criminal Law from the Communist Era in the criminal social peril. This changed when our 

new 2009 Criminal Code dismissed this feature and defined crime as a deed provided by 

the criminal law, committed with guilt, unjustified and imputable to the agent (Art. 15 New 

Romanian Criminal Code). However, no one realised that if there was no social peril, the 

deed would not have even been criminalized by the criminal legislator. Thus, the feature of 

social peril is not lost, but only detached from the moment of applying the criminal rule to 

the moment of criminalizing and labelling an abstract fact as criminal. Hence, we can use 

this very important idea to explain this new principle that should be, in our view, applied in 

criminal law. 

The new preventive criminal law argued by Professor Ulrich Sieber cannot be 

conceived without the social peril idea. We cannot accept the intervention of the State and 

the judicial bodies that could lead to restrictions of the personal rights and liberties if there 

is no social peril from the act committed with disrespect to the criminal rule. 

So we strongly believe that the principle of social peril was already there, along with the 

other principles of criminal law, but no one wanted to formally recognise its importance. 

The term ‖principle‖ comes from the Latin noun principia meaning a direction for one to 

follow. Hence, if we guide ourselves by this principle in the early stage of conceiving the 

criminal rule, we should also guide ourselves in the following stages of conceiving the new 

institutions in criminal law and in the activity of applying criminal rules to certain 

situations. It is true that in this case we tend to sustain more of a procedural approach. 

However, the principle of social peril helps us to offer the fundament for the principle of 

prevention.  If there is no specific threat to a protected social value and if that threat is of 

no specific importance quantified in the possible harm that can be caused by the criminal 

deed, we cannot accept the early intervention of the State. 

 Nevertheless, there is another aspect worth being taken into count:  we cannot 

define social peril outside the notion of public order. Public order is a very tricky issue. If a 

personal deed harms the criminal protected values, it means that the public order is 

affected by that deed. So what is public order? Public order is a condition characterized by 

the absence of widespread criminal and political violence, such as kidnapping, murder, 

riots, arson and intimidation against targeted groups or individuals. Under this condition, 

such activity is reduced to an acceptable minimum, the perpetrators are pursued, arrested, 

and detained and the local population—no matter which party to the conflict they may 

belong to—is able to move freely about the country without fear of undue violence. 

Rules must meet two criteria in order to be recognized as public policy, the first being that 

―it must address a real and sufficiently severe danger and not just any violation of a rule 

and the second being that the goal of the public policy rule must be to protect a 

fundamental interest of the concerned society.‖ 

 Thus, in order to justify the intervention of the State in the area of personal 

freedoms, the conduct of a person should qualify as a serious threat for the society. But the 

serious threat cannot be removed in the absence of the social peril criteria. So, we are back 

at the beginning like in a vicious circle.   
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 Another approach argues that the term "penal" no longer has an appropriate or 

even useful place in our culture. ‖Let us have a civilized Code of Correction; and let us 

devise some sort of legislative mechanism to ensure its continuing revision in the light of 

the continued reporting and assessing of the operations‖ a scholar says. It means that we 

need to focus on the preventive idea and abandon the punitive actions that no longer suit 

our society. I find that quite dangerous. 

 

 II. The principle of prevention 

 Well, this is a very sensitive one! Speaking about the paradigm shift in the global 

risk society – from criminal law to global security law, Professor Ulrich Sieber stated that 

this paradigm shift is based, on the one hand, on objective changes, such as the emergence 

of new threats and new types of complex crime, and on the other hand, on the changes in 

peoples subjective levels of well-being: objective changes lead to a greater fear of crime. 

Well, this fear is exploited by populist politicians who, calling for a so called protection 

against migrants and strangers, demand a general need for increased security against crime. 

The traditional concept of criminal law reshapes itself getting transformed into a 

‖preventive tool designed to minimize dangers and risks‖. This new preventive face of 

criminal law appears in the field of substantive criminal law protecting the overall social 

interests prior to the occurrence of the criminal activity against individuals and in the 

criminalization of the preparatory acts that pose specific risks or are executed with the 

intent of committing a crime. But we can also find it in the field of criminal procedure 

where it allows the use of the police and intelligence in order to facilitate the investigation 

of activities in the preparatory phase of the crime. 

 Balance is very important here. The reason is that there will always be a 

confrontation between liberty and security, as basic social needs. However, as risk 

prevention tends to become a real dogma of modern society, we must focus on the fact that 

the acceptance of this principle of prevention in the criminal law contributes to more 

efficient crime control and improves security. However, it would be unfair for the 

scientific approach to minimize or reduce to silence some negative aspects of the 

preventive principle: public order, security and social risks are notions that are very 

difficult to define and by interpreting them differently, we can easily push the limits 

beyond the common sense and the civil liberties become secondary interests for the State 

which will only act focusing on social security and public order. And here comes the third 

principle, the precautionary principle. 

 

III. The precautionary principle 

Prudence is one of the oldest moral virtues of Western thinking, along with 

courage, temperance and justice. It was praised by Plato, while Aristotle called it phronesis 

and consider it an intellectual virtue. Prudence is that quality upon which we decide what 

is good or bad and act properly in consequence. Through Cicero's works, the notion of 

prudence was sent to the Middle Ages. Ever since Kant, prudence was no longer seen as a 

virtue, but only as self-love created by training or by instinct. 

Prudence implies uncertainty, risk, randomness, the unknown. It guides us to make 

proper choices, what to choose and what to avoid. Prudence was renamed in modern times 

in precaution. The precautionary principle is contained in the Roman proverb neminem 

laedere, expressing the obligation of every member of society not to hurt others through 

their own actions. 
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The precautionary principle has not been designed yet under a general and 

universally accepted definition nor a set of criteria has been devised to facilitate its 

implementation at national and international level. The doctrine appreciated that there is a 

real paradox in the general and widespread adoption of this principle: while it is praised as 

an issue involving the general welfare, no researcher can say for sure what is its meaning 

and how it may be implemented. Supporters see the precautionary principle as one of the 

fundamental principles that protect human society in all its dimensions, while sceptics 

argue that its popularity is due precisely to its ambiguity - this principle stands up mainly 

by its inability to establish an actual obligation for anyone or solve any dilemma of our 

contemporary social policy. 

The precautionary principle has begun to develop since the 70s in the German 

society and is known there as "Vorsorge" - Vorsorgeprinzip. The German term means 

care, foresight or precaution. At its origins, the precautionary principle introduced in 

German society the general duty to predict the finality of human activities and to avoid 

through careful planning and preliminary analysis, those that are potentially harmful. The 

precautionary principle is very famous in the environmental law, being borrowed as well in 

the field of human activities involving bioethical issues. I have stated on another ocasion 

the need for adopting this principle in the field of bioethic criminal law. 

 

The statements about precautionary principle found in the international doctrine 

are far from being uniform, but we can distinguish a number of common elements: 

• Potential harm / injury; 

• Scientific uncertainty regarding the impact and causality; 

• Response / cautious action. 

 

Thus, if a human activity is risky or potentially harmful and there is no certainty 

about the magnitude of its effects or causality, it takes a proactive action that serves to 

avoid damage. 

Analyzing these common elements, we can understand that the precautionary 

principle can be borrowed in the field of criminal law, but mostly in the field of criminal 

procedure and security law, in order to help the legal considerations for finding the best 

legal solutions that would minimize the breach of civil freedoms and personal privacy. It 

means that the adoption of a new legal rule to allow State interference in the legal rights 

and private space of the individuals with the purpose of combating crime should be 

censored under these three elements: Is it necessary? What are the short-term, the mid- 

term and the long term consequences of that measure? Is it worth it? 

Well, if we accept the fact that the precautionary principle can be implemented in 

the field of criminal law, we must take into account two different ways of interpreting it: 

a) First, we can see the precautionary principle as a simple matter of policy, which 

can play an important role in decision making. However, its lack of specificity appears 

even necessary to accomplish the purpose of precaution: the application of this principle 

will remain as long as the political potency continues to be enticing ill-defined and 

imperfectly translatable deeds into codes of conduct, while capturing feelings of guilt and 

foreboding". 

b) The precautionary principle is a purely procedural principle. This view has two 

components: the first is the assertion that there is a reason for the "nakedness" of the 

precautionary principle because the very notion is challenged. The same authors argue that 

risk perception is a cultural phenomenon involving intrinsic values that have evolved 



360 

 

differently in different countries and it should not expect a consensus on the goals of 

precaution in specific cases or in general. The second component consists of assertions that 

the disputed nature of precaution is essential for the political agenda analyzing this 

principle. The systematic disproof of this principle demonstrates that in order to really 

understand what the precautionary principle is, we need to undergo a consultative process 

and to admit the need for democratic procedures essential for effective management. 

Three new bricks in the foundation of criminal law. Are they necessary? Are they 

useful? We shall see in the next 5 to 10 years, when the modern society reshapes itself. The 

principle of social peril, the principle of prevention and the precautionary principle are 

intriguing and, at the same time challenging for the scholars and practitioners.  We tried in 

this study to draw attention to these new approaches and directions of criminal law. We did 

not intend to exhaust the theme, but only to invite those interested in an objective 

reflection. The discussion remains open.  
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ABSTRACT 

The Romanian New Code of Criminal Procedure (hereinafter, NCCP) has 

imported certain special methods of criminal investigation, which were formerly settled in 

the secondary (special) legislation. 

Such particular methods of investigation and surveillance are, inter alia, phone 

tapping, access to a computerized system, audio-video or photo environmental monitoring, 

use of undercover agents, controlled delivery, localization or surveillance by technical 

means, obtainment of data on financial transactions, etc. 

These methods of criminal inquiry are generally used when there is reasonable 

suspicion as to the preparation or commission of a serious offense. Therefore, they are 

more and more resorted to in order to investigate pre-inchoate offenses. 

The present study aims at analyzing whether a balance can still be preserved 

between the State‘s security issues and the rights of individuals, both from a national and 

EU legal perspective. 

To this end, the study addresses sensitive differences between notions such as 

undercover agents, real identity agents and informants, as they are defined especially by 

the ECtHR case-law.  

 

 Keywords: preventive criminal law; Romanian New Code of Criminal Procedure; 

pre-inchoate offenses; undercover agents; informants   

 

1. PRELIMINARIES 
 The Romanian New Code of Criminal Procedure (hereinafter the NCCP) came 

into force on the 1
st
 of February 2014 and it brought about many substantial amendments 

in relation to the most important procedural institutions, mainly due to a massive import of 

proceedings from the common law systems. Thus, the NCCP considerably changed its 

appearance when it comes to proceedings on obtaining evidence, due to the fact that all 

procedural dispositions on evidence which used to be provided in the secondary (special) 

legislation were taken over by the new law. The transfer of these provisions occurred by 

introducing into the new legislation rules on evidence gathering that apply to certain types 

of serious offenses (e.g. terrorism, organized crime, drug trafficking, human trafficking, 

money-laundering, etc.). This transfer generated two main types of proceedings applied to 

obtain evidence: the ordinary (classic) ones, which pre-existed in the code, and the special 

ones, imported from the secondary (special) legislation. In order to preserve the mark of 

their imported origin, the NCCP integrated them in a distinct chapter of Title IV on 

evidence (Chapter V, articles 138-154 NCCP). Apparently, the reshaping of the NCCP 

seemed to have positive effects, avoiding an over-layering of provisions, thus leading to 

more coherent rules on obtaining evidence. In fact, the adverse effects proved more 

perverse and actually went beyond the aim of the reshaping work. 
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This happened due to the fact that, as a result of their integration in the NCCP, the 

special proceedings of evidence gathering, initially applicable only to certain matters, 

insidiously became common rules. What used to be applied exclusively in the area of 

terrorism and organized crime, for example, is currently applicable to other areas which 

have nothing in common with the formerly mentioned crimes (e.g. offenses against 

patrimony). This phenomenon could be easily termed as ―banalizing evil‖, since the 

proceedings of collecting evidence, invasive on human rights and freedoms, which are 

justifiable in the context of serious crimes, have invaded the common area of obtaining 

evidence. The situation is almost irreversible, which is perhaps justified by the fact that 

these proceedings assure an important degree of comfort to the investigating authorities. 

Therefore, they shall not be given up to very easily, which leads to a complete ignorance of 

the warnings made in practice as to their destructive effects on human rights and freedoms. 

In what follows, the study shall address one of the most insidious and potentially invasive 

methods of investigation provided by the NCCP, namely authorized participation in certain 

activities. 

 

2. AUTHORIZED PARTICIPATION OF UNDERCOVER AGENTS IN CERTAIN 

ACTIVITIES  
One of the most controversial methods of investigation set out in the NCCP is the 

one listed under art. 150 NCCP, more specifically, authorized participation in certain 

activities. The persons who may be authorized to participate in such activities are 

undercover agents, real identity agents or informants, as provided by art. 148 NCCP: ―(1) 

Authorization of the use of undercover investigators may be ordered by the prosecutor 

supervising or conducting the criminal investigation, for a period of maximum 60 days, if: 

 a) There is reasonable suspicion related to the preparation or commission of an 

offense against national security set forth by the Criminal Code and by other special laws, 

as well as in case of offenses of drug trafficking, weapons trafficking, trafficking in human 

beings, acts of terrorism or acts assimilated to those (…) or other offenses in respect to 

which the law requires a penalty of no less than 7 years of imprisonment, or when there is 

reasonable suspicion that a person is involved in criminal activities that are related to the 

above-mentioned offenses; 

 b) Such measure is necessary and proportional to the restriction of fundamental 

rights and freedoms; 

 c) Evidence or the suspect’s/defendant’s localization or identity could not be 

obtained by other means or obtaining these would imply extreme difficulties that would 

harm the investigation; 

 (2) Such measure shall be ordered by the prosecutor on his own motion or upon 

request by the judicial police;  

 (3) If the prosecutor deems it necessary for the undercover investigator to be able 

to use technical devices in order to obtain photos or audio and video recordings, he/she 

shall request an electronic surveillance warrant from the Liberty and Custody Judge; 

 (4) Undercover investigators are intelligence agents within the judicial police; 

 (5) Undercover investigators collect data and information which they shall present 

to the prosecutor who conducts or supervises the criminal investigation, by preparing a 

report to this end; 

 (7) Judicial authorities may use or make available to undercover investigators any 

documents or objects necessary for the performance of authorized activities. The activity 
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of a person who makes available or uses such documents or objects shall not constitute a 

criminal offense; 

 (8) Undercover investigators may be heard as witnesses in criminal proceedings 

under the same terms and conditions as threatened witnesses; 

 (9) The duration of such measure may be extended due to well-grounded reasons, 

in the event that the requirements set by paragraph (1) are met, but each such extension 

may not exceed 60 days. The total duration of such measure, in the same case and in 

respect to the same person, may not exceed one year, except for offenses against life, 

national security, drug trafficking, weapons trafficking and trafficking in persons, acts of 

terrorism, money laundering, as well as for offenses against the European Union‘s 

financial interests‖.  The above-cited text raises a series of sensitive issues in practice, 

mainly related to a potential endangerment of the procedural guarantees of the suspected 

person in a criminal trial. The definition of authorized participation in certain activities is 

provided, in general terms, by art. 138 (11) NCCP, according to which authorized 

participation in certain activities implies the commission of an actus reus similar to that of 

a corruption offense, the conclusion of transactions, operations or any other agreements 

with respect to a good or to a person who is suspected of having been missing, is the victim 

of human trafficking or has been deprived of freedom, the performance of drug dealing, as 

well as other services carried out with the authorization of competent judicial authorities, 

in order to obtain evidence. Pursuant to art. 150 (1) of the NCCP, authorized participation 

in certain activities may be ordered by the prosecutor who conducts or supervises the 

criminal investigation for a maximum period of 60 days, on condition that certain 

requirements are met, which are similar to those set out by art. 148 NCCP (Bulancea: 

2015), namely: 

 a) There is reasonable suspicion as to the preparation or commission of a serious 

offense;  

 b) The measure is necessary and proportional with the limitation of the 

fundamental rights and freedoms, given the particulars of the case, the importance of 

information or evidence to be obtained or the gravity of the offense; 

 c) Evidence could not be obtained by using other means or their obtainment would 

imply serious difficulties that would obstruct the investigation. As shown above, the 

special method of investigation is carried out mainly by undercover agents. The first 

sensitive issue is that the NCCP allows infiltration of undercover investigators up to the 

point where they can commit activities that are similar to the actus reus of a corruption 

offense. Given such extended powers of the undercover agents, there need be made an 

essential distinction, based on which the limits within which the judicial police can 

conduct an investigation may be determined. Exceeding of said limits shall qualify as an 

entrapment (police incitement), expressly prohibited by procedural law. Thus, it must be 

distinguished between the passive attitude of the investigating agents, who, while 

participating in the activities enumerated by art. 150 NCCP, must restrict themselves to the 

role of careful observers, involved in an ongoing activity, with an aim to collect evidence, 

and their pro-active attitude of inciting a person to commit an offense, with the same aim 

to obtain evidence. Entrapment (police incitement) must imply a conclusive intervention 

on the part of the agent, in the absence of which the offense would not have been 

committed. Depending on the two types of attitudes mentioned above, a distinction need be 

made between undercover investigators (Pușcașu: 2010)who, pursuant to art. 148 (4) 

NCCP, represent law enforcement officers who belong to the judicial police and adopt a 

passive attitude of collecting data and information that they later submit to the prosecutor, 
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and, respectively, inciting agents, who have been defined only by the doctrine. Thus, an 

inciting agent represents an infiltrated agent of the state or any other person acting under 

the coordination or supervision of a competent judicial authority, and who, in the course of 

his/her activity, goes beyond the limits imposed by the law, thus acting not only to reveal 

the criminal acts of a person/criminal organization, but to incite that person/members of 

the criminal organization to commit offenses so as to obtain evidence for the accusation 

(Predescu & Udroiu: 2009). The limits within which an undercover agent may act shall be 

further analyzed from the perspective of the European Court of Human Rights case-law, in 

Section 3 of the present article. Another sensitive issue deriving from art. 150 NCCP is 

that in those situations where entrapment was proved, there emerged a serious problem 

which has not yet been solved by the New Code, namely that of the sanction applicable to 

evidence obtained as a result of entrapment.  Certainly, the first solution at hand would be 

the exclusion of evidence, by correlating the provisions of art. 101 (3) NCCP – interdiction 

of entrapment - with those of art. 102 (2) NCCP according to which illegally obtained 

evidence (including by the incitement of a person to commit crimes) shall not be used in a 

criminal trial. The doctrine (Pușcașu:2010) has made innovative proposals in this sense, 

sustaining that solutions, such as the exclusion of evidence as unlawful or the approach to 

entrapment as a mitigating circumstance used by the defendant are not enough to 

counterbalance the unfairness of a conviction ruled in these conditions. The preferable 

solution would be not to prosecute an incited person or, in any case, not to convict him/her. 

Nonetheless, if evidence is contained in the testimony of an undercover investigator, and 

where the court is not convinced beyond a reasonable doubt that entrapment took place, the 

judge should be very cautious in ruling conviction, a logic sustained by art. 103 (3) NCCP, 

according to which conviction shall not be based, up to a decisive extent, on the testimony 

of the investigator, the collaborator (informant) or the protected witnesses. A further 

sensitive issue results from art. 150 para. (1) b, whereby if the prosecutor aims at 

authorizing the participation of undercover investigators in certain activities, otherwise 

illegal, he/she must ensure that the measure is proportional to the limitation of fundamental 

rights and freedoms, given the particulars of the case, the importance of the information or 

evidence to be obtained or the gravity of the offense. From the manner in which this 

condition has been settled, it results that the prosecutor can authorize the participation in 

certain activities (a measure of subsidiary, exceptional character) even when simple 

information must be obtained, not necessarily evidence. If the judicial authorities need to 

resort to such unconventional proceedings that must be used by exception, given the 

obvious inequality of arms between the state agents (undercover investigator/collaborator) 

and a person reasonably suspected of preparing or committing a serious offense, the 

purpose of this special method of criminal investigation is not justified. In this context, the 

principle of proportionality between such a measure and the restriction of the fundamental 

rights becomes diluted and devoid of content, since there is no proportionality between the 

fundamental rights of a person and the authorization of the undercover investigators whose 

limits are pushed up to the commission of an actus reus of a corruption offense, with the 

sole aim to collect information. Information can be easily obtained by using other 

evidentiary proceedings and not by resorting to such tricky operation to which the NCCP 

itself confers a peculiar, subsidiary character, of temporary validity (Roibu: 2014). 

Similarly, interpretation dilemmas still arise in art. 150 (7) NCCP whereby judicial 

authorities can use or place at the disposal of the person who performs the authorized 

activities, any writings or objects destined to support such activities. In case of a 

corruption offense, the sensitive issue is to know whether the undercover agent can use 
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money in order to collect evidence about the preparation or commission of a corruption act. 

In other words, can money be assimilated, legally speaking, to writings or objects 

necessary for the agent to carry out the activities for which he/she was authorized? I 

believe that the significance of the term should remain autonomous, namely that of 

―monetary inscriptions‖ as defined by Act no. 384/2004 on the denomination of national 

currency, therefore money can be qualified neither as writings, nor as objects. The doctrine 

(Udroiu:2014) came up with a definition of ‗writing‘ as being the unilateral or 

conventional document that issues from one or more natural persons or legal entities of 

public (including judicial authorities) or private law or that belongs to such 

persons/entities. In fact, a distinction between these notions can be drawn and, although 

there is no strict definition either in the New Penal Code or in the New Code of Criminal 

Procedure, their legal meaning can be inferred. Thus, pursuant to art. 197 (1) NCCP, 

objects that contain or are impregnated by a trace of the act committed, as well as any 

other objects that may lead to the discovery of the truth, represent material evidence; and 

according to art. 198 (1) NCCP, writings can be used as evidence if their content may 

express facts or circumstances that can contribute to the discovery of the truth. In my 

opinion, if the undercover investigator places at the disposal of the person suspected of 

preparing or committing a corruption offense – a sum of money – the investigator exceeds 

his/her limits of a passive observer, infiltrated in the operation with an aim to collect 

evidence. Therefore, this shall count as entrapment, expressly forbidden by art. 101 (3) 

NCCP. Approaching the use of undercover agents in order to obtain evidence in a criminal 

trial, the  Romanian High Court of Justice (Udroiu:2016) stated that the use of an 

undercover agent in order to catch the perpetrator in flagrante delicto of drug dealing shall 

not constitute entrapment, given that a person, who is a drug consumer, repeatedly 

committed acts which are specific for drug trafficking and it was not the undercover agent 

who incited that person to commit or continue committing such acts, but the person 

him/herself had previously decided upon that. In such a case, the undercover agent acts 

only in order to collect evidence on the offense and to identify the perpetrators, by 

performing activities such as the catching in flagrante delicto. In general terms, national 

courts make a distinction between two hypotheses in order to establish whether entrapment 

(police incitement) occurred or not. Thus, in the first situation, if the person suspected of 

preparing the commission or committing one of the offenses listed under art. 148 (1) 

NCCP takes advantage of the ―opportunity‖ offered by the undercover agents in such 

circumstances which lead to the conclusion that the suspect would have acted in the same 

way if he/she had been granted the ―opportunity‖ by  any other individual, there shall be no 

entrapment. In the second situation, if the activity performed by undercover investigators 

was such as to incite the perpetrator to commit an offense which, in the absence of the 

maneuvers of the undercover agents, the perpetrator would not have committed, the 

evidence thus obtained shall not be used in a criminal trial. An additional sensitive issue 

in the matter is the question of the legal value of the evidence obtained by undercover 

agents. The information and data obtained by undercover agents are written down in a 

report and may be used in the criminal trial in relation to the persons to whom the 

authorization issued by the prosecutor refers or in other trials, in relation to other persons, 

if such information and data are conclusive and useful. In order to assess the lawfulness 

and loyalty of the activity carried out by the investigators, and in order to allow the parties 

to a trial to ask questions to the former, the courts may proceed to the hearing of 

investigators in the same conditions as those applicable to threatened witnesses (Udroiu: 

2016). With regard to the same matter, the High Court of Justice (Udroiu:2016)  stated that 
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a defendant shall not be found guilty if there are contradictions between the statements 

made by the undercover agent and the informant during the stage of criminal investigations 

and their statements made during the trial stage, since such contradictions generate doubts 

as to the factual situation presented to the court, and if, besides these statements there is no 

other piece of evidence which may lead to the conclusion that the defendant did participate 

in the commission of the offense. 

 

3.POSITION OF THE ECtHR AS TO THE USE OF UNDERCOVER AGENTS  
The distinction between the passive and proactive attitudes adopted by undercover 

agents in the course of their duties is essential and has been highlighted by the European 

Court of Human Right (hereinafter the ECtHR) in a landmark case 

(http://hudoc.echr.coe.int/) and reaffirmed in all similar cases that followed. 

Although the subject-matter of the case was the investigation of drug dealing, the 

legal reasoning of the Court has remained valid for all cases of serious offenses in which 

entrapment (police incitement) is debated. Thus, in paragraph 36 of the above-mentioned 

judgment, the Court clearly stated that ―The public interest cannot justify the use of 

evidence obtained as a result of police incitement‖. By this dictum, the ECtHR actually 

introduces the rule of using undercover agents only in exceptional cases, in well-

determined conditions, so as to ensure the safeguard of the defendant‘s procedural rights. 

The Court explicitly mentioned that a justifiable goal, such as the suppression of serious 

crime, cannot account for abusive measures. In paragraph 39 of the cited decision, the 

Court deemed that ―the two police officers‘ actions went beyond those of undercover 

agents, because they instigated the offense and there is nothing to suggest that without their 

intervention it would have been committed. That intervention and its use in the impugned 

criminal proceedings meant that, right from the outset, the applicant was definitively 

deprived of a fair trial. Consequently, there has been a violation of article 6 paragraph 1‖. 

Therefore, it is completely unfair to use state mechanisms in order to trigger the criminal 

liability of a person whose act was generated precisely by the state agents. Paying special 

care to the issue of undercover investigators used in criminal trials, the ECtHR 

(http://hudoc.echr.coe.int/) offered a set of rules which national courts should take into 

account in those cases where undercover agents were used and highlighted the following:     

 a) The Convention does not preclude reliance, at the preliminary investigation 

stage and where the nature of the offense may warrant it, on sources such as anonymous 

informants. However, the subsequent use of such sources by the trial court to found a 

conviction is a different matter and is acceptable only if adequate and sufficient 

safeguards against abuse are in place (assessment of the Court, paragraph 90); 

 b) Any arguable plea of incitement places the courts under an obligation to 

examine it in a manner compatible with the right to a fair hearing. The procedure to be 

followed must be adversarial, thorough, comprehensive and conclusive on the issue of 

entrapment, with the burden of proof on the prosecution to demonstrate that there was no 

incitement (assessment of the Court, paragraph 94); 

 c) Courts are under a duty to examine the incitement plea and ensure the overall 

fairness of the trial, which requires that all relevant information, particularly regarding the 

purported suspicions about the applicant’s previous conduct, be put openly before the trial 

court or tested in an adversarial manner (paragraph 100); 

 d) Courts are under a duty to require that the undercover agents and other 

witnesses who could testify on the issue of incitement should be heard in court and be 
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cross-examined by the defense, or at least that detailed reasons should be given for a 

failure to do so (paragraph 101). 

 According to art. 103 (3) NCCP, the decision of a law-court which ruled the 

conviction, the waiver of penalty enforcement or adjournment of penalty shall not be 

based, to a decisive extent, on the statements of investigators and informants, therefore the 

statements made by the former have a conditioned value when used as evidence in a 

criminal trial. Related to this issue, in a case against Romania (: http://hudoc.echr.coe.int/), 

the ECtHR concluded that the defendant‘s right to a fair trial was violated, since, by ruling 

his conviction ―without hearing evidence directly from him or from the witnesses and 

without giving proper consideration to his requests to allow expert examination of the 

telephone recordings and the undercover agents and collaborator to be questioned in an 

appropriate manner, the domestic authorities failed to ensure, in practice, adequate 

safeguards to counterbalance any difficulties caused to the defense by the limitation on its 

rights‖ (assessment of the Court, paragraph 50).  

 

4. CONCLUDING REMARKS 

 The widespread phenomenon of terrorism, organized crime and other extremely 

serious offenses has entailed a strong fight-back response from all European states, not 

only in the area of security measures, but also at the level of their criminal legislation. In 

this domain, a shift of paradigm has occurred which means, among others, that crime 

control is no longer dominated by the traditional questions of culpability and punishment, 

but rather by the issues of risk and dangerousness and by the future-oriented themes of 

prevention and security. This dogma of security has led to fundamental changes in the 

existing approaches to social control and to the emergence of a new aim: providing 

security by means of early prevention (Sieber: 2016). The Romanian New Code of 

Criminal Procedure (NCCP) has also adapted itself to this new social trend, providing for 

special rules in the area of obtaining evidence in case of offenses which may harm national 

security and other serious offenses derived from the former. These rules govern two main 

types of proceedings used for collecting evidence: surveillance methods and investigation 

methods, all listed under the general article 138 NCCP and settled in detail in the next 

articles of the NCCP. The surveillance methods are ordered by a liberty and custody judge, 

while the investigation techniques are ordered by the prosecutor. These methods of 

surveillance and investigation were imported into the NCCP from the secondary (special) 

legislation which governs the prosecution of very serious offenses and they became 

common rules. This transfer into the most representative piece of legislation on criminal 

proceedings is undoubtedly a positive feature of the NCCP, if approached from the 

perspective of coherence and organization purposes. Yet, if regarded from the perspective 

of guaranteeing the fundamental rights and freedoms of the accused persons, this set of 

imported rules on gathering evidence turns out to be a very perfidious instrument. One of 

the most sensitive and intrusive methods of investigation is authorized participation of 

undercover agents in certain activities, provided by Article 150 of the NCCP. The present 

study has analyzed the deceiving side of such a method of investigation, both from the 

perspective of the national criminal practice, as well as from the more extended one of the 

ECtHR and has emphasized mainly its damaging effects on the procedural rights of the 

accused. The entire process referred to above could perhaps be best summarized by the 

question ―What is lost when something else is gained?‖ The answer is at the same time 

simple and intricate. In terms of gains, the investigation authorities have obtained easier 

and more accessible methods to deal with dangerous crimes, all used in the name of a more 
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protected society and a welfare state, while in terms of losses, the procedural rights of the 

accused have been severely harmed, sometimes generating irreversible effects. 
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ABSTRACT 

Next to bringing perpetrators to justice and justice to the victims, as well as 

restoring and maintaining peace, some of the main goals of the international criminal 

tribunals and court‘s goals are to contribute to the achievement of freedom, security, 

justice, rule of law, as well as the strengthening of security around the world.  

In the following paper an analysis will be made on how the international criminal 

jurisprudence and outreach programs have helped the achievement of the above-mentioned 

goals, and how their work is actually relevant to human rights and security. Nonetheless, 

because courts and tribunals are not always the ones that succeed at all times, we will show 

the importance of the truth and reconciliation commissions in the achievement of the above 

goals that are imperious to be accomplished. In the context of the aforementioned, we shall 

put under discussion what more can be done by these proceedings for better 

accomplishment of peace, justice and security by respecting human rights at all costs. 

 

 Keyword:  security, justice, rule of law, security, human rights, international 

criminal law, truth and reconciliation commissions. 

 

1. INTRODUCTION  

―Justice, peace and democracy are not mutually exclusive objectives, but rather 

mutually reinforcing imperatives‖
1
that need to be achieved by every civil and democratic 

society, and not only by those that have survived a conflict, be it internal or international, 

but by every society and every country. 

At the end of a conflict, peace between the parties is to be achieved. Though this 

so-called peace is established between the state entities, it is up to the society to come to 

the understanding that both parties have suffered human casualties, people have endured 

physical pain, psychological harm, destruction of homes, of cultural heritage and as the 

system has been broken down, there might not be any faith left in the political nor judicial 

system of the state or states.  

The principal aim of building internationally based courts or tribunals is to bring 

those responsible for the heinous crimes committed during the internal or international 

conflict to justice. Building such judicial bodies was and unfortunately still is necessary as 

the post-conflict system was/is still too weak to bear such burden, it is still too weak to be 

able or, bluntly said, incompetent, unable or unwilling to do so. Under such circumstances, 

investigations, prosecutions and trials are being conducted, in order for those responsible 

                                                      
1 United Nation Security Council Resolution, S/2004/616, Introduction 
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to be brought to justice and some sort of comfort to be given to the victims, the victim‘s 

families or to the society as a whole.  

However, what will be observed is that Courts and Tribunals of international 

character, hybrid or not, have the power to strengthen the faith in establishing post-conflict 

justice, freedom and rule of law, as usually these are some of the objectives that need to be 

achieved. Their outreach programs were created in order for those ―at home‖ to better 

understand their work and (re)establish their faith in the justice system. Due to the fact that 

most of the tribunals dealing with atrocities committed during war or an internal conflict 

are not based on the territory or on one of the territories where these were committed, 

certain proximity had to be made towards the concerned places, by outreach programs and 

other programs that would help the transitional justice process.  

The following paper will focus on this particular influence of these programs 

exercised by the international criminal law community on establishing the rule of law 

reform, justice reconstruction or having the transitional justice initiative. 

 

2. AD-HOC TRIBUNALS AND THE CONTRIBUTION OF THE INTERNATIONAL 

CRIMINAL COURT TO THE RULE OF LAW REFORM, JUSTICE 

RECONSTRUCTION AND TRANSITIONAL JUSTICE 

Even though established to try those responsible for mankind atrocities, they need 

as well to connect with the world they deal with. As such, the UN Tribunals were 

established with a ―number of objectives, among which are bringing to justice those 

responsible for serious violations of human rights and humanitarian law, putting an end to 

such violations and preventing their recurrence, securing justice and dignity for victims, 

establishing a record of past events, promoting national reconciliation, re-establishing the 

rule of law and contributing to the restoration of peace. To these ends, a variety of 

institutional models has emerged.‖
2
 Conducting trials and bringing perpetrators to justice 

has an important role in the transitional context as, next to the expressed denunciation of 

the criminal behavior, the victims receive some measure for justice and reclaim their 

dignity and criminal trials could contribute to the rebuilding of the justice system in the 

concerned country as well as the population‘s credibility in it, the rule of law, the 

credibility in the state and the promotion of the respect of human rights. A very good 

example of such an outreach program is the one established for the wok of the Sierra 

Leone Court, ―a dynamic, young team of Sierra Leonean outreach officers has engaged the 

population in remarkably forthright discussions about the meaning and the challenges of 

post-conflict justice – outreach that aims ‗to promote understanding of the Special Court 

and respect for human rights and the rule of law in Sierra Leone.‘‖
3
 

International criminal law needs ―to establish a new start for these communities 

and to set an example that domestic courts can follow (…) unlike national criminal law, 

international criminal law is not constrained to the role of punishing and deterring 

wrongdoers; it is intended for the ‗peace, security and well-being of the world‘.‖
4
 

                                                      
2 UN SC Report of the Secretary-General, The rule of law and transitional justice in conflict and post-conflict 

societies no. S/2004/616, 23 August 2004, para. 38, The same paper presents the International Courts and 

Tribunals, with the exception of the newly Den Haag based Court for Kosovo, established by the EU.  
3 Stromseth, J.E., Justice on the Ground: Can International Criminal Courts Strengthen Domestic Rule of Law 

in Post- Conflict Societies, Georgetown University Law Center Scholarship, Cambridge University Press, 

2009, p. 93 
4 Wu, K.X., Experiences that Count: A Comparative Study of the ICTY and SCSL in Shaping the Image of 

Justice, Utrecht Law Review, Volume 9, Issue 1 (January) 2013, p. 60 
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The question that actually arises is whether the outreach programs actually work? 

Was awareness raised on what the Courts and Tribunals actually do; did these institutions 

really help with the (re)building of the human rights concept and respect within the 

countries, with the sense of security or the construction of the rule of law. 

Further on, we shall present some Outreach Programs that have worked and some 

that are actually considered to have failed, because it is only through these programs that 

the courts can make themselves heard and visible and they can actually help the stability of 

security, the access to freedom and the establishment of the rule of law. 

First, we shall start with a success story, the Special Court for Sierra Leone
5
 

Outreach Program, then we shall continue with two stories that have good and bad ratings, 

the International Criminal Tribunal for the former Yugoslavia
6
 and International Criminal 

Tribunal for Rwanda
7
. We are aware that not only these three tribunals and courts exist, as 

for example, even though many years have passed since the Cambodian conflict, the 

Extraordinary Chambers in the Courts of Cambodia
8
 were created by the initiative of the 

Cambodian government requesting in 1997 the United Nations ―to assist in establishing a 

trial to prosecute the senior leaders of the Khmer Rouge‖
9
 or the Special Tribunal for 

Lebanon
10

 and more recently the Den Haag based Tribunal for the Kosovo‘s war opened 

its doors for the Kosovo Specialist Chambers and Specialist Prosecutor‘s Office
11

. 

 

2.1. The Outreach Program of the Special Court for Sierra Leone (hereinafter 

SCSL or Court) and the Truth and Reconciliation Commission (hereinafter SL TRC) 

What shall be underliined is that, next to the Special Court for Sierra Leone there 

was a Truth and Reconciliation Commission that was in charge of bringing the truth to the 

victims. ―After years of brutal conflict in Sierra Leone, there existed a need to confront the 

past. The nation wanted to know what precipitated the wave of vengeance and mayhem 

that swept across the country.‖
12

 

The Court opened its doors in 2002 upon a request lodged in by Sierra Leone with 

the United Nations in 2000 ―to address serious crimes against civilians and UN 

peacekeepers committed during the country's decade-long (1991-2002) civil war‖
13

 The 

S.C.S.L. closed its doors in 2013, being the first international court to end its proceedings 

leaving behind the Residual Special Court for Sierra Leone and the S.C.S.L. Public 

archives, Freetown and The Hague, whose mandate was set down between the United 

                                                      
5 Special Court for Sierra Leone, Residual Special Court for Sierra Leone Agreement between the United 

Nations and the Government of Sierra Leone pursuant to Security Council resolution 1315 (2000) of 14 August 

2000, the Special Court for Sierra Leone http://www.rscsl.org/ 
6 U.N.S.C. Resolution S/RES/827 (1993), 25 May 1993 
7 UNSC Resolution No.S/RES/ 955 from 8 November 1994 
8 Extraordinary Chambers in the Courts of Cambodia, Agreement between the United Nations and the Royal 

Government of Cambodia concerning the prosecution under Cambodian law of crimes committed during the 

period of Democratic Kampuchea Phnom Penh, 6 June 2003,  http://legal.un.org/avl/ha/abunac/abunac.html  
9Idem, https://www.eccc.gov.kh/en/about-eccc/introduction  
10  Special Tribunal for Lebanon, Agreement between the United Nations and the Lebanese Republic 

(hereinafter ―the Agreement‖) pursuant to Security Council resolution 1664 (2006) of 29 March 2006,  

S/RES/1757 https://www.stl-tsl.org/en/about-the-stl/636-creation-of-the-stl 
11 Law n.05/L-053 on the Specialist Chambers and the Specialist Prosecutor‘s Office approved by the Kosovo 

Parliament in August 2015, http://www.kuvendikosoves.org/common/docs/ligjet/05-L-053%20a.pdf ,  
12 Sierra Leone Truth and Reconciliation Commission, http://www.sierraleonetrc.org/  
13 United Nations‘ Resolution 1315 of 14 August 2000, AGREEMENT BETWEEN THE UNITED NATIONS 

AND THE GOVERNMENT OF SIERRA LEONE ON THE ESTABLISHMENT OF A SPECIAL COURT 

FOR SIERRA LEONE http://www.rscsl.org/ 
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Nations and the Government of Sierra Leone in an Agreement in 2010. It is not the 

purpose of this paper to discuss this matter so we shall leave a discussion on it for another 

paper.  

In comparison with other international tribunals, the S.C.S.L.‘s Outreach Program 

started at the same time with the Court‘s Mandate. As such, even though the Court, as well 

as the Program were not well perceived at first, due to the impressive work of the people 

involved, employees and the numerous volunteers the situation changed. The Program did 

not only explain the work of the Court to the people, but it responded to peoples‘ questions 

and critiques as well, offices were opened in most parts of the country from ―the major 

towns to the most remote villages‖
14

 creating thus a real bond and connection with the 

victims, by organizing together with the town representatives meetings with the people, 

holding audio and video conferences where the summaries of the Court proceedings were 

translated in the local languages and the viewers could watch them and ask questions. Due 

to the fact that the people in that region were very poor, they could not visit the Court in 

Freetown, and as such the Program selected representatives from the village that were 

brought and accommodated on the Court for one to two weeks, where they could talk to 

the judges, watch the trials in real time and even ask questions so when they returned to 

their communities ―they can spread key messages on behalf of the Court.‖
15

 The most 

amazing for us was that for Charles Taylor‘s trial which was held in Den Haag, they flew 

in 100 representatives so they could explain what they saw and experienced and how the 

proceedings were conducted there. The relationship with the press was almost a problem 

less, and even though they had limited resources, the Court knew how to handle it. All in 

all, in comparison to the perception of the society on other tribunal‘s, courts and Outreach 

Programs, the Court and the Outreach Program for Sierra Leone were a success.  

Next to these, in 2003 the SL TRC opened its doors in 2003. Its mandate was, 

―(…) established to address impunity, break the cycle of violence, provide a forum for 

both the victims and perpetrators of human rights violations to tell their story, get a clear 

picture of the past in order to facilitate genuine healing and reconciliation.‖
16

 and had the 

objective ―to create an impartial historical record of violations and abuses of human rights 

and international humanitarian law related to the armed conflict in Sierra Leone, from the 

beginning of the Conflict in 1991 to the signing of the Lomé Peace Agreement; to address 

impunity, to respond to the needs of the victims, to promote healing and reconciliation and 

to prevent a repetition of the violations and abuses suffered‖.
17

 Before presenting its 

outcome, we would like to present one of the reasons why this commission was 

established. As it is stated in the Final Report of the Commission in Chapter One, the 

Mandate ―Article IX of the Lomé Peace Agreement provided a pardon and amnesty for 

participants in the conflict. The Commission was therefore viewed as the principal means 

of providing a degree of accountability for human rights abuses committed during the 

conflict‖
18

. This pardon meant ―a complete lack of accountability for the massive human 

                                                      
14 Wu, K.X., Experiences that Count: A Comparative Study of the ICTY and SCSL in Shaping the Image of 

Justice, Utrecht Law Review, Volume 9, Issue 1 (January) 2013, p. 67 
15idem 
16  Article XXVI of the Lomé Peace Agreement signed on 7th July 1999, http://www.sierra-

leone.org/Laws/1999-3.pdf  
17  Section 6 of the Truth and Reconciliation Commission Act 2000, 6(1), http://www.sierra-

leone.org/Laws/2000-4.pdf  
18 http://www.sierraleonetrc.org/index.php/view-the-final-report 
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rights abuses of war‖
19

 and as such the SL TRC was built under the coordination of the UN 

Office of the High Commissioner for Human Rights (OHCHR), assisted by consultants of 

the International Centre for Transitional Justice (ICTJ). After the end of the war, most 

people in Sierra Leone just wanted to ―forgive and forget‖ so the Commission‘s mandate 

was actually the ―truth telling‖
20

.  

In conclusion, when it comes to the Sierra Leone conflict, much has been done for 

the population to come to terms with the past, ensure some sort of security and with the 

help of the international community to establish the rule of law in the country. Although 

neither the Court nor the Commission would ever heal the wounds left by the war, at least 

some sort of reconciliation was brought to the population so it could start believing in the 

possibility of a fair state.  

2.2. International Criminal Tribunal for the former Yugoslavia (hereinafter ICTY) 

and the International Criminal Tribunal for Rwanda (hereinafterICTR) 

In the aftermath of the Rwandan genocide and the Yugoslav war, the international 

community decided to open two ad-hoc Tribunals under the auspice of the United Nations. 

Their mandate was to try those responsible for the crimes committed on these two 

territories at the beginning of the 90‘s. The present paper shall not make another 

commentary on the Tribunals‘ work as, since their inception, many articles and books have 

been written on them, but we shall make a short commentary on how they and the truth 

commissions that were to be established have somehow failed to achieve their goals of 

restoring peace through justice. 

In comparison to the SCSL and SL TRC, the ICTY and the ICTR did not have 

either a very successful outreach program or a truth commission.
21

 The outreach program 

for the ICTY was created only in 1999, 5 years after the tribunal started its work, while the 

one for the ICTR was established between 1999 and 2000, having as its primary aim to 

―ensure that "the Rwandan people have an understanding of the work of the Tribunal", 

which is considered to be necessary for the ICTR to facilitate reconciliation‖
22

. It is only 

after such a long period of time that the international society understood that the Tribunals 

did not reach the population and that they were actually not helping throughout the 

reconciliation process. Based on the notion that peace can be reached through justice and 

reconciliation through understanding, the following points needed to be achieved by the 

outreach programs: 

- Informing the population, as a necessity, about the judicial proceedings, 

- Explaining and communicating the tribunals‘ work and relevance to audiences 

in the former conflict zones, 

- Explaining the jurisprudence of the tribunals to the population in such a way 

that they understand why only certain people were accused and prosecuted, 

- Using a range of techniques and strategies, 

                                                      
19 http://syriaaccountability.org/wp-content/uploads/USIP_Reconciliation-Sierra-Leone_2007_EN.pdf  
20 http://syriaaccountability.org/wp-content/uploads/USIP_Reconciliation-Sierra-Leone_2007_EN.pdf  
21 On the ICTY‘s achievement and the truth commissions, see as well, Colojoara, R., One Tribunal, different 

impacts and many sides; The ICTY’s legacy in dealing with the past, International Journal of Rule of Law, 

Transitional Justice and Human Rights, Year 7, Vol. 7, 

https://www.academia.edu/31125293/INTERNATIONAL_JOURNAL_OF_RULE_OF_LAW_TRANSITION

AL_JUSTICE_AND_HUMAN_RIGHTS_Year_7_Volume_7 , p. 141- 153 
22 Schulz, P., Outreach and the ICTR Assessing the Impact of Outreach Activities by the International Criminal 

Tribunal for Rwanda (ICTR), Holocaust and Genocide Studies Working Papers Series 2, The Hugo Valentin 

Centre, Uppsala 2014, p. 16 
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- Organizing visits to the tribunals, media campaigning and production and 

distribution of educational and information and material,  

- Organizing visits, lectures and presentations by the tribunals‘ staff at various 

locations throughout the countries, 

- Managing the public expectations, especially among victims,  

- Encourage participation in the judicial process, especially of the witnesses and 

victims, etc.  

Unfortunately, even after the creation and, later on, implementation of the outreach 

programs, the perception of the two tribunals has not changed much. They are still seen as 

very political
23

 or pertaining
24

 to just one side, not taking in consideration the other one.  

Due to the fact that the ICTR‘s ―judges have recognized that the fundamental 

purpose of holding individuals accountable for their conduct is the intent to ―contribute to 

the process of national reconciliation and to the restoration and maintenance of peace. 

Justice should serve as the beginning of the end of the cycle of violence that has taken so 

many lives, Tutsi and Hutu, in Rwanda‖
25

; it needed to provide the population with 

explanations on their work, especially because, the Tribunal‘s Trial Chambers were in 

Arusha, Rwanda and the Appeals‘ Chambers were in Den Haag, a fact that confused the 

people, as well as the applicable law and lastly, the communication was almost inexistent 

until that moment with respect to what exactly they were doing in order for peace and 

security to be, more or less, restored. 

The ICTY‘s outreach program is still trying to do its best to reach the 

communities, explain that without its presence, due to, at that time existent situation, the 

perpetrators would not have been brought to justice, fair trials would not have been 

conducted and many victims would not have been able to receive some sort of justice.  

However, the aim of the Outreach Program is not only to explain the tribunals‘ 

work to the community, but also to help the society grow, increase the capacity-building 

efforts of the judiciary and assist in the reconciliation process, as well as to finally help the 

restoration of the rule of law, when people start believing in the state, the politicians and 

the judicial system. Concerning this last part, the outreach program of the two tribunals is 

most relevant. The ICTR program helped the judges in the country, while the ICTY 

outreach program helped not only the regular judiciary, but also the special courts or 

chambers established within the former Yugoslav countries to prosecute those responsible 

for the crimes committed during the war and in connection with the war.   

Due to the limited space that we have for this paper, we shall now proceed to the 

truth and reconciliation commissions established and/or attempted to be established in the 

post conflict countries. In Rwanda, in addition to the ICTR and the national courts, a 

special form of court was established, the Gacaca since ―Rwandans have consistently 

rejected any compromise with full accountability, insisting upon criminal prosecution for 

all alleged perpetrators‖
26

 as it could be observed from the high number of persons being 

                                                      
23 In this sense se opinions on the ICTY 
24 In this sense, both tribunals have been categorized as pertaining to just one side. 
25 ―The ICTR Outreach Program: Integrating Justice and Reconciliation‖ Conference on challenging impunity, 

Kigali Novotel 7-8 November 2006, p. 2 citing ICTR, Prosecutor v. Ferdinand Nahimana, Jean-Bosco 

Barayagwiza, Hassan Ngeze, ICTR-99-52-T, Judgment and Sentence at Paragraph 109 [Citing Security 

Council Resolution 955, S/RES/955 (1994), 8 November 1994.] 

http://iccforum.com/media/background/outreach/2006-11-08_Gallimore-The_ICTR_Outreach_Program-

Integrating_Justice_and_Reconciliation.pdf 
26 Schabas, W., Genocide Trials and Gacaca Courts, Journal of International Criminal Justice 3 (2005),1 of 17 

Oxford University Press, 2005, p. 2 
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detained by the national institutions, awaiting trial. With the creation of the Gacaca Court, 

it was expected that reconciliation would be encouraged and closure would be offered, 

since the population preferred the denunciation phase, by 2005 it was announced by the 

Rwandese authorities that more than 1.000.000 people would be prosecuted.
27

  Concluding 

on this regard, the Gacaca Courts, all 75 of them, did not actually function as reconciliation 

commissions as we know them, but as courts where people wanted to deposit testimonies 

and denounce those they considered were involved in the conflict as perpetrators. The 

number increased, day by day, and it looked like actually people just wanted to denounce 

someone.
28

 

Turning our attention to former Yugoslavia. Can we actually talk about such a 

Commission?  At first glance, it would look futile to even start such a subject, but after a 

better analysis, the question ―why wouldn‘t we‖, would arise. The region is filled with love 

and hatred and after all these years, would reconciliation be possible? From a strictly 

optimistic stance, yes, but thinking rationally, there are some doubts.
29

 Maybe if it did not 

work with the Tribunal‘s legacy, it could work as a non-politicized Commission.  

 

3. CONCLUSION  

Looking at the judicial efforts made by the international tribunals and courts, there 

is no doubt in our mind that without these, no peace, security or possible reconciliation 

could have been reached. There is no peace without justice, not in the cases of the most 

heinous crimes committed against people, no matter where they came from.  

The current international criminal society should draw conclusions from the past 

and actually implement the lessons learned from this past.  
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АBSTRACT 

There are various forms of crime. However, one form specifically deserves special 

attention. The Criminal Code of the Republic of Serbia classifies narcotics-related crimes 

in the group of criminal offences against human health. There are, inter alia, criminal 

offences of unlawful production and trafficking of narcotics, illegal possession of narcotic 

drugs, as well as enabling others to take narcotics. In this paper the authors emphasize the 

graveness and the danger of narcotic related crimes, the more difficult detection and 

clarification of these crimes and the necessity of appropriate international cooperation 

aimed at its prevention and suppression. The author underlines the presence and tendency 

of spreading these narcotics related crimes across the Republic of Serbia. 

 

Key words: drugs, organized crime, Serbia, organized criminal groups 

 

1 INTRODUCTION 

Today the production and distribution of narcotic drugs across the world is under 

the control of the states and the international community and it is limited to the amount 

necessary for medical and scientific purposes. The activities that exceed these frames are 

sanctioned as criminal offences, so that when it comes to narcotic drugs, a strict and 

generally accepted prohibition is implemented and carried out in view of primarily 

protecting the public health. Although this attitude is represented and enforced by all 

levels, starting from the lowest state authorities of the countries up to the highest bodies of 

the United Nations, there are still those who raise the question of the justification of such a 

regime on narcotic drugs. The reason for raising this question is explained by historical and 

statistical data suggesting that the field of activity relating to narcotic drugs has expanded 

over time and now it is subjected to criminal law prosecution and the sanctions for these 

offences are being tightened; however, at the same time the number of those who cimmit 

these offences is increasing, as well as the number of those who become addicted to drugs. 

In view of this, it is often underlined that many countries and the most powerful 

intelligence agencies in the world are involved in the illegal production and trafficking of 

drugs and it can therefore be concluded that the prohibition of narcotic drugs is completely 

unnecessary, pointless and counterproductive. These statements clarify that the good, 

initial, starting idea to ban the production and trade of substances that harm human health 

                                                      
1  The paper is the result of the project named ―Crime in Serbia and Instruments of State Response―, which is 

financed and carried out by the Academy of Criminalistic and Police Studies, Belgrade-the cycle of scientific 

project 2015-2019. 
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has produced counter effects. The number of persons who take narcotic drugs
2
 has not 

decreased; on the contrary, it has increased, but it has also created the perfect ground for 

the most lucrative and profitable job of organised crime, which has caused many conflicts 

between drug gangs and a large number of victims, among whom many innocent people - 

people who had nothing to do with narcotics (Delibašić, 2014:16). 

The World Health Organization divides drugs into four basic groups with regard to 

their effects on the central nervous system: a) Central nervous system stimulants that cause 

elevated mood and arousal (speed, ecstasy, cocaine, amphetamines); b) depressants that 

lower the neural activity and act as soothing drugs - they are also referred to as sedative-

hypnotics (analgesics, hypnotics, sedatives, opium and opiates, heroin, alcohol, inhalers); 

c) hallucinogenic drugs that alter the state of mind, mood, feelings, causing delusion of the 

senses and a feeling of unreality, distortions of time and space (LSD, mescaline, 

meprobamate, phencyclidine); and d) cannabis, drug that comes from Indian hemp or 

Cannabis Sativa plant, which can have sedative or mildly euphoric effects in small 

quantities, but in larger amounts it can cause effects similar to hallucinogens (marijuana, 

hashish) (Novoselac, 2007:128). 

Numerous studies worldwide precisely indicate that there is ―drug-related crime‖, 

which is mostly of financial-property nature. Drug related crime and the use of drugs is 

multiple and legitimately related to various forms of crime, as well as to some forms of 

community degradation: 1) the production, keeping and circulation of narcotics is a 

criminal offence; 2) drug addicts themselves begin to commit various crimes (burglary, 

theft, robbery, motor vehicle theft, shop lifting, even murder for gain, etc.); 3) a large 

number of drug addicts are drug dealers (they produce a certain kind of soft drugs); 4) the 

illegal drug trade is closely linked to corruption which affects the administration of justice, 

courts, customs authorities, the police; 5) drug related crime is also closely related to 

various forms of illegal money laundering, which is a serious consequence of organized 

crime; 6) drug related crime is the driving force for the development of organized crime in 

general, which tends to spread and infiltrate into other areas of society; 7) drug addicts are 

victims of illegal drug trafficking and their deterioration has effects on the entire 

community (their families, social community as a whole); 8) while other persons are 

oriented toward property crime, drug addicts are mostly engaged in prostitution in order to 

obtain the money to buy drugs, and 9) drug addicts belong to the risk category for 

transmitting HIV infection, which leads to further risks to the community 

(Simonović,2004:643). 

 

2 REVIEW OF DRUG TRAFFICKING IN THE WORLD 

The presence of psychoactive substances on the illegal drugs market is the 

essential and necessary precondition for the existence and spreading of the drug addiction 

and its scale and extent have a strong effect on the growing demand of these substances. 

This is how the vicious circle of the drug abuse phenomenon is created. The conclusion on 

the scope and extent of the illegal drug production and trafficking can only be made 

indirectly, based on the number of persons who use drugs. Hence, if the number of drug 

addicts in a particular environment is high, with a tendency of continuous growth, it clearly 

                                                      
2 In one research conducted in Macedonia, the answers of the  respondents to the questions referring to the 

usage of certain hard and soft drugs indicate that 3.6% of them have used soft drugs as marijuana (hashish, 

cannabis, while circa 1.4% of the respondents have used hard drugs (cocaine, heroin, XTC, LSD, speed, 

amphetamines, etc.) -(Baĉanović&Jovanova,2015:12)  
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reflects the huge possibilities for obtaining illegal narcotics, which also determines the 

scale and extent of the crime related to their illegal production and trafficking (Marinković 

& Lajić, 2016:122). 

It is estimated that 1 in 20 adults, or a quarter of a billion people between the ages 

of 15 and 64, used at least one drug in 2014. Roughly, the equivalent of the combined 

populations of France, Germany, Italy and the United Kingdom, though a substantial 

amount, it is one that does not seem to have grown over the past four years in proportion to 

the global population. Nevertheless, as over 29 million people who use drugs are estimated 

to suffer from drug use disorders, and of those, 12 million are people who inject drugs 

(PWID), of whom 14.0 per cent are living with HIV, the impact of drug use in terms of its 

health consequences continues to be devastating (World Drug Report, 2016:2). 

Globally, roughly 200,000 people lose their lives each year to causes attributed to 

drug use. People who regularly use drugs tend to live with disability and die early. The 

Global Burden of Disease Study quantifies the adverse health impact of hundreds of 

diseases, injuries and risk factors. It indicates that opioids, cocaine, amphetamines and 

cannabis together accounted for almost 12 million years of life lost because of premature 

death or disability in 2013, of which more than 8 million were linked to the use of opioids. 

Based on data from this study, the developed countries appear to be disproportionately 

affected by the overall health impact of drug use (World Drug Report, 2016:3). 

Illegal drugs business (primarily heroin, cocaine and marijuana) brings huge 

profits to the criminal underworld. Illegal "drugs industry" operates through divisions in 

the "import, wholesale, and retail" and is organized and coordinated by numerous criminal 

organizations, but not by the criminal elite (Ignjatović&Škulić, 2010:134). A number of 

scientists studied the structure of the system for distribution of heroin, cocaine and 

marijuana, from the manufacturers to the end-users, and some of them indicate that 

between the illegal manufacturers and the final consumers there are sometimes up to eight 

intermediaries and the price of the drugs with each of them is considerably increased when 

compared to its predecessor (Dvoršek, 2002:251). 

The Interpol representative Raymond Kendall said: "Drug trafficking is in the 

hands of organized crime ... Interpol has a file of 250,000 major criminals, 200,000 of 

whom are tied to drug trafficking." In fact, the transnational criminal organizations, which 

now control most of the drug trafficking (the Colombian and Mexican drug cartels: cocaine 

and heroin, the Chinese triads
3
: the heroin of the Golden triangle, the Italian, Albanian and 

Turkish-Kurdish criminal groups; the heroin of the Golden Crescent, etc.), are vital to the 

global drug trade because they connect the sector of agricultural production in the hands of 

guerrillas and participants in tribal wars, with the final delivery which is left to the city 

crime groups (Raufer&Quere,2008:7). 

When the ways and means of illegal narcotics market supply are being analysed, 

the following facts must be taken into account: (Bošković, 2003:133). 

                                                      
3 A few facts are known about drug trafficking among the Chinese. Chinese heroin dealers are not involved in 

retailing. Under normal conditions they seal it as a wholesale to Italian, African-American or Spanish dealers. 

These heroin dealers are mostly independent contractors whose small businesses (restaurants, export-import 

companies or retail shops) are used as "front companies", which provide cover for theillegal heroin trade. Most 

of them enter the heroin trade, with short-term goals, but the steady stream of money "poisons" and makes it 

more difficult for them to stop doing this. It is not only difficult to characterize the Chinese dealers of drugs 

because of their background, but also because they are not always members of the triad, or other criminal 

groups (Chin et al, 2001:81). 
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- The nature of the drugs which are most often the subject of illegal activities 

of transnational organized crime; 

- Besides being smuggled by transnational organized crime, narcotics are also 

smuggled by other criminal organizations, so the illegal drug trafficking is 

even done by amateurs and their number is increasing. 

- It is very difficult to provide evidence. 

- Supply sources and smuggling channels are changed depending on the 

quantity of drugs and their price, supply and demand. 

European experts have realized that the Serbian criminals have established bases in 

Argentina, Brazil, Venezuela and Colombia.
4
 What is characteristic for cocaine is that this 

drug largely bypasses the street markets of Serbia, due to its high price. Unlike heroin, 

which "goes" to the streets after being mixed so that there is only three to five percent of it 

in this ―mix‖ and costs about 15 euros per gram, the price of cocaine is around 50 to 60 

euros. Drug dealers of cocaine purchase it at very low cost from 5000 to 6000 dollars per 

kilogram and then with the help of sailors on cargo ships transfer it to large Western 

European ports such as Antwerp, Rotterdam and Hamburg. Upon arrival in the EU, the 

price of cocaine increases almost tenfold and reaches 50 000 euros per kilogram. 

Numerous studies worldwide precisely indicate "crime of drug addiction" ("drug-related 

crime"), which is mostly of pecuniary nature. Drug-related crime and drug use is multiple 

and legitimately connected with various forms of crime, as well as with some forms of 

community degradation (Politika, 2012). 

Profits from the illicit drug trade can constitute considerable financial incentives 

for organized criminal groups. For example, a recent UNODC study showed that the illicit 

proceeds of opiates smuggled along the Balkan route to Europe amounted to, on average, 

$28 billion per year. Almost half of those profits were generated in the four European 

countries with the largest illicit markets for opiates: France, Germany, Italy and the United 

Kingdom. However, the profits from the illicit opiate trade in these countries accounted for 

a significantly smaller proportion of GDP (0.07-0.19 per cent) than in the countries with a 

relatively small GDP, such as Albania (2.60 per cent of GDP), Iran(Islamic Republic of) 

(1.66 per cent) and Bulgaria (1.22 per cent) (UNODC, 2015).  

  

                                                      
4 The most dangerous cartel of drugs in Colombia was the cartel Cali and his boss Pablo Eskobar Gaviria. He 

managed it until 1993 and was one of the richest people in the world in 1989, according to Forbs list 

(Radović&Vuković,2012:38). 
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3 REVIEW OF DRUG TRAFFICKING IN SERBIA 

Due to its geographic position, Serbia
5
 is a significant transit area for drugs as it 

connects the region on the east where heroin is produced and processed and the large and 

rich markets of Western Europe. The drug transit area from the east to the west is called 

the "Balkan drug route". The shipments of drugs start from Turkey (Istanbul is an 

important point), enter the territory of Serbia via Bulgaria and using the highway go 

through Belgrade, in the direction of Subotica, and then through Hungary to the West. The 

second leg of the "Balkan Route" goes from Greece via Macedonia and Kosmet through 

Serbia and Hungary to the west. According to Interpol, about 80% of the total quantity of 

narcotics intended for the Western market travels by this route. The "Balkan route" is 

dominated by the Iranian, Lebanese, Turkish and Bulgarian drug mafia. The Albanian 

mafia is extremely active, but significant and organized groups of drug dealers from 

Belgrade and Serbia have also been noted (Simonović, 2004:640). 

Serbia's policy is aimed at reducing the supply and demand of psychoactive 

substances and this policy is expressed by the adoption of strategic, legal and institutional 

framework. Along with the offences that are related to drug production, smuggling and 

distribution, the presence of psychoactive substances and their abuse also affect directly 

and indirectly other forms of crime, such as violent crime, juvenile delinquency, but also 

begging, prostitution, property crimes and other deviant behaviours. This form of crime, in 

addition to the security implications, also produces implications in the field of social and 

health care, through increased treatment costs, as well as social care of the drug addicts. 

Further development of new technologies will improve the production and distribution of 

psychoactive substances, as well as the use of alternative ways to transfer financial funds, 

which will allow criminal groups to avoid the detection of their criminal activities. The 

main routes for smuggling psychoactive substances are constantly being changed due to 

the adjustment of the activities of the law enforcement agencies, with intensive use of new 

transport infrastructures. Since the current large migrations, caused by conflicts in the 

countries of Africa and Asia, via the central Balkan route, this route is becoming less 

popular for smuggling (Ministry of Interior, 2015:4). 

Considering the estimated amount of psychoactive controlled substances that are 

smuggled via this route, it can be concluded that Serbia is the final destination to a lesser 

extent, but it does have its role as a logistics base for organization and implementation of 

the activities of the organized criminal groups abroad. Serbia is to a much lesser extent a 

country where psychoactive controlled substances are produced because the production 

applies only to certain types of psychoactive controlled substances (marijuana and 

synthetic drugs), mainly for the needs of the local market, and to a lesser extent for 

smuggling to other markets. The areas to which the distribution gravitates and the sale of 

psychoactive substances on the territory of Serbia are Belgrade, Novi Sad and Nis (31.5% 

of the total population), as the largest urban centres where most of the population is 

                                                      
5 According to sources of the Ministry of Interior of Serbia, in 2006 only, about 700 kilograms of heroin were 

seized, mostly of Afghan origin, then 13 kilograms of cocaine, 60 kilograms of hashish and 19,000 "ecstasy". 

During the period of 2004-2006 about 1.4 tons of heroin were seized. Almost 90% of this amount continues its 

journey to the west, and the rest of it is used for the "market" of Serbia. Cocaine comes mainly from South 

America, synthetic drugs from the Netherlands and Belgium, while marijuana is considered a "national 

product": in 2006, 2 tons of marijuana produced in Serbia was seized and a total of 6,300 seizures of drugs of 

all kinds throughout country were carried out. The Serbian Customs Administration made significant seizure at 

the same time, with a total value of over four and a half million euros. (Veĉernje novosti,2007) – according to 

(Reljanović, 2008). 
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concentrated. The largest number of seizures of controlled psychoactive substances (59% 

of the complete number of seizures) is performed in these cities. The perpetrators of this 

form of organized crime are primarily adult males (94%) (Ministry of Interior, 2015:4).  

The production and trafficking of psychoactive controlled substances in Serbia is 

the most dominant and most profitable form of organized crime and most of the organized 

criminal groups are involved in it. Serbia is a transit country for smuggling psychoactive 

controlled substances, while to a lesser extent it is the destination country and the country 

where marihuana and synthetic drugs are produced, mostly for the needs of the local 

market, and much less for other markets. The organized criminal groups from Serbia and 

the neighboring countries join their forces in smuggling cocaine from South America. This 

trend will continue with a constant change of the modes of smuggling, by using 

sophisticated ways of hiding and modern information communication technologies. The 

Balkan organized crime groups are increasingly participating in smuggling cocaine to the 

European illegal market, which is the third largest market in the world.  

 

The most commonly produced substance in Serbia is marijuana- in artificial 

conditions ("skunk"), mainly for the needs of the domestic market, and to a lesser extent 

for foreign market. Serbia is a transit country on this Central-Balkan route used for 

marijuana smuggling from Albania and Montenegro to Western Europe. The Central-

Balkan route which is used for smuggling marijuana is also used for smuggling excise tax 

goods, weapons and illegal immigrants. The Central-Balkan route is being less used for 

smuggling heroin into Western Europe. Due to the lower risk of detection and the 

possibility of smuggling large quantities, the shipping lanes are used more frequently. 

Trade and heroin smuggling are traditionally marked by a prominent role of the Albanian 

organized crime groups which control the southern Balkans and part of the Central Balkan 

route. The production of synthetic psychoactive controlled substances and pre-cursors in 

illegal laboratories is increasing. Production of amphetamine and methamphetamine has 

been discovered in Serbia (Ministry of Interior, 2015:4). 

 The organized criminal groups from Serbia have directed their activities toward 

production of synthetic drugs and precursors in Southeast Europe and Asia. The 

assumption is that the increasing threat on the domestic illegal market will cause an 

improvised production of synthetic drugs and precursors in kitchen-type laboratories which 

will lead to their lower price and greater availability (Ministry of Interior, 2015:4). 

The following tables provide an overview of the group of criminal offences against 

human health for a five-year period in the Republic of Serbia and the City of Belgrade. 

These are the following criminal offences: Unlawful Production and Circulation of 

Narcotics - Article 246 of the Criminal Code; Unlawful Keeping of Narcotics- Article246a 

of the Criminal Code and Facilitating the Taking of Narcotics – Article 247 of the Criminal 

Code.  
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Table. 1
6
: Total number of offences committed under Art. 246, 246A and 247 of the 

Criminal Code of Serbia- in the period 2010 to 2014- on the territory of the Republic of 

Serbia. 

 

Table. 2
7
: Total number of offences committed under Art. 246, 246A and 247 of the 

Criminal Code of Serbia- in the period 2010 to 2014 on the territory of the City of 

Belgrade. 

 

Number of criminal offencesa. 246, a. 246aand a. 247 Criminal Code of Republic of Serbia,  

period  2010.-2014,territory of the City of Belgrade 

        

Number of criminal offences 2010 2011 2012 2013 2014 

BELGRADE PALILULA 246 58 91 84 63 60 

246A 159 169 140 233 243 

247 2 6 10 4 2 

VRAĈAR 246 18 21 18 28 24 

246A 62 80 116 167 111 

247 2  1 1 1 

OBRENOVAC 246 23 17 17 11 7 

246A 30 23 18 22 23 

247 2  1 5  

VOŢDOVAC 246 45 64 57 48 34 

246A 67 87 81 162 212 

247 2 6 2 2 1 

BARAJEVO 246 7 4 3 4 7 

246A 3 6 19 16 17 

247      

RAKOVICA 246 33 23 20 16 21 

246A 86 67 56 58 93 

247 1   1  

ĈUKARICA 246 43 45 33 42 38 

246A 71 107 64 123 148 

247 12 9 9 19 8 

LAZAREVAC 246 10 7 5 16 17 

246A 32 19 27 49 29 

                                                      
6Data gathered by the Administration for analysis and keeping records of the Ministry of the Interior of the 

Republic of Serbia 
7Ibid 

Number of criminal offencesa. 246,a. 246aand a. 247 Criminal Code of Republic of Serbia,  

period  2010-2014 

Number of 

criminal 

offence 

2010 2011 2012 2013 2014 

246 1.860 1.441 1.386 1.511 1.262 

246A 3.496 3.280 3.177 3.950 4.833 

247 302 220 211 185 117 
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247 3 2 4 1 3 

STARI GRAD 246 27 29 23 21 13 

246A 166 166 142 240 249 

247  1 1  5 

ZEMUN 246 37 36 23 47 34 

246A 81 138 120 189 170 

247 5 2 9 3 1 

ZVEZDARA 246 63 52 60 69 49 

246A 97 86 81 159 156 

247 2 1 2   

SOPOT 246 3 5 2 7 5 

246A 3 5 5 9 5 

247 1     

NEW 

BELGRADE 

246 98 53 73 63 65 

246A 225 272 188 313 530 

247 25 54 24 30 13 

GROCKA 246 8 6 3 2 13 

246A 20 11 18 20 30 

247     1 

SAVSKI 

VENAC 

246 37 19 25 22 17 

246A 173 119 155 202 189 

247 1 1 1 2 4 

MLADENOVAC 246 9 10 20 6  

246A 22 22 59 15 28 

247 1  8  1 

SURĈIN 246 10 9 5 3 11 

246A 12 15 27 31 36 

247  1 2   

 

Table 1 indicates that the largest number of offences is related to the Unlawful 

Keeping of Narcotics and that the number was the highest in 2014 with 4833 crimes on the 

entire territory of the Republic of Serbia and the lowest number of 117 crimes was related 

to Facilitating the Taking of Narcotics also in 2014. Additionally, Table 2 shows that the 

largest number of committed crimes was in the municipality of Novi Beograd in 2014 of 

Unlawful Keeping of Narcotics, while in some municipalities, such as Surĉin, Mladenovac, 

Sopot, Rakovica, Obrenovac and Barajevo there were not any criminal offences with 

regard to Facilitating the Taking of Narcotics. 

 

4 CONCLUSION 

As we can see, the illegal drug production and smuggling is primarily in the hands 

of well-developed and well-organized transnational organizations that cooperate very well 

when it comes to this kind of criminal activities. Discovering and clarifying and explaining 

this form of organized crime is difficult for many reasons and it necessarily requires the 

adoption of appropriate national and international crime strategies and joint action law 

enforcements. Without an adequate agreement of the international community, it is not 

possible to limit this type of criminal activity down to reasonable extent. The answers to 

these problems must be both global and local. Organised crime groups are not the only 

"players on the stage" when it comes to drug-crimes, because in practice there were cases 
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of participation of individuals and small groups that act independently. Since it is a 

criminal activity that creates the largest financial benefit, it is estimated that organized 

criminal groups will increasingly invest money in order to supply their markets with the 

appropriate types of narcotics. When it comes to the Republic of Serbia, it is evident that 

there are three offences related to drug abuse: Unlawful Production and Circulation of 

Narcotics - Article 246 of the Criminal Code; Unlawful Keeping of Narcotics - Article 

246a of the Criminal Code and Facilitating the Taking of Narcotics – Article 247 of the 

Criminal Code. Within the reported period from 2010 to 2014, the number of committed 

crimes-Unlawful Keeping of Narcotics- was the highest - 18736. Looking at the reports of 

the Serious and Organised Crime Threat Assessment, made by the Ministry of Interior of 

the Republic of Serbia, it can be noted that the dominant criminal activity of 86.2% of the 

organized crime groups which operate in Serbia are smuggling and drug trafficking. These 

data indicate a concern, but also our willingness to identify the key "players" and to 

adequately stand up to them. 
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