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Chapter 13

De-identification for privacy protection
in biometrics
Slobodan Ribarić1 and Nikola Pavešić2

De-identification, which is defined as the process of removing or concealing personal
identifiers or replacing them with surrogate personal identifiers to prevent direct or
indirect identification of a person, is recognized as an efficient tool for protection
of a person’s privacy that is one of the most important social and political issues of
today’s information society. The chapter “De-identification for privacy protection in
biometrics” aims to review the progress of recent research on the de-identification of
biometric personal identifiers. The chapter covers de-identification of physiological
biometric identifiers (face, fingerprint, iris, ear), behavioural biometric identifiers
(voice, gait, gesture), as well as soft biometrics identifiers (body silhouette, gender,
tattoo) and discuss different threats to person’s privacy in biometrics.

13.1 Introduction
Privacy is one of the most important social and political issues in our information
society, characterized by a growing range of enabling and supporting technologies
and services such as communications, multimedia, biometrics, big data, cloud computing, data mining, Internet, social networks and audio-video surveillance. Privacy,
described as ‘an integral part of our humanity’ and ‘the beginning of all freedom’,
has no unique definition; even more, according to Solove, it is a concept in disarray
[1]. Its meaning depends on legal, political, societal, cultural and socio-technological
contexts. From the legal point of view, the first definition of privacy was given by
Warren and Brandeis more than 120 years ago [2]. They defined privacy as ‘the right
to be let alone’, with respect to the acquisition and dissemination of information concerning the person, particularly through unauthorized publication, photography or
other media. Westin defined privacy as the claim of an individual to determine what
information about himself or herself should be known to others [3]. He identified
four basic states of individual privacy: solitude, intimacy, anonymity and the creation
of a psychological barrier against unwanted intrusion.

1
2

University of Zagreb, Faculty of Electrical Engineering and Computing, Zagreb, Croatia
University of Ljubljana, Faculty of Electrical Engineering, Ljubljana, Slovenia

Vielhauer

CH013.tex

November 2, 2017

17: 52

Page 294

294 User-centric privacy and security in biometrics
Depending on the socio-technological contexts and real life situations, privacy,
in general, can be divided into a number of separate, but related, concepts:
●

●

●

●

Information privacy, which involves the establishment of rules governing the
collection and handling of personal data, such as medical and tax records and
credit information;
Privacy of communications, which covers the security and privacy of mail,
telephone, e-mail and other forms of communication;
Bodily privacy, which concerns the protection of a person’s physical self against
invasive procedures such as genetic tests, drug testing and cavity searches.
Territorial privacy, which concerns the setting of limits on intrusion into domestic
and other environments, such as the workplace or public space. This includes
searches, video surveillance and ID checks.

De-identification is one of the basic methods for protecting privacy. It is defined as
the process of removing or concealing personal identifiable information (shorter: personal identifiers), or replacing them with surrogate personal identifiers, in order to
prevent the recognition (identification) of a person directly or indirectly, e.g. via association with an identifier, user agent or device. In general, a person can be identified
on the basis of biometric personal identifiers, but also by combination of different types of biometric personal identifiers and non-biometric personal identifiers,
such as environmental and/or specific socio-political context, speech context, and
dressing style.
As this chapter focuses for the most part on the de-identification of biometric
personal identifiers for privacy protection, it is interesting to view some of the main
concerns related to the use of biometrics [4]:
●

●

●

●

●

●

A biometric personal identifier can be collected and shared without the user’s
knowledge and permission;
A biometric personal identifier which has been collected for some specific purposes can later be used for other unintended or unauthorized purposes. This is
referred to as ‘functional creep’;
A biometric personal identifier can be copied or removed from the user and used
for secondary purposes, e.g. in malicious attack scenarios;
A biometric personal identifier can be used to reveal sensitive personal information, such as gender, race and ethnicity, but also mental and health status;
A biometric personal identifier can be used to pinpoint, locate and track individuals. Further, associating biometric personal identifiers with non-biometric
identifiers, e.g. name, address, ID and passport number, can lead to covert
surveillance, profiling and social control;
A biometric personal identifier can be exposed to external attacks due to improper
storage and/or transmission.

A biometric system for person identification or verification is essentially a pattern recognition system which recognizes a person based on physiological and/or
behavioural personal identifiers and to this end, a biometric template is a mathematical representation of one or more personal identifiers. It is obtained from raw
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biometric data during a feature extraction process and stored in a system’s database
for future comparison with templates of live biometric personal identifiers.
Biometric templates may be stolen from the system’s database, and/or they may
be modified and shared, and consequently the privacy and security of the persons
involved may be compromised. There are three aspects of protection surrounding the
person’s privacy with regard to the stored biometric templates [5]:
●

●

●

Irreversibility – it should be computationally hard to reconstruct the original
biometric template from the protected stored biometric template;
Unlinkability – it should be impossible to link different biometric templates to
each other or to the individual who is the source of both; and
Confidentiality – a person’s biometric template should be protected against
unauthorized access or disclosure.

Recently, efforts have been made to standardize biometric template protection [5,6].
There are four main biometric template protection schemes:
●

●
●
●

Extracting and storing a secure sketch, i.e. an error-tolerant cryptographic
primitive of a biometric template;
Fuzzy commitment in which a biometric template is bound to a secret message;
Encrypting the biometric template during enrolment; and
Using of cancellable or revocable biometrics, where, instead of enrolling a person
with his or her true biometric template, the biometric template is intentionally distorted in a repeatable manner and this new (distorted) biometric template is used
for original biometric template generation. Cancellable biometrics includes face
[7], fingerprint [8], iris [9], voice [10] and other biometric personal identifiers.

There are two different approaches to the relation between privacy and biometrics
technology. The first approach is based on the assumption that biometrics protects
privacy and information integrity by restricting access to personal information [11].
The second approach is based on the belief that biometrics technology introduces new
privacy threats [12] by supporting dragnet – indiscriminate tracking where institutions
stockpile data on individuals at an unprecedented pace [13]. For example, a national
identification system gives the government great power and can be used as a tool for
surveillance and for tracking people, as well as, for scanning different large databases
in order to profile and socially control persons. In applying biometrics technology,
we have to avoid the so-called Titanic phenomenon [12] which is reflected in the
designer’s dead certainty that the Titanic is unsinkable and there is no need to provide
many lifeboats. The same is true for biometrics technology – we should not resist a new
technology but must show caution in how we implement and use it. De-identification
is one of the components in biometrics technology, which concerns privacy protection
and provides sufficient ‘lifeboats’ in situations of abuse of this new technology.
This chapter is based on the authors’ paper published in the international journal Signal Processing: Image Communication [14]. However, it has been revised
and updated with the latest research in the field of de-identification, such as fast
unconstrained face detection based on Normalized Pixel Difference (NPD) features,
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a two-stage cascade model for face detection (face detection in the wild is a precondition for successful face de-identification), deep convolutional networks used for
detection, localization of faces or tattoo regions, head pose estimation and multiobject tracking, and deep learning-based facial identity, preserving features in the
process of face de-identification.

13.2 De-identification and irreversible de-identification
This section discusses the difference between de-identification and anonymization. We introduce the term multimodal de-identification which is related to the
de-identification of different biometric, soft-biometric and non-biometric identifiers
which are simultaneously included in the acquired data. Inspired by the Safe Harbour
approach [15], we present taxonomy of personal identifiers.

13.2.1 De-identification and anonymization
The terms de-identification and anonymization are often used interchangeably, but
there is difference between them. De-identification refers to the reversible (twodirectional) process of removing or obscuring any personally identifiable information
from individual records in a way that minimizes the risk of unintended disclosure of
the identity of individuals and information about them. It involves the provision
of additional information (e.g. secrete key) to enable the extraction of the original
identifiers in certain situations by an authorized body or by a trusted party.
Anonymization refers to an irreversible (uni-directional) process of deidentification that does not allow the original personal identifiers to be obtained
from de-identified ones. Anonymized personal identifiers cannot be linked back to
an original as they do not include the required translation variables to do so.
In this chapter, we use the term de-identification for both approaches, but in
some cases we emphasize whether it is a case of reversible or irreversible process. In
either case, the de-identification process is required to be of sufficient effectiveness,
regardless of whether the recognition (identification) attempts are made by humans
or by machines or their combination [14,16]. Effectiveness of the de-identification
process is measured by the de-identification rate, which is typically stated as the ratio
between number of identification attempts of de-identified personal identifiers that
are not correctly identified and the total number of identification attempts.
Moreover, in many cases, the process of de-identification has to preserve the
data utility, naturalness and intelligibility [16,17]. A crowdsourcing approach is used
to evaluate the above mentioned characteristics [18].

13.2.2 Multimodal de-identification
It is worth noting that very often personal identifiers may simultaneously include
different biometric and non-biometric personal identifiers, which all have to be deidentified in order to protect the privacy of individuals. This can be referred to as
multimodal de-identification [14]. For example, in order to protect a person from
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covert biometric recognition based on iris acquisition at a distance, it is necessary to
simultaneously de-identify eye and face regions.

13.2.3 Taxonomy of the personal identifiers
Personal identifiers are classified in three categories as follows [14]:
●

●

●

Biometric identifiers are the distinctive, measurable, generally unique and permanent personal characteristics used to identify individuals. Biometric identifiers
are usually categorized as physiological (face, iris, ear, fingerprint) versus
behavioural (voice, gait, gesture, lip-motion, stile of typing);
Soft biometric identifiers provide some vague physical, behavioural or adhered
human characteristic that is not necessarily permanent or distinctive (height,
weight, eye colour, silhouette, age, gender, race, moles, tattoos, birthmarks,
scars). In most cases, soft biometric identifiers alone cannot provide a reliable
personal identification, but they can be used for improving the performance of
recognition [19,20], or to classify people into particular categories, which is also
privacy intrusive;
Non-biometric identifiers are information items, like given and family names, personal identification number, social security number, driver licence number, text,
speech and/or specific socio-political and environmental context, licence plate,
dressing style and hairstyle, which allow his or her direct or indirect identification.

In this chapter, our attention will be focused on the de-identification of main
representatives of first two categories of personal identifiers: biometric and soft
biometric.

13.3 De-identification of physiological biometric identifiers
Physiological biometric identifiers, such as deoxyribonucleic acid, the face, fingerprint, iris, palmprint, hand geometry, hand vein infrared thermograms and the ear,
offer highly accurate recognition of a person. This section describes de-identification
of the most frequently used physiological biometric personal identifiers: the face,
fingerprint, iris and ear. Special attention is devoted to face de-identification in video
surveillance applications on account of certain problems, such as the detection and
de-identification of the faces in the wild.

13.3.1 Face de-identification in still images
There is no doubt that the main physiological biometric identifier which can be collected at a distance and use to covert person recognition is face [21]. Obviously, this
fact strongly urges de-identification for privacy preservation. The early research, in
period 2000–04, into face de-identification was focused on face still images, and
recommended the use of ad hoc or so-called naive approaches such as ‘black box’,
‘blurring’ and ‘pixelation’ of the image region occupied by the face [22,23]. In the
black-box approach, after the face detection and face localization in the image, the
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(a)

(b)

(c)

Figure 13.1 Naive methods of face de-identification: (a) original image;
(b) blurring; (c) pixelation. © 2015 IEEE. Reprinted, with permission,
from [24]
face region is simply substituted by a black (or white) rectangle, elliptical or circular
cover. Blurring (Figure 13.1(b)) is a simple method based on smoothing the face in an
image with Gaussian filters using a variety of sufficiently large variances. Pixelation
(Figure 13.1(c)) consists of reducing the resolution (subsampling) of a face region
[24]. Naive methods such as blurring and pixelation might prevent a human from
recognizing subjects in the image, but they cannot thwart recognition systems.
An effective approach that subverts naive de-identification methods is called
parrot recognition [25]. Instead of comparing de-identified images to the original
images, parrot recognition is based on comparing probe (de-identified) images with
gallery images, where the same distortion is applied as in the probe images. Such an
approach drastically improves the recognition rate, i.e. it reduces the level of privacy
protection [25].
To achieve an improved level of privacy protection, more sophisticated
approaches have been proposed: In [26], an eigenvector-based de-identification
method is described. The original face is substituted by a reconstructed face that is
obtained by applying a smaller number of eigenfaces. The eigenvector-based method
easily produces very unnatural images, but still keeps some of the facial characteristics that can be used for automatic recognition. In [27–29], the face de-identification
methods referred to as k-Same, k-Same-Select and Model-based k-Same, respectively,
are proposed. The last two methods are based on the k-Same, so we describe it in detail.
By applying the k-Same algorithm to the given person-specific set of images, where
each person is represented by no more than one image, a set of de-identified images
is computed. Each de-identified image is represented by an average face image of the
k closest face images from the person-specific set of images. The k closest face images
in the person specific set are replaced by the same k de-identified face images. The
k-Same algorithm selects the k closest images based on Euclidean distances in the
image space or in the principal component analysis (PCA) coefficient space.
Figure 13.2 illustrates the k-Same algorithm (k = 4) where for a person-specific
set of face images I (which consists of 12 original images I1 , …, I12 ), the set of
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Figure 13.2 Illustration of k-Same algorithm


de-identified face images D is computed.
represents a sum of the k closest face
images from a person-specific set of images I. The set D consists of 12/k identical
face images (i.e. D1 , D2 and D3 ), where each image is represented as an average of
the k = 4 closest original images. For the given example, it should be noted that the
original images I1 , I4 , I6 and I9 are represented with the same de-identified face image
D1 , I2 , I3 , I7 , I8 with D2 and the remaining I5 , I10 , I11 , I12 with D3 .
Figure 13.3 gives an example of k-Same de-identification of an original face
image for value k = 6.
In order to improve the data utility and the naturalness of the de-identified face
images, the k-Same-Select is proposed [28]. The algorithm partitions the input set
of face images into mutually exclusive subsets using the data-utility function and
applies the k-Same algorithm independently to the different subsets. The data utility
function is a goal-oriented function which is usually selected to preserve the gender or
a facial expression in the de-identified image. Due to the use of the k-Same algorithm,
k-Same-Select guarantees that the resulting face set is k-anonymized [30].
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(a)

(b)

Figure 13.3 k-Same de-identification: (a) original image; (b) de-identified image.
© 2015 IEEE. Reprinted, with permission, from [24]

For both algorithms, there are two main problems: they operate on a closed
set I, and the determination of the proper privacy constraint k. In order to produce deidentified images of much better quality and preserve the data utility, the Model-based
k-Same algorithms [29] are proposed – one of which is based on Active Appearance
Models and another based on the model that is the result of mixtures of identity and
non-identity components obtained by factorizing the input images. Modifications to
the k-Same Select algorithm, in order to improve the naturalness of the de-identified
face images (by retaining face expression) and privacy protection, are proposed
in [31,32].
In [33], the authors proposed a reversible privacy-preserving photo sharing architecture which ensures privacy and preserves the usability and convenience of online
photo sharing. The architecture takes into account the content and context of a photo
and utilizes a Secure JPEG framework. Visual privacy in a JPEG can be protected
by using: (i) naive de-identification where the reconstruction of an original image
is performed by extracting from a JPEG header, decrypting and placing back the
original pixels; (ii) scrambling, which modifies the original values of the pixels and
the Discrete Cosine Transform (DCT) coefficients in a reversible way. In [34], a
morphing-based visual privacy protection method is described. The morphing is performed by using a set of face key points (eyes, nose, mouth), both original source and
target images, the interpolation of some pixels between the key points and dividing
both images using Delaunay triangulation.
An interesting approach to face de-identification is described in [35]. The authors
use deep learning-based Facial Identity Preserving (FIP) features in the process of
face de-identification. The main characteristic of the FIP features is that they, unlike
conventional face descriptors, significantly reduce intra-identity variances, while
maintaining inter-identity distinctions. The FIP features are invariant to pose and
illumination variations. By replacing the original feature values in the FIP space with
the averaged FIP values of k individuals and then reconstruct the de-identified facial
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images based on these k-averaged FIP values, k-anonymity face de-identification is
achieved.
In [36], the authors propose a novel face de-identification process that preserves
the important face clues which support further behaviour and emotions analysis. The
approach is based on a unified model for face detection, pose estimation and face
landmark localization proposed by Zhu and Ramannan [37], and applying variational
adaptive filtering to preserve the most important non-verbal communication signs
such as eyes, gaze, lips and lips corners. A quantitative software- and human-based
analysis on the Labeled Faces in the Wild (LFW) dataset was used to validate the
de-identification method. The results of validation demonstrated that this approach
sufficiently prevents recognition of the de-identified face while it preserves facial
expressions.

13.3.2 Face de-identification in videos
Special attention is devoted to automatic face de-identification in video surveillance
systems [38–45], as well as drone-based surveillance systems [46,47], due to tremendous development and use of visual technologies such as CCTVs, visual sensor
networks, camera phones and drones equipped with camera(s).
Solutions for face de-identification in videos should be robust (with False
Negative Detection = 0 per cent), simple, and, in most applications in real-time.
Unfortunately, face de-identification in videos is certainly not a complete solution.
The problem lies not in the de-identification of regions of interest (ROIs), but in computer vision algorithms for the detection and localization of one or more faces in video
sequences. Despite recent intensive research in computer vision, numerous problems
still remain in automatic face detection. These include issues such as the detection of
the face under different illumination conditions, bad lighting, different head positions,
the presence of structural components (e.g. glasses, sunglasses, beards, moustaches)
and occlusions. The unsolved problems are the detection of faces in crowd scenes
and real-time de-identification. Privacy might be compromised in video sequences
if the face detection algorithm fails in a single frame, so one of the directions of
research is the development of robust and effective algorithms for privacy protection that can efficiently cope with situations when computer vision algorithms fail
[17,48,49].
Recently, new methods have been proposed for face detection in the wild. In [50],
the authors propose a method for unconstrained face detection based on the features
called NPD. The NPD feature, which was inspired by the Weber Fraction in experimental psychology [51], is defined as f (xi , xj ) = (xi − xj )/(xi + xj ), where xi ≥ 0
and xj ≥ 0 are the intensity values of two pixels and f (0,0), by definition, is 0. It is
computed for each pixel pair resulting in d = p2 (p2 − 1)/2 features, where (p × p)
are dimensions of an image patch. For example, for a (20 × 20) image patch, there are
79,800 NPD features. The authors use a deep quadratic tree learner to define an optimal subset of the NPD features. The final face detector contains 1,226 trees and uses
46,401 NPD features. The classifiers were trained on the Annotated Facial Landmarks
in the Wild (AFLW) database (25,993 face annotated) [52]. The evaluation of the
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NPD-based face detector was performed on the public-domain face databases FDDB,
GENKI and CMU-MIT.The results are compared with state-of-the-art results reported
on the FDDB website [53]. Evaluation on the above-mentioned face databases showed
that the proposed method achieves state-of-the-art performance, and it is much faster
than others.
In [54], the authors describe a two-stage cascade detector for unconstrained face
detection, which can be used in the de-identification pipeline. The first stage of the
cascade is the NPD face detector, while the second stage is based on the deformable
part model [37]. The experimental results on AFWL and FDDB databases show that a
two-stage cascade model increases precision, as well as recall. The main characteristic
of the proposed model is that it keeps false negative face detections as low as possible,
while it reduces false positive face detections by more than 34 times (for the AFWL
database) and 15 times (for the FDDB database) in the comparison with the NPD
detector, which is important for real-time de-identification and for the naturalness of
the de-identified images.
Using spatial and temporal correspondence between frames, i.e. a combination
of face detection and tracking, improves the effectiveness of the localization of faces
in video footages. Very recently, approaches based on deep convolutional networks
[55,56], hierarchical dense structures [57] and social context [58] have been used for
the detection and multi-object tracking.
De-identification in drone-based surveillance systems deserves special attention
due to specific problems which are, in a computer vision sense, very close to movingcamera–moving object problems and different scenarios in comparison with ‘classic’
CCTV surveillance. There are open problems in the detection of several ROIs (face,
body silhouette, accessories, different positions and sizes) in dynamic scenes. Due
to the complex problem of de-identification in drone-based surveillance systems, it
is expected that the privacy-by-design approach has to be applied together with strict
laws regarding the use of drones.

13.3.3 Fingerprint de-identification
Based on the Biometric Market Report [59], fingerprint-based biometric systems
for overt person recognition are the leading biometric technology in terms of market
share. If we take into account also the recent reports of the ongoing research [60]
where the possibility of capturing fingerprint of a person at a distance up to 2 m is
reported, the de-identification of the fingerprint becomes even more important issue
in protecting the privacy due to the possibility of covert fingerprint-based person
recognition.
Fingerprint still images may be de-identified with the usual de-identification procedures such as black box, blurring, pixelation, replacement by a synthetic fingerprint
[61] or by applying privacy filters based on image morphing or block scrambling. In
addition, feature perturbation and non-invertible feature transforms [61], as well as
watermarking techniques, are used for hiding biometric templates [62].
Templates in a fingerprint-based person recognition system may be derived from
either the fingerprint minutiae points, the pattern of the fingerprint, or simply, from
the image of the fingerprint.
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In order to protect a person’s privacy in a fingerprint-based biometric recognition system, some possible modifications of fingerprint templates are presented
below:
●

●

●

A template is a binary fingerprint image obtained by thinning an original raw
fingerprint image [63]. Private personal data are embedded in the template in the
user enrolment phase as follows: by applying an ‘embeddability criterion’ [64],
data are hidden into the template by adding some pixels to the boundary pixels
in the original thinned fingerprint image. The result of this action is twofold:
user personal information is embedded and hidden into a fingerprint template,
and an original thinned fingerprint stored in the database is hidden and protected
by distortion which is the result of adding pixels to the boundary pixels. In the
authentication phase, the hidden personal data are extracted from the template for
verifying the authenticity of the person, the added boundary pixels are removed
so the original thinning fingerprint is recovered and then it is used for matching
with the live thinned fingerprint.
During the enrolment phase, fingerprint images from two different fingers of
the same person [65] are captured. From one fingerprint image, the minutia
positions are extracted, while orientation is taken from the other fingerprint.
The reference points are extracted from both fingerprint images. Based on these
extracted features, a combined minutia template is generated and stored in the
database. During the authentication phase, two query fingerprints are required
from the same two fingers which are used in the enrolment phase.
By using the reconstruction approach, it is possible only to convert the combined minutiae template into a synthetic real-look fingerprint image. The authors
have shown that the reconstruction of both fingerprint images based on the template which represents a new virtual identity is a tough problem. The authors
report that the recognition system based on a virtual fingerprint obtained by the
combination of two different fingerprints achieved a relatively low error rate with
False Rejection Rate (FRR) equals 0.4 per cent and False Acceptance Rate (FAR)
equals 0.1 per cent.
Two fingerprint images of the same person are mixed in order to generate a
new cancellable fingerprint image, which looks like a plausible fingerprint [66].
A mixed fingerprint creates a new entity that appears as a plausible fingerprint.
A mixed fingerprint can be processed by conventional fingerprint algorithms.

Methods used for privacy enhancement based on different types of distortion of
original biometric templates at the signal or feature level may also be applied to
hide soft-biometric identifiers (gender, ethnicity) and/or medical information in
fingerprint templates. In [67], the authors describe a relatively simple method of
fingerprint de-identification for gender estimation. The proposed approach is based
on image filtering in the frequency domain. The linear filtering process applies blurring by attenuating the high-frequency content. Certain frequency components are
suppressed, while others are amplified. A de-identified fingerprint image is obtained
by using the inverse of the Fourier transform. The experiments have shown that the
recognition performance of the de-identified fingerprint images achieves FRR =
1 per cent, while FAR = 0.05 per cent.
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Experiments have shown that the gender estimation accuracy in de-identified
fingerprint images for 100 users is reduced from the initial 88.7 per cent (original
fingerprints) to 50.5 per cent.
To the best of our knowledge, apart from [65,67], there has been no research to
evaluate the degree of protection of medical or other privacy sensitive information
for such distorted fingerprints and its impact on the identification performance.

13.3.4 Iris de-identification
Iris represents an important biometric identifier and it enables an efficient approach
to reliable, non-invasive recognition of people due to its utmost cross-person variability, and minimal within-person variability across time [68,69]. Most iris-recognition
systems require users’ cooperation to collect images of adequate quality so biometric
identification based on iris is classified as overt. Due to the small size of the iris
(about 10 mm in diameter) and the required typical resolution between 100 and 200
pixels across the iris diameter, the images are captured at a relatively close stand-off
(i.e. between 15 and 50 cm), where the stand-off is the camera-to-subject-iris distance. Most commercial iris-recognition systems operate at a stand-off between 0.1
and 0.45 m, with a verification time of 2 to 7 s [70,71]. However, the Iris at a Distance
(IAD) system developed recently provides the capability to identify a person at a
range of more than 1 m in less than a second [72].
Even more recent, iris-recognition technology is oriented to further reducing the
need for subject cooperation, reducing the time of image acquisition and increasing
the distance between the sensor and the person [71,73–78]. For example, in [77], the
authors introduced the IAD prototype system, which is capable of acquiring an iris
image at 30 m stand-off and perform iris recognition (Figure 13.4). In this case, we
can talk about covert iris-based person recognition.
Based on the characteristics of the current iris-based recognition systems at a
distance, and expected future advances in the field, it can be concluded that iris
de-identification for privacy protection is a growing problem. An additional complexity to note is that most IAD systems combine face and iris image acquisition.
Therefore, both biometric identifiers – iris and face – have to be simultaneously
de-identified, i.e. a multimodal de-identification has to be applied.
To date, however, research into iris de-identification for privacy protection has
been rather limited. A rare study related to de-identification of the eye areas, and
thus the iris, is presented in [79]. The IAD systems are also capable of acquiring a
face, which leads to multimodal de-identification. The proposed system [78] for the
reversible de-identification of an eye region consists of two modules: an automatic
eye-detection module and a privacy-enabling encoder module. The automatic eyedetection module in real time locates the human-eye region by a combination of
colour-based and Haar-like/GentleBoost methods. The input to the privacy-enabling
encoder module is the pixel location information of both eyes in the given input
frame. Based on a JPEG XR encoder, the macroblocks consisting of (16 × 16) pixels
of located eye region are scrambled. The privacy-enabling JPEG XR encoder utilized
three encryption techniques (Random Level Shift, Random Permutation, Random
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(b)

Figure 13.4 (a) The IAD prototype system; (b) view of the eye at 30 m by iris image
acquisition camera. © 2010 IEEE. Reprinted, with permission,
from [77]

Sign Inversion) to transform the coefficients of frequency sub-bands on a macro-block
basis. The de-identified images, due to scrambling, lose their original naturalness, but
they prevent iris recognition. Also, depending on the dimensions of the scrambling
block, the proposed scheme successfully prevents any correct face identification.

13.3.5 Ear de-identification
Despite the fact that the face and iris, in addition to fingerprints, are the most used in
biometric technologies for person recognition, they both have a number of drawbacks.
Face-based biometrics can fail due to the changes in head pose, facial expressions,
the growth of a beard, hair styles, the presence of obstacles (glasses, scarf or collar),
cosmetics, aging and/or changing the illumination conditions in unconstrained environments. An iris is stable and consistent over time, but due to the relatively small
dimension it requires a high-resolution camera and a long-distance near-infrared illuminator for image acquisition at a distance. Therefore, a human ear is offered as an
alternative physiological biometric identifier for non-invasive person recognition at
a distance [80–84].
A two-dimensional (2D) ear image can be easily acquired from a distance, even
without the cooperation of the subject. This fact makes ear-based recognition systems
also interesting for applications in intelligent video-surveillance systems [82–84].
Until now, ear-recognition systems were successfully tested in controlled indoor conditions [80]. There are some unsolved problems in automatic ear recognition relating
to the disruptive factors present in real-life scenes, like pose variations, scaling,
varying lighting conditions and hair occlusion, and these open up new research areas.
Despite the relatively long period of research in the field of automatic ear-based
person recognition and its maturity, as far as we know, there are only a few existing
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commercial ear-based biometric systems for automatic person identification or verification, e.g. a 2D ear-based verification system for mobile applications [85]. This is
the main reason for lack of research in the field of ear de-identification for privacy
protection.
Due to the development of relatively low-cost, high-resolution, video cameras
and telescopic equipment, we can expect ear-based recognition and tracking in semior non-controlled outdoors conditions. This will lead to the need for research and
development of ear de-identification methods in order to protect the privacy of individuals. Most ear-recognition systems use the combination of a profile face and
ear detection. Therefore, in the near future, ear de-identification will be a multimodal de-identification problem – the face and the ear have to be de-identified
simultaneously.

13.4 De-identification of behavioural biometric identifiers
Behavioural biometrics is less intrusive compared with most physiological-based
biometrics, but it is, generally, less accurate due to the variability of its characteristics over time. Some behavioural biometric personal identifiers (e.g. gait and
gesture) can be used for covert biometric identification at distance in video surveillance applications. The individual’s psychological and physical characteristics are
reflected in behavioural personal biometric identifiers, such as handwritten signatures, keystroke dynamics, voice print, gait and gesture. Due to this reflection, the
information obtained from behavioural personal biometric identifiers (identity, emotional state, health status) is privacy sensitive and should be protected. In this section,
we describe the de-identification of three behavioural biometric identifiers: voice,
gait and gesture.

13.4.1 Voice de-identification
Biometric identifiers such as the face, iris and ear refer to the visual identity of a
person. However, in addition to a visual identity, a person has an audio identity. It is
based on human voice which is a unique pattern that identifies an individual – there
are no two individuals that sound identical [86]. Voice is a significant modality that
can be used effectively by humans and machines for the recognition of individuals.
The speech signal, besides identity information, carries privacy-sensitive information
such as gender, age, emotional state, health status, level of education and origin of the
speaker. These all set an additional requirement for voice de-identification in order
to protect personal privacy.
Voice de-identification is mainly based on the principles of Voice Transformation
(VT).Voice transformation refers to modifications of the non-linguistic characteristics
of a given utterance without affecting its textual content. The non-linguistic information of speech signals, such as voice quality and voice individuality, may be controlled
by VT [87], which is based on three types of voice modifications [88]: source, filter and their combination. Source modifications include time-scale, pitch and energy
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modifications, while filter modifications refer to a modification that changes the magnitude response of the vocal tract system. Voice conversion [89–91] is a special form of
VT where the characteristics of a source speaker’s voice are mapped to those of a specific (target) speaker. Voice conversion may be text-dependent or text-independent. In
the first case, during the learning phase, a parallel corpora (training material of source
and target speaker uttering the same text) is required. This is the main limitation of
using such an approach for voice de-identification in real-world applications.
Text-independent voice conversion [92–94] does not require parallel corpora in
the learning phase and it is more realistic for speaker-privacy protection.
One of the earliest proposed voice-conversion methods that can be used for
de-identification is described in [90]. The authors present a text-dependent voiceconversion method based on vector quantization and spectral mapping. The method
produces a mapping codebook that shows correspondences between the codebook of
the source and target speaker. The voice-conversion method consists of two steps: a
learning step and a conversion-synthesis step. During the learning step, based on the
parallel corpora, the mapping codebooks for several acoustic parameters that describe
a mapping between the vector spaces of two speakers are generated. The synthesized
speech from using the mapping codebooks is generated in the conversion-synthesis
step. The evaluation of the proposed method (for male-to-female and male-to-male
conversion) is performed subjectively. The above-described approach can be used for
reversible de-identification.
In [95], the authors propose a transformation of the speaker’s voice that
enables the secure transmission of information via voice without revealing the
identity of the speaker to unauthorized listeners. Owing to the transmitted key,
which allows the authorized listeners to perform back-transformation, the voice deidentification is reversible. The authors use a strategy for de-identifying these results
in the speech of various speakers to be transformed to the same synthetic (target) voice.
They use the Gaussian Mixture Model (GMM)-mapping-based VT to convert a relatively small set of source speakers (24 males) to a syntactic voice. The proposed VT
system has both a training and a testing, or transformation phase. During the training
phase a parallel corpora of utterances is used. The authors tested differentVT strategies
(standard GMM-mapping-based VT, de-duration VT, double VT and transterpolated
VT). The best results for de-identification are obtained with transterpolated VT
(100 per cent de-identification rate for the GMM-based voice-identification system
and 87.5 per cent for phonetic voice-identification system). In [96], the same authors
present voice de-identification via VT, similar to [95], but de-identification with larger
groups of speakers is easier and it can keep the de-identified voices distinguishable
from each other, which contributes to its naturalness. They reported a 97.7 per cent
de-identification rate for male and 99 per cent for female speakers.
A novel scheme for voice de-identification, where a set of precalculated VTs
based on GMM mapping is used to de-identify the speech of a new speaker, is presented in [97]. The scheme enables the online de-identification of speakers whose
speech has not been used in the training phase to build a VT. The scheme uses automatic voice recognition within the set that is used to build pre-calculated VTs to select
the appropriate transform, which is then used to de-identify the speech of the new user.
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The approach avoids the need for a parallel corpus, even for training of the initial set
of transformations based on GMM mapping, and it was inspired by an approach that
is used for face de-identification (e.g. k-Same). The preliminary experiments showed
that the proposed scheme produces de-identified speech, which has satisfactory levels
of naturalness and intelligibility, and a similar de-identification rate in comparison
with previous VT systems [95,96].
In [98], an approach to voice de-identification based on a combination of diphone
recognition and speech synthesis is proposed. De-identification is performed in two
steps. First, the input speech is recognized with a diphone-based recognition system
and converted into phonetic transcription. In the second step, phonetic transcription
is used by a speech synthesis subsystem to produce a new speech. With this approach,
the acoustic models of the recognition and synthesis subsystems are completely independent and a high level of protection of speaker identity is ensured. Two different
techniques for speech synthesis are used: one is Hidden Markov Model-based and
one is based on the diphone Time-Domain Pitch Synchronous Overlap and Add technique. Since every user’s speech utterance is converted into the speech of the same
speaker (whose data were used during the training phase of the synthesis subsystem),
the described process of de-identification is irreversible. The system is applicable in
different scenarios where users either want to conceal their identity or are reluctant
to transmit their natural speech through the communication channel. The proposed
voice de-identification system runs in real time and is language dependent and text
independent. The obtained de-identified speech was evaluated for intelligibility (a
measure of how comprehensible is de-identified speech). The level of privacy protection was evaluated in speaker recognition experiments by using a state-of-the-art
speaker recognition system based on identity vectors and Probabilistic Linear Discriminant Analysis. The experiments showed that the speaker recognition system was
unable to recognize the true speaker identities from the de-identified speech with a
performance better than chance, while the de-identified speech was intelligible in
most cases.
An example of privacy protection for the text-independent speaker verification
system that require low-level or even no user cooperation is given in [99]. The textindependent privacy-preserving speaker verification system based on a password
matching principle is proposed. The process of authentication is based on a clientserver model, where the speaker verification system has the role of server, and the user
executes a client program on a network-enabled computation device (e.g. computer or
smart-phone). The authentication system does not observe the (raw) speech input provided by the user. Instead, speech input is represented in the form of 2,496-dimensional
supervectors [(64 × 39), where 64 is the number of components of the GMM and 39
is the dimension of the Mel Frequency Cepstral Coefficients-based feature vector]
on which a cryptographic hash function is applied. The speech samples, needed for
matching in the verification phase, are stored in the same form in the internal storage
of the system. So, the speech samples are irreversibly obfuscated from the system
and this one-way transformation preserves the privacy of a user’s speech utterances.
There still are several challenges in the field of online voice or speaker deidentification, such as de-identification in an environment with background noise,
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voice de-identification in situations where there are multiple individuals speaking
simultaneously, which leads to crosstalk and overlapped speech. Additional efforts
have to be made to develop more sophisticated voice de-identification systems with
‘personalized’ multi-target voices and the preservation of the emotional expression
of a speaker.

13.4.2 Gait and gesture de-identification
Gait is defined as a manner of walking and represents a behavioural biometric
characteristic [100,101]. Gait, as a body gesture, which is usually a motion without meaning, conveys information that can be used for person recognition or for
diagnostics. Besides the dynamics of individual walking, gait includes information about individual appearance, such as silhouette, leg length, height, even age
and gender [102,103]. By introducing visual surveillance systems in people’s daily
lives, and owing to the development of computer-vision techniques, it is possible to recognize non-cooperating individuals at a distance based on their walking
characteristics.
Based on the state of the art for gait recognition systems [104–108], their
characteristics and performances, we can conclude that gait-based technologies can
be used for biometric-based person verification in controlled environments. It is
technically unfeasible for large-scale surveillance systems to record all the gait
parameters of individuals in public places, or to identify them by searching in a
database [109]. The main reasons for limitations of the accuracy of large-scale gaitbased person verification are gait changes over time affected by clothes, footwear,
walking surface, walking speed, the carrying of personal belongings and emotional
conditions.
Very few studies have been directly geared towards gait de-identification. The
study in [110] presents an automated video-surveillance system designed to ensure
the efficient and selective storage of data, to provide a means for enhancing privacy
protection and to secure visual data against malicious attacks. The approach to the
privacy enhancement of captured video sequences is based on two main steps: the first
step is performed by the salient motion detector, which finds ROIs (corresponding
mainly to moving individuals), and the second step applies to those regions with a
procedure of information concealment based on a scrambling technique described in
[40]. The DCT-based scrambling is applied to each ROI, represented by a rough binary
mask, which covers a silhouette of the moving individual, so the gait information
is obscured. Image regions corresponding to the involved individuals in the scene
are distorted, while the scene still remains comprehensible. Owing to the reversible
scrambling procedure, the authorized user can get a clear video sequence and reveal
all the privacy details by using the embedding and scrambling keys. The de-identified
videos, due to the scrambling procedure, do not preserve the naturalness of the original
videos.
In [44,45], gait de-identification based on two de-identification transformations:
the exponential blur of pixels of the voxel [set of pixels defined in a spatial (x × y)
and temporal (t) domains] and Line Integral Convolution (LIC). These two kinds of
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smooth temporal blurring of the space-time boundaries of an individual aim to remove
any gait information.
Gestures are defined as the movement of a body part (fingers, hands, arms, head
or face) or a whole body that is made with or without the intension meaning something
[111,112]. For example, the expressive and meaningful motion of fingers or hands
conveys meaningful information to another human, or it can be used for interacting
with a real or virtual environment (virtual reality, augmented reality).
To date, there have only been a few attempts to develop biometric verification
systems based on hand-gesture recognition [113–116].
As far as we know, there has been no research into the problem of hand gesture
de-identification. The problem of gesture de-identification in video surveillance is
similar to the problem of gait de-identification and can be solved by approaches
similar to those used for gait in future.

13.5 De-identification of soft biometric identifiers
Soft biometric identifiers, as ancillary information, can be combined by biometric
identifiers to improve the overall recognition, particularly when person recognition
system is designed to work in accordance with the less constrained scenarios including
recognition at a distance [117].
There are three main modalities of using soft biometric identifiers for:
1.
2.

3.

Person recognition based on verbal descriptions of soft biometric identifiers [20],
Person recognition in a biometric system based on the fusion of soft biometric
identifiers and physiological and/or behavioural biometric identifiers in order to
ensure better accuracy of the recognition process [20],
Retrieval of large biometric databases [118,119].

Regardless of the above-described modalities of using soft biometric identifiers, it is
obvious that soft biometric identifiers, such as silhouette, gender, race, moles, tattoos,
birthmarks and scars, carry privacy-intrusive information about individuals, and are
subject to de-identification requirements.

13.5.1 Body silhouette de-identification
The body silhouette is an important soft biometric identifier and it can help the recognition process (on its own or in combination with other biometric identifiers). In addition
to recognition, body silhouettes are used for people reidentification, i.e. tracking
people across multiple cameras with non-overlapping fields of view in surveillance
applications [120].
To the best of our knowledge, there are only a few papers on body silhouette
de-identification. In [44,45], the authors showed that the masking of a silhouette
is relatively easy, through the use of dilatation or Gaussian blurring. The Gaussian
blurring of the silhouette is also used for the de-identification of individuals in activity
videos (Figure 13.5) [121]. In [45], it has been shown that a combination of LIC and
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Figure 13.5 De-identification of individuals in activity videos depicting:
(a) walking; (b) jumping in place actions after 2D Gaussian filtering.
© 2014 IEEE. Reprinted, with permission, from [121]

Figure 13.6 Result of the body silhouette de-identification by the scrambling
method. © 2008 IEEE. Reprinted, with permission, from [40]

the exponential blurring of pixels of a voxel gives the best results for silhouette
de-identification.
An approach to reversible body de-identification in video is based on distortion
applied to the ROI which contains the silhouette of an individual by using transformdomain scrambling methods proposed in [40]. Figure 13.6 illustrates as an example,
the result of the body de-identification by the scrambling method described in [40].
An interesting approach to silhouette de-identification is described in [122];
it involves replacing a person with another one from a dataset gallery.
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13.5.2 Gender, age, race and ethnicity de-identification
In literature, there are many papers related to the automatic recognition of gender, age,
race and ethnicity, but relatively little is done on their de-identification. Information
about gender, age, race and ethnicity is usually obtained from facial images [123–
127], speaker utterances [128], gait and silhouette and/or silhouetted face profiles
[129]. In [45], the authors have mentioned that the masking of race and gender is
a difficult problem. However, they agreed that it is possible to mask skin colour
(which is closely related to race) using different colour transformations at the price
of destroying the naturalness of the de-identified data.

13.5.3 Scars, marks and tattoos de-identification
Scars, marks and tattoos (SMT) are imprints on skin that provide more discriminative
information than age, height, gender and race to identify a person [130]. In [131], the
authors have showed that facial marks, such as freckles, moles, scars and pockmarks,
can improve automatic face recognition and retrieval performance.
A methodology for detecting SMT found in unconstrained imagery normally
encountered in forensics scenarios is described in [132].
As far as we know, there are no published papers related to de-identification of
scars and marks to date.
Tattoos are not only popular in particular groups, such as motorcyclists, sailors
and members of criminal gangs; they have become very popular in the wider population. In fact, about 24 per cent of people aged from 18 to 50 in the USA have at least
one tattoo, and this number is increasing [133].
Tattoos are primarily used for content-based image retrieval in law-enforcement
applications [134,135], but based on the visual appearance of tattoos and their location
on a body [134], they can be used for person recognition, as well as for suspect and
victim identification in forensics.
There are no published papers related to SMT de-identification, except [136,137].
The experimental system for tattoo localization and de-identification for privacy protection [136] was intended to be used for still images, but it was also tested for
videos. The system consists of the following modules: skin and ROI detection, feature extraction, tattoo database, matching, tattoo detection, skin swapping and quality
evaluation. An image or a sequence of frames obtained by a colour camera is an input
to the skin and ROI detection module. Uncovered body parts like the head, neck,
hands, legs or torso are detected in two phases. In the first phase, skin-colour cluster
boundaries are obtained by a pixel-based method through a series of decision rules
in the Red, Green and Blue (RGB) colour space. In the second phase, geometrical
constraints are used to eliminate skin-like colour regions that do not belong to the
uncovered body-part areas. The Scale-invariant Feature Transform (SIFT) features
are extracted from a ROI in the feature-extraction module, these are matched with
template SIFT features from the tattoo database. Experimentally, 24 tattoos with at
least two tattoos from each of the eight classes of tattoos labeled in the ANSI/NISTITL 1-2000 standard are used. Each tattoo in the tattoo database has an average of 56
template SIFT features, so the tattoo database consists of 1,338 SIFT features. The
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Figure 13.7 Tattoo de-identification; (a) an example of a still image obtained by
a colour camera; (b) extracted SIFT features; (c) de-identified tattoo
still frame. © 2014 IEEE. Reprinted, with permission, from [136]
de-identification process is performed in the skin-swapping module in such a way
that the original tattoo’s region is replaced by pixels from a surrounding, non-tattoo
region. After replacement, a median filter is applied to the de-identified area. With
this procedure, the authors try to hide the tattoo location and its visual appearance,
and preserve the naturalness of the de-identified image (Figure 13.7).
The experiments have shown that tattoo localization based on SIFT features gave
satisfactory results in well-controlled conditions, such as lighting, high tattoo resolution and no motion blur. For tattoos with a low-quality visual appearance, the SIFT
features have to be combined with some region segmentation based on a combination
of colour, gradient and/or texture methods. For surveillance applications, by using
skin- and tattoo-area tracking based on a spatial and temporal correspondence between
the frames, tattoo detection, localization and de-identification can be improved.
In [137], an approach is presented for tattoo de-identification which uses the
ConvNet model of a deep convolutional neural network inspired by the VGGNet [138]
for tattoo detection. De-identification of the tattoo area is performed by replacing the
colours of the pixels belonging to the tattooed area with the colour of the surrounding
skin area. In order to find surrounding skin pixels, a morphological dilate operation
is applied on the previously found binary mask corresponding to the detected
tattooed area.

13.6 Conclusion
In spite of the huge efforts of various academic research groups, institutions and
companies, research in the field of de-identification of personal identifiers is still in
its infancy. Due to recent advances in multisensor acquisition and recording devices
and remote surveillance systems, there is a need for the research and development of
multimodal de-identification methods that simultaneously hide, remove or substitute
different types of personal identifiers from multimedia content. A solution to the
problem of multimodal de-identification still remains a major challenge.
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It is worth noting that important aspects of de-identification are metrics in measuring privacy protection, utility, intelligibility and/or naturalness of the de-identified
data, as well as the evaluation protocol [49]. There is not yet a common framework
for the evaluation and assessment of these components in de-identified contents.
Researchers are primarily focusing on the evaluation of privacy protection, and the
trade-off between privacy protection for privacy filters applied on face regions in
images and video sequences (FERET database, PEViD-HD and PEViD-UHD datasets
[34,38,139]). The evaluation of privacy protection and the trade-off between privacy
protection and utility/intelligibility are usually performed by objective methods (PCA,
Linear Discriminant Analysis (LDA) and Local Binary Pattern (LBP) automatic face
recognition) and subjective evaluation [41,42] based on crowdsourcing [18], or by
experts (video-analytics technology and privacy protection solution developers, or
law enforcement personnel). Ongoing research activities regarding privacy protection and its evaluation in surveillance systems are presented in MediaEval workshops,
established as an independent benchmarking initiative in 2010 [140].
The assessment of the de-identification of behavioural biometric identifiers
is mainly devoted to privacy protection and to the intelligibility of de-identified
speech [141].
In this chapter, we have tried to give an up-to-date review of de-identification
methods for privacy protection based on de-identification of personal biometric identifiers; based on a proposed taxonomy of personal identifiers, we have
presented de-identification of physiological, behavioural biometric identifiers and
soft-biometric identifiers. Regarding the trends in the surveillance and biometric technologies, we have identified some new directions in the de-identification research:
de-identification of iris and fingerprints captured at a distance, gait and gesture
de-identification and multimodal de-identification which combines non-biometric,
physiological, behavioural and soft-biometric identifiers.
The problem of selectively concealing or removing the context-sensitive information or objects from the environment which can be used to reveal the identity of a
person is still open, too. This could be solved in the near future by using a knowledgebased approach for modelling a specific environment and situation to detect additional
ROIs and to obscure them.
This chapter covers mainly the technical aspects of de-identification. But, due
to the social, legal and political importance of privacy protection, we are aware that
real solutions for de-identification, which are acceptable to both users and the law
enforcement organizations in a networked society, will have to be based on the collective effort of not only technical experts, but also of experts from the fields of law,
ethics, sociology and psychology.
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It is also the result of activities in COST Action IC1206 ‘De-identification for Privacy
Protection in Multimedia Content’.
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