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PREFACE

The 24th Central European Conference on Information and Intelligent Systems (CECIIS 2013) 
was organized and hosted by the Faculty of Organization and Informatics, Varaždin, Croatia, 
from 18-20 September 2013. The most important aim of CECIIS is to strengthen the interface 
between researchers involved in the development and application of methods and tech-
niques in the field of information and intelligent systems.

This proceedings presents 38 scientific papers that were reviewed by the international Pro-
gram Committee and divided into six sections: Education for Information Society, Informa-
tion Systems Security, Information and Communication Technologies, Data and Knowledge 
Bases, Intelligent Information Systems and Software Engineering. Selected papers will be 
further reviewed by two independent international reviewers with the possibility of being 
extended and included in the Journal of Organizational and Information Sciences (JIOS), 
the international scientific journal published by the Faculty of Organization and Informatics. 
The proceedings also contains one of four invited lectures that were delivered by eminent 
experts in their respective fields.

Within the 24th edition, the Conference also offered several accompanying events. For the 
third time the Students poster and presentation section as well as the FOI Security Sympo-
sium (FSec) were held. 5 poster abstracts and 17 FSec presentations are published separately 
on-line. For the second time FOI Mobile and embedded development Symposium (f-moed) 
was held with 11 presentations. This year f-moed also included 48 hour Mobile App Chal-
lenge for students.  Also, two workshops about software products  for librarians were held.

We would like to thank all the authors, presenters, reviewers, session chairs and attendees 
and, above all, our invited speakers. We acknowledge the help that the Faculty of Organiza-
tion and Informatics provided, which was crucially important for the overall success of the 
Conference. We would like to extend our appreciation to the Program and Organizing Com-
mittee members.

Finally, we are most grateful to all our sponsors for their financial and material support.

We are confident that inside these covers you will find relevant and interesting papers in 
the field of information and intelligent systems. We also look forward to your participation 
in one of many CECIIS conferences to come, and especially at our 25th anniversary next year.

September 2013

          On the behalf of        
              Program and Organizing Committees

         Tihomir Hunjak & Sandra Lovrenčić
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Requirements for Designing Successful 
Ambient Assisted Living Systems 

 
Carsten Röcker 

Human-Computer Interaction Center 
RWTH Aachen University 

Theaterplatz 14, 52056 Aachen, Germany 
roecker@comm.rwth-aachen.de 

 
 

Abstract. This paper illustrates the importance of 
involving end users into the design process of 
Ambient Assisted Living applications. It especially 
focuses on two crucial aspects, the involvement of 
senior users and the home as the primary application 
domain. Based on this theoretical foundation, 
requirements for successful system design are 
elaborated. 
 
Keywords. User-Centered Design, Ambient Assisted 
Living, Intelligent Environments, Design 
Requirements. 
 
 
1 Introduction 
 
Today, the design of new homecare solutions is 
mainly driven by technical considerations of medical 
professionals and system providers [4]. Developments 
in this field are often demonstrations of technological 
possibilities [22] rather than responses to the actual 
needs of potential users [45][64], which is often cited 
as one of the main reasons for poor adoption (see, 
e.g., [23], [27], [33] or [65]). One reason for this 
problem is a lack of knowledge on the developer's 
side. System designers and engineers usually have 
very profound expertise about technical possibilities, 
but only very limited insight into the social context in 
which their products will be used [33][43][51][71] 
[72]. Quigley and Tweed [53] even argue 
that “visions of what technology can do for the elderly 
are rarely based on any comprehensive understanding 
of needs and in some cases are blatant technology 
push”. 
Despite these obvious shortcomings in the 
development of new technical products, user 
integration still does not take place in many 
companies [6][11][54]. Financial constraints and time 
pressure are the most often cited reasons for not 
integrating users in the design process of new 
technologies [30]. With respect to medical 
technologies this means that “many products are not 

accessible to large sections of the population [as] 
designers instinctively design for able-bodied users 
and are either unaware of the needs of users with 
different capabilities, or do not know how to 
accommodate their needs into the design cycle” [10].  
The importance of user-centered design approaches 
was demonstrated in numerous studies. For example, 
Ziefle and Bay [78][79] showed that age-sensitive 
design concepts could significantly reduce age-related 
handicaps and thereby enable older adults to 
efficiently operate new technologies. However, user-
centered design does not only bring benefits to end 
users due to better usability of medical products, but 
is also likely to lead to substantial financial 
advantages for manufacturers and service providers as 
the costs of adapting technical concepts and service 
functionalities are considerably lower in early design 
stages [70]. Therefore, it is important to involve 
future users in explorative studies as early as possible 
in the design process of new products [28].  
When doing this, it is vital to focus in particular on 
two aspect, which are often neglected in existing 
work: the involvement of senior users and the home 
as the main application domain. Both aspects will be 
outlined in the following sections.  
  
2 Integration of Older Users 
 

The vast majority of technology acceptance 
studies conducted in the past explored the diffusion of 
information and communication technologies in work 
environments and regarded young and middle-aged 
workers as their target user groups 
[58][61][62][59][57][60]. In contrast, Ambient 
Assisted Living (AAL) environments will be mainly 
inhabited by older users and people with mental or 
physical handicaps, who have different requirements 
than standard computer users typically investigated in 
technology acceptance studies [22][31][77]. 
Therefore, it is important to integrate elderly users in 
the design process and empower them to influence 
ongoing developments according to their personal 
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needs [36][56][80][81][82][83][84]. This is especially 
critical as older users will inevitably be lead adopters 
for electronically-enhanced healthcare solutions [13]. 

In order to define who is considered old, 
researchers in the field of gerontology are often using 
chronological thresholds [43]. However, the 
chronological age of an individual is often not a 
reliable predictor for the person's mental and physical 
abilities as health states of elderly people vary 
dramatically [75]. This is validated in several studies 
that found that people in average felt 10 to 15 years 
younger than they actually are [76]. As a result, 
elderly people are often clustered into groups 
depending on their health state instead of their age. 
Usually, elderly people are divided into three groups: 
active seniors, elderly people with declining abilities, 
and old people with severe disabilities (see [9] or [49] 
for more details). 

While this might be a useful classification for 
general usage, such a generic classification scheme is 
not sufficient for the development of  future homecare 
applications. Instead of designing for generic groups 
of older people, it necessary to address age-related 
shortcomings on an individual level. This is of 
particular importance as the effects of old-age 
illnesses and disabilities are highly individual, which 
results in a much higher heterogeneity of elderly 
people compared to younger ones [26][46][73][77]. 
Hence, many authors including Bierhoff et al. [7] 
argue that there is not such a thing as a typical older 
user. Instead it is necessary to design for a broad 
diversity of users, who are highly variable with 
respect to their individual physical and mental 
capabilities [49]. 

As mentioned above, the majority of existing 
research has focused on work and especially office 
environments as the main application area. While the 
nature of the implemented systems might be similar 
from a technical point of view, the social context in 
which they are used is completely different. Social 
interactions in work environments are characterized 
by being mostly formal, structured and goal-oriented, 
compared to activities in home environments, which 
are not only more informal and less structured, but 
also targeting at a more enjoying and entertaining 
usage experience [45]. 

Current design approaches are based on empirical 
knowledge gained in work settings and are often 
”grounded in the core rationalities of production, 
efficiency, [and] the organization of labour” [15]. 
When developing home technologies it is often 
neglected that such design rationales cannot be 
transferred from a work to a domestic setting as 
“motivations, concerns, resources and decisions [of 
home users] can be very different from those found 
within workplaces” [34]. This conceptual mismatch is 
especially reflected in a poor acceptance of new 
assistive technologies. While AAL systems can 
provide personalized medical assistance and thereby 
enable an independent lifestyle for older people, many 

existing products are not fully accepted by potential 
users [30]. Fichten et al. [25] even estimate that nearly 
half of all people who need assistive technologies 
actually use them. 

Poor or unexpected usage [1] shows that the 
actual needs and desires of end users are not yet met 
by developers. When addressing this problem it is 
important to be aware that technology acceptance is a 
highly situational phenomenon. The acceptance of 
new technical devices “depends on the subject of 
acceptance, the object of acceptance and the context 
of acceptance” [65]. So far, there is an extensive body 
of literature about the usage of information and 
communications technologies in work settings, but 
very little knowledge about the social context of 
technology usage in the home [33]. Hence, it is 
crucial to specifically study the usage of future 
healthcare technologies in home situations, instead of 
trying to transfer existing knowledge from other 
application domains. The design of successful 
medical technologies for home usage requires 
therefore a close collaboration with potential end 
users in order to fully understand the context of later 
usage [4]. 

 
4 Design Requirements 

 
4.1 Medical Usefulness 

Perceived medical usefulness is undoubtedly one 
of the most important factors for the acceptance of 
AAL applications (see, e.g., [29], [65] or [66]). 
Consequently, the medical advantages of technology-
supported medical services have been proven in 
numerous studies. For example, Dansky et al. [16] 
studied the effects of tele-medical homecare on the 
clinical outcomes and the associated financial costs 
and found positive effects with respect to both factors. 
Hui et al. [38] studied the feasibility of using tele-
medical services in a nursing home and found 
significant advantages of remote care provision with 
respect to medical and financial aspects. Comparably 
positive results were also found in studies exploring 
the efficacy of a remote blood pressure monitoring 
application [63] as well as the effectiveness and 
medical costs of a tele-care application for patients 
with congestive heart failure [39]. 

These individual results are underpinned by 
Hailey et al. [32], who conducted a meta-analysis of 
46 existing tele-medical studies and found that over 
2/3 of the studies identified benefits of tele-medical 
applications over classical approaches. Studies by 
Riegel et al. [55], Kobza and Scheurich [42], Tsang et 
al. [69], Whitlock et al. [74] and di Biase et al. [24] 
came to similar results.  
So far, the majority of studies evaluated the medical 
and financial effectiveness of tele-medical 
applications. Even if some of the results might be 
transferable to Ambient Assisted Living systems, 
technical feasibility alone won't be sufficient for the 
large-scale diffusion of future systems (see, e.g, [65]). 
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Based on their ongoing research, Hirsch et al. [35] 
even argue that the assumption older or handicapped 
people “will use an assistive technology simply 
because they need it is misguided”. Especially in 
home settings, it is crucial that users accept such 
applications in order to voluntarily use them. 
 
4.2 Accessible Design and Usability 
 
Today, it gets more and more accepted that the usage 
of smart home care technologies depends on a variety 
of different and interrelated factors [7][41]. 
Accessible design and usability are probably the two 
most cited criteria in this context (see, e.g., [5], [8], 
[20], [21] or  [30]). While these are undeniable crucial 
system requirements, there is a considerable number 
of additional design aspects, which are far less 
discussed in literature, but equally important for good 
system design. The following sections take a closer 
look at these aspects. 
 
4.3 Feedback and Control 
 
Compared to traditional desktop-based computer 
systems, which rely nearly completely on explicit user 
input, Ambient Assisted Living systems are often 
envisioned as autonomous helpers. Hence, it is not 
surprising that most early context-aware system did 
not address user control as a design factor. Over the 
last couple of years this general attitude slowly started 
to change. Today, many authors including Davidoff et 
al. [17], Poulson et al. [52] and Bierhoff et al. [7] 
regard user control as a key requirement for the 
successful design of any Ambient Assisted Living 
application. Contrary to a common belief of many 
system designers, most elderly people want to be 
actively involved in the usage of home technologies 
[12]. 
Providing adequate feedback and control mechanisms 
is vital for the acceptance of smart home applications 
in general [37][47][50]. When designing AAL 
systems, special attention should be paid to intuitive 
control and feedback mechanisms for enabling user-
centered patient monitoring. This does not only 
include understandable feedback about the areas, 
parameters and persons being monitored, but also 
transparent information about the people who are able 
to access these data as well as easy ways to 
completely deactivate the monitoring process  
[45][47]. 
 
4.4 Integration into Daily Life 
 
According to Alexander [3] everyday life is structured 
through “patterns of events” that repeat themselves 
over and over again. More precisely, we can say that 
“our lives are organized through reoccurring patterns 
of work, leisure, travel, relaxation, and the rest” [15]. 
Consequently, it is the designer's task to develop 
home care technologies that adapt to the user's daily 

routines, instead of the other way round. In this 
context, it is of particular importance that new 
homecare services “consider ‘old’ habits of the users” 
[7] and by doing this minimize “the disruptive nature 
of new technology” [4]. Studies show that potential 
users of smart home technologies want future homes 
to be similar to their existing homes [19]. Hence, de 
Ruyter et al. [18] argue that the main challenge of 
smart homecare technology is not the physical 
integration of medical devices into the domestic 
space, but “to socially integrate the system behavior 
into the fabric of everyday life”. 
 
4.5 Personalization and Natural 
Interaction 
 
Results from a focus group study conducted by Lull et 
al. [44] show that AAL systems have to be designed 
such that they are flexible enough to be individually 
adapted to personal user needs. This is a particularly 
important requirement with respect to the design of 
user interfaces [52]. Many authors including Abowd 
and Mynatt [2] stress the fact that this includes a 
paradigm shit away from traditional desktop 
interfaces towards intelligent user interfaces that 
support implicit interactions [67]. 
 
4.6 Aesthetic Design 
 
For a long time, aspects of aesthetics played a minor 
role in the field of human-computer interaction [68] 
and it took considerable time until the perception of 
aesthetic design slowly started to change. Today, an 
aesthetically pleasing design is widely accepted as a 
crucial factor determining the success of new 
technological products (see, e.g., [4], [40], [45] or 
[76]). In this context, Hirsch et al. [35] even argue 
that while “traditional usability factors determine 
whether a device can be used, aesthetic factors 
determine whether a device will be used”.  
 
4.7 Avoidance of Stigmatization 
 
However, good design does not only refer to the 
aesthetic qualities of a system, but also includes a 
visual appearance, which does not contribute to the 
stigmatization of its user. Authors, like e.g., Hirsch et 
al. [35] or Ballegaard et al. [4] argue that many 
existing medical support systems are stigmatizing and 
continuously remind users of their illness or 
disability, if they are not completely rejected right 
from the beginning. Wide-spread user adoption will 
only take place if future home care systems are 
designed such that they do not highlight the users' 
disabilities [7][35][76], but “support a positive self-
image for the elderly persons” [12]. Consequently, 
Cowan and Turner-Smith [14] argue that the goal 
should be to develop home care systems, which are 
not only “attractive to own”, but provide “ability 
without removing status”. 
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5 Conclusion 
 
Involving potential users in the design process of 

new applications is essential for the long-success of 
Ambient Assisted Living applications. When doing 
this, it is of particular importance to especially focus 
on senior users as the main target group of Ambient 
Assisted Living applications and the home as the 
primary application domain. Both aspects have been 
addressed in the detail in this paper.  

Following a user-centered design approach also 
involves to take a more holistic look at relevant 
design criteria. Medical usefulness and technical 
feasibility are undoubtedly key requirements for 
successful system design, however, these factors 
alone won’t guarantee that new systems are accepted 
by potential users. This paper discussed a number of 
important design requirements and illustrated how 
these aspects could be integrated in the design 
process.  
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Abstract. A Decision Tree algorithm (DTA) from 

data is created using construction criteria and also 

considering  the don’t care attributes, for each level 

of the tree. The DTA goal is to create on-demand a 

short and accurate decision tree from either data or a 

stable (or dynamically changing) set of rules. A set of 

steps provides a decision tree with a definite number 

of nodes and leaves. The pruning of decision rules 

case is also examined with the consequences on the 

accuracy. An improved version of DTA (IDTA) 

provides smaller DT and eliminates branches by 

using the criterion of less length (CLL).  

Keywords. Decision Tree, Data Mining 

1 Introduction 

Decision Trees represent a well-known machine 

learning technique used to find predictive rules 

combining numeric and categorical attributes, which 

raises the question of how associate rules compare to 

induce rules by a decision tree [1]. 

In decision trees the input data set has one attribute 

called class C that takes a value from K discrete 

values 1,..,K  and a set of numeric and categorical 

attributes A1,..,Ap. [1]. 

The goal is to predict C given A1,..,Ap. Decision trees 

algorithms automatically split numeric attributes Ai 

into two ranges and they split categorical attributes Aj 

into two subsets at each node. The basic goal is to 

maximize the class prediction accuracy P(C=c) at a 

terminal node (also called node purity) where the 

most points belong to class c and c  {1,..K}.  

The splitting process is recursively repeated until the 

end of the data or until there is  no improvement of 

prediction accuracy  with a new split.  

The final step involves pruning nodes to make the tree 

smaller and to avoid model overfit. 

The output is a set of rules that go from the root to 

each terminal node consisting of a conjunction of 

inequalities for numeric variables (Ai<=x, Ai>x) and 

set containment for categorical variables (Aj  

{x,y,z}) and a predicted value c for class C.  

In general, DTs have reasonable accuracy and they 

are easy to interpret if the tree only has a few nodes. 

Accuracy of a classifier on a given test set is the 

percentage of  test set tuples that are correctly 

classified by the classifier.  

     There are two types of DT: the complete and the 

incomplete one. In the incomplete there are subtrees 

where the repetition and replication are included [2].  

Repetition is where an attribute is repeatedly tested 

along a given branch of three , e.i. age, and replication 

where duplicate subtrees exist within a tree , such as 

the subtree headed by the node “credit_rating” [2]. 

Two theorems are developed the first discover any of 

the two types of a DT in advance given the rules or 

data, and the second identifies the don’t  care 

attributes.   

      Decision tree is a very popular and practical 

approach for pattern classification. There are various 

algorithms for construction decision trees like ID3, 

C4.5 and CART[2],[3]. The ID3 [4] uses the 

information gain measure to choose the splitting 

attribute. To build a decision tree, information gain is 

calculated  for each and every attribute and  the 

attribute with the highest information gain is selected 

and designated as a root node. ID3 is based on 

information theory and uses the log function with 

base 2  for encoded information in bits. DTA can 

build a DT classifier from a set of data, without the 

use of the log function. DTA has a processing method 

similar to the way ID3 works, for finding root and 

splitting attributes, by utilizing the discovery  of 

maximum values  of  conditional probabilities instead 

of the higher information gain. The phases of  DTA 

also cover the case of  finding a leaf  at the end of a 

branch  without  checking whether all the instances 

are falling under the same class as it happens in ID3. 

With the CLL the case of extension of a subtree with 

a new attribute is examined. DTA and IDTA can 

provide DT with no repetition and replications which 

are unfavorable for the classification. The C4.5  is an 

extension to ID3 [5] and uses the criterion of gain 

ratio which takes into account the number of 

outcomes produced by the attribute test condition. 

The attributes with the maximum gain ratio are 

selected as the splitting attribute.  It removes the 

biasness of information gain when there are many 

outcome values of an attribute. DTA processing is 

also similar to the one of C4.5. CART produces 

binary trees. Gini index measure does not use 
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probabilistic assumptions like ID3, C4.5. CART [2] 

uses cost complexity pruning to remove the unreliable 

branches from the DT to improve  accuracy. 

In [6] simplification methods of Decision Trees are 

developed. A new decision tree based classification 

algorithm, called  SPRINT, has been developed in [7] 

for categorical and continuous attributes in a parallel 

environment.  

 

 

2 Model Description  
 

2.1 The DTA  
 
The attributes selection measures, determine how the 

tuples at a given node are to split. There are two types 

of attributes that are considered; the “split” or 

“occupied” and the “free”. The first type is  already  

included in the tree while the latter is  the attribute 

that is not yet included.  The tree has three types of 

nodes; a root node, internal nodes and leaf or terminal 

nodes. 

      For the construction of the DTA two construction 

criteria are used: (a) finding  the root  (max(p(ci / n) , 

n: is the # of tuples) (criterion 1), (b) discovering 

which branch will be  connected with the next  node 

(attribute) using conditional probabilities (criterion 

2). The characteristic of the DTA is that the projection 

of the probabilities of all attributes over a predefined 

value of C (=ci)   is examined. 

The DT can be created in the following phases: 

Phase 1: Discover the root (i) (from all attributes) 

max (p(Ei) = max(


k

i

ii DpAp
1

)()(  ), k= # 

attributes, for all n , number of  tuples 

Phase 2: Discover the branches (splitting the root) 

from the conditional probabilities (P(Bi),for 

node(attribute) B, so that max (P (Bi)) = max (p(A i = 

v i / P(C=ci) ))   0 

If there is a value of attribute, i=k, so that  p(A k= v k / 

P(C=ck))  0 and  for all the other, mk, p(A k= v k / 

P(C=cm) )=0 , then there is a branch with the value of 

the  attribute Ak and node B becomes a leaf node with  

assigned ck as a class label. 

Phase 3: Discover the next node to be connected 

(with the root) . For each value i of the occupied 

attribute Ai   find  the next free attribute Aj  the :   

max (p(Ei) = 



k

j

cjcjpipi vAvAp
1

,,,, )/(  , k= # 

of values of  Aj attribute,  for n = # tuples, The term 

Ai,p = vi,p means the attribute Ai with value vi 

It is possible to consider Phase 0, where you can 

define the value of the category with the maximum 

value, max{ pr(C=c)} 

      From all the above the DTA pseudocode is as 

follows: 

 

 

 

Example 1: 

Let’s consider the weather example 

Weather   parents    money    decision  (Example) 

Sunny        yes           rich        cinema 

Sunny        no             rich        Tennis 

….. 

Windy        no             rich        cinema  (7*) 

….. 

 

Following the steps of  DTA we have: 

(a)Discovering root: P(E) =  (5/10)*(5/10) + 

(5/10)*(1/10) = 0.3   (phase 1) 

(b)Discovering branches: max (P (Bi)) =( p( yes 

parents / C=”cinema”) , p( yes parents / C=”tennis”) , 

p( yes parents / C=”shopping”) , p( yes parents / 

C=”stay in”) = max (5/6,0, 0,0)  (phase 2) 

(c)Discovering next node: p( no parents / 

weather=”sunny”) + p(no parents / weather 

=”windy”) + p( no parents / weather=”rainy”) = 2/3 +   

1/3 + 1/3 = 4/3  (phase 3) 

        From the above: (a)  parents have the highest 

value and  become the splitting attribute at the root 

node of the DT, (b) the left branch (for “yes” on 

parents) the decision is “cinema” no matter what  the 

value of the other two attributes is, (c) the right 

branch (the “no”)of parents  is connected with the 

weather attribute.  (d) the process  continues with the 

(3) and (4) in the while loop.   

The DT is: 

 

 

 

 
                             Yes                                    no 

 

 

 
                                                sunny                                          rainy 

 
                                                                               windy 
 

 

 

 
                                                            rich                              poor 

                                                        
 

 

 

parents 

weather 

money 

cinema 

tennis 
Stay-in 

shopping cinema 

 
           

         Fig. 1 The Decision tree created by DTA 

DTA : Input : training data 

Output: decision tree 

1. define root node  (phase 1) 

2. discover the branches from root  (phase 2) 

while (! end of the attributes) 

  {   3. discover the next node (phase 3)  

    4. splitting the attribute (phase 2)  } 
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This DT consists of 3 nodes and 5 leaves with 100% 

classification accuracy for the data 

From DT we can get the rules and some of them are 

dntca (from “don’t care”). The rule set can be created 

by running the tree.  
 

Example 2:  

R1 Cinema<- parents=”yes” & 

weather=”dntca” & money=”dntca”    

 

From R1 when parents=”yes” then D=”cinema” and 

no matter what are the other attributes. 

Phase 1 is analogous, discovering the root with the 

highest value of information gain [2],[3].  

 

2.2 Prunning the rules 
 

We can extract the rules either from the DT by simply 

finding the paths from root to a leaf node in the form 

of IF-THEN rules.  If the rules are pruned or if we 

prune the last level then we  will have less accuracy. 

If  line 7 is erased:  windy, no (parents),  rich -> 

cinema and then  accuracy 1 out of 10  , giving 

predictive accuracy 90% and consists of  2 nodes and 

4 leaves. Fig. 2 provides the new DT with the less 

accuracy using DTA. 
  

 

 

 
                             Yes                                    no 

 

 

 
                                                sunny                                             rainy 

 
                                                                               windy 
 

 

 

                                                               

parents 

weather cinema 

tennis 
Stay-in 

shopping 

 
                Fig. 2 DT after pruning   

 

 

 

2.3 The IDTA  
 

For an attribute (attr1) with value v1, if there are 

tuples from attr2 that have all the values in relation 

with v1 (of attr1) then the attr2 is named as: don’t 

care attribute (see Example2, see R1).  The way of 

discovering the existence of don’t care attributes is 

developed by  using conditional probabilities and by 

applying the criterion of less length (PCLL). 

      It is supposed that all the attributes are conditional 

independent given the class value C=ci.   

      From the conditional independence assumption, 

given the class value  and the  value ak of an attribute 

Ak , we can have: 

P CLL = P(A1 =a1,…, A|A| = a|A| | C=ci , Ak=ak) = 





||

1

)|(
A

i

jii cCaAp     (1) 

In (1) we take into consideration only tuples with 

Ak=ak. According to the criterion of CLL; if the P CLL 

 0, between two attributes (A1, A2) then A2 is a 

don’t care attribute.  The CLL criterion is valid when 

P CLL  0. A branch is eliminated when the PCLA  0. 

If P CLL =0  new partitions have to be included in the 

DT. 

Example 3:  From the left branch of the DT (cinema) 

we figure out that it is not necessary to have more 

probable partitions.  Here the  parent attribute is : 

parents =”yes” and the child attribute is: weather. 

PCLL = P(A1 =a1,…, A|A| = a|A| | C=ci) = P(weather 

=sunny | C=”cinema”) * P(weather =windy | 

C=”cinema”) * P (weather =rainy | C=”cinema”) = 1/ 

5 * 2/5 * 2/5  0. We also get the same result (PCLL  

0) when we consider the money attribute under the 

parent attribute.  

Hence when parents=”yes”, there are don’t care 

attributes (weather, money) and the left branch will 

stop without any extension.  

        A DT is complete when it has 100% accuracy, 

(all tuples are qualified). After finding the root and if 

the criterion CLL for any of the attributes is not valid 

there is a possibility to have repetitions (incomplete 

tree) [2].   

        A theorem can provide the possibility of  a 

complete DT existence in advance, given the data or 

the rules. 

Theorem 1:  The CLL criterion can determine the 

existence of a small DT with the best accuracy 

(100%, or complete) avoiding repetitions and 

replications. 

Proof: Due to the validity of   CLL criterion, 

repetition is discouraged.   Having n-1 remaining 

attributes out of n, after discovering the root attribute,  

and the CLL criterion  is not valid, for any of n-1 

attributes, new partitions have to be included for the 

DT. A fact that  increases the risk to have  an 

incomplete tree (repetitions, replications).                                                                           

CLL criterion can minimize the height of the DT. 

In case that CLL criterion is valid for  many of the 

attributes  the tree becomes of smaller  height ('dense')  

which  facilitates the read operation for finding rules.  

The validity of CLL can be applied after the creation 

of  each node.  Phase 2 (splitting the attribute) from 

DTA have to be enriched with the CLL criterion so 

that  repetitons or replications are avoided. 

If  DT can not cover all the data, this is also a 

problem.  CLL can locate  this problem, but this is not 

the focus of this paper.   After all of the above, the 

steps for IDTA are as follows: 
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Theorem 2: The CLL can define the don’t care 

attributes. 

Proof: From the definition of  PCLL  and from the 

parent attribute k  and the child attribute m  if PCLL  0 

then the attribute m is a don’t care attribute.               

Example 4: Consider the case of getting a loan with 

attributes: age has_job, own_house, credit_rating. 

After finding  the “own_house” as a  root (phase 1) , 

the PCLA is  computed, in order to discover  the 

branches from root.  PCLA = P(A1 =a1,…, A|A| = a|A| | 

C=ci) = P(age =young , own_house=”y” | C=”yes”) = 

P(age =young  | C=”yes”) * P(own_house=”y” | 

C=”yes”)  0. The same with age =”middle” and 

age=”old”. So, P(age =middle  | C=”yes”) * 

P(own_house=”y” | C=”yes”)   0, and P(age =old  | 

C=”yes”) * P(own_house=”y” | C=”yes”)  0 

From the above, the  PCLA  proves, that it is not 

appropriate to extend the branch (own_house (with 

true) -> ‘yes’  ) in order to include the “age” attribute.  

Hence, by applying the PCLA  shows that  the “age” 

belongs to the don’t care attribute.   

 

 

3 Some Analytical Results  
 

For  ID3 at each node y the gain is calculated from  ny 

(# of candidate attributes at y), and from my (# of 

examples that reach y.  The complexity of choosing 

an attribute is O(ny * my) . For each level i of the tree 

there are mi  number of examples (bounded by m) and 

the number of attributes (n-i). So, it takes O(m * (n-i)) 

to find the splits for all nodes at level i. In the worst 

case, the tree will be of depth n and the total 

complexity will be O(m*n2). DTA has the same 

complexity  with ID3, since the operations are similar. 

Therefore at each level i the complexity of choosing . 

an attribe is O(m * (n-i)), as previously. IDTA has the 

additional step of CLL which increases the 

complexity of choosing an attribute for a k node of  

the DTA, by the O(nk*mk).  

Simulation results, for a size of data of  15 , show that 

ID3 , DTA, and IDTA have   95.23%, 95.25% and 

95.30% accuracy respectively. IDTA comparing with 

DTA and ID3, has better accuracy since it discourages 

the repetitions.  

 

 

4 Conclusion 
 

Two algorithms for discovering DTs have been 

developed also considering  the don’t care attributes. 
The DTA works iteratively with probabilities in order 

to find the nodes and the branches. The IDTA works 

more systematically with priority searching of  the 

don’t care attributes using the CLL and  DTA. Both of 

them have the purpose of creating a  smaller  DT  

without repetition and replication. Moreover, DTA  

has the same complexity as ID3. The accuracy is 

better for IDTA due to the construction with CLL. 

Future work could elaborate more on classification 

issues with neural networks. 
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IDTA : Input : training data 

Output: decision tree 

//root operation 

1. define root node  (phase 1) 

2. discover the branches from root  (phase 2a) 

    apply CLL  (phase2b) 

//node operation 

while (! end of the attributes) 

  { 

  3. discover the next node (phase 3)  

4. //apply CLL (phase 2a) 

    if P CLL  0 (valid) 

        { branch eliminated} 

    else {splitting attribute} 

} 
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Abstract. Databases represent core in many software 

solutions. Features required by software applications 

for database management systems include fast 

response, reliability and fault tolerance. It could be 

suspected that the file system as primary layer of a 

database management system can affect database 

management system performance on every computer 

system, especially on computer systems with an 

inferior hardware. Database performance does not 

depend primarily on the type of file system, but also 

on preferences like cluster size, implemented cache 

strategy and applied fault tolerance. It can be 

assumed that these dependences are proportional on 

different types of file systems. Several measurements 

are presented showing correlation of the cluster size 

on database performance in different file system type 

surroundings using PostgreSQL. With results 

obtained by measurements, one should be able to 

determine which of the measured file systems in 

correlation with cluster size should be implemented in 

simple computing solutions like embedded systems 

due to their inferior computing power. 

 
Keywords. Database, File system, performance, 

cluster size 

 

 

1 Introduction 
 

File system is a mechanism which describes how 

files are named and where they are placed logically 

for storage and retrieval. The DOS, Windows, OS/2, 

Macintosh, and UNIX-based operating systems all 

have file systems in which files are placed somewhere 

in a hierarchical tree structure. A file is placed in a 

directory or subdirectory at the desired place in the 

tree structure. The file system enables organization of 

the data and some features of the operating system 

like fast search, security of the files and other. 

In a computer system information is considered as 

the most valued data. The data placement is often 

done as a last phase in every process. Due to every 

phase of the process specific duration, performance 

upgrade of data placement can provide overall system 

performance boost. In large computer systems with 

significant computing power and large memory 

consumption this upgrade can make a small notice. 

When the computer system is limited to lower 

computing power, slower hard disk drives and smaller 

amount of RAM available, upgrades made with only 

changing the file system and its cluster size can make 

significant performance boost from user perspective. 

Main reasons for using large database systems are 

data protection in event of failure and I/O bottlenecks. 

Worst case scenario without adequate data protection 

could be reparation of data using database backups. 

Backups should be created in short time periods to 

full proof system in case of database management 

system error. Some other protection methods include 

RAID mirror systems and load balancing which can 

be expensive, hard to configure and difficult to 

maintain. Using RAID is the best option due to 

performance increase, but in case of hard disk failure 

it can take significant amount of time to recover from 

the failure. [1] 

Fixing issues without investing in new hardware 

requires knowledge in areas specific to database 

management system design and file system features. 

This process can be time consuming, costly and risky 

due to potential of data loss, and unplanned server 

downtimes. Choosing a different file system for 

database storage can decrease I/O bottleneck, reduce 

possibility of write error and generally resolve the 

problem without the need for investment into new 

hardware and even introduce new features which can 

results in increased reliability of the database server 

[2]. 

Linux operating system is commonly used as a 

database server due to its scalability, code openness 

and ease of administration. Today, a Linux kernel 

supports large variety of file systems. Kernels are 

constantly upgraded with new features including 

support for newly developed file systems and file 

system features. A newer file system sometimes does 

not boost performance in I/O operation time due to its 

improvement on reliability which requires additional 

operations on disk [3]. 
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To simplify the measurements, standard Linux 

operating system with the cache option disabled was 

used. The measurements were made using different 

cluster sizes with different file systems to determine if 

a file system choice can make a difference. 

Additionally, sets of tests were performed to 

determine correlation of cluster size on the file system 

performance. [4] 

Measurements were taken by analysing the 

database management system speed in reading, 

writing and deleting data on the database.  

In this article the focus is to show a file system 

cluster size correlation to the database performance 

using system with a lack of computing power and 

without predetermined operating system. Such system 

could be implemented in future on embedded system. 

Chapter 2 describes the file systems storage. Chapter 

3 correlates the file system with the database 

management system. Testing methodology is 

presented in chapter 4. Results are shown in chapter 5. 

Chapter 6 summarizes this paper. 

 

 

2 File systems 
 
The file system is the facility of the operating system 

that organizes files. For example, on DOS and older 

Windows PCs, there is a file allocation table (FAT) 

that consists of a linked list of clusters where each 

cluster consists of a fixed number of sectors, varying 

with the overall size of the disk. When the operating 

system has to access a file, it can go through the table 

and find the clusters belonging to that file, read the 

data and send it to the requesting application. Modern 

file systems further organize files into groups called 

folders or directories, which can be nested several 

layers deep. Such hierarchical file system makes it 

easier for users to organize the dozens of applications 

and thousands of files found on today’s PCs. For 

example, a folder called “White-paper” might have a 

subfolder for each chapter, which in turn contains 

folders for the text and illustrations relating to that 

chapter. Besides storing and retrieving files, the 

modern file system sets characteristics or attributes 

for each file. Typical attributes include write (the file 

can be changed), read (the file can be accessed but not 

changed), and archive (which determines whether the 

file needs to be included in the next backup).  In  

multi-user  operating  systems  such  as  UNIX there  

are  also  attributes  that  indicate  ownership  (that  is, 

who  has  certain  rights  with  regard  to  the  file).  

Thus a file may be executable (run as a program) by 

anyone, but writeable (changeable) only by someone 

who has a “superuser” status. The current generation 

of file systems for PCs includes additional features 

that promote efficiency and particularly data integrity. 

[5][6] 

Versions of Windows starting with NT, 2000, and XP 

come standard with NTFS, the “New Technology File  

System,”  which  includes  journaling,  or  keeping   

records  of  all  transactions  affecting  the  system  

(such  as deleting or adding a file). In the event of a 

mishap such as a  power  failure,  the  transactions  

can  be  restored  from the journal, ensuring that the 

file system reflects the actual current  status  of  all  

files.  NTFS also uses metadata that describes each 

file or directory.  Database principles can thus be 

applied to organizing and retrieving files at a higher 

level. 

File systems are a necessity in modern operating 

systems. Operating system improvement implicates 

file system development. Features like fast indexed 

search, better security options are a requirement in 

modern operating system implicating a development 

of new version or completely new file system. As an 

example, FAT32 file system does not enable security 

tab option on file property. Windows operating 

systems require usage of NTFS file system to enable 

security tab on file properties. This is due to 

insufficient storage capacity in File Attribute Table of 

FAT32 file system. 

 There are several aspects of file system which can 

distinguish their usability. One of the most important 

issues is space management. Other features include 

file naming, directories limitation, metadata, utilities, 

security permissions and maintaining integrity. Some 

of these features are important and can provide large 

boosts in computer systems with a shortage of 

computing power and memory resources. This 

research is intended to provide the data for a file 

system implementation usage on such systems.  

 Space management defines how a physical unit is 

allocated on the disk by the file system. Usually a file 

system uses multiple physical units on a device. This 

type of allocation results in unused space for a large 

percentage of files. For example, saving 1 byte in 512 

bytes allocation causes 511 bytes unused space. 

Larger allocation units cause increase of unused space 

in files and as a consequence poor space management.  

Space management is also responsible for organizing 

data on a physical disk. Some file systems permit or 

require specifying an initial space allocation and 

subsequent incremental allocations as the file grows. 

As files are deleted, the space they were allocating is 

eventually considered available for use by other files. 

This creates irregular used and unused areas with 

various sizes which is called free space fragmentation. 

When a file is created and there is not an area of 

continuous space available for its initial allocation, 

the space must be assigned in fragments. When a file 

is modified such that it becomes larger, it could 

exceed the space initially allocated to it. Due to 

exceeding of space, another allocation must be 

assigned in a different position and because of that the 

file becomes fragmented.  

Reading and writing data is a complex procedure. 

Data stored on a hard disk passes through disk cache 

and kernel cache to become available for application. 

Cache is computer memory with very short access 

time used for storage of frequently or recently used 
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instructions or data. Also it is increasing performance 

of the file system and physical disk. There is a 

significant disadvantage of the cache. In case of 

failure or power loss system cache memory can be 

lost. Incomplete operations may result in loss of 

operation data or other data already written on the 

drive. 

One significant responsibility of a file system is to 

ensure that, regardless of actions by programs 

accessing the data, the structure remains consistent. It 

includes actions taken if a program modifying data 

terminates abnormally or neglects to inform the file 

system that it had completed its activities. This 

includes updating the metadata, the directory entry 

and handling any data that was buffered, but not yet 

updated on the physical storage device. 

Other failures which the file system must deal with 

include device failures or loss of connection to remote 

systems. In the event of an operating system failure or 

power failure, special routines in the file system must 

be invoked similar to failure of an individual program. 

The file system must also be able to correct damaged 

structures. These damages might occur as a result of 

an operating system failure for which the operating 

system was unable to notify the file system. The file 

system must also record events to allow analysis of 

system issues as well as problems with specific files 

or directories.  Most modern file systems protect file 

system integrity for possible power failures or crashes 

via journaling, which groups operations into 

transactions that commit automatically.  

There are numerous file systems on Linux operating 

system: EXT2, EXT3, EXT4, FAT32 and NTFS. The 

file systems selected, were targeted according to 

availability on various operating systems and Linux 

kernels. 

 EXT2 (Extended File System) is the oldest file 

system on Linux released in January 1993 as a 

successor of the EXT file system. EXT2 has been 

Linux file system for many years and is still used as 

RAM disk file system and when non-journaling file 

system is required. EXT2 has proven to be stable and 

quite lightweight in terms of overhead. The downside 

is lack of journal. [7][8].   

EXT3 is the successor of EXT2 implementing journal 

option. There are three different mount modes: 

journal, ordered and write back. Journal mode logs all 

file system data and metadata changes. It is the 

slowest of the three EXT3 modes but also the most 

secure mode to enable reconstruction of disk in case 

of failure. Ordered mode logs only changes in file 

system metadata but only writes these changes if file 

data write into disk is confirmed. Write back mode is 

the fastest EXT3 mode as it only writes metadata 

changes into journal before data disk file write is 

confirmed. In case of failure the file can be 

reconstructed but this mode does not guarantee that 

data in the file is correct. Ordered mode is the default 

file system mode. EXT2 mode is compatible with 

EXT3 mode, meaning that you can mount an EXT3 

file system as an EXT2 because the layout on disk is 

exactly the same. This enables the existing file system 

repair tool and tuning of the system. EXT2 partition 

can be easily switched to EXT3 partition without 

copying files. EXT3 is based on binary trees to enable 

fast indexation of files. [9][10][11] 

EXT4 is the newest of all mentioned file systems 

developed in October, 2006 as a compatible 

improvement of EXT3, featuring support for larger 

volumes and support for extend. Extend is a 

continuous area of storage reserved for a file. When 

starting to write a file, a whole extend is allocated at 

start, disabling file fragmentation in a file system. 

These improve speed of read operation on disk. EXT4 

has the same modes as EXT3 depending on usage of 

journal: journal, ordered or write-back. [12] 

File Allocation Table (FAT) is the name of computer 

file system architecture and a family of industry 

standard file systems utilizing it. The FAT file system 

is technically relatively simple yet robust. The name 

of the file system originates from the file system's 

prominent usage of an index table, the FAT, statically 

allocated at the time of formatting. The table contains 

entries for each cluster, a contiguous area of disk 

storage. Each entry contains either the number of the 

next cluster in the file, or a marker indicating end of 

file, unused disk space, or special reserved areas of 

the disk. The root file directory of the disk contains 

the number of the first cluster; the operating system 

can then traverse the FAT table, looking up the cluster 

number of each successive part of the disk file as a 

cluster chain until the end of the file is reached. As 

disk drives have evolved, the maximum number of 

clusters has significantly increased, and so the number 

of bits used to identify each cluster has grown. The 

successive major versions of the FAT format are 

named after the number of table element bits: 12 

(FAT12), 16 (FAT16), and 32 (FAT32). Each of these 

variants is still in use. The FAT standard has also 

been expanded in other ways while generally 

preserving backward compatibility with existing 

software. Reliability is based on relocation of the root 

folder and usage of the backup copy of the file 

allocation table instead of the default copy. In 

addition, the boot record on FAT32 drives is 

expanded to include a backup copy of critical data 

structures [13].  

NTFS supersedes the FAT file system as the preferred 

file system for Microsoft’s Windows operating 

systems. NTFS has several improvements over FAT 

such as improved support for metadata and the use of 

advanced data structures to improve performance, 

reliability, and disk space utilization, plus additional 

extensions such as security access control lists (ACL) 

and file system journaling. The NTFS on-disk format 

has five released versions. The latest version 3.1 was 

released in autumn 2001.  

The structure of an NTFS volume is considerably 

different that of the FAT32 file system. NTFS uses 

relational database called the master file table (MFT) 
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to manage contents of a volume. The MFT serves 

much the same purpose in the NTFS file system that 

FAT serves in the FAT file systems. The MFT stores 

a record for each file and directory, including the 

MFT itself. Each entry includes the name, security 

descriptor, and other attributes. The MFT is an array 

of data with rows representing file records, and 

columns representing attribute fields for each record, 

as shown in figure 1[14]. 

NTFS is a robust, self-healing file system that offers 

several customizable features that affect how well 

NTFS performs in a given environment. Some of 

these parameters are global and others are specific to 

individual NTFS volumes. By examining specific 

storage needs and then tailoring NTFS volumes 

accordingly, some significant increases in systems 

disk performance can be achieved [15][16].  

 

 
Figure 1. MFT structure 

  

Described file systems are available for 

implementation in numerous systems. As a file 

system and its cluster size options take significant part 

in system performance, a study was performed to 

measure their speed.  

Larger cluster size increases unused space on disk as 

described above. This can be a problem in some 

systems where memory consumption can be a 

significant issue. In our case due to small number of 

files that need to be stored this is not the issue. The 

goal of this paper is to detect if difference in cluster 

size can make significant changes in performance on 

different file systems. Due to lack of computational 

power of some used systems on our polytechnic, 

small differences can make large imprint on the 

performance of database management systems [17]. 

 

 

 

 

3 Database 
 

A database is a well-organized collection of data, 

which is related in a meaningful way, which can be 

accessed in different logical orders. Database systems 

are systems in which the interpretation and storage of 

information are of primary importance. The database 

should contain all the data needed by the organization. 

As a result of that necessity, a huge volume of data, 

the need for long-term storage of the data, and access 

of the data by a large number of users has to be 

provided by the database management system. [18] 

Due to these requirements the file system should be 

prompt, durable, reliable and fault-tolerant. 

There are small differences in open source database 

server features like automatic conversion of code 

pages, object-relational extension, XML support and 

user defined data types, but both servers are 

compatible with SQL’92 standard and ACID 

standard. ACID standard describes critical features of 

database engines to protect data integrity: Atomic, 

Consistent, Isolated and Durable. ACID essentially 

means that when a transaction is performed within a 

database, either the whole transaction is successful 

and the information is written to the database or 

nothing is written. 

PostgreSQL uses only one storage mechanism named 

PostgreSQL storage system. To further increase 

performance level, oversized attributes in tables are 

stored out-of-line storage in separate file. This 

technique is called TOAST (The Oversized-Attribute 

Storage Technique) [19]. 

There are certainly situations where other database 

solutions will perform better. PostgreSQL is missing 

features needed to perform well on some of the more 

difficult queries. It's correspondingly less suitable for 

running large data warehouse applications than many 

of the commercial databases. If queries like some of 

the very heavy ones are needed, other databases such 

as Oracle, DB2, and SQL Server have better 

performance. There are also several PostgreSQL-

derived databases that include features, making them 

more appropriate for data warehouses and similar 

larger systems. But unlike them PostgreSQL has 

smaller memory and power consumption [3]. 

Due to its benefits, PostgreSQL open source database 

management system was used to measure 

performances of most common file systems using 

different cluster sizes. 

 

 

4 Testing methodology 
 
Measurements were run on a Dual CPU Intel 

U7300@1.3GHz, 4GB RAM@800MHz, and a 

Seagate ST332060AS 320GB 7200RPM SATA2 hard 

disk drive. Tests used Linux 3.5.0-17 kernel with the 

Ubuntu v12.10 distribution. Measurements were made 

on exactly the same partition using 0.57% of the hard 
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disk drive. Partition was formatted to tested file 

system. Every measurement was performed according 

to algorithm shown in figure 2. 

  One hundred measurements were taken for every file 

system using one of three actions: insert (write), select 

(read) or delete. Between measurements pause was 

made precisely 10 minutes to allow the operating 

system to perform other activities. Every measure 

consisted of 1000 iterations. 

Iteration was one database transaction. Database 

transaction was timed. One database transaction 

commits 1000 database operations. Sum of 

transactions time was taken for 100 iterations (100000 

rows), 500 iterations (500000 rows) and 1000 

iterations (1000000 rows).  

 

 
Figure 2. Testing metodology algorithm 

 

Average size of all measurements was calculated with 

isolated maximal deviations. To measure file system 

performance data was sent to database management 

system via queries. All queries were randomized with 

unstructured flat objects of one kind in bulk mode. 

Inserts were done on one table with the same structure 

that had testing columns: “ID” type of INT which is 

also primary key using BTREE, “testNumber” type of 

INT and “testString” type of varchar(100). Index 

choice was made on the assumption that the BTREE 

is the most preferred index type due to its data 

corruption protection unlike hash index. Commits 

were made after each 1000 randomized queries. 

Queries were executing write, read and delete action 

through data manipulation statements. Write action 

executes INSERT query according to SQL standard. 

As index on ID column needs to be rebuilt, write 

action should be the slowest action on database. Read 

action executes SELECT query according to SQL 

standard. Read action should be the fastest query. 

Delete action represent DELETE query. Database 

management system used to perform measurements 

was PostgreSQL 9.1.7. [20] 

 

 

5 Results 
 
Result sets were obtained using write, read and delete 

actions on Ubuntu 12.10 operating system using 

PostgreSQL 9.1.7. database management system. File 

systems that were measured include: NTFS, FAT32, 

EXT2, EXT3 and EXT4. Due to file system limits for 

cluster size option, measurements were performed on 

file system cluster sizes shown in Table 1. 

Table 1. File system cluster size options 

Cluster 

size 

File system 

EXT2 EXT3 EXT4 FAT32 NTFS 

512B No No No Yes Yes 

1024B Yes Yes Yes Yes Yes 

2048B Yes Yes Yes Yes Yes 

4096B Yes Yes Yes Yes Yes 

8K No No No Yes Yes 

16KB No No No Yes Yes 

32KB No No No No Yes 

64KB No No No No Yes 

 

 Due to detection of large differences in performance 

during read and delete actions, additional graphs are 

shown. The graphs on figures 3 – 7 are showing 

additional data on execution time according to 

number of queries on different file systems with 

different cluster sizes.  

Figure 3 shows reading performance on EXT2 file 

system with cluster sizes 1024B, 2048B and 4096B. 

It’s evident that the fastest results are achieved with a 

cluster size of 2048B, while the results for 1024B and 

4096B are practically the same. The same 

measurements were repeated on EXT3, EXT4 file 

systems, as it’s shown on figures 4 and 5.  

On figure 4 it’s evident that the EXT3 file system is 

the fastest using 1024B cluster size. The performance 

of reading action on EXT3 file system using 1024B 

cluster size is almost the same as it’s using a 2048B 

cluster size. Results are similar to reading 

performance on EXT2 file system. 

Measurements of EXT4 file system which are 

presented on figure 5 are showing that the cluster size 

of 4096B is the best cluster size for reading 

performance using a PostgreSQL database. 
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Figure 3. Read action (execution time according to 

number of queries on EXT2 file system) 

 

 
Figure 4. Read action (execution time according to 

number of queries on EXT3 file system) 

 

 
Figure 5. Read action (execution time according to 

number of queries on EXT4 file system) 

 

 
Figure 6. Read action (execution time according to 

number of queries on FAT32 file system) 

 

Due to different features of the measured file systems, 

on FAT32 and NTFS the cluster sizes differ. 

Consequently, FAT32 has clusters sizes of 512B, 

1024B, 2048B, 4096B, 8kB and 16kB. NTFS has the 

same cluster sizes as FAT32, but adds cluster sizes of 

32kB and 64kB. 

On figure 6 the performance of FAT32 using read 

action is shown. It is evident that the FAT32 file 

system is the fastest using a 512B cluster size. The 

performance of reading action on FAT32 file system 

using a 512B cluster size is almost the same as it’s 

using an 8kB cluster size.  

NTFS file system read action performance is 

presented on figure 7 and the results suggest that it is 

the fastest using a cluster size of 4096B. The 

performance of reading action on the NTFS file 

system using a 512B cluster size is almost the same as 

it’s using a 4096B cluster size. 

 

 
Figure 7. Read action (execution time according to 

number of queries on NTFS file system) 

 

 
Figure 8. Write action (execution time according to 

diferent file systems with diferent cluster sizes) 

 

 
Figure 9. Read action (execution time according to 

diferent file systems with diferent cluster sizes) 
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On Figures 8-10 results of actions write, read and 

delete are shown using calculated average sizes of all 

measures with isolated maximal deviations.  

Figure 8 is showing write action on all measured file 

systems using different cluster size options as was 

presented in table 1. It can be concluded that all file 

systems have similar performances on all cluster sizes 

except NTFS which is slower due to the MFT 

database. The fastest file system measured was 

FAT32 using 8kB cluster size. Similar performance 

measurements were obtained for EXT2 and EXT3 

using a 2048B cluster size. EXT2 and EXT3 using a 

2048B cluster size are under 0.1% slower than FAT32 

using an 8kB cluster. 

 

 
Figure 10. Delete action (execution time according to 

diferent file systems with diferent cluster sizes) 

 

Measurements of read action presented in figure 9 

show that the EXT2 file system using a 2048B cluster 

size is the fastest file system measured. The 

performance of reading action on FAT32 using 512b 

and 8kB, EXT3 using 1024B and EXT4 using 4096B 

have similar performances. Due to the MFT database, 

the NTFS file system is generally slower than other 

tested file systems.  

Figure 10 shows that delete action measurements have 

similar results, except NTFS which is again slower 

than other tested file systems due to reasons 

previously mentioned. The fastest file system 

measured was FAT32 using 512B. 

 

 

6 Summary 
 
Databases are widely spread in many application even 

in very specific surroundings ex. embedded system 

devices. Different surroundings require different 

approaches in hardware. In some cases file system 

performance could make differences in device viewed 

from user perspective. The main goal of this paper is 

establishing major differences between common file 

system storage cluster size options for database 

management systems. 

In large and expensive hardware operating conditions 

this difference can be small, but in systems with 

inferior hardware the difference can be significant. 

This papers goal was to try to detect differences of 

various file systems and clustering size options. 

Depending on the measurements it can be concluded 

which file system is the best for implementation to 

maximize performance of the system. 

The EXT2 file system shows the best performance on 

medium cluster sizes (2048B). Following is FAT32 

using cluster sizes 512B or 8kB. FAT32 cluster sizes 

2048B and 4096B show slower performance than 

edge cluster sizes. Other file systems are slower in 

most of the cases. It can be concluded that the choice 

of file system is EXT2 or FAT32, depending on 

simplicity of the implementation on the system or 

choice of the installed operating system. The NTFS 

file system is the slowest due to MFT database 

described in chapter V. It should be used only in case 

where security is primary concern which is lacking in 

other file systems. 

In the future, it would be interesting to measure 

transaction performance using different database 

cluster sizes in correlation with different file system 

cluster sizes on most used open source database 

management systems. 
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Abstract. The paper reviews applications of data
mining in academic papers dealing with tourism
industry, both from demand and supply side.. Web
of science, SCOPUS, and in particular key tourism
journals published in 1995 – 2013 period have been
searched with the usage of appropriate keywords.
Literature searches revealed 88 papers that present
applications of data mining in tourism. Keyword and
conceptual network analysis were conducted with
the usage of Wordle and LaNet-vi tools. Papers from
tourism related journals and ICT related journals were
analysed separately. In order to detect historic trends,
analysis was conducted separately for the two periods
before 2005, and since 2006. The conclusion of the
paper is that tourism steps on a path to evolve to being
both people-driven and data-driven, thus utilizing
data mining approach as leverage towards increased
competitiveness and profitability.

Keywords. data mining, tourism, keywords, concep-
tual network, review

1 Introduction

Data mining emerged in the 80’s from the fields of ma-
chine learning, statistics, and databases, and has even-
tually taken place as one of the most important tools to
get additional value from information gathered in orga-
nizational databases [1]. Its application is large and it
usually results in specific knowledge that is a basis for
action. Examples are segmentation, lifetime value, and
credit scoring and churn prediction. Data mining in
most cases explores data generated transactions, such
as sales transactions, web logs, and process generated
transactions by the use of machine learning and statis-
tical techniques [3].

Modern technology has had a great impact to
tourism since the 90s, when Internet technologies be-
came the most dominant communication channel [2].

Changes occurred both on the demand and the sup-
ply side. Tourists’ expectations are related not only to
tourism services, but also to technology. Tourists ex-
pect that tourism companies actively implement mod-
ern technologies as the part of the value chain. Mod-
ern trends and technologies generated a whole set of
new tools, such as recommendation systems [5]. In
addition, new technologies help tourism companies to
establish one-to-one connection with tourists, thus in-
creasing the customer loyalty [8].

The number of reviewed papers has investigated the
usage of modern technologies in tourism, but to our
knowledge, attempts to review data mining and tourism
are rare. The goal of this paper is therefore to review
data mining applications in tourism based on the key-
words analysis.

2 Methodology

The following steps were performed in order to col-
lect literature that investigates applications of data min-
ing in tourism. First, Scopus and Web of Science
databases were searched with the use of following key-
words: data mining, knowledge discovery in databases,
tourism, tourist, destination, travel and hotel. Since
words tourism and tourist, have many derivatives, a
lemmatization feature of Web of Science was turned-
on in order to include similar words. We set the time
frame to the period from 1995 to 2013. In addition,
tourism journals included in Web of Science and Sco-
pus were also searched with the usage of the above key-
words. We limited the search to peer-reviewed journals
only. Just few articles that contain the above keywords
were found that actually do not tackle the issue of the
paper, and were therefore excluded from the analysis.
Based on such approach, we found 88 papers in jour-
nals indexed in Web of Science and/or Scopus that deal
with data mining applications in tourism.

In order to conduct keyword and conceptual network
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analysis, we used Wordle1 and LaNet-vi2 tools. The
three goals of the research were set: (i) to detect main
concepts in tourism data mining applications, (ii) to de-
tect historic trends, (iii) to detect differences between
ICT and tourism related journals. Keywords were first
analysed with the usage of conceptual network visual-
ization using LaNet-vi. Then, keyword analysis was
conducted for the two periods (before 2005, and since
2006) and for the two groups of journals (ICT and
tourism related).

3 Results
The obtained results are summarized in the following
two subsections.

3.1 Conceptual network visualization
In order to gain insight into the mutual interconnec-
tion between the various keywords in papers that in-
vestigate data mining applications in tourism, we con-
structed a conceptual network based on co-affiliation;
e. g. two keywords are connected if they are used in the
same article which is similar to the approaches given
in [4,6,7]. The conceptual network has been visualized
using LaNet-vi and is shown on Figure 1.

The size of the node (shown on the left node size
scale on the image) visualizes the number of connec-
tions a node has, whilst the colour of the node depicts
its interconnection with other nodes in the same core
(depicted in the right scale of node colours in the im-
age).

As can be seen on the image there are 6 cores rep-
resenting each a certain area of mainstream research as
well as an outer sparsely connected residue represent-
ing non-mainstream areas of research. The six cores,
from inside to outside, can be recognized as: (i) data
mining and forecasting; (ii) machine learning and per-
sonalization; (iii) tourism management; (iv) tourism
systems (recommendation systems, geographic infor-
mation systems, mobile systems etc.); (v) segmenta-
tion, and (vi) advanced techniques (support vector re-
gression, multi agent systems, particle swarm opti-
mization etc.).

3.2 Keyword analysis
In the following part of the paper we present four key-
word visualizations in order to gather better insight
into the matter. With the use of Wordle as a visual-
ization tool four visualizations were created: (i) key-
words visualization of papers published prior to and
including 2005; (ii) keywords visualization of papers
published since 2006; (iii) keywords visualization of
papers published in ICT related publications, and (iv)

1http://www.wordle.net/
2http://lanet-vi.soic.indiana.edu/

keywords visualization of papers published in tourism
related publications.

The first visualization is depicted in Figure 2. From
the image one can conclude that the most important
keywords in papers published prior to 2005 were:
tourism, segmentation, neural, information, mining,
marketing, networks and forecasting.

Figure 2: Visualization of keywords until 2005

Figure 3 depicts the visualization of keywords in pa-
pers published since 2006. The most important key-
words here were: tourism, segmentation, analysis, sys-
tems, data, mining, fuzzy, forecasting, travel, and rec-
ommender.

Figure 3: Visualization of keywords since 2006

Figure 4: Visualization of keywords in ICT related
publications

These two depictions allow us to conclude that there
was a shift in research in the observed intervals regard-
ing to technology. Whilst in the former neural networks
seem to be the important mainstream approach, in the
latter approaches and recommender systems seem to be
a surface. In both intervals tourism, data/information
mining, forecasting and segmentation play an impor-
tant role.
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Figure 1: Conceptual network visualization

Figure 4 depicts the visualization of keywords in
ICT related publications. Most important keywords
include: systems, tourism, recommender, data, and
fuzzy.

The visualization of keywords in tourism related
publications on the other hand is quite different (Figure
5). Here the most important keywords include: seg-
mentation, analysis, mining, tourism, and data.

Figure 5: Visualization of keywords in tourism related
publications

When compared it becomes obvious that ICT re-
lated publications are especially focused on various
types of (software) systems and their implementation
while tourism related publications are more interested
in analysis of actual data.

4 Discussion and conclusion
In order to get insights in applications of data mining in
tourism we have conducted a thorough literature search
with the selected keywords related to both research ar-
eas. After careful investigation, 88 peer-reviewed ar-
ticles were selected and analysed applying the method
of conceptual networks and keyword analysis. The fol-
lowing results emerged. First, six core areas of data
mining applications in tourism were detected by the
use of conceptual networks. These fields cover ap-
plications of data mining in forecasting, personaliza-
tion, tourism management, tourism systems (such as
recommendation systems), and machine learning tech-
niques such as support vector regression, multi agent
systems, particle swarm optimization etc. Second, key-
word analysis comparing the two time periods (1995
to 2005 vs. 2006 to 2013) was conducted. The first
period revealed keywords oriented towards specific ap-
plications, such as segmentation, forecasting, and mar-
keting. The second one revealed keywords oriented to-
wards more advanced systems and technologies, such
as recommender and fuzzy, although segmentation and
forecasting still remained highly pondered. As ex-
pected, papers from tourism journals were more prac-
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tically oriented, while papers from ICT journals were
more technically oriented.

Our research opens an interesting area of data min-
ing applications in tourism with keywords analysis
based on the investigation of Web of Science and Sco-
pus journal articles. However, this also generates the
limitations of our study. First, more elaborate analysis
with the in-depth analysis of the articles should be con-
ducted in order to get more insight into what decisions
in tourism are being driven by the use of data mining,
and what methodology, sample and time are being used
in the process. In addition, usage of additional sources
such as case study reports and papers from highly re-
spected, practically oriented conferences, should also
be considered as candidates for future studies.
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Abstract. Smooth functioning of an organization that 

works in certain controlled conditions must meet the 

requirements imposed by the legislator, the market, 

interested parties, owners and employees. The 

organization, as such, must have technical support 

that ensures continuity and functionality with the least 

time possible execution or process monitoring. 

Service support (Help Desk) must develop principles 

for problems/incidents that are caused by users, and it 

is with that kind of support in a position to remain 

competitive in the market, that leaves its customers 

the competitive part of the market that are being 

discussed. In this paper, we present some of the 

developed processes and methods applicable to a 

larger number of companies, which are in its nature, 

dealing with the same or similar jobs and for which 

we will present a metamodel for processes.  
 
Keywords. Metamodel, Support, Help Desk Process. 

 

1. Introduction 
 
 We are witnessing a growing demand for 

software services. Companies engaged in software 

development are forced to have a very strong and 

competitive segment of administration and 

maintenance of the system in a way to establish a 

system department in the company (Department of 

systems and networks, design, planning and 

implementation of the tasks). According to increasing 

number of clients there are increasing number and 

workers (working personnel). And by that fact, there 

is third service called service support or Help Desk. 

Help desk is designed as a three-layer (3-tier) sub 

organizational unit and it is made up from existing 

personnel. Three-tiered structure of support services 

operates in the following manner: 

- Tier 1: 

-  On-line consulting 

-  Telephone support 

-  Simple tasks (resolution time – up to 30 

minutes),  

-  more complex tasks are forwarded to the 

second and third layer 

- Tier 2: 

- „How to...“ 

- Correction of certain services 

(XP/Vista/W7, ...) 

- Mistakes in dealing with applications 

- Identifying and forwarding tasks on the 

lower (Tier 1) or higher layer (Tier 3) 

- Tier 3: 

- A complex system incidents 

- Changes to the application source-code 

- Adaptation of the process performing 

 

 The goal of data modeling is the modeling of the 

structure and functions of the executive (business 

processes) organization [6] [4]. In this context, 

business processes can be described as a series of 

logically related activities that are using the resources 

of the company whose main goal is the satisfaction of 

customer needs for products or services of adequate 

quality in an adequate period of time, while achieving 

some value [5]. In the global competition in the 

market, organizations can achieve competitive 

advantage only if they offer a cheaper and more 

quality products and services, and for the realization 

of these goals, organization requires efficient and 

innovative business processes. If we know the ways in 

which processes are performed in the company, we 

will be much clearer how the company operates. 

Processes are the core of a business operations for 

every company, but they are very rarely described and 

analyzed. In organizations that are not 

manufacturingly oriented, processes are not clearly 

defined and they are difficult to be accurately 

described. High standards of quality assurance 

requires a total control of business processes in a 

manufacturing organization and a leadership often 

begins to react to the inefficiency of business 

processes at a time when it adversely affects the 

overall operations of the organization [9]. Therefore, 

it is important to monitor business processes to 

predict and manage their dynamics and their changes 

in accordance to greater efficiency and better quality 

products or services [10]. 
 

2. Model/metamodel 
 
 The model is an approximate representation of a 

system or process, and we use it to understand the 

system and for its change or management [5]. Models 
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should be as simple, and yet correct for the purpose 

for which they are made. Models allow the 

description of complex phenomena, their better 

understanding and communication of those that are 

solving problems and problem solving, as well [11]. 

Models of technical and social systems are used for 

the design of new solutions, testing of the solutions, 

and selecting the best solution. Modeling is an art, not 

a science, and requires common sense, the power of 

abstraction, systematization and experience. One 

should pay attention when choosing the system 

boundaries with the environment, so the model should 

include only items of interest. It is difficult to 

understand complex models, while simplified models 

lose the essential elements to explain the causes of 

behavior. 

 A method to build unified process metamodels 

for information systems engineering was proposed in 

[7]. This method is based on pattern system and it is 

used to select the needed metamodel concepts for a 

particular context. Metadata model [2], [11] is an 

abstract representation of the observed physical 

environment, and a metamodel is a model that 

formally defines the syntax and semantics of the 

observed metamodeled environment. The term 

metadata (data about data) occurs in the early 90's in 

connection with another concept - data warehouse - an 

electronic repository of stored data designed to 

support reporting and analysis. Metadata describe not 

only the data but also the way that the organization 

understands their own actions, people, geographic 

connectivity, time and motivation. As stated in [8], 

the general intention of using metamodels is to span 

diversity of information systems environments [1]. 

Process integration favors optimizing organizational 

performance and also reduces the "noise" in the 

communication within the organization or in 

communication with the end-users. 

 

3. Method and processes description 
 
 The subject of this paper is a metamodeling 

method in combination with given models, in 

example of the method Seven habits od highly 

effective people and processes of support services 

(Help Desk service). The method is applied to the 

actual organization. We propose a metamodels for 

given method and process presentation. From 

presented metamodels, we are performed an 

integrated common metamodel. Metamodel and a 

common metamodel are checked in the example. 

Method and process are represented by individual 

metamodels, which are then integrated into a common 

metamodel (they are represented in simplified real-

world things table. Method and process are analyzed 

through the Entity-Relationship-Attribute model. 

These two models are integrated into a common 

metamodel, through the mutual Methods entity; 

Figure 1). 
 

3.1. Seven Habits of Highly Effective 

People 
 
 Method Seven Habits of Highly Effective People 

is a collective term for a wide range of methods and 

principles described by Stephen Covey in his 

bestseller "Seven habits of highly effective people" 

[3]. These principles were derived in part from a 

study of the actual habits of highly successful people 

and organizations and for the most part by studying 

the literature published in the last hundred years of 

dealing with people and the success of the 

organization and the literature of popular religion. 

 First, according to Covey, you have to break 

loose from being dependent upon others. How? By 

Achieving the practice of the first three „habits“ 

(principles): We need to become proactive, we must 

take responsibility for our actions. Second, begin with 

the end in mind. We have to prepare in advance, 

because a lot of successful businesses operate if the 

ultimate goal is defined in advance.  Third, put first 

things first, it tells us that in every job we have to first 

realize the goals that will lead us prior to the 

realization of our vision, not the ones that seem urgent 

or why we feel better. With the first three principles 

we have come full circle principles that determine an 

individual's independence, or its internal values that 

predetermine the success in achieving our goals. 

Following three principles tell us about the interaction 

(interdependence) of the individual against the other 

people. We must set the principle of mutual victory. 

One person’s success does not necessarily require 

someone else’s failure. You seek solutions to 

problems that allow all parties involved (including 

yourself) to benefit. Understand first, then try to be 

understood; fifth principle. The fifth principle tells us 

that if we acknowledge the opinion of others, it helps 

us to be taken into account by the other party (let's try 

to understand how we present our observations and 

make it easier to remain accepted by other listeners). 

The sixth principle tells us that "four eyes see more 

than two". Synergy is something that we need, to take 

advantage quickly as possible and with as little loss 

accomplish goals. With sixth principle we rounded 

the circle of interdependence. But even after all this, 

we cannot afford that "we are lying on our laurels", 

we must constantly strive to be better, we must strive 

for continuous learning and applying what has been 

learned (seventh principle) [5] [3]. We create 

simplified real-world things table of Seven Habits of 

Highly Effective People method (Table 2). 

 

Seven principles, application to support services: 

 1. Proactivity: 

  What answer to give? (solve or forward) 

 2. Beginning, keeping the end in mind: 

  What is the goal of solving? (method 

selection for problem solving) 

 3. First things first: 
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  Set priorities! (contact, request, detailed 

problem, ...) 

 4. Win-Win thinking: 

  Solve the problem! (the mutual 

satisfaction/victory) 

 5. Understand and remain understood! 

  Adopt the terminology of the user. (an easier 

access!) 

 6. Sinergy: 

  How to solve the problem? (the exchange of 

opinions within the team) 

 7. Sharpen the Saw!  

  How to prevent the problem? (To improve 

the process, build new applications, ...). 

 

3.2. Description of the process (receiving 

and processing problems-support service) 

 
 Users call the service support upon seeing the 

problem (the request over the Web, e-mail, telephone, 

fax, on-line form). Staff on the first layer of support 

receives the request and creates a work task that is 

initially stored in a database. If the problem is not 

solved in the first layer, it will be forwarded to the 

second or third layer.  If the problem can not be 

solved by telephone conversation (lasting up to 15 

minutes). A user can check, in any moment, in what 

status (level) is problem solving  and who should be 

contacted on further clarification of the problem. Each 

step, in resolving a problem, must be recorded. If the 

problem is forwarded to higher or lower layers, the 

user receives notification of the status of the problem. 

According to the executed work, for solving the 

problem, the user receives notification of the work 

which has rectified the problem, the user must verify 

and evaluate the work of staff working to fix the 

problem (satisfaction score consists of assessment on 

the speed of execution, evaluation staff behavior in 

communication with the user and the user must 

provide a general assessment of the problem. 

Addition to assessment, the user can provide a 

descriptive comment for the execution of the work, 

which were recorded in the items of work order). 

Only after receiving feedback from users (receipt 

form with scores of satisfaction), work on the problem 

is considered to be executed in full and such records 

can be archived. Also, simplified real-world things 

table has been created (Table 1). 
 

4. Common metamodel 
 
 Analyzing processes and models of action within 

the support services and methods Seven Habits of 

Highly Effective People, we impose a several 

common entities: Organization, Repository of 

methods, Methods and Solution/Result. Organizations 

usually have limited resources available to optimize 

the use of existing resources. Generally, we can say 

that the method of the seven habits of successful 

people improves policy of responses to 

requests/problems, especially in the area where is 

necessary to determine the organizational order and 

competence to deal with incoming requests. This is 

especially important when "major systemic failure", 

for example, problems with the power supply, natural 

disasters, computer viruses, ...  As the main link 

between the metamodels, we use entity Method. Also, 

we use entity Method to create enhanced metamodel 

for technical support (Figure 1) with elements of 

optimization that characterize method Seven Habits of 

Highly Effective People. Integration of processes 

within an organization is shown by a workflow 

diagram [12] [13] which defines the process flow 

divided into levels of responsibility within and outside 

the organization (Figure 2). The user can make a 

request for intervention through an online form and 

with that kind of submission it automatically 

generates a work order with the proper ID number. 

Submission of problem by fax, by phone, in person or 

by e-mail goes directly to a T1 technicians. He 

receives the request, opens a work task for the 

described problem and if able, immediately solves the 

problem. If T1 technician resolves the problem, he 

records performed work and then sends an e-mail, 

notifying the user that the problem has been solved. 

After notification, the user is required to send a 

feedback assessment of satisfaction for the performed 

works. The user has a deadline of 5 working days for 

evaluation of satisfaction, after which a notification is 

automatically resent again. Requests that are sent via 

an on-line forms, first will be reviewed at the T1 level 

and here will be solved, if is possible. If T1 technician 

is not able to resolve the issue, he will forward the 

work order at T2 level. T2 staff analyzes the problem, 

performs testing records work task procedure and 

ends with sending notifications to the user. In case 

that neither T2 level is not able to resolve the 

problem, the problem is delegated to the T3 level. At 

T3 level, the problem is analyzed. T3 staff provides a 

solution and creates guidelines for T2 technicians who 

will implement it. Once implemented, the work order 

items will contain work descriptions that are made by 

a T2 and a T3 staff and such document (the work 

order, the form with the assessment of satisfaction) 

will be completed and stored on a platform designed 

for archiving and storage (Share Point, Knowledge 

Base …). 
 

5. Conclusion 

 
 Metamodeling, as a tool for a conceptual process 

linking, is successfully applied for visualization of 

business processes and good management practices, 

to display their models and relationships between 

their models. Connection, seemingly unrelated 

methods, thus becoming visible and it becomes easier 

to find inconsistencies in the processes that coexist in 

the organization with a different and/or the same 

protagonists. 
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 Metamodeling as a method – by unifying a way 

of performing processes (Helpdesk service) and 

method (Seven Habits of Highly Effective People) 

shows potential application of the common 

metamodel in one of the major business processes in 

the organization. Unifying metamodel is created 

based on the connectivity of these concepts that occur 

in the process of Helpdesk and organizing methods 

Seven Habits of Highly Effective People. In this way 

we come to the overall knowledge base that could be 

used for further operational and process optimization. 
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Appendix 
 
 Table 1. Section of the simplified real-world things table for current supporting process 

 

 
Table 2. Section of the simplified real-world things table of Seven Habits of Highly Effective People  
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Abstract: In the course of a few years automatic 

language translation has gain huge impact in social 

interaction. Automatically translated text is far from 

perfect but still useful in some occasion (especially web 

browsing). From the analysis of the students’ 

performance (translation studies courses) we have 

discovered that phrases are hard to translate. In our 

project (phraseology of German language) we were to 

develop software support for phrase linguistic analysis 

and translation. From the preparation of the requirement 

analysis it becomes obvious that data structure and 

processing are not the real problem but search engine 

proves to be much more complex. Searching in the text 

may be regarded as simple task. In the linguistic analysis 

a whole range of requirements for text search emerge 

(language specifics, vocal prediction, delimiters, 

lemmatization …). A metrics based on the search results 

and statistics for ranking the displayed results was 

needed. In the article we explain the consideration of the 

text search engine and our approach to solve the 

situations that were detected or could be detected in our 

project. Some consideration were analyzed but eventually 

dismissed since they can be resolved with the appropriate 

user manual.  

Keywords: information system, software development, 

software service, linguistic, text search 

 

1 Introduction 

Communication in foreign languages is one of the eight 

key competences declared in EU competence framework 

[1]. Regarding the multicultural and multi-language 

nature of EU it is necessary for people to know more than 

one language. Educational systems incorporate learning 

of foreign languages in different levels of education 

where students come into contact with foreign language 

in primary schools. In secondary schools one or two 

foreign languages are mandatory. Language competence 

is not something that could be uploaded therefore study 

courses for different levels of comprehension are 

required. But the language competence is not something 

permanent in the mind. It degrades as time goes by 

especially when not used regularly. 

The Faculty of Arts at the University of Maribor has two 

distinct categories of study programs that correspond to 

language learning. Students can enroll into translation or 

didactics language study programs. Study programs cover 

English, German and Hungarian languages. Translation 

study programs graduates have competences in 

translation and interpretation of languages whereas 

didactics study programs becomes teachers of languages 

at different levels of education. 

In today’s world information support for study courses 

are necessary. Students demand contemporary services. 

Information support in this matter enables them to get 

required feedback faster and be more productive.  

In the course Electronic translation tools and information 

systems students acquire knowledge about using ICT in 

translation. Different aspects of translation services are 

studied and checked in the computer classroom. 

Constant changes and availability of ICT changed the 

learning procedures. Our language course students rarely 

use printed dictionaries. Most of their study assignments 

are similar to the work of translators and is done with the 

help of a computer. A computer does not only correct 

spelling errors but becomes practical even in grammatical 

and translation suggestions. Software is available that 

helps translating between languages (e.g. Trados, 

WordFast … and even Microsoft Word) and effectiveness 

of translators has increased manifolds [2]. But machine 

translation still has many flaws it is not successful in 

translation language specific situations (e.g. jokes and 

phrases). Literal translation usually lost the original 

meaning despite the fact that it may be understandable. It 

was long considered that a good translator or language 

learner should learn the phrases and use them. There are 

some phrases that are frequently used and most people 

know them and phrases that are rarely used and unknown 

even to native speakers. In the process of learning we 

could not assume that students know even very frequently 

used phrases or how to use them correctly. In the matter 

of phrases the translation may not be the right expression. 

Translators do not translate a phrase but search for an 

equivalent phrase in the other language. But we use the 

term phrase translation since in general public it is more 

accustomed.  

Most of contemporary users of computers use word 

processing software with spell assistant and grammar 

correction. Interesting enough is the fact that the product 

from the same manufacturer (Microsoft) works 

differently in Windows and MacOS. Is it just data 

gathering about the users of different operating system or 

is it something deeper? In the Windows world, "which" is 

a preferred word, but in the MacOS the preferred word is 

"that" (see Figure 1). 
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Figure 1: Mac OS Word 2011 give suggestion to use “that” but 

Windows Word does not show any grammar considerations in 

the same sentence. 

2 Project description – phraseology 

of German language [3] 

In 2011 the government funded German-Slovene 

contrastive research project started. The main focus of the 

research is the phraseology of the German language, 

which is synchronous with the contrastive and 

intercultural aspects compared with the phraseology 

contact in Slovene language. The project is based on the 

fact that phraseology of German and Slovenian language 

contrastive were only fragmentarily explored. Therefore 

we do not have theoretically and methodologically 

justified, empirically verified, and credible research 

results that would show a complex interlinguistic 

situation between German and Slovene language. The 

deficit in contrastive research is due to unreal binding of 

the two languages and historical influence on interlingual 

and intercultural aspects. History of Slovenian linguistic 

research is significantly related to German-speaking 

countries linguistics at least until the second half of the 

20th century. Projects’ research topics are therefore 

important for scientific linguistics in the Slovenian area 

and expected results are going to be a phraseological 

contrastive analysis of the two languages. Results will 

enrich the knowledge of the Slovenian language on 

comparative aspects. On the other hand results will be 

also useful in applied linguistics. Based on findings we 

could design better bilingual Slovenian-German 

dictionaries and other helpful materials which now 

display unwanted deficiencies. 

Project is focused on two topics: 

 The creation of two experimental corpuses German-

Slovenian phraseological material and; 

 The synchronous contrastive analysis of the material 

collected through formal syntactic, semantic, 

pragmatic, cultural, sociolinguistic, lexical and 

cognitive-psychological aspects will be applied to 

current theoretical frameworks and established 

research methods [4]. 

Expected results show a high degree of originality, a 

novelty in the current Slovenian linguistics and thus 

significantly reduce the gap in synchronous contrastive 

research on this language pair: 

• Methodology of corpus acquisition of phraseological 

language data for the two languages, 

• Qualitative and quantitative upgrade of existing 

collections of German and Slovenian language 

phraseological material. 

• Contrastive typology of phraseological variation 

proverbial constructs. 

• Contrastive typology of syntactic connectors for 

integration proverbial structures in the textual 

environment. 

• Contrastive semantic analysis of collected cultural 

materials. 

• Contrastive analysis of collected material from 

aspects of sociality and genre. 

• Clarification of selected phraseology integration 

processes problems in the language acquisition and / 

or language learning, 

• Clarification of selected problems lexicographic 

treatment of phraseology. 

Results of research are expected to be the following: 

• They are going to be important as the fundaments and 

pathfinder for further research on both languages 

contrastive. 

• They are going to be useful in lexicographic practice, 

particularly the improvement of the quality of 

bilingual or general German-Slovenian dictionaries 

and language databases. 

• They are going to be important for the learning and 

teaching of both languages as foreign languages in 

terms of systematic and rational integration of 

phraseological (and also cultural) content in language 

learning and teaching. 

Application currently contains more than 2000 phrases 

(42% Slovene and 58% German). Project is going to be 

maintained and updated by students and professors from 

the Faculty of Arts at University of Maribor to provide a 

long time service. 

This project has the similarities with two previous 

projects that serve as knowledge and structure 

background. Those projects were SprichWort [5] and 

EPHRAS [6]. In many interviews and internal education 

we learned enough to prepare software support for the 

project. To get familiar with the topic we had to study 

articles about electronic dictionaries [7]; language data 

presentation [8]; cross-language information retrieval [9] 

[10]; and machine translation [11] [12] [13].  

Software module that works in web environment as 

standard web application or as web service was designed 

and implemented. ERM of the structure that enables 

linguistic analysis and different languages was prepared 

and implemented in MySQL (see Figure 1). In the initial 

considerations we have doubts should use transactional 

database. But later reviews show that MySQL is more 

than sufficient in this occasion. 
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Figure 2: ER diagram for our project. 

3 Phrases vs. words vs. sentence 

Despite the fact that phrase is a concatenation of words it 

is generally not a sentence. Watching the phrase from its 

words perspective more than just occasionally it has 

ambiguous meaning. This fact has negative implication 

that the same phrase can in general have a different 

meaning if used in different sentences (word 

environment, pragmatic). Automatic translators generally 

have problems even with the well-known phrases (see 

Figure 3). 

 

 
Figure 3: Well-known English phrase “home sweet home” 

Google translates to Slovene as original text (inadequate) but 

Bing translator is correct (“ljubo doma”). 

Explanation of the phrase depends on the context where 

the phrase is used. The system can run even without 

explanation but this would mean that phrase is not jet 

validated. Additional explanations can be added to the 

phrase as needed. 

Phrase can have multiple synonyms in the same language 

but also in different language. We decided to address 

synonyms in the same language as variants. It was proven 

more adequate and precise in the communication. One 

phrase can have many synonyms in another language 

depending on the context where the phrase is used. From 

the literature it is evident that we should pay attention in 

this semantic structure [14]. In the beginning we were 

misled thinking that even terminology is part of the 

phrases [15]. We were wrong but the results enable us to 

better extract data from the existing projects. 

Phrase is also linked to the context. Context of using the 

phrase is defined in the explanation (meaning, word 

environment, style, pragmatics, and examples). For more 

unambiguous search results we also use lemmatization 

which present additional set of problems. 

 

4 Search topics 

Since search is fundamental in our program we have 

decided to follow established rules. Our data are specific 

and we do not need to implement full search as on web 

search engines [16] but only those that suits our needs. 

Searching words is implemented in a priority list. First 

displayed results are "exact match", then "all words" 

and at the third level "first word first" and so on. Since 

we do exact search anyway we do not need to implement 

exact search in quotes. Despite the fact that we have not 

thought about the exclusion the demand was addressed 

from the project members and therefore an exclusion of 

words can be entered to the search field using the minus 

character in front of the word. 

Implementation of Boolean operations in the search was 

not considered relevant at the beginning. Later the 

possibility was analyzed (interviews with students on 

computer lab work) but dismissed due to users’ 

preferences where most of users do not want to use 

Boolean operators anyway. 

 

4.1 Preparation of data for search 

In the general we could say that our problem is just 

another full text search problem which was already 

solved with many algorithms [17] (naïve string search, 

finite state automation based search, stubs, indexing and 

fuzzy approach). But in our case we have strings in the 

database. We therefore only search substrings inside 

single string at the time and since the number of records 

is small we were more than satisfied with the simple 

database build-in search. 

The primary entity of the search is phrase. In the case 

when user enters exact phrase into the search engine it 

would be very simple to find proper results. But the 

nature of searching is different and students learning the 

topics in most cases do not know the phrase exactly. The 

translator has little less problems with the phrase since he 

sees the phrase’s text in the original language and tries to 

find proper translation. 

In the database we have multiple attributes about the 

phrases: grammar, pragmatic, thematic_grouping, 

example, style, meaning, and word_environment. All 

these attributes are necessary for linguistic analysis but 

not so much for searching purpose. Later we discovered 

that with this additional data a metrics for evaluation of 

the search results could be refined. From the perspective 

of the user friendliness it would be unwise to make user 

interface with multiple inputs for different keywords in 

each of the field for search result. All project partners 
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have dismissed such approach as “not user-friendly” 

behavior.  

 

4.2 Problem of lemmatization 

In some cases search of a phrase is not efficient since the 

words do not depict its primary meaning. The lemmas 

instead of words from the phrase would be much better in 

these occasions. Despite the fact that software 

lemmatizers are available (even as software service [18]) 

automatic lemmatization of the phrase is not an easy task. 

We have found many faults in the automatic 

lemmatization of phrases therefore user (author of the 

phrase) is required to authorize the lemmatized phrase. 

This is actually simple task for a human. In our case we 

use automatic lemmatizer (LemmaGen) that prepares 

suggestion and author verifies the correctness of the 

results. In reality most of the time results of 

lemmatization are correct, but occasionally some words 

need to be changed by authors to achieve proper 

lemmatization of the phrase. 

 

4.3 Searching equivalent phrase 

Search is implemented on entity phrase and lemma (see 

Figure 2). After software testing it was discovered that 

language specific search implementation is not need. If 

the word is in one language we try to auto detect 

language just for the display of results. In general we 

perform search through all phrases in the database and 

received results are displayed based on priority list 

(metrics). In some cases the problem arose when the 

word is the same in the different language with different 

meaning. It would be vise not to search on conjunction 

words but for the statistical purposes and text analysis 

this is also required. Sometimes funny situations occur in 

the search. Word "in" in Slovenian is actually "and" in 

English; but "in" in English is "inside" translating back to 

Slovenian. Therefore we need to search all entered text 

and metrics should be smart enough to guess the search 

language. If user is authenticated (logged into the system) 

the language is statistically defined from its previous 

searches. But we cannot make any relevant prediction if 

user is anonymous and search text consist of only one 

word that is the same in many languages. From the 

results of test users (students of language study programs) 

problem is not that obvious though. 

For a translator and student it is quite easy to translate the 

phrase if he/she has access to our software. It just finds 

the phrase in the original language (either by retyping or 

copying text) and then it picks the function for synonyms 

and "voila". If in doubts he can always check the context 

and examples. 

 

4.4 Problems of typing errors 

It is not wise to assume that users will enter their search 

text in absolutely correct style. Typing errors are common 

in the text in languages where the spelling is not equal to 

the pronunciation. Many word processors have built in 

check spellers. It is nice addition to the writer and most 

people who have to write in the language that is not theirs 

mothers tongue actually depend on them. But it is not 

limited only to these occasions typing errors are frequent 

and generally not detected by the author of the text. 

Check speller is just a tool and is not successful in the 

recognition of the wrong word that is spelled right. In the 

sentence: “I see that you two made the same mistake.” 

“two” could be replaced with “too” and would be still 

undetected not just by check speller but also from the 

reviewer in context is not recognized correctly. Many 

word processors have even grammar assistant mode. In 

general this is a good idea and is helpful but sometimes it 

is just wrong and many English linguists are not satisfied 

with them at all (discussion at the conference of ED-

MEDIA 1999). 

If users satisfaction should be enhanced than a use of 

statistics is necessary. The software learns from users’ 

interaction and in time a large amount of general typing 

errors can be detected. In our perspective the search 

statistics have to be implemented for educational purpose 

but we used it for the better recognition of user’s 

intention when we assume the typing errors in the input 

field. 

Typing errors are only one type of problem of 

misspelling. We have discovered by observing our 

students that users sometimes cannot spell the correct 

word but they just enter the word as it should sound. In 

such cases a vocal synonyms could become really handy. 

In our occasion it was a bit beyond the scope of our 

project but research shows that Google made even vocal 

predictions in their search engine (see Figure 4). 

 
Figure 4: Vocal prediction in Google 

 

4.5 Problem of ranking the search results 

Previously we have mentioned the problem of the 

matrices for search results. Searching the results we may 

get a list of answers. For user friendly results it would be 

wise to ordered them according to the metrics that satisfy 

users' need. Therefore "How to implement a proper 

metrics?" is a valid question. In our case we decide to do 

the following: 

One word question: In one word question all search 

results are equal and there are no distinction which 

answer is more appropriate than other. But since we 

have statistics of the search we can assume that more 

observed answers are more likely to be the right one.  

Multiple words question: In the two words question we 

have multiple possibilities to present answer. Most 

obvious is the exact match which is the first order 

inside more answers we apply statistics. Second order 

is the all words search but in this occasion it is 
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possible that searched words can be more or less 

apart. Therefore it may be second level of metrics 

where the average length between words is calculated 

and the result with the lowest average length is 

displayed first. On the other hand we can also get 

results where not all words are present in this situation 

more words that match the search string is displayed 

first. 

The search is therefore not entirely trivial even in these 

two examples. To complicate matter even more we have 

to know that it is possible that in the search field user 

enters delimiters. How to address the problem of 

delimiters (like commas and dashes) depends on the 

occasion. Delimiters can be entered into the search field 

by mistake or intentionally therefore we cannot dismiss 

them altogether. Commas are little lesser problem but a 

dash actually changes the meaning of the adjacent words. 

Since we cannot know the intention of the users it would 

be wise to search for the string as entered and later by 

extracted words.  

 

5 Fuzzy user friendly 

implementation 

From the implementation viewpoint we have to know that 

in the database we have phrases and not individual words. 

Searching therefore is not just a simple SQL query but 

needs to be additionally processed to implement multiple 

queries and consolidate results. Ruby on rails facilitates 

this with ActiveRecord which runs queries only at the 

time of presenting data. The logic can be more complex 

but still very efficient. 

To make searching more accurate we are mixing a regular 

database search with gathered statistics. For every search 

query, we are recording the search phrase and the 

following action from the user. With this simple data pair 

we can gather what the user was searching for and what 

he considered the correct result. This creates a ranking 

mechanism which the users can turn on or off depending 

on their preference. This way we can recommend 

frequently selected phrases based on the search phrase. 

Search in advance and search assistant. ActiveRecord is a 

tool that enables searching in the background. The same 

search mechanism is used in the Google web search. As 

user type into the search box a possible results are 

displayed. This approach is feasible but was dismissed 

since one word search gives too much results and just 

distract our intended users.  

 
Figure 5: Active Record search. 

 

6 Results 

After authentication our web software is ready for search 

in the Figure (see Figure 6). Search field accept string 

with the addition of special characters.  

 

 
Figure 6: Search field for the web software 

If only one word is entered in the search field then the 

search result display all occurrences of this word in the 

database (see Figure 7).  

 

 
Figure 7: One word search. 

In case when two or more word are entered in the search 

field the results shows: (1) exact word matching; (2) 

intersect between these words; and then (3) union of these 

words. 

 
Figure 8: Two word search. 

If Boolean operators are enabled then the special notation 

is used. A plus sign before the word means that word 

need to be in the search result (like intersect) and only 

results which satisfy the question are displayed (see 

Figure 9). In some occasions it may happen that the 

search results do not correspond to the natural thought of 

the user. Users have a tendency to enter the phrase as a 

sentence. They often think that first word is also fixed 

and the rest are added to refine the search of the first 

word (see Figure 10). In general this is not the true if we 

use simple database text search. Results show that no 

matter of the position of the word in the search field we 

got only one fixed word and another as open. It is 
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necessary to change the search string to fix two word (see 

Figure 11) to get the result we want. 

 

 
Figure 9: Boolean search 

 
Figure 10: One open and one fixed word search. 

 
Figure 11: Boolean search with two fixed words 

In case that we want some word not to be present in the 

search result a minus should be placed in front of this 

word (see Figure 12).  

 
Figure 12: Intersect and exclusion search 

For the purpose of our software this search engine is 

sufficient but if we are going to expand the product to 

satisfy not just phrases than we will need to make 

additional adjustments. 

 

7 Conclusion 

In any text related databases a search mechanism is 

inherently complex. Search as we know it from the 

programs (like Word, Excel...) are not suitable since they 

all search substring in the set of strings. More appropriate 

examples for the text search are web search servers (like 

Google, Bing…) and they can be blueprint for successful 

text search engine. In the linguistic projects a subset of all 

available search categories is needed. Advanced search is 

rarely used even in the web search and the same is also 

true in linguistic projects. Students generally have no 

need to have Boolean search implemented. But after a 

while almost anyone find the need for exclusion 

operators. The search engine should have also language 

specific part or module. This module would based on 

statistics and find the right results even if user enters 

wrong spelled keywords or if it is entered vocally suitable 

keyword.  

In the project (Phraseology of German language) we 

have implemented only those search categories that suit 

our need. Statistics is important for registered and 

anonymous users. Registered users actually with their 

searches and selection of results teaches the system about 

their preferences on the other hand anonymous users are 

all treated alike and only common statistics can be used. 

It is possible to implement even typing error correction 

and vocal search in our project based on statistics and 

prediction module but till now we have no use of them. 

The potential problem of separators was not detected in 

the phrases but in other linguistic project it would 

definitely become evident. 
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Abstract. This research paper analyzes the 

acceptance of European Computer Driving Licence 

(ECDL) certificate in labor market in Republic of 

Croatia. ECDL Foundation has successfully delivered 

certification programs to 10 million people 

throughout 148 countries, in 41 languages. ECDL 

certificate should be used as evidence of computer 

literacy and computer competence. The certificate is 

accepted in strategic documents in Republic of 

Croatia - its applicability and usefulness is observed 

in this research. The study was conducted by 

observing the ads for jobs advertised on the web 

portals. All ads for administrative and similar jobs 

were observed on a particular day: March 18th 2010; 

and a second survey was conducted on February 26th 

2012. 

 
Keywords. ECDL, computer literacy, computer 

competence, labor market, lifelong learning 

 

 

1 Introduction 
 
ECDL is a program of the Council of European 

Professional Informatics Societies (CEPIS), and 

implemented by the European Computer Driving 

Licence Foundation (ECDL Foundation) based in 

Dublin and nationally accredited IT organizations, 

through authorized test centers. Croatian Informatics 

Association (HIZ) is authorized for the 

implementation of programs in Croatia.[25] 

  

This research was discussed problems of 

definitions of computers skills such as computer 

literacy and computer competence. This are the terms 

which since 2004, are recommended to be replaced 

with a Start ECDL and ECDL Core diploma by HIZ. 

The research will show whether it is actually accepted 

in business practice in Republic of Croatia. 

Acquisition and recognition of ECDL Program 

represent one of the possible applications of the 

concept of lifelong learning. “Implications of the 

concept of lifelong learning are changing 

understanding of education and the abandonment of 

the traditional belief that education is intended only 

for children and youth, not adults”.[10]  

ECDL education can be attended by everyone, 

literally from 7 to 77 years. ECDL program include 

ICT knowledge that an average citizen might need in 

his/her daily life and work. 

On the other hand this research is focused also on 

Croatian business practice. A survey conducted earlier 

concluded as follows: “... data collected in this study 

indicate that the Croatian organization cannot say that 

are improving knowledge and skills of their 

employees to meet the demands of new technologies, 

increase their productivity and become more 

competitive.” [11] That study shows that Croatian 

companies are not interested in investing in the 

development of ICT skills of their employees.  

It is interesting to find out if they are then 

interested in hiring employees who already possess 

certain ICT skills, and also how the companies 

express their request for such workers. Do they use 

the ECDL standard or not. 

 

 

2 Objectives, hypotheses and 

research subject 
 

The objectives of this study were to determine 

whether employers in hiring new employees are 

demanding from them specific knowledge/skills on 

the computer usage, whether ICT skills are a 

requirement for hiring new workers. The aim is to 

determine acceptance of ECDL standards in the 

Republic of Croatia in practice. ECDL standard was 

accepted in the strategic documents - this research is 

based on the practical value of someone who possess 

ECDL certificate. The following hypotheses are 

formulated to be accepted or rejected: 

 

H1: Employers in Croatia when seeking new 

employees for administrative and related jobs as a 

condition require computer literacy or computer 

competence  
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H2: ECDL start diploma is accepted for 

administrative and related jobs in the Republic of 

Croatia as a certificate to prove computer literacy. 

H3: ECDL Core diploma is accepted for 

administrative and related jobs in the Republic of 

Croatia as a certificate to prove computer 

competence.  

 

 

3 Theoretical frameworks 
 
ECDL is the international standard for end user ICT 

skills competence within the international business 

community. ECDL Foundation's certification 

programs are used to increase the value of human 

capital and achieve productivity gains through 

developing competent students and employees. This 

certificates have been widely adopted by all levels 

and sizes of organizations - within education systems 

(secondary and vocational levels), Governments 

(Public Administrations and Ministries), and 

commercial organizations (Small and Medium 

Enterprises (SMEs) to large multinationals).[21] 

The quality of certifications coupled with their 

vendor-neutral status makes ECDL Foundation's 

programs the first choice of organizations around the 

world. Certification provides objective verification of 

employees' skills and demonstrates their competency 

to a recognized standard. Certification offers the 

following benefits: 

 

 Defines the set of skills that employees need 

to be effective 

 Provides a means to assess workforce skills 

and build a training plan 

 Proves employees have the skills to carry out 

their work competently 

 Offers a clear measure of the return on 

investment in training 

 Acts as motivation for employees to 

complete the training 

ECDL Foundation has successfully delivered 

certification programs to 10 million people 

throughout 148 countries, in 41 languages.[21] 

ECDL program consists of seven modules: 

Concepts of ICT; Using the computer and managing 

files; Word processing; Spreadsheets; Using 

Databases; Presentation; Web browsing and 

communication. 

For an individual to achieve a solid base of skills 

and knowledge, therefore attaining a minimum level 

of computer literacy, candidates have to complete and 

attain certification in a minimum of four ECDL 

modules. That candidate is awarded with ECDL start 

diploma. In order to achieve the ECDL Core 

certification, person must pass a test for each of 

the seven modules.[18][20][22] 

ECDL program is supported in the Strategy of 

Development - Information and Communication 

Technology [28] where is proposed the following plan 

of action: 2001 Establishment and adoption of the 

European system of acquiring a certificate of 

successful use of personal computers (ECDL - 

European Computer Driving License) as the basic 

criteria for the competence of employees in the civil 

services and local government; Establish a way of 

introducing ECDL in the process of determining 

competence for employees in offices of state 

administration and local self-government; Encourage 

the adoption of equal ways of licensing expertise in 

all public sectors, including the private sector. 

In Europe and in the world there are a number of 

certificates to determine computer usage skills. So, for 

example in the UK there are 750 different IT 

certifications [3]. Some of the most popular 

certifications are as follows: ECDL, ITQ / eSkills and 

Microsoft Digital Literacy. 

According to Figure 1 - the EDL certificate is 

individually most accepted certificate in business 

practice in 21 countries, since the term industrial 

certificates covered a lot of different certifications by 

various certification institutions. 

 

Figure 1: Methods of IT training (Weiss [17]cited by 

Vrček [15]) 

In general it can be said that there are two basic 

ways of measuring computer literacy. The first is 

through the use of self-evaluation, and second way 

that is focused on the execution of practical tasks (e.g. 

ECDL, ETS (Education Testing Service), or IC3 

(Internet and Computing Core Certification)). Second 

way for measuring is dominant because of its focus 

and prevalence worldwide [12][19][24] 

Recommendations of a study conducted in Turkey 

over 506 teachers/professors are that for improving 

computer literacy among teachers/professors is 

necessary to implement a standard such as the ECDL. 

Teachers/professors should be motivated and 

encouraged to earn the certificate. Competencies that 

teachers/professors gain should result in a positive 

evaluation of the teachers/professors as well as their 

career advancement and a consequent increase in 

wages.[7] 

According to a study conducted in Norway [cited 

by [13]] average user who are using a computer in 

their everyday work is spending 2 hours and 51 

minutes in asking for help in resolving problems 
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related to computer work, weekly. Also [quoted by 

[13]] Researchers at the University of Bocconi in 

Milan found out that Italian worker for IT illiteracy 

annually loses 16 working days to solve the problem 

when working with computer. 

From the above studies are obvious importance and 

the need to increase computer literacy of employees. 

Research which was conducted in the UK showed that 

those who received the ECDL certificate are saving 

38 minutes a day of work time - through better use of 

information technology.[3] Achieving these savings 

in working hours employees can use that time for the 

execution of creative assignments that could lead to 

greater business efficiency. 

In Wales, a training program for employees in the 

health institutions is implemented. After completion 

of training, which was attended by 1617 employees - 

research was carried out. The results of this study 

show the following: Comparing the period before and 

after the acquisition of ECDL certification 52.6% of 

the respondents rarely asking for help from other 

employees about working with a computer, and 84% 

of employees are much safer to use a computer. Also, 

those employees who have completed more ECDL 

modules have achieved greater benefits from training. 

Therefore by reducing the training - the full potential 

of ECDL education were not accomplished.[16] From 

this it can be seen that to achieve additional savings of 

work time is accomplished in two directions: 

employee who does not have adequate ICT 

knowledge does not waste your time in vain, on the 

other hand that employee is not consuming 

unnecessarily working time of employees who 

possess adequate ICT knowledge to explain the 

actions on the computer to other employees. 

One study conducted in Finland showed that the 

practical work and exercises under the guidance of 

computer experts are the most effective way to learn 

computer skills. In addition, participants stressed the 

importance of technical support and sufficient time 

for learning and practice. Here we can only note that 

the ECDL just such a method of teaching, where with 

the help of practical tasks and without much 

theorizing teaches students working at a computer.[5] 

In indicative survey conducted in Finland [6] was 

established a lack of ICT knowledge and skills of 

employees who were educated before 1990. They did 

not have any IT training, and they in current daily 

work must use a computer. To overcome that gap the 

ECDL certificate was suggested. 

Results of research conducted in Switzerland [1] 

showed that the ECDL certificate is suitable for 

beginners who need to significantly improve their 

computer literacy, as well as to persons who have 

already some computer skills for providing some new 

knowledge. Mentioned study also stated that after a 

year of acquiring the certificate, the time saved by 

better using a computer is larger than the time needed 

for achieving the certification. 

After considering applications of ECDL in 

different business branches is given an overview of 

the application of ECDL certification in universities 

in some countries. In Italy [4] is a practice of ECDL 

certification quite uneven. ECDL certificate is widely 

accepted, and almost 87% of the Universities are 

accredited ECDL Test Centre. On the other hand the 

number of ECTS credits that students acquire for 

successful completion of ECDL certification is not 

nearly equal and - ranged from 0 to 12 credits. Also 

surprising is the fact that universities which have 

adopted the ECDL Start certificate (four modules) 

give more credits for the successful certification 

compared to the universities that have adopted the 

ECDL Core Certificate (seven modules). Also 

important conclusion of cited study is that the ECDL 

Start certificate is accepted as "reasonable" first step 

in ICT education. 

ECDL testing of the first year undergraduate 

student of Mechanical Engineering and Naval 

Architecture at the Faculty of Engineering in Rijeka is 

the first of its kind in Croatia. In addition, after using 

opportunity to improve their skills of using a personal 

computer, students were given the opportunity to 

acquire ECDL certification if they wanted to. [13] 

There are many definitions of computer literacy, 

for example, U.S. Department of Education defines 

computer literacy as computer skills and ability to use 

technology to improve learning, productivity and 

efficiency.[2] One very clear, simple and pragmatic 

definition goes back to the 70s of the twentieth 

century. The author of this definition is A. Luehrmann 

[cited by [12]]: If you can tell the computer how to do 

things you want to do, then you are computer literate.  

 

 

4 Research methodology and 

technology  
 
For this study are used listings for vacant jobs placed 

on specialized Web portals.[23][26][27]  

The first survey was conducted on March 18th 

2010; a second survey was conducted on February 

26th 2012, after almost two years. 

The study was conducted on portals posao.hr and 

moj.posao.net because they are popular and most 

accessible source of information for the future 

employees. 

 

Table 1: Information about Job Vacancies  

Where are you looking for 

information about Job vacancies 

2008 2011 

On specialized Web sites 75% 83% 

Press adverts 58% 36% 

From family members and friends 45% 44% 

From Croatian Employment 

Service (HZZO) 

27% 81% 

From particular employer 13% 17% 
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On social network - 24% 

Employment agencies - 16% 

I`m not looking for a Job 10% - 

 
In Table 1 are displayed the most popular sources 

of information about job vacancies in Republic of 

Croatia accordingly to [29][30]. Compared to the 

2008 there was an increase of searching information 

about job vacancies on specialized Web sites from 

75% to 83% or more than 4/5 of potential employees 

seeking a vacancy on the specialized web portals. 

In Croatia, these are the following websites: 

www.posao.hr; www.Mojposao.net; www.hzz.hr. It is 

also notable that the increase in the number of persons 

who are informed at HZZO from 27% to 81%, and 

there is reduced the number of those who are 

informed through the press from 58% in the 2008  

year to 36% in the 2011 year. An important novelty is 

the number of persons searching for information on 

social networks: because in 2008 that category was 

not at all in the survey and in 2011 up to 24% of 

persons sought information about job vacancies on 

this way. 

All ads for administrative and similar jobs were 

observed on a particular day: March 18th 2010; and a 

second survey was conducted on February 26th 2012. 

The research in conducted on the general population 

which is called in the literature list or census. 

Occupational categories that have been observed on 

Web Portals are belonging to the category of 

administrative and related occupations such as: 

Administrative and similar services, Public services, 

Economics and Finance, and Management. Why were 

observed only these professions? Precisely, because 

these are professions which were rated to be use a 

computer and office applications in their daily work. 

These are the employees to whom is ECDL 

certification most needed, and it is logical that they 

have some proof of knowledge of computer skills and 

office applications. Other professions use computers 

but in a different way and different applications. Aim 

of this research is to determine whether is for 

employer important that potential employees know 

how to use a computer. Observed ads are divided in 

the three categories:  

• Computer Literacy 

• Computer Competence 

• It is not necessary 

These categories were chosen in order to confirm 

or reject the hypothesis. But at the beginning of the 

study were observed numerous terms that employers 

indicate knowledge or computer skills. In total there 

were 33 different ways in which employers set the 

terms that potential employees should meet in order to 

be able to apply to their advertisement. These 33 ways 

for the purpose of this research were categorized into 

two categories above. 

Following methods are applied for the purposes of 

this research:  methods of description, classification, 

direct controlled observations, quantitative analysis 

and statistical testing ( 2 - test). 

 

 

5 Results and Discussion 
 

5.1 First research on March 18th 2010   

 
A total of 160 unique ads for job vacancies were 

identified. Table 2 presents observed advertisements 

regarding to the above analysis of categories of 

knowledge and ability to use a computer. 

Table 2: Observed job vacancies by category of the 

requested skills in using computers on March 18th 

2010   

Occupation Computer 

Literacy 

Computer 

Competence 

It is 

not 

nec

essa

ry 

Administrative 

and similar 

services 

9 15 7 

Public services  4 2 7 

Economy and 

Finance 
26 50 30 

Management  2 5 3 

Total 41 72 47 

 

Employer requirements

26%

45%

29%

Computer Literacy Computer Competence It is not necessery

Figure 2: Employer requirements in job vacancy 

advertisements regarding computer usage on March 

18th 2010   

From Figure 2 is evident that in 71% of 

advertisements, employers are searching for some 

form of knowledge and skills in using computers. And 

only 29% of advertisements they do not need a person 

who will know how to use a computer. 

 

5.2. Second research on  February 26th 

2012 

 

Along with the presentation of the results of another 

study is conducted the comparison with the results of 

the first survey from 2010 year. In second study on a 

total of 129 ads for job vacancies were identified. So 

there has been a reduction in the number of vacancies 
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from 160 to 129. Seasonal phenomenon could be 

ruled out since both studies are conducted almost in 

the same period of the year.  

In accordance with the first survey from 2010 in the 

study of the 2012 (Table 3), most of the ads still 

contain ads from category Economy and Finance and 

75% of the ad compared to 67% of ad 2010 year, and 

almost completely is disappeared categories of public 

service and administration, with 8% in the 2010 be 

reduced to 1% of the ads for job vacancies. 

Table 3: Observed job vacancies by category of the 

requested skills in using computers on February 26th 

2012 

Occupation Computer 

Literacy 

Computer 

Competence 

It is 

not 

nec

essa

ry 

Administrative 

and similar 

services 

5 10 3 

Public services  0 0 1 

Economy and 

Finance 
24 40 35 

Management  0 7 4 

Total 29 57 43 

 

 
Employer requirements

22%

45%

33%

Computer Literacy Computer Competence It is not necessery

Figure 3: Employer requirements in vacancy 

advertisements regarding computer usage on February 

26th 2012 

 
By comparing the graphs in Figure 3 and the 

graph in Figure 2 it is obvious that has increased the 

number of employers that do not require computer 

skills from 29% in 2010 to 33% in the 2012 year on 

the detriment of computer literacy. 

Considering the results of both studies where only 

one ad explicitly mentioned ECDL it is possible to 

conclude that Strategy settings of Croatian 

government did not carried out. In Strategy of 

development - Information and Communication 

Technology is stated as follows: "... proposes are the 

establishment and adoption of the European system of 

acquiring a certificate of successful use of personal 

computers (ECDL - European Computer Driving 

Licence) as the basic criterion for the training of 

employees in the state administration and local self-

government ..."[28] Nor the significance and 

importance of the ECDL certification [9] ".. It is 

possible to see the importance of ECDL for every 

single person, especially for those people who are 

looking for a job and now entering into the sphere of 

labor. With ECDL they prove their qualifications and 

ability to use computers."  

Unfortunately, these forecasts have proved wrong, 

people who entered labor market and have the ECDL 

certificate are not recognized as a separate computer 

literate people and employers do not need to 

specifically require ECDL certificate in 

advertisements for job vacancies. 

 

 

6 Conclusion and Implications 
 
The first hypothesis is supported. 

The first hypothesis was confirmed in the first 

study on ground that out of observed 160 ads - 113 

ads literally included a request for some kind of 

computer literacy or computer competence. It is about 

70.62% of the total number of ads that are more than 

two thirds of the total advertised job vacancies 

observed. According to the chi-square test in the first 

study on March 18th 2010  employers who are require 

and do not require knowledge of the computer usage 

are not equally represented ( 2 = 27.225, p <0.001). 

In second study out of 129 observed ads there are 

a total of 86 ads that require some kind of computer 

literacy or computer competence - that is exactly 2/3 

of the total number of ads. According to the chi-

square test in second study of February 26th 2012 

employers who are requiring and who are not 

requiring knowledge of the computer usage are not 

equally represented ( 2 = 14.333, p <0.001). 

Second and third hypothesis should be rejected. 

ECDL is mentioned in only one ad and only in the 

first survey, conducted on March 18th 2010 in the 

category of economy and finance, for the position of 

Secretary of Administration in M-profile Zabok. Even 

in this ad was not state the exact name of the ECDL 

certification, whether it is an ECDL Start or ECDL 

Core Diploma, but just - passed ECDL course. In 

second survey conducted on February 26th 2012, is 

not a single ad for a vacancy where as condition states 

ECDL in any form. 

Both studies have shown that employers need 

employees who know how to use a computer and 

office applications. On the other hand, employers 

have no clear idea how to express this requirement. 

They express this requirement in a total of 33 

different ways. Regardless of the Strategy of 

Development - Information and Communication 

Technology, regardless of all the efforts of Croatian 

Information Technology Society in popularizing 

ECDL standards and issued 27,637 ECDL Start 

certificate and 18,736 ECDL Core diploma [25] still 

ECDL standards is not accepted in business practice 

in Croatia. Still ECDL Start certificate is not replaced 

the term Computer literacy and ECDL Core diploma 

term Computer competence. So we still do not have a 
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certain standard that employers have guarantee that 

the potential employee has specific expertise in the 

field of computer usage. Rather, we have a standard, 

named the ECDL, but it is not accepted in practice. 

Therefore, employers must still conduct its own tests 

of usage of computers for their future employees and 

doing so to unnecessary waste their money and time, 

and the question is what the value of the results of 

internal tests is. 

A limitation of the study is that only are observed 

ads for job vacancies, and is not determined why 

employers do not put in the ads that they are 

searching for people with the relevant ECDL 

certificates. Whether employers do so because they 

are not aware of the existence of these certificates, or 

do not recognize them as good enough for their needs. 

This should identify future research. 

Also in this research is not determined whether 

employers in hiring new workers give priority to 

candidates who, regardless of the conditions in the ad 

still submit their ECDL diploma. Are these candidates 

at an advantage compared to those who do not have 

ECDL certificate. For answers to these questions 

should be conducted additional research and 

investigate the procedures for hiring new workers. 
 

 

7 References 
 
[1] Antonarakis, G. S. The European computer 

driving licence and the use of computers by 

dental students, European Journal of Dental 

Education, 13:66-67, 2009 

[2] Bers, M. Beyond computer literacy Supporting 

youth’s positive development through 

technology, New directions for youth 

development, 128:13-23, 2010 

[3] Charles, B. Qualification tailored to fit, IT 

training, 40-44, 2006 

[4] Calzarossa, C. The ECDL programme in Italian 

Universities, Computers & Education, 49:514-

529, 2007 

[5] Koivunen, M. et al. : Developing An Evidence-

Based Curriculum Designed To Help Psychiatric 

Nurses Learn To Use Computers And The 

Internet, Journal of Professional Nursing, 

24(5):302-314, 2008 

[6] Koivunen, M.; Välimäki, M.; Hätönen, H.  

Nurses’ information retrieval skills in psychiatric 

hospitals – Are the requirements for evidence-

based practice fulfilled?, Nurse Education in 

Practice, 10: 27-31, 2010 

[7] Konan, N. Computer literacy levels of teachers, 

Procedia Social and Behevioral Sciences , vol 2 

pages 2567-2571, 2010 

[8] Krakar, Z. Odabrana poglavlja iz upravljanja 

informacijskom tehnologijom, Lectures at 

postgraduate PhD studies at the Faculty of 

Organization and Informatics Fakultet 

organizacije i informatike, Varaždin, 2010 

[9] Nadrljanski, Đ. Informatička pismenost i 

informatizacija obrazovanja, Informatologija, 

39(4):262-266, 2006  

[10] Pastuović, N. Cjeloživotno učenje i promjene u 

školovanju, Odgojne znanosti, 10(2):253-267, 

2008 

[11] Pološki Vokić, N.; Grizelj,H. Obrazovanje i 

razvoj zaposlenika u hrvatskim organizacijama, 

Ekonomski pregled, 58(12):851-880, 2007 

[12] Priban, T.; Hodinar, J.; Vrbik, V. A New 

Aproach To Measuring Of Computer Literacy At 

The UWB, Journal on Efficiency and 

Responsibility and Science, 4(2):97-104,  2011 

[13] Sok, Antun : ECDL - testiranje studenata u 

funkciji informatičkog obrazovanja na tehničkom 

fakultetu u Rijeci, Engineering Review, 

29(2):101-108, 2009 

[14] Špiranec, S. ; Banek Z.,M. : Informacijska 

pismenost teorijski okvir i polazišta, Zavod za 

informacijske studije, Zagreb, 2008 

[15] Vrček N., Informacijsko društvo i infrastruktura 

koja ga podržava, Lectures at postgraduate PhD 

studies at the Faculty of Organization and 

Informatics, Varaždin, 2010 

[16] Warm, D. Et al. Benefits of information 

technology training to National Health Service 

staff in Wales, Learning in Health and Social 

Care, 8(1):70–80, 2008 

[17] Weiss, Unknown, 2005 

Web sources:  

[18] CEPIS The European network of Informatics 

Professionals, 

http://www.cepis.org/index.jsp?p=636&n=640, 

downloaded : March 24st 2010  

[19] Unknown webauthor Main page, 

http://www.certiport.com/portal/desktopdefault.as

px?TZ=1, downloaded: March 14st 2012 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 55 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



[20] Unknown webauthor Koncepcija ECDL, 

http://www.ecdl.hr/koncepcija-ecdl-a-ecdl-meni-

47, downloaded : March 24st 2010 and March 

12nd 2012 

[21] Unknown webauthor Main page, 

http://www.ecdl.org/index.jsp, assessed: April 

27th 2013 

[22] Unknown webauthor Main page, 

http://www.ecdl.org/publisher/index.jsp, assessed 

April 13rd 2010 

[23] Unknown webauthor Slobodna radna mjesta, 

http://www.hzz.hr, assessed: March 18th 2010 and 

February 26th 2012.  

[24] Weiß, P. et al ICT-Skills Certification in Europe 

http://www.ictliteracy.info/ICT-Assessment.htm, 

downloaded March 14st 2012 

[25] Unknown webauthor ECDL, http://www.hiz.hr, 

assessed April 13rd 2010 and February 26th 2012 

[26] Unknown webauthor Slobodna radna mjesta, 

http://www.moj-posao.net/ assessed: March 18th 

2010 and February 26th 2012  

[27] Unknown webauthor Slobodna radna mjesta, 

http://moj.posao.hr/, downloaded: March 18th 

2010 and February 26th 2012.  

[28] Vlada Republike Hrvatske Strategija razvitka. 

Informacijska i komunikacijska tehnologija 

Hrvatska u 21.stoljeću, 

http://www.zamirnet.hr/icnl/pdf/Strategija.pdf, 

downloaded : April 13rd 2010 

[29] Portal MojPosao : Istraživanje o zapošljavanju, 

Zagreb, October 2008, downloaded : April 13rd 

2010 

[30] Stanje na tržištu rada, Portal Mojposao, Zagreb, 

October 2011, downloaded : March 12nd 2012 

 

 

 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 56 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 57 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



 

Student Mobility and International Cooperation  
 

Sunčica Pavetić, Violeta Vidaček-Hainš 

Faculty of Organization and Informatics 

University of Zagreb 

Pavlinska 2, 42000 Varaždin, Croatia 

suncica.pavetic@vz.t-com.hr, vvidacek@foi.hr

 

 

 
Abstract. Student mobility and exchange 

programmes are becoming an important part of an 

effective student learning environment in terms of 

enhancing their communication competences in an 

international environment as well as increasing 

competitiveness for further labour markets. 

The main aim of this research is to determine the 

positive aspects of mobility and the problems that 

face students. Research was conducted among 

incoming and outgoing students and staff at 

international relations offices. Respondents were 

from three Universities in Austria, Ireland and 

Croatia. Feedback was collected by survey designed 

for the purpose of this research. Student opinion was 

compared with feedback from the International 

Office’s staff. 

Students emphasised the importance of 

international relation offices in terms of providing 

information, helping in problem solving and 

decision making. They reported problems with paper 

work and credit transfers. Mobility benefits are a 

development of social skills, networking and self 

confidence.  

 

Keywords. Student mobility, international 

collaboration, international environment.  

 

1 Introduction 
 

‘International collaboration of universities 

refers to the development of international 

relations with partner institutions in the world, 

encouragement of the mobility of students, 

teachers and non-teaching staff, and 

participation in international programs and 

projects in the field of higher education’ [1]. 

‘The term “academic mobility” refers to the 

visit of higher education students or teachers to 

another higher education institution for the 

purpose of study or work’ [2]. 

Academic mobility brings positive changes 

on 3 different levels: 

  • Individual level - provides individuals 

with the experience of working and living in a 

different environment; 

  • Institutional level - mobile students and 

teachers are the driving force of new ideas and 

contacts which has an influence on 

strengthening international collaboration and 

the development of networks in higher 

education and enables the exchange of scientific 

experience and findings, thus creating 

conditions for the development of innovation 

and competitiveness in higher education; 

   • broader social level - shaping the culture 

of mutual understanding and tolerance and 

promoting the dialogue and cooperation among 

different social groups’ [2]. 

Student mobility is becoming an important 

part of the process of acculturation, through 

which students acquire new approaches, beliefs 

and values by coming into contact with other 

cultures [3, pp 93]. 

Mobility can also be an important 

experience for future work place and carrier 

development. It enables them to face different 

types of diversity regarding race and ethnicity, 

regional and national origin, age, sexual 

orientation, physical ability and gender or social 

class [4, pp 40]. 

The advantages of students with 

international experience could be of interest to 

the business sector regarding their social 

competences and better recognizing the 

variations in the diverse world [5, pp 66]. 

In the European Union, the biggest 

programme in the field of education which 

encourages mobility and international 

collaboration is the Lifelong Learning 

Programme [6]. It consists of four sub-

programmes which fund projects at different 

levels of education and training: 

 • Comenius for schools 
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 • Erasmus for higher education 

 • Leonardo da Vinci for vocational 

education and training 

 • Grundtvig for adult education. 

Other projects in areas that are relevant to all 

levels of education, such as language learning, 

information and communication technologies, 

policy co-operation and the dissemination and 

exploitation of project results are funded 

through the “transversal” part of the 

programme. In addition, the programme 

includes Jean Monnet actions which stimulate 

teaching, reflection and debate on European 

integration, involving higher education 

institutions worldwide’ [7]. 

‘ERASMUS is the European Union’s 

flagship “mobility” programme in education 

and training and one of the best-known EU-

level actions. It was established in 1987 and 

since then has enabled more than 2 million 

students from across Europe to pursue enriching 

learning experiences in other countries’ [8]. 

‘These experiences give students a better sense 

of what it means to be a European citizen’ [9]. 

 

 

2 Methodology 
 
2.1 Measurement 

 

Survey was conducted among 3 

International offices and incoming and outgoing 

students of three universities: the University of 

Zagreb, Karl-Franzens University of Graz and 

University College Cork during 2012 

(February-July). The survey of international 

offices consisted of 18 open-ended questions. 

The survey for students consisted of 36 closed 

and open-ended questions and was done online 

- link to the students was sent via email. 

 

2.2 Respondents 

The target population consisted of students 

who participated in student mobility. 336 

students responded and were divided into 6 

groups: the University of Zagreb-incoming 

students (N=29), the University of Zagreb-

outgoing students (N=38), Karl-Franzens 

University of Graz-incoming students (N=64), 

Karl-Franzens University of Graz-outgoing 

students (N=44), University College Cork-

incoming students (N=124) and University 

College Cork-outgoing students (N=47). (Seven 

students from the University of Zagreb went to 

Karl-Franzens University of Graz and three 

from Karl-Franzens University of Graz went to 

the University of Zagreb so their answers were 

put into two groups – both as incoming and 

outgoing students so that in total there were 346 

responses). 

Beside students, International offices were 

also targeted (N=3). 

In the University of Zagreb-incoming 

students group, 75.86% were female and 

24.14% were male while in the University of 

Zagreb-outgoing students group, there were 

60.53% of female students and 39.47% male. 

When it came to the Karl-Franzens University 

of Graz incoming students group, 68.75% were 

female and 31.25% were male. In the outgoing 

group there were 88.64% of female students and 

11.36% male. In the University College Cork-

incoming students group there were 74.19% 

female and 25.81% male. In outgoing 72.34% 

were female and 27.66% male. 

The respondents were mainly 20-24 years 

old (78.9%) and 21.1% were 25 or older. 

 

3 Results and Interpretation 
 
3.1. International offices 

 

The University of Zagreb in Croatia has 

65000 students. In 2011/2012 they had 182 

incoming and 377 outgoing students. 

Karl-Franzens University of Graz in Austria 

has 30000 students. Yearly they have around 

750 incoming and 750 outgoing students. 

University College Cork in Ireland has 

18800 students. Each year they have around 500 

incoming and 200 outgoing students. 

Between the questions that were given to 

International offices and answers they gave, the 

most significant are ones concerning their 

experience with both incoming and outgoing 

students. 

As shown in Table 1, we can see that all 

three offices had good experience with both 

groups of students (incoming and outgoing) and 

they noticed positive changes on them once 

mobility took place. Feedback was based on 

open ended questions. 

When it comes to problems, all three offices 

have answered that students come to them 

regularly with their problems (incoming: 

problems with ECTS credits, courses, visas; 

outgoing: communication problems at host 

university, accommodation problems, problems 

with courses). 
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Table 1 Experience of International Offices / Open Ended Questions 

 

3.2. Students 

 

When it came to the student survey, it was 

already mentioned that students were divided into 

six groups. 

 

In all six groups, most of the students were 

studying social sciences as shown in Figure 1 (in 

total, almost half of all students (49,71%)). 

 
Figure 1 Students by Field of Study 

 
 

In addition to this, of all the six groups shown 

in Figure 2, the majority of students participated 

in mobility through Erasmus programme which 

was mentioned earlier as one of the best known 

mobility programmes in education. (All together, 

88.73% of all students were Erasmus students.) 
  

0,00%

20,00%

40,00%

60,00%

80,00%

Zagreb
Incoming

Zagreb
Outgoing

Graz
Incoming

Graz
Outgoing

Cork
Incoming

Cork
Outgoing

51,72%
39,47%

51,56%
56,82%

44,35%

61,70%

Natural Sciences Engineering Biomedicine Biotechnology Social Sciences Humanities Arts

 
University of Zagreb, 

Croatia 

Karl-Franzens University 

of Graz, Austria 

University College 

Cork, Ireland 

Experience with 

incoming students 

Students are in general 

satisfied with lectures; 

they like activities that 

the ESN (Erasmus 

Student Network) in 

Zagreb organizes for 

them. 

We have had a lot of 

positive experiences! It is 

great to see how incoming 

students enjoy their time in 

our city and how much they 

develop in a positive way 

while they are here. 

We always welcome 

incoming students. 

They are willing to 

participate in events we 

organize. They are 

always very friendly 

and positive. 

Experience with 

outgoing students 

In general they are 

coming back thrilled 

and they are willing to 

share their positive 

experience. Some of 

them started working 

with ESN and are 

helping incoming 

students or participating 

in promotion of 

Erasmus among 

Croatian students. 

They are coming back with 

much more confidence. 

They are more open to new 

things. 

It is great to see the 

change in the students 

when they return from 

the exchange. They 

gain a lot of self-

confidence and 

independence. 
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Figure 2 Students by Mobility Programme 

 

 
 

Most of the students participating in this 

survey have done their mobility in 2011/2012 

(69.96% of all students) and for most of them 

(55.30%) duration of mobility was between 4 and 

6 months. The only group which differs is Cork-

outgoing group where the duration of mobility 

was 2 semesters. 

 

When it comes to questions about problems, 

the Likert-type scale was used. Students were 

asked to answer the questions about problems 

they encountered during their mobility with marks 

1 to 5 (1=’I had a lot of problems’; 5=’I did not 

have any problem’). Table 2 is showing average 

marks for every group of students. 

 
Table 2 Average Marks of Students’ Problems (with Standard Deviation) 

 

 
Zagreb 

Incoming 
σ 

Zagreb 

Outgoing 
σ 

Graz 

Incoming 
σ 

Graz 

Outgoing 
σ 

Cork 

Incoming 
σ 

Cork 

Outgoing 
σ 

All 

students 
σ 

Average mark of 

problems with 

paperwork at 

home university 

3.41 1.43 3.13 1.42 3.47 1.48 3.80 1.04 3.77 1.27 4.15 1.20 3.67 1.34 

Average mark of 

problems with 

paperwork at host 

university 

3.83 1.29 3.92 1.26 3.86 1.21 3.66 1.26 4.55 0.77 2.81 1.36 3.94 1.25 

Average mark of 

problems with 

course schedule at 

host university 

3.97 1.22 3.92 1.24 3.64 1.23 3.30 1.36 3.96 1.23 2.74 1.42 3.65 1.34 

Average mark of 

problems with 

ECTS credits 

(found it difficult 

to take as many as 

needed) 

4.00 1.23 4.11 1.29 3.78 1.40 3.93 1.32 4.10 1.22 2.87 1.44 3.84 1.37 

Average mark of 

language 

problems at host 

university 

4.21 1.24 4.08 1.29 3.67 1.38 4.11 1.07 4.47 0.79 2.70 1.01 3.97 1.23 
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Average mark of 

language 

problems in host 

country 

4.03 1.27 4.03 1.16 3.52 1.29 4.18 0.94 4.27 0.85 2.62 1.08 3.85 1.20 

Average mark of 

problems with 

health insurance 

in host country 

4.62 0.89 4.18 1.37 4.23 1.32 4.80 0.46 4.76 0.69 4.40 1.12 4.54 1.01 

Average mark of 

problems with 

room/apartment in 

host country 

3.93 1.44 3.74 1.45 3.89 1.40 3.80 1.46 3.98 1.16 3.47 1.60 3.84 1.38 

Average mark of 

money problems 

in host country 

4.24 1.19 3.92 1.31 3.92 1.24 4.23 1.02 3.94 1.16 3.51 1.25 3.94 1.21 

 

As we can see in Table 2, from the listed 

problems, in average students had the most 

problems with the paperwork and course 

schedule. It is interesting to see that the least 

problems with the paperwork at home university 

had Cork outgoing students and the least problems 

with paperwork at the host university had Cork 

incoming students. All that work was done in the 

same office – International Education Office at 

UCC and the students which had to do paperwork 

in that office had the least complains. 

When it comes to groups in general, it is also 

interesting to notice that the biggest problems had 

Cork outgoing students in every group of 

problems except the mentioned problems at home 

university (and health insurance). From all this, 

one could conclude that the office in Cork is very 

well organized and manages to give maximum 

support to its both incoming and outgoing 

students. 

Students were also asked about solving 

problems and in every group, majority answered 

that all or at least most of their problems was 

solved eventually. In Figure 3 we can see that, 

when it comes to ways of solving problems, most 

of the students manage to solve their problems by 

themselves. 

 
 

Figure 3 Ways of Problem Solving 

 
 

After questions about problems their 

encountered, students were also asked about 

positive sides of mobility. Likert-type scale was 

used again. Students were giving their opinion 

about mobility benefits by using marks 1 to 5 

(1=“Totally agree”; 5=“Totally disagree”). Table 
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3 is showing average marks for every group of 

students. 

 

 

 

Table 3 Student Opinion on Mobility Benefits (Average Marks with Standard Deviation) 

 

 
Zagreb 

Incoming 
σ 

Zagreb 

Outgoing 
σ 

Graz 

Incoming 
σ 

Graz 

Outgoing 
σ 

Cork 

Incoming 
σ 

Cork 

Outgoing 
σ 

All 

students 
σ 

‘I think that 

mobility 

experience 

helped me/will 

help me 

improve my 

foreign 

languages.’ 

1.31 0.46 1.32 0.52 1.56 0.83 1.23 0.42 1.32 0.62 1.53 0.79 1.38 0.66 

‘I think that 

mobility 

experience 

helped me/will 

help me to 

better 

understand 

different 

cultures.’ 

1.41 0.56 1.39 0.63 1.30 0.49 1.36 0.57 1.40 0.63 1.30 0.58 1.36 0.59 

‘I think that 

mobility 

experience 

helped me/will 

help me to gain 

some valuable 

contact for the 

future.’ 

1.83 0.83 1.58 0.75 1.98 0.94 2.07 1.25 2.17 1.07 1.96 0.97 2.00 1.03 

‘I think that 

mobility 

experience 

improved/will 

improve my 

chances of 

getting a job.’ 

1.97 1.00 1.89 0.88 2.00 1.02 2.05 0.95 2.10 0.91 1.68 0.85 1.99 0.94 

  

From the Table 3 we can see that majority of 

students agree that mobility experience will help 

to improve language competences, enable better 

understand intercultural differences, gain valuable 

future networking and improve their 

competitiveness at future labour market. Students 

also agree that mobility enhance their  

independence, self-confidence, openness, 

tolerance, social life, social skills, personal and 

professional development. All estimates are 

between 1 and 2, standard deviations are not 

bigger then 1. 

Students were also asked if they would 

recommend to other students to go to mobility. 

Figure 4 shows their answers. 
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Figure 4 Answer to the Question if Students Would Recommend to Other Students to Go on Student 

Mobility 

 
 

Despite the potential problems encountered 

during the exchange, it is obviously that students 

consider the experience as very useful and they 

would recommend it to other students. The 

exception was one student who said that the 

exchange is costly, very stressful and irrelevant 

for getting a degree and actually means losing a 

year. Other students would recommend it because 

they think it was the best experience they had, 

valuable life changing experience, an experience 

that will help them in social and academic life and 

future job, because it was the best part of the 

study, a unique opportunity that comes once in a 

lifetime and nobody should miss it. 

Some of those findings are comparable with 

the results of other research and the literature 

review. For example, Rodrigues [10] reports the 

following conclusions regarding student mobility: 

Students reported that the main result of their 

mobility is an improvement of their language 

skills. It is of interest that students whose parents 

have a higher level of education and students with 

previous international exposure have more 

international mobility experiences. There are no 

significant correlations between the study period 

abroad and future salary gains or higher level jobs. 

At the end, students were asked to give an 

average mark to mobility experience they had 

(from 1 to 5, 1 being the highest, 5 being the 

lowest mark) which is shown in Figure 5. 

 

Figure 5 Marks Students Gave to Their Mobility Experience 

 

 

0,00%
20,00%
40,00%
60,00%
80,00%

100,00%

Zagreb
Incoming

Zagreb
Outgoing

Graz
Incoming

Graz
Outgoing

Cork
Incoming

Cork
Outgoing

100,00% 100,00% 100,00% 100,00% 100,00% 97,87%

0,00% 0,00% 0,00% 0,00% 0,00% 2,13%

Yes No

000

000

000

000

000

001

001

001

Zagreb
Incoming

Zagreb
Outgoing

Graz
Incoming

Graz
Outgoing

Cork
Incoming

Cork
Outgoing

65,52%

52,63%
57,81% 56,82%

62,10%

38,30%34,48% 36,84%
32,81%

43,18%

32,26%

46,81%

5,26% 4,69% 5,65%
10,64%

2,13%

1 (the highest mark) 2 3 4 5 (the lowest mark)
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In Figure 5 we can see that most of the students 

gave the highest mark to their experience (56.65% 

of all students). An average mark of the Zagreb 

incoming group is 1.34 (σ=0.48), the Zagreb 

outgoing group is 1.63 (σ=0.81), the Graz 

incoming group is 1.56 (σ=0.79), the Graz 

outgoing group is 1.43 (σ=0.50), the Cork 

incoming group is 1.44 (σ=0.60) and the Cork 

outgoing group is 1.83 (σ=0.86). An average mark 

of all students is 1.53 (σ=0.70). 
At the very end, students were asked for 

comments additional comments. Here are a few 

them: 

‘Do it!!! You will not regret it!!’ 

‘My message to all the people that are 

considering whether to apply or not - do it! This 

will be the best experience that you will have in 

your lifetime!’ 

‘Just do it and you’ll change in positive way!’ 

‘I am not sure which direction my life took 

after the student exchange time, but I am sure my 

life and I have changed.’ 

‘In September 2010 I cried 'cause I didn't 

really want to leave home... In January 2011 I 

didn't want to go back!’ 

 

4 Conclusions 
 
The majority of students agree that mobility 

enables positive experiences. Although students 

have had some problems such as complicated 

paperwork, a lack of financial support, a lack of 

information, problems with credit transfers..., 

most of these problems are solved with the help of 

the international offices. This finding confirms the 

importance of those offices: not only because they 

organize the mobility and develop international 

relations, but also because they the solve problems 

of students. It is important to know that 

International relations offices are the first place 

for contact for international students. 

 

Improvements are needed in terms of 

paperwork, financial aid, greater flexibility, better 

assistance with accommodation and better 

integration of exchange students with local 

students. 

Despite the problems, the majority of students 

think that their fellow students should experience 

mobility. Students think that mobility is a unique 

opportunity that comes once in a lifetime. 

Research was conducted for a master thesis 

during Erasmus mobility. 
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Abstract. Social networks as contemporary network 

modules are enabling individuals, groups and 

organizations to extend their communication and 

organizations towards their goals and aims. Their 

influence follows the trend of social presence 

influence. It is also related to social development 

through scientific works in this area, as well as 

scientific contribution to network building and its 

social and economic impact. 

Confirming social network influence to social 

development, contemporary scientists are connecting 

various scientific areas and fields, from social 

sciences and psychology studies, to ICT and tech 

areas. In order to communicate results, research and 

papers through network sciences are also influenced 

by social networks, confirming mutual influence. 

Social presence theory additionally confirms science 

need to contribute social development through social 

influence. 

Interdisciplinary and contingency approach is “sine 

qua non”, considering various scientific areas topics. 

 
Keywords  
Social network, influence, social development, 

module, organizations, interdisciplinary, contingency  

 
 

 

 

1 Introduction 

 
 

In order to present and describe social network 

influence over society development in ever changing 

information society, this article opens questions in 

areas of information society, learning society and 

social development.  

 

Contemporary science is strongly influenced by 

growing number of issues related to social 

development and social networks influence in various 

way, definition and appearance, so there is strong 

need to focus on some critical topics. 

 

According to social networks’ impact onto social 

development, and significant number of scientific 

papers describing this contemporary phenomenon, 

this article will try to contribute in description and 

clarification upon following topics: 

- Social network growth and development, 

- Learning as leading change influence, 

- Social development as a result. 

 

Social network is one of the leading contemporary 

Internet phenomena and particular social product that 

resulted as new Internet generation product. 

 

Internet itself was an outcome of systematic 

institutional, personal and group „effort to connect 

computers and information and therefore people. 

Since its early days, Madden [31] claimed that the 

Internet has grown exponentially”. 

 

Unlike the days of its beginnings when only narrow 

groups of scientists used it, people use the Internet 

today in a variety of different ways, including 

communication with friends, family, and co-workers.   

 

In addition to “connecting with current friends and 

family, people also use the Internet to form new 

relationships” as a result [31], Baym, Zhang, & Lin 

are describing “Internet as a social medium” [5, 3].  

 

As Internet connects people together, described as 

“social phenomenon” it can also separate people and 

Kraut [26], Morahan-Martin & Schumacher [32, 19] 

described Internet as isolating and impersonal.  

 

Various examples of human behaviour, are showing 

trends of Internet addiction, in Hiltz and Turoff 

opinion [22, 1-12], as well as Nie and Ebring [34]  

have found that the more time that people spend on 

the Internet, the less time they spend with people in 

face-to-face social situations. 
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Van Dijk [61] described the topic that the Internet 

invites certain types of people to withdraw into the 

computer, as a part of their specific social zone.  

 

Discussion upon “eternal” question – whether Internet 

is a social medium, pulled debate in many ways, 

according to Kraut [26], Nie, Hillygus and Erbring 

[35].  

 

Watson [65] presented trend that many of high 

schools in USA, Michigan for example, have begun 

requiring from high school students to take online 

courses to graduate.  

 

Croatian academic network is developing in mostly 

similar conditions for studying, research and 

connecting to the rest of the global academic network.  

 

Following to EU accession and growing number of 

scientific network opportunities, Croatian science 

network have remarkable opportunities for connection 

and development in various ways.  

 

EU programmes, as well as global political, economic 

and scientific networks (World Bank, UN), also may 

ensure significant contribution to scientific growth 

and development. 

 

Not only the online applications at the college level 

are continuing to grow, described in Allen and 

Seaman paper [1], but also, studying all spectrum of 

social and tech studies. 

 

 IT, management, organization and similar studies are 

opened for online studying, and growing number of 

Universities have online study programs (Liverpool,  

UK as great example, also Michigan, Walden, 

Phoenix, De-Vry and others, as well-known US and 

Canadian Universities).  

 

In the early 1990s, researchers started studies on the 

effects of computer-mediated communication (CMC). 

Walther [63], Walther, Anderson and Park [64], 

concluded that CMC was inherently antisocial and 

impersonal. Early CMC researchers turned to social 

presence theory to make sense of their findings. 

 

This article focus is on growing influence of social 

networks through social presence and an effort to 

understand better its relationship to social learning. 

Additionally, social interaction between science and 

social networks opens new research and studying 

opportunities. 

 

Papers on social network, social presence, individuals 

and organization mutual influence are growing in 

number, indicating that social networks are one of the 

key issues in social research, as well as in ICT tech 

and science development. 

 

Croatian information and organization science puts 

additional attention to ICT development, as well as 

social development, opening new space for further 

research and scientific papers. 

 

 

2. Social networks 
 

 

Social network is described by various definitions. 

Oxford dictionary [49], described it as: 

 

- network of social interactions and personal 

relationships,  

- Internet site dedicated or other application 

which enables users to communicate with 

each other by posting information, 

comments, messages, images, etc.. 

- websites and applications that enable users to 

create and share content or to participate in 

social networking 

 

Gartner IT glossary offered definition of social 

networking as:  

- “The act of establishing online many-to-

many human connections for the purposes of 

sharing information with the network or 

subsets thereof”. 

 

Although one-to-one connections are possible in 

social network sites, the preponderance of activity 

engages a broader range of participants in any given 

network. 

 

 

 

3. Social development 
 

  

Social development [50], by the World Bank is 

defined as “transformation of institutions and as such, 

promotes better growth, better projects and better 

quality of life”.  

 

There are various narrow, focused or more descriptive 

and wide definitions like International Institute of 

Social Studies one that described social development 

using following definition:  

 

“Social development is about putting people at the 

center of development. This means a commitment that 

development processes need to benefit people, 

particularly but not only the poor, but also recognition 

that people, and the way they interact in groups and 

society, and the norms that facilitates such 

interaction, shape development processes.” 

 

Figure 1 shows trends in Digital Strategies, presented 

by Gartner recent reports [15]. 
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Figure 1: Gartner reports - Trends in Digital Strategies 
 

Gartner recent reports indicates that by 2015, Digital 

Strategies, Such as Social and Mobile Marketing, Will 

Influence at Least 80 Percent of Consumers' 

Discretionary Spending The online environment 

continues to expand, and marketing organizations 

have more opportunities to be effective. By 2014, 6.7 

billion devices will be connected to the Internet.  

 

Key factor for ICT and related sectors is their 

flexibility and their knowledge base.  

 

 

 

4 Social influence explained by 

Social presence theory 
 
 

 

When considering a social media influence there is a 

strong need to consider Simplified Model of Social 

Media Influence. Influence is based upon two entities 

- influencer and target. 

1. The influencer's influence power depends on: 

a. Credibility - specific knowledge in domain 

expertise  

b. Bandwidth - Ability to transmit his expert 

knowledge through a specific social media channel. 

 

2. Target is influenced by specific factors: 

a. Relevance - the right information  

b. Timing - the right time  

c. Alignment - the right position 

d. Confidence - the right person 

 

This model is general and intended to be applicable to 

any social media channel. It is adaptable and there is 

enough space for further development if it proves to 

be insufficient.  

 

Short, Williams, and Christie [48] originally 

developed the theory of social presence in order to 

explain the effect telecommunications media can have 

on communication.  

 

Furthermore, social impact shown in this theory was 

one of the issues for later works and papers, as well as 

one of motivation points when considering this paper 

preparation. 

 

They posited that communication media differ in their 

degree of social presence and that these differences 

play an important role in how people interact. They 

conceptualized social presence primarily as a quality 

of a communication medium that can determine the 

way people interact and communicate.  

 

Herring [21] stated that at the beginning researchers 

have studied CMC mostly in organizational settings; 

with very little or no research on CMC in educational 

settings, specifically classroom settings. Much of the 

significance of CMC depends on its surrounding 

discourse and in educational setting, specifically 

online it is very different from that in business 

settings as Gee explained in his paper [16]. 

 

Shea [47] claims that education as a social practice in 

any formal learning environment must be able to 

support the process of learning.  

 

During ‘90s, Berge and Collins [7] criticized online 

education as they believed that the absence of social 

cues would interfere with teaching and learning.  

 

Despite Allen and Seaman [1] criticism, online 

education continues to grow as access to the Internet 

increases; applications in online education are 

continuing growth. 

 

Further, as Gunawardena [18], Danchak, Walther, 

Swan [12], Gunawardena and Zittle [19], and 

Richardson and Swan [38], as well as other 

researchers, have begun examining the sociability of 

online education, researchers began to question the 

degree to which the attributes of a communication 

medium in this case the cues filtered out of CMC 

systems - determine how people socially interact and 

are perceived as “being there” when communicating 

online. 

 

As a result, these researchers began questioning and 

further developing the theory of social presence 

developed by Short [48].  

 

Swan and Shih, [53], argued that participants in 

online discussions are able to project their 

personalities into online discussions and create social 

presence.  

 

Rourke [40] and Swan [52] have found that online 

learners are able to present themselves as being “real” 

as well as “connect” with others when communicating 

in online learning environments by doing such things 

as using emoticons, telling stories, and even using 

humor.  

 

 

 

5 Theory developments 
 

 

 

Apart from social presence theories and research, 

growing number of social networks in any social area 

(business, learning, arts and sciences) is still growing 

and contributing social network influence.  

 

Social presence is now a central concept in online 

learning.  
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Benbunan-Fich, Hiltz and Harasim [6], Vrasidas and 

Glass work [62] described it further as it has been 

listed as a key component in theoretical frameworks 

for learning networks and distance education.  

 

Gunawardena [18], Gunawardena and Zittle [19], 

Richardson and Swan [38] research work and 

publications have shown a relationship between social 

presence and student satisfaction, and Rourke, 

Anderson, Garrison and Archer, Rovai [41] - 

described social presence and the development of a 

community of learners, perceived as learning.  

 

Social presence theory has rich and dynamic history. 

It has evolved through past three decades, with 

various influential researches on social presence, and 

in a way that researchers define, operationalize, and 

study social presence. According to Research on 

Social Presence Short et al. [48] were members of the 

Communications Studies Group (CSG) at the 

University College in London.  

 

The majority of early research focused on the 

assumed importance of the visual communication. 

Short, Christie, and Williams [48] initially found that 

communication media were strengthened by the 

addition of a visual channel.  

 

Another competing theory that emerged during the 

1980s was the Media Richness Theory. Daft and 

Lengel [11] developed the theory of Media Richness. 

They were focused primarily on information 

processing behaviors in organizations.  

More specifically, they were interested in a concept 

they called information richness (defined as the 

potential information-carrying capacity of data). If the 

communication of an item of data, such as a wink, 

provides substantial new understanding, it would be 

considered rich.  

 

The last of the three competing models is the Social 

Information Processing model developed by Walther 

[64, 529-563], as a response to the previous “deficit” 

theories – focus of previous researchers was on media 

effects across various communication media, Walther 

focused primarily on CMC.  

 

Considering social presence theory, it is not surprising 

that there is not a clear, agreed upon, definition of 

social presence.  

 

Presence, as Biocca [8] explained, is a theoretical 

construct, used in a various disciplines related to 

communication and online learning most notably 

virtual reality.  

 

Lombard and Ditton [29] identified six interrelated 

distinct ways people understand “presence”:  

(a) presence as social richness,  

(b) presence as realism,  

(c) presence as transportation,  

(d) presence as immersion,  

(e) presence as social actor within medium, and (f) 

presence as medium as social actor.  

 

They even attempted to create their definition of 

presence. According to Lombard and Ditton [29], 

presence is “the perceptual illusion of nonmediation” 

(presence explicated section).   

 

Biocca, Harms, and Burgoon [9, 456] also recognized 

the different ways researchers across different fields 

defined presence. They defined social presence as 

simply the “sense of being with another” whether that 

other is human or artificial. 

 

For Gunawardena [18, 147-166], social presence is 

“the degree to which a person is perceived as a ‘real 

person’ in mediated communication”.  

 

Garrison et al. [13] defined social presence “as the 

ability of participants in a community of inquiry to 

project themselves socially and emotionally, as ‘real’ 

people (i.e., their full personality), through the 

medium of communication being used”.  

 

Social presence theory explanations and researches 

may be continued in never ending story, various in 

explanations, not only depending to periods or 

authors, but also in further development. Social 

presence as a basis for social influence approved new 

benchmarks in research and studies. 

 

 

 

Conclusion 

 
 

 

Considering growing number of social networks, 

as well as number of Internet sites, growing 

academic network, locally, regionally and 

globally social networks influence is various and 

represent a solid basis for further research. Any 

future research need to include key points of 

internet – media role, society role, and influence 

in variety of ways. Doubts on sociability are still 

present, but not approved. Considering theory of 

social presence and variety of definitions of 

social presence, researchers have to question 

what we know and do not know about social 

presence.  

 

One thing is obvious – we are considering area 

for variety of further research projects.  
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Abstract. Permanent information revolution implies 

continued development of sophisticated information 

systems. Software development continues to be one of 

the fastest evolving aspects of information technology. 

Developing ever more complex software presents not 

only technical and economical but also  considerable 

legal difficulties.  

Through self-regulation industry specific contracts 

and standards have emerged with the goal to define 

legal aspects of developing complex software. The 

GNU GPL license agreement is a broadly accepted 

standard with important repercussions for both the 

users as well as software developers. 

 

Keywords. Information revolution, software, 
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1 Introduction 
 

Legal regulation of software as a copyright-protected 

work has caused certain effects not encountered in the 

usual course of commercial exploitation of other 

cathegories of works. 

 

Software development, either by an individual 

programmer or by a group of programmers is 

traditionally an undertaking in which the authors 

improve and add to the work until the moment of 

publishing. Often enough, software is developed by 

employees of a company [3]. In such circumstances, 

autorship and other issues concerning the legal state 

of software are often regulated by contracts [14, 43] 

as well as positive legal framework [8, 807].  

 

Autorship attribution issues can arise when the 

authors (software developers) cooperating on the 

development of computer program neglect to 

formalize their participation. This often occurs when 

developers participate in a project in their own spare 

time, out of a hoby or a learning activity.  

 

The participating developers need not share the 

same opinion regarding the use of the software, 

approve design choices for the program user interface 

or other technical issues concerning the software 

development. This informal, collaborative 

development effort is, in reality, a widespread activity 

that is facilitated and encouraged by the advancement 

of information technology as well as its 

popularization. Millions of computer programmers, 

user interface designers and other software developers 

develop software without legally formalizing their 

relations. Distinguishing their individual contribution 

is almost an impossible task. Different forms and 

modes of development are constantly interchanged in 

the fierce struggle and competition present in the IT 

industry [5, 16]. 

 

In that regard, software development as a creative 

process and software as an object of copyright, a work 

protected by copyright, significantly differs from 

other protected works. One could argue that the 

utilitarian nature of software diverts from the 

philosophical grounds on which the system of 

copyright is founded [4, 29]. 

 

While collaboration of authors is often 

encountered in the creation of the works of art, 

software development is not limited by physical 

presence of authors or the need to meet, communicate 

or apply a common design policy or development 

decision. Development of a computer program can be 

a concentrated effort of many hundreds or even 

thousands of computer programmers that may, or may 

not follow certain general guidelines communicated 

by the software project homepage or by other means. 

There are several representative examples of these 

sites, first and foremost SourceForge and Freshmeat. 

One could also argue that developer communities 

built around Linux kernel, various Linux distributions 

and FreeBSD represent a similar model. All these 

developers are able to work together on their projects 

without negotiating or even getting to know everyone 

involved. This is facilitated by the formal license 

agreements such as the GNU GPL. 

 

In contrast to the more traditional cathegories of 

protected works authored by one or a handful of 

authors, software projects can have several hundred or 
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even several thousand developers. Researchers from 

the Massachussetts Institute of Technology have 

described Open Source projects exceeding over three 

thousand active developers [12, 116]. 

 

It is not uncommon that authors develop their own 

versions (forks) of software, and for the software 

projects to be divided into indenpendent 

developments that retain a degree of common code 

from earlier stages of development. For example, 

when the code of the Netscape Navigator browser was 

made available to the public through application of 

Mozilla Public License, this formerly commercial 

software became a basis for development of numerous 

open source projects including the popular Firefox 

browser as well as browsers like Flock, IceWeasel, 

Songbird etc. 

 

This behaviour is not specific only to pure 

software industry. Considering the profound impact of 

information technology on all fields of technology, it 

is safe to conclude that in one form or the other 

software permeats all manners of devices and 

machines being used and developed today. From 

television sets, mobile phones and entertainment 

devices to cars, airplanes, ships, heavy machinery and 

machine tools software is an essential ingredient that 

makes these products smarter and more effective. 

Many of these products and tools have been equipped 

with software developed by a heterogenous group of 

developers collaborating over the Internet, often under 

the broad and unclear legal terms and conditions. 

  

These machines may often use embedded software 

developed by tens or hundreds of software developers 

that have never met or signed a legal binding 

agreement. The regulation of rights and obligations 

between these contributors, all of them authors in 

their own right and in relation to the code contributed 

to the protected work, is a real challenge for the 

traditional approach to rights management. Even 

when it is possible to regulate the rights between these 

co-developers and towards users and anyone else 

through traditional copyright licensing agreements, it 

is never economical or practical. 

 

Certainly the fact that these works are created 

under the conditions and via technology that could not 

be forseen or taken into account when current, 

globally accepted and applied legal framework 

concerning copyright was being considered does not 

mean these works are not elligible for copyright 

protection.  

 

Indeed, the copyright protection of computer 

programs has been a legal standard since later 

twentieth century. In 1980. US Copyright Act was the 

first national copyright law that introduced copyright 

protection to computer software [9,619]. Earlier 

efforts by the WIPO considered a sui generis right 

similar to the one concerning the structure and 

organisation of databases. It is these new conditions 

and development of information technology that have 

facilitated the need to develop software industry 

specific lincensing agreements, a kind of formular 

licensing agreements that fit the needs of developers 

and users in the digital environment more than the 

traditional copyright licensing agreements ever could. 

These new licensing schemes and their broad 

acceptance in the software industry over the last thirty 

years require a more in-depth analysis into their 

structure, provisions and solutions and the benefits 

and caveats that may arise from their usage. 

 

2 Free software and GNU public license 
 

While the Creative Commons [2] set of licenses can 

also be used to manage rights over computer software, 

the fast development of software industry has 

produced a number of other initiatives meant to 

regulate the use of this specific cathegory of 

copyright-protected works. In this regard, we consider 

software to be both computer programs as well as 

instruction and function libraries and other 

programming objects. 

 

The GPL, or the GNU Public License is arguably 

the most popular and most often used formular 

licensing agreement in the field of software rights 

management. The author and leading proponent of the 

GPL, American software developer and computer 

scientist Richard M. Stallman has envisioned the 

GPL, written in 1985. [1] and publicly introduced in 

1989., as a means of fostering an alternative to 

traditional legal protection of software development, 

distribution and commercial and non-commercial 

exploitation.  

 

This was achieved through provisions that 

stipulate rights holders waiver of commercial 

exploitation rights, most notably the right to prevent 

unautorized distribution and reproduction, as well as 

the authors commitment to distribute together both the 

source and the executive code of the software, as well 

as the full text of the GPL. These provisions would 

ensure the users right to adapt the software to their 

own particular needs as well as to be able to tell what 

they may or may not do with the GPL licensed work. 

 

The later versions of the GPL were co-developed 

by Stallman and several distinguished legal scholars 

(such as prof. Moglen from Columbia University, the 

founder and the director of the Software Freedom 

Law Center) gathered around the Free Software 

Foundation, a non-profit organization committed to 

promotion of free software and further development 

of the GNU project. This paper is referring 

specifically to the current, third version of the GNU 

GPL that replaced the long-lived second version 

[11,130] and that has been made public relatively 
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recently (in 2007.) spurred on by new technologies 

and methodologies in software development (SaaS, 

software as a service) as well as regulatory progress 

primarily through widespread adoption of TRIPS, 

WIPO Internet Treaties and the EU Directives. 

 

3 Impact of GPL on the position of the 

software developer 
 

Basically, the GNU license is an unorthodox form of a 

copyright license agreement that allows and binds 

users and/or future co-developers of the object of 

license, that being software (as mentioned earlier, in 

the form of computer programs, instruction libraries 

or other digital objects). The users and/or co-

developers can use (distribute, copy, modify) the 

software under certain conditions presented as 

software freedoms that the user of software should 

possess in order for the software to be considered free.  

Those freedoms are the freedom to use the software 

for any purpose, the freedom to adapt software 

according to users needs and desires, freedom of 

further non-commercial software distribution and the 

freedom of the user to distribute the versions of the 

software adapted from the original program.   

 

From the user's perspective, these freedoms 

constitute a broad license regarding the use of the 

work. 

 

However, from the perspective of the software 

developer, these freedoms are actually serious 

limitations regarding the exploitation of his exclusive 

rights. These limitations extend, as stipulated by the 

GPL Agreement, to all participating authors and 

follow the use of the work until copyright expires. 

 

In the sense of commercial exploitation, software 

published under the GPL license (not to be confused 

with LGPL, or the Lesser GPL) can no longer be an 

object of certain by positive law regulated exclusive 

material rights, such as a right to authorize 

distribution and reproduction, as well as moral 

personal rights (such as the right to prevent 

modification of the protected work).  

 

By accepting the terms of the GNU GPL the 

author has irreversably waived his or her exclusive 

rights guaranteed by the positive legal framework 

(international conventions such as the Berne 

Conventions, WIPO Treaties, WTO Trips, EU 

Directives as well as national positive law, such as 

Croatian Copyright and Neighbouring Rights Act - 

CNRA). Fundamentally, the same terms that allow the 

user to access, use and modify the GPL licensed 

software allow the same for the future users and co-

developers and prevent (all) rightsholders from legal 

intervention.  

 

The developer who wants to use the existing 

source code as a basis for further code development 

can do so, under the obligation to allow others to do 

the same with the programs or code his development 

of the existing GPL licensed code results in. The 

waiver of material, commercial exclusive rights does 

not mean that author(s) cannot charge for the service 

of distribution via data carrier mediums or an internet 

service, or by writing manuals, documentation or 

offering consulting services. 

 

In comparison with the existing copyright model 

and terms and conditions of traditional copyright 

licensing agreements, and even with regard to the 

Creative Commons formular licensing agreements it 

is obvious that accepting the terms and conditions of 

the GNU GPL will have serious ramifications for the 

author and for the future use and development of the 

thus licensed work. The GPL license seriously 

hampers the author's ability to influence the future of 

his work, allowing only for two basic rights. The first 

is the most basic moral right concerning copyright – 

the paternity right (the right to be mentioned as an 

author of the work, as regulated by the Croatian 

CNRA, Article 15), as well as the right to file a civil 

suit against anyone who might use the work against 

the stipulations of the GNU GPL.  

 

Acceptance of the terms and conditions of the 

GPL license also implies the author has waived 

remaining moral rights, such as those regulated by the 

articles 16. and 17. of the Croatian CNRA as well. 

 

From the standpoint of the content creator, in this 

case the software developer, the frequently asked 

questions regarding the application of the GNU public 

license concern the reasoning behind waiving the 

exclusive rights provided by the positive regulation.  

 

Indeed, why would a rightsholder relinquish any 

of his rights or accept the restrictions imposed by the 

GPL regarding the enforcement of rights already 

acknowledged by the statutory framework? What 

possible motive could an author have in giving up his 

moral rights? Finally, what is the legal status of the 

GNU GPL – is this licensing agreement even 

enforceable in court [10,1]? 

 

4 Why would rightsholders accept the 

limitations imposed by the GNU GPL? 
 

Since GNU GPL basically allows for free copying and 

distribution of software, the rightsholder who has 

accepted the terms and conditions of the GNU GPL 

has no legal recourse in obtaining a financial reward 

from users who accept the use of the protected work 

under the provisions of GNU GPL. In other words, 

the distribution and reproduction of protected 

software is free, and there is no legal ground on which 
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the author can base his petition against the user in this 

regard. 

 

Considering the success of software industry and 

the financial rewards gained by the software 

developers this limitation seems paradoxical and 

unfair. What possible motive could a hard working 

software developer have in waiving his right to fair 

financial compensation for licensing his work that 

may have taken years to develop?  

 

The answer is contained in the principles of the 

Free software movement, which by now are well 

known to both information technology professionals 

as well as ordinary computer users. The Free software 

proponents maintain that commercial software, that is 

to say proprietary, closed source software is 

dangerous to user privacy, innovation and 

competition. By allowing users to freely access the 

application source code free software guarantees 

insight into program funcionality, and reveals 

potential bugs, errors and security oversights. Users 

with the proper technical knowledge can spot 

backdoors, analyze data flow, detect provisions 

allowing remote access and surveillance of user's 

habits and information systems. Since commercial 

software is usually distributed only in the form of  

executable code, there is no practical way for users to 

check the source code of the program for hidden 

funcionality, bugs, backdoors and other errors and 

oversights. Modern software may containt hundreds 

of thousands of lines of code and, in the case of 

operating systems, even millions of lines of code 

effectively preventing the end user to be sure about 

what commercial programs really do 

 

While the benefits for users are clear, the case for 

rightsholders is far less convincing. The model 

proposed by the GNU GPL allows for free 

distribution of software. The documents and opinions 

put forth by the Free Software Foundation, by 

Stallman himself and by many other free software 

activists and experts suggest that software developers 

have other effective means of monetizing their efforts 

such as offering custom adaptation services to 

individual clients, offering support and educational 

services or using the licensed works as a means of 

personal marketing which could lead to further 

business opportunities. 

 

This marketing aspect of free software distribution 

has not been adequately assessed in literature and 

while further investigation of the matter is required 

before a sound scientific conclusion can be offered, it 

is safe to say that all of these activities require 

additional personal effort by the author to obtain 

rewards that may or may not be greater than the 

monetization based on the traditional economic 

exploitation of the statutory property rights contained 

in copyright. 

 

From a legal perspective, the acceptance of the 

GPL has a profound negative impact on the position 

of the software developer. Those who choose the GPL 

license model to offer their work to the public, both 

users and future co-developers, should be well aware 

of the rights they relinquish by doing so.  

 

The co-developers who approach a GPL licensed 

work with the intention to invest (their skill, time and 

money) in its improvement in order to use it in 

commercial sense need to be aware of the legal 

repercussions that follow from the use of GPL 

licensed work. While the GPL model is indeed 

immensely popular among software developers, there 

is a reasonable amount of court cases in comparative 

judicial practice that indicates a broad lack of 

understanding considering the ramifications of its use. 

 

5 GPL Structure and analysis 

The GPL v3 Agreement text consists of a preamble 

and eighteen articles numbered, somewhat 

eccentrically, from 0 to 17. The full text of the current 

version of the GNU GPL License Agreement is 

available at the GNU Foundation web page address 

and it is this text that is being considered here. The 

first two articles define the terms source code, 

standard interface, system libraries, program. The 

first Article also goes on to define terms convey and 

propagate where these terms basically encompass the 

activities of reproduction and distribution of work, as 

well as making it available to the public. In this 

regard, the term convey is defined as „...any kind of 

propagation that enables other parties to make or 

receive copies. Mere interaction with a user through a 

computer network, with no transfer of a copy, is not 

conveying“.  

 

What this means is that to convey software is to 

distribute the software via data communication 

networks and protocols that would allow users to keep 

a copy of the software on their local information 

system or any other storage system of their own 

choosing. Accessing software over the 

communication network without this ability (i.e. using 

a remote desktop or similar feature to access a 

program that is run on another information system) 

does not constitute conveying. Both propagate and 

convey represent unorthodox legal constructs whose 

main purpose is to ensure the upkeep of the four 

cental freedoms GPL demands. 

 

Article 2 of the Agreement defines the basic user 

rights concerning the licensed software. According to 

the Article 2 of the GPL, the users are allowed to 

compile, run, propagate and convey the licensed 

software. 
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Article 3. of the Agreement explicitely forbids the 

use of DRM technology on the licensed software, 

echoing the notions and positions from the preamble 

of the Agreement, and the philosophical standpoint of 

the GNU Foundation: „Some devices are designed to 

deny users access to install or run modified versions 

of the software inside them, although the 

manufacturer can do so. This is fundamentally 

incompatible with the aim of protecting users' 

freedom to change the software. The systematic 

pattern of such abuse occurs in the area of products 

for individuals to use, which is precisely where it is 

most unacceptable. Therefore, we have designed this 

version of the GPL to prohibit the practice for those 

products. If such problems arise substantially in other 

domains, we stand ready to extend this provision to 

those domains in future versions of the GPL, as 

needed to protect the freedom of users.“ 

 

The following Articles 4 through 7 regulate the 

obligation of the author as well as the user to, when 

distributing and copying the protected work, always 

include the source code, the full text of the GPL 

Agreement and notice whether the program has been 

modified. 

 

Articles 8. through 10. consider the termination of 

the agreement as well as regulate the distribution of 

the protected works over peer-to-peer networks 

stipulating that such distribution need not require the 

explicit consent of the user holding that the user has 

already given consent to the terms of the licensing 

agreement by initiating data transfer. 

 

6 GNU GPL and (software) patents 
 

While the main function of the GPL Agreement is to 

regulate the use of protected works through 

innovative redefinition of rights from the user's 

perspective, the Article 11 of the GPL considers the 

effects of the GPL on patent rights. This is quite 

unusual.  

 

Software patents, that is, patents concerning 

software technologies as well as particular programs 

themselves are far from a globally accepted 

intellectual property standard. They are specific to 

American and Asian legal systems, most notably the 

legal systems of United States, Japan, South Korea 

and other technologically advanced societies in Asia. 

The question of allowing patent protection to 

computer programs is one of the most controversial 

issues in the current field of intellectual property. The 

controversy is both theoretical (dichotomy between 

certain common law and European continental legal 

traditions) and practical (the fundamental political and 

economic reasons) [9,616]. Without taking into 

account the economic ramifications of granting 

software patents for computer programs, there can be 

no real insight into this matter. Since this issue is not 

the topic of this paper, suffice it to say that strong 

economic interests of big patent holders certainly 

exert an influence over the position of software 

patents in Europe [9,620]. 

 

 With that in mind, the Article 11 of the GNU 

GPL binds the authors of the protected work to allow 

a free license of the relevant software patents to the 

users of the GNU licensed software (Article 3, 

paragraph 3 of the GPL).  

 

Furthermore, according to the provisions of the 

Article 12 of the GNU GPL Agreement, the user of 

the licensed work is obliged to allow the subsequent 

users the same terms and conditions of using the 

licensed work. Should a user accept other conditions 

that may limit the aforementioned freedoms, those 

conditions that contradict the conditions of the GNU 

GPL License may not excuse the user from the 

conditions of the GPL. 

 

Articles 15 and 16 of the GPL contain the clauses 

regarding the liability of the author concerning 

warranty (Article 16) and liability of the author for 

damages arising out of the use of the program, or the 

inability to use the program (Article 17). This waiver 

of liability covers the loss of data, data corruption, 

interoperability failure and so on.  

The users of GPL licensed software therefore 

enjoy no warranty regarding the performance of the 

licensed computer programs and by themselves bear 

the risk of using these programs and suffering 

potential damages arising out of their use. The license 

Agreement limits the liability of the authors or 

rightsholders and all other potential actors (most 

notably subsequent users who became co-authors by 

contributing bits and pieces of code to the source code 

originally available to the public). 

 

7 Conclusion 

 
Free software and the defining license agreements 

like the GNU GPL have often been thought of as 

contrary to the well established system of intellectual 

property. In relation to the so called proprietary 

software, the software licensed by the rightsholders 

just like any other traditional cathegory of 

copyrighted-protected works, free software is often 

referred to as unreliable, anti-copyright oriented and 

of questionable legal safety.  

 

The purpose of this article was to show that the 

provisions of the GPL, regardless of the manner in 

which they are presented, especially with the focus on 

user freedoms and the unorthodox nomenclature 

regarding the distribution, reproduction and 

publishing rights, are still valid copyright contracts 

[13]. 
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These contracts continue to operate inside the 

scope of positive intellectual property legislation 

framework, both national and international, and have 

produced in theory well documented positive effects 

on the software industry in general.  

 

The American and the European case law shows 

the courts on the both sides of the Atlantic have found 

the GNU GPL provisions and management of rights 

on the protected works to be in line with the positive 

legislative framework. Tens of thousands of 

programmers and software developers have used these 

contracts to develop and improve software 

applications used by the millions of users. Free 

software is not a threat to proprietary software. With 

it's lack of warranty and the scope of the limitation of 

liability of its numerous co-authors, it represents a 

different product aimed at different markets and 

different users. However, it certainly does represent 

competition considering its functionality and 

reliability and in this regard it affects the development 

of the proprietary software.  
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Abstract. There are many kind of websites dealing 

with health services and health (medical) 

information: from those intended for (prospective) 

professionals e.g. websites of medical schools, 

universities, health professions associations, medical 

search engines, …, to those intended for patients and 

other interested people e.g. public health portals, web 

database directories of medical doctors, websites of 

medical clinics, health centers and private medical 

practitioners, ... Besides delivering quality medical 

service, quality website – its information 

infrastructure and information content help to gain 

business success. 

Usage of the websites mentioned above (its 

information and services offered) is directly 

influenced by credibility and trust of prospective and 

existing users, customers and patients. 

Users of those websites perceive its credibility and 

trust them based on some websites information 

architecture elements. 

In this paper expectations and requirements of 

users regarding web information architecture 

elements and some examples of typical medical 

service provider website information architectures 

are discussed. 

 
Keywords. web site, web information architecture, 

medical service provider, credibility, trust 

 

 

1 Introduction 
 
The Internet is now one of the most used sources of 

information in all spheres of human activities. Very 

often, users on the Internet search for information 

related to health and healthy living, symptoms of the 

disease and its cure, medical evidences, surgery 

procedures and other medical services. 

Different web sites provide a variety of medical 

and information to different users, whether they are 

professionals - health workers (doctors, nurses, 

pharmacists, researchers, etc.), those who want to 

become it - pupils and students, or patients or their 

families/relatives. 

Websites providing medical or health related 

information could be e.g. websites of medical schools, 

universities, health professions associations, or 

medical search engines intended for professionals. 

They could be more patient oriented such as public 

health portals, web database/directories of medical 

doctors, websites of medical clinics, health centers 

and private medical practitioners, etc. Those websites 

are very important and specific because they offer 

very sensitive and vital information. So the argue for 

quality of such websites is even bigger. On other side 

finding quality information (especially medical 

information) on the Internet is affected by users’ 

information literacy, i.e. their ability to recognize 

when information is needed and to locate, evaluate, 

and use effectively the needed information [1].  

Locating and selecting a medical service provider 

and getting basic information about some medical 

service is the topic of this paper. For this purpose 

information architecture and credibility of six web 

sites of medical service providers’ websites will be 

inspected and described regarding their context, 

content and users. 

 

1.1 Web information architecture 
 
As users we experience very often some websites as 

very intuitive, simple, easy and pleasant to use and to 

find information. On the contrary, some web sites 

create the opposite impression of their users. Very 

often such impressions are related to “bad/good web 

design” but it is much more – it is about bad/good 

web information architecture. 

Some of information architecture or IA definitions 

are: 

- “the structural design of an information space to 

facilitate task completion and intuitive access to 

content” [4] 

- “the combination of organization, labeling and 

navigation schemes within an information system” [4] 

- “the art and science of organizing and labeling web 

sites, intranets, online communities and software to 

support usability and findability” [3].  
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According Rosenfeld and Morville [4] closely 

related disciplines to AI are graphic design, 

interaction design, usability engineering, experience 

design, software development, content management 

and knowledge management, while disciplinary 

backgrounds are in graphic design and information 

design, information and library science, journalism, 

usability engineering, marketing, computer science, 

technical writing, architecture, product management 

etc. 

The importance of IA for an institution or 

organization is in organizing and labeling information 

to lower the costs of (not) finding (web) information 

and the costs of building and maintenance of web 

sites, and to raise the value of brand and/or web 

credibility (to make website trustworthy and 

knowledgeable). 

Rosenfeld and Morville [4] break IA components 

into organization systems (the way in which 

information is categorized), labeling systems (the way 

in which information is represented), navigation 

systems (the way in which information is browsed or 

moved through) and searching systems (the way in 

which information is searched). Due the problems 

with mentioned categorization of AI components 

(unclear boundaries of the systems), the same authors 

present another one: categorization into browsing aids 

(organization systems, site-wide navigation systems, 

local navigation systems, sitemaps/tables of contents, 

site indexes, site guides, site wizards, and contextual 

linking systems), search aids (search interface, query 

language, retrieval algorithms, search zones, and 

search results), content and tasks (headings, 

embedded links, embedded metadata, chunks, lists, 

sequential aids, identifiers), and “invisible” 

components (controlled vocabularies, thesauri, and 

rule sets). 

Three elements build a basic for AI of 

organizational website: context (business goals, 

funding, politics, culture, technology, resources and 

constraint), users (audience, tasks, needs, information 

seeking behavior, and experience) and content 

(document/data types, content objects, volume, and 

existing structure). 

Those elements together with AI components are 

the subjects of the research described in the paper. 

 

1.2 Web credibility 
 
According Tseng and Fogg [6] credibility is a 

perceived quality; it doesn't reside in an object, a 

person, or a piece of information. Self [5] (in [6]) 

emphasizes “trustworthiness” and “expertise” as the 

two key components of credibility. Trustworthiness is 

defined as well-intentioned, truthful, and unbiased 

and it is perceived through goodness or morality of 

the source, while expertise is defined as 

knowledgeable, experienced, and competent and it is 

perceived through knowledge and skill of the source. 

Fogg et al. in their Web credibility study 2002: 

Investigating what makes Web sites credible today [2] 

explore four groups of factors affecting web site 

credibility. These are, besides expertise and 

trustworthiness, sponsorship and the other factors. 

According respondents’ in this study positive 

effect on credibility have the expertise factors (in 

order of decreasing value/level of importance/effect) 

showing that the web site: provides a quick response 

to customer service questions, provides 

comprehensive information that is attributed to a 

specific source, lists authors' credentials for each 

article, has articles that list citations and references, 

has search capabilities, offers information in more 

than one language, contains user opinions and 

reviews, has ratings or reviews of its content, selects 

content according to customer/user preferences, 

recognizes that customer/user have been there before, 

and the site displays an award it has won. Negative 

effect on credibility regarding expertise have the facts 

(in order of decreasing value/level of 

importance/effect) that the web site: provides 

comprehensive information that is unattributed to any 

source, has a typographical error, is sometimes 

unexpectedly unavailable, has a link that doesn't 

work, and it provides comprehensive information that 

is unattributed to any source. 

Trustworthiness factors [2] (listed in order of 

decreasing value/level of importance/effect) have the 

positive effect on web credibility in a way that the 

web site: has proven useful to customer/user before, 

lists the organization's physical address, gives a 

contact phone number, gives a contact email address, 

is linked to by a site you think is believable, states its 

privacy policy, links to outside materials and sources, 

was recommended by a news media outlet, such as a 

newspaper, magazine, or email newsletter, was 

recommended to customer/user by a friend, lists well-

known corporate customers, represents a nonprofit 

organization, and the URL for the site ends with 

".org". 

Sponsorship has the positive effect on credibility 

if the web site [2]: is advertised on the radio, 

billboards, or other media, and has ads that match the 

topic customers/users are reading about. The effect is 

negative if the web site: has one or more ads on each 

page, automatically pops up new windows with ads, 

and it is hard to distinguish ads from content. 

Other factors effecting credibility of a web site 

cover different aspects from organization owning the 

site brand and recognition, web site design and 

organization (information architecture),... to some 

technical (i.e. download time). The positive effect [2] 

on credibility has the facts (listed in order of 

decreasing value/level of importance/effect) that the 

site: is by an organization that is well respected, has 

been updated since customers/users last visit, looks 

professionally designed, is arranged in a way that 

makes sense to customer/user, design is appropriate to 

its subject matter, sends emails confirming 
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transactions customers/users make, provides printer-

friendly pages, provides live chat with a company 

representative, appeared on the first page of search 

engine results, was the first site listed by a search 

engine, is designed for e-commerce transactions, and 

contains content that differs from customers/users 

opinions. Negative is if the web site [2]: requires 

customer/user to register or log in, has a commercial 

purpose, is hosted by a third party (e.g. AOL, 

Geocities), requires a paid subscription to gain access, 

takes a long time to download, has domain name 

which does not match the company's name, represents 

a company that is having financial or legal 

difficulties, links to a site customer/user think is not 

credible, is difficult to navigate, and is rarely updated 

with new content. 

Regarding the long time (in year 2002) from when 

the study has been done, the specificities of the 

domain of the web sites explored in this paper, and 

some additional aspects of web information 

architecture, new model of web site credibility has 

been build and used. 
 

 

2 Medical service provider websites: 

the research 
 
The research consists of analyzing medical service 

provider website information architectures and 

templates. For this purpose websites has been selected 

trying to follow typical user behavior: asking Google 

to find polyclinics in one particular town. Six 

websites of private medical service providers come 

out from the top 10 search results. Polyclinic A 

provides all kinds of specialist examination and 

medical service (radiology, internal medicine, 

gynecology, laboratory diagnostics, cytology, 

ophthalmology, urology, neurology, physical 

medicine and rehabilitation, otorhinolaryngology, 

pediatrics, surgery and psychiatry), at nine locations 

in Croatia with nearly 250 health care professionals. 

Polyclinic B is a medical institution that provides 

prevention, diagnosis and treatment of certain medical 

conditions, especially in the field of internal medicine 

and psychiatry, and it works at one location. 

Polyclinic C was established four years ago and today 

operates at two locations in the field of 

ophthalmology, gynecology and obstetrics. Polyclinic 

D provides services in the field of gynecology, 

obstetrics, acupuncture, laboratory services, and 

massage; and operates at one location. Polyclinic E is 

a clinic for gynecology, obstetrics and radiology-

mammography, which operates for ten years at one 

location. Polyclinic F is a polyclinic for plastic 

surgery and gynecology that operates for fifteen years 

at three locations. 

There are two bases of the research – information 

architecture and credibility of web sites. The first base 

represents three main parts of the process of 

developing information infrastructure according 

Rosenfeld and Morville [4]. In this process it is 

necessary to understand the business objectives of 

websites and resources that are available to us to 

design and implement (Context), then amount and 

type of content that will be on the website today and 

one in the future (Content), and the needs and desires 

of clients seeking information (Users). The second 

base consists of four main factors of web credibility 

according Fogg et al. [2]. These are expertise, 

trustworthiness, sponsorship and other factors 

effecting credibility of web site(s). 

In the research, factors and some specific elements 

relevant to existence purpose of web sites were 

checked at chosen medical service providers’ 

websites. It has to be mentioned that the borders of 

the first base groups are not always clear and some 

elements tend to be in more groups (i.e. human 

resources: are they for end-users/customers or 

context). Evaluation form used for the research 

(together with the results) is shown in Table 1. In the 

first column are elements of web credibility according 

to Fogg et al. [2], divided into four groups and 

adjusted for the purpose of medical service provider 

website research. Some of the elements were 

interpreted in the way adjusted to purpose of these 

websites, for example, quick response to a customer 

service questions was graded by existence of 

important elements, such as institution description, 

human resources, frequently asked questions and 

similar. Also, some elements were adjusted, such as 

statement that the site provides live chat with a 

company representative, it is complemented with 

statement that it gives an opportunity to make 

appointments online, and some elements were added, 

such as statement that the site provides mobile 

webpage version, since technology nowadays is 

evolving. In second column it is indicated whether 

elements have the positive or negative influence, 

impact on the credibility. In third column elements are 

classified in related element of information 

architecture. In the rest of table, there are grades for 

six chosen polyclinics for each element. The scale, 

which was used, is scale from one to five, depending 

on agreement with the statement or existence of 

certain element. Grade one means that the statement is 

false or element is absent on specific website, grade 

two means that the statement is partially false or 

something similar to specific element exists on the 

webpage, grade three means that the statement is 

neither true nor false or that the specific element 

exists, but it is not very elaborated, grade four means 

that the statement is partially true or specific element 

exists, but not all of its opportunities are used, and 

grade five means that the statement is completely true 

or there is full existence of that element. Grade has a 

positive or negative sign depending on the second 

column (influence) in the table. There are also some 

negative aspects (according to Fogg et al. [2]), so they 

were graded the same way (by grades from one to 
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five), but at calculating the final grade, these grades 

were subtracted from overall grade.  

 

2.1 Medical service provider website 

context 
 
Each website has a purpose regarding mission, 

strategy and goals of the organization owing the 

website. Website is a digital representation of an 

organization on the web.  

Information architecture of a website should 

match its context, i.e. organization’s business culture, 

values, communication with and to customers and 

other parties (own employees, business partners, 

media), to fulfill its purpose. 

In planning the context organization should 

discuss the strategy first - setting the goals of the 

website, its audience, content and functionality. After 

that the content should be discussed regarding its 

publishing policy, technology used, the purpose and 

the audience of the content, responsibilities for the 

content (creation, maintaining), legal issues regarding 

the content and so on. Technology (relationship 

between IA and website technical infrastructure) is 

the next thing to discuss especially in nowadays of 

mobile business and communication. Last but not 

least, all interested parties, managers should be given 

the possibility to give their opinion and suggestion 

about the AI and website context. 

 

2.2 Medical service provider website users 

 

In order to adapt the information architecture of the 

web site to users, it is needed to know who is using 

this kind of web sites, how they are using it and what 

kind of information are they searching for. Users are 

probably people from different age groups, what 

means they also have different computer literacy 

level, cognitive ability, eyesight... Therefore, it is 

important that navigation is simple, and web page 

user-friendly. We can also assume that users who visit 

medical service providers web sites, come to this web 

sites with a concrete purpose, for example to find 

information on a particular type of medical 

examination, services and programs of medical 

service providers, contacts, recommendations and 

more. However, one should keep in mind that users 

might not know exactly what are they looking for, the 

exact term or how to express them. Given the very 

nature of the topic, users probably want to find out as 

much information as possible. For this reason, it is 

important that these sites have good information 

architecture, so users can easily locate needed 

information. It is also important to point out contacts, 

list of doctors and their area of expertise, allow some 

interaction via web site, for example queries for 

questions. In addition, web sites should point out 

frequently asked questions about clinic, so users can 

easily find answers to most common questions. Very 

important information about credibility of medical 

service provider is opinion of existing patients, so it 

would be good to have user’s forum where patients 

can share their own experiences and impressions. It is 

extremely valuable to have in mind mentioned user’s 

needs, behaviors, priorities and typical (prospective) 

user’s profile. 

 

2.3 Medical service provider website 

content 
 
Content of websites includes all kind of documents, 

data, images, files, etc. The most important for 

content is to be easily and quickly found. Findability 

is one of the key attributes for website usability. 

“Usability refers to how well users can learn and use a 

product to achieve their goals” [7]. 

To accomplish both findability and usability 

information architecture/website should follow some 

guidelines [4] as providing multiple ways to access 

the same information, employing indexes and 

sitemaps to supplement the taxonomy, building the 

navigation system to provide users with a sense of 

context, using consistently language appropriate for 

the audience, integrating searching and browsing to 

reinforce one other. 

The content should reflect all kind of different 

users (their abilities, experiences, preferences, 

expectations, etc.), different goals (to inform, present, 

visualize, entertain, obtain some transaction, etc.) and 

usages (to read/see online, to print, to download).  

 

2.4 Medical service provider website 

credibility 

 
Users evaluate medical service provider website 

expertise aspect of credibility depending on the 

quality of information provided, sources of 

information, speed of retrieval and similar. Polyclinic’ 

websites need to provide a quick response to user 

questions. Users will probably search for some 

general information about the institution, its mission, 

services, human resources, technology, prices, etc. It 

is useful to point out frequently asked questions for 

quicker response. Polyclinics often give information, 

tips and instructions to users, and they need to show 

credibility of given information, especially in the field 

of health care. Therefore, it is important to point out 

source of information and medical 

information/service provider’s credentials. Some 

other elements, which affect on credibility, are user 

opinions and ratings of content. It is also important 

that site does not have some typographical errors, 

broken links and it is always available, etc.  

Trustworthiness aspect of credibility is related to 

listings of physical address, contact phone number 

and possibility to contact polyclinic by e-mail or 

contact form on the site,  stating polyclinic’ privacy 
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Table 1. Results of the assessment 

Element: 

According Fogg et al. [2] 

Additional, suggested Influence 

Related 

IA 

element 

Polyclinic* 

A B C D E F 

Expertise         

The site provides a quick response to your customer 

service questions. 
+ Context 3 4 3 3 3 3 

Institution description  Context 5 5 5 5 5 5 

Mission  Context 5 2 1 1 1 1 

Services  Context 5 5 4 4 5 5 

Human resources (CV?)  Context 2 5 2 1 2 5 

Technology  Context 5 4 1 1 1 1 

Frequently Asked Questions  Users 1 5 1 1 1 1 

Prices/Payment types  Content 1 3 4 4 1 5 

News  Content 4 4 2 5 1 1 

Tips and instructions  Content 5 5 4 5 5 5 

Newsletter  Content 1 5 1 1 5 1 

The site provides comprehensive information that is 

attributed to a specific source. 
+ Content 4 5 3 3 4 3 

The site lists authors' credentials for each article. + Content 5 5 4 3 5 3 

The site has articles that list citations and references. + Content 3 4 2 3 3 3 

The site has search capabilities. + Content 1 5 1 1 1 5 

The site offers information in more than one 

language. 
+ Content 4 1 1 1 1 5 

The site contains user opinions and reviews. + User 1 1 4 1 1 1 

The site has ratings or reviews of its content. + User 1 1 1 1 1 1 

The site selects content according to your 

preferences. 
+ User 1 1 1 1 1 1 

The site recognizes that you have been there before. + User 1 1 1 1 1 1 

The site displays an award it has won. + Content 1 1 1 1 1 1 

The site provides comprehensive information that is 

unattributed to any source. 
- Content 2 1 3 3 2 3 

The site has a typographical error. - Content 1 1 2 1 1 1 

The site is sometimes unexpectedly unavailable. - Content 1 1 1 1 1 1 

The site has a link that doesn't work. - Content 1 1 1 1 1 1 

Trustworthiness         

The site lists the organization's physical address (and 

map). 
+ Content 5 5 4 5 5 5 

The site gives a contact phone number. + Content 5 5 5 5 5 5 

The site gives a contact email address (or a contact 

form). 
+ Content 5 5 5 5 5 5 

The site states its privacy policy. + Content 1 1 1 1 1 1 

The site links to outside materials and sources. + Content 3 1 1 3 1 3 

The site was recommended by a news media outlet, 

such as a newspaper, magazine, or email newsletter. 
+ Content 3 1 3 3 1 1 

Sponsorship         

The site is advertised on the radio, billboards, or 

other media. 
+ Content 5 5 5 5 5 5 

The site has ads that match the topic you are reading 

about. 
+ Content 5 5 5 5 5 5 
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Table 1. Results of the assessment (cont.) 

 

Element: 

According Fogg et al. [2] 

Additional, suggested Influence 

Related 

IA 

element 

Polyclinic* 

A B C D E F 

Sponsorship (cont.)         

The site has one or more ads on each page. - Content 1 1 1 1 1 1 

The site automatically pops up new windows with 

ads. 
- Content 1 1 1 1 1 1 

The site makes it hard to distinguish ads from 

content. 
- Content 1 1 1 1 1 1 

Other         

The site is by an organization that is well respected. + Context 5 5 5 5 5 5 

The site has been updated since your last visit. + Content 1 1 1 1 1 1 

The site looks professionally designed. + Content 5 5 4 5 3 5 

The site is arranged in a way that makes sense to you. + Content 5 5 4 5 5 5 

The site's design is appropriate to its subject matter. + Content 5 5 4 5 4 5 

The site provides printer-friendly pages. + Content 5 5 3 3 5 5 

The site provides mobile webpage version. + Content 1 1 1 1 1 5 

The site provides live chat with a company 

representative or gives an opportunity to make 

appointments online. 

+ Content 5 3 1 1 1 1 

Online appointments  Content 5 5 1 1 1 1 

Online clinics  Content 5 1 1 1 1 1 

The site appeared on the first page of search engine 

results. 
+ Content 5 5 5 5 5 5 

The site was the first site listed by a search engine. + Content 5 1 1 1 1 1 

The site requires you to register or log in. - Users 1 1 1 1 1 1 

The site has a commercial purpose. - Content 5 5 5 5 5 5 

The site is hosted by a third party (e.g. AOL, 

Geocities). 
- Content 1 1 1 1 1 1 

The site requires a paid subscription to gain access. - Content 1 1 1 1 1 1 

The site takes a long time to download. - Content 1 1 1 1 1 1 

The site's domain name does not match the 

company's name. 
- Content 1 1 1 1 1 1 

The site links to a site you think is not credible. - Content 1 1 1 1 1 1 

The site is difficult to navigate. - Content 1 1 2 1 1 1 

The site is rarely updated with new content. - Content 2 4 2 2 3 4 

         

Final grade   121 119 82 90 87 102 

         

*Scale: 1 - 5     

1 – statement is false / absence of specific element     

2 – statement is partially  false / existence of something similar to specific element     

3 – statement is neither false nor true /existence of specific element, but not very elaborated     

4 – statement is partially true / existence of specific element, but not all opportunities used     

5 – statement is completely true / full existence of specific element     
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policy, linking to outside sources and 

recommendations by media.  

Sponsorship aspect of credibility depends on 

number of ads on pages and appropriateness of 

advertising. It is not appropriate to have many ads on 

these kinds of websites, because of seriousness of 

health care area, and users usually do not have 

patience for dealing with ads (pop up windows, 

distinguishing ads from content…). Also, if the site is 

advertised in media, it is more credible. 

Some other credibility factors are updates of 

content of the website, professional design of the 

website, availability of online information or in this 

case, existence of online appointments or online 

clinic, findability of the website (good search engine 

optimization), easiness of navigation etc. Having in 

mind global trends, one other factor that needs to be 

added to the list is mobile webpage version. 

 

 

3 Research results and interpret-

ations 
 
The results of the research, i.e. the assessment of 

websites are shown in Table 1. It is important to 

mention that the research has been performed from 

the aspect of ordinary prospective user who searches 

for information. 

The results obtained show us that some of chosen 

polyclinics do not have some very important 

information provided on their website. For example, 

some of polyclinics do not have information about 

human resources – specialists and nurses, which is 

one of very important information for (prospective) 

patients/customers. Customers like to have this kind 

of information, and the ability to read through 

specialists CV, and check their level of expertise in 

their field. Already the ability to read CVs (even 

though the customer may not read full CV) makes 

polyclinic more credible, especially in the area of 

expertise. In addition, patients like to check for prices 

and compare prices to others, and some of polyclinics 

do not provide this kind of information. 

Another very important thing is that four out of six 

chosen polyclinics do not provide possibility to search 

through websites, so users have to find everything by 

themselves, browsing. In this case, it is required that 

information architecture and especially navigation of 

the website are good and easy. Similar to that, only 

two websites’ contents are available in more than one 

language. Besides, none of the polyclinics does state 

privacy policy. Polyclinics collect some personal 

information from users, for example through queries 

that users submit (name, contact information, medical 

history, the intention to use certain services…). 

Therefore, it is important to inform the client whether 

these information are kept confidential. 

Results also show that polyclinics are not that 

oriented on users. Users cannot leave opinions, 

reviews or suggestions on websites. That does not 

have good effect on their expertise aspect of 

credibility.  

Trustworthiness and sponsorship aspects of 

credibility of checked websites are good: the contact 

information are provided, and there are no 

inappropriate ads. 

Nowadays, life is busy and people like to set 

appointments in just few clicks from wherever they 

are. Therefore, it is necessary for users to have 

possibility to set appointments on polyclinics website, 

on the contrary users will search for other place where 

they can do it. Also, many people use social networks 

or mobile phones for access information, so it is 

important to follow trends and adapt websites to these 

trends.  

Absence of mentioned factors can cause 

consequences such as obtaining lower opinion about 

polyclinic, because users often acquire opinion only 

based on their websites. 

 

 

4 Conclusion 
 
In the presented research, a way of evaluation of 

credibility and information architecture elements is 

provided. In further research this evaluation criteria 

can be expanded, and changes of potential user’s 

preferences with regard to technology development 

and adoption of web pages to it could be explored. 

The importance of web for communication with 

(prospective) patients is visible in free services as a 

quite new one Dodo.hr (“dobri doktori” meaning 

“good doctors”) – database of experienced, 

recommended medical professionals, doctors. 

Dodo service is intended to patients looking for a 

doctor in specific medical discipline/of specific 

specialization in some particular town/place. Very 

important thing is that for each doctor the possibility 

of tree elements rating (recommendations, 

comfortable accommodation and waiting time) is 

provided. Each doctor is also described with some 

additional elements such as: education, professional 

experience, memberships of professional 

organizations, foreign languages he/she speaks, the 

price lists of his/her services and health insurance 

companies he/she works with. 

Such a web service is very important and useful 

place to visit before deciding which medical service 

provider to choose. 
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Abstract. Doctoral studies are specific virtual sub-

organizations within institutions of higher education 

with specific research and education activities. They 

can be seen as complex systems with unique 

organizational complexity which needs to be explored 

in order to identify organizational structure and 

hierarchy, their composition and influence on 

resource planning and management. This is 

important, because this impacts business processes, 

within the institution of higher education which must 

be measured and managed effectively in order to 

allow the institution to operate with quality and 

within planned budget. In this paper we describe 

results of processes reengineering project at Doctoral 

study in Information science at University of Zagreb, 

Faculty of Organization and Informatics. In this 

research appropriate business process analysis 

methods were conducted and 15 complex business 

process models with sub-processes were developed. 

This finally led to a generic functional and 

management model of doctoral study. This model 

presents the management framework of a generic 

doctoral study. Model itself consists of multi-level 

hierarchical management bodies, in generic doctoral 

study, which are responsible for the execution of its 

processes and achievement of main strategic 

objectives. Generic strategic objectives map for 

doctoral study has been also proposed by using 

Balanced Scorecard  methodology. 

 
Keywords. Doctoral study, management, strategic 

objectives, generic functional and management model 

 

1 Introduction 
 
The aim of the doctoral study is to broaden doctoral 

candidate’s (future doctoral student’s) knowledge in 

areas of special interest in interconnection with their 

professional or scientific research contribution and by 

that enabling them acquisition of academic titles. The 

achievement of the main objective is influenced by 

various factors with different impact levels. In this 

paper we present an analysis of internal factors that 

arise from the organization and management of 

doctoral study. The analysis consists of business 

processes analysis, analysis of structure and multi-

level interaction between management bodies, and by 

workflow analysis of documentation generated and 

used in doctoral study business processes. Our 

research was finally resulting in detailed business 

process model of doctoral study, generic functional 

and management model and a map of strategic 

objectives. The process models were developed in 

accordance with OMG process modelling standard 

BPMN 2.0 [10] using contemporary business process 

modelling and simulation tools BizAgi Process 

Modeler [2] and IBM Business Process Modeler [6] 

applying practical guidelines relevant to process 

modelling [11]. This part of research was not included 

in this paper, but as a result of this process 

reengineering project new management model of 

generic doctoral study was developed. As a main 

focus of paper we present a generic functional and 

management model for a generic doctoral study as a 

result of workflow and process analysis. As a business 

improvement guideline we made a map of strategic 

goals made by Balance Scorecard methodology 

presented in second part of paper. Research and 

analysis was based on a real case of one doctoral 

study and was conducted within an internal business 

process reengineering project Process model of 

Doctoral study at Faculty of Organization and 

Informatics Varaždin, University of Zagreb conducted 

in year 2012/2013.  

 

2 Analysis of the processes and 

interaction of multi-level 

management bodies 
 
Organizational structures and management procedures 

of each institution in higher education affects the 

resource planning and management system of their 

studies. Doctoral studies, as one specific type of 

studies are thereby no exception. The complexity of 

resource planning and management systems increases 

with the number of organization hierarchical levels. 

Management of doctoral study is complex by itself, 

but if it is part of the more complex whole, such as the 

position of doctoral studies in the context of 
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university bodies and committees, and the university 

senate, then the requirements for its’ management are 

also becoming more complex. 

In the aim to improve current state of doctoral 

study processes at our faculty a detailed business 

process models were made. In three months period 

business process reengineering team was entitled to 

developed current state process models, present these 

models to doctoral study management bodies and 

faculty management and finally propose 

improvements and new business process models, as 

well as give strategic guidelines to maintain quality 

and improve future performance of doctoral study.  

This intentions are also supported by other authors 

as McCaffery in his manager’s handbook for higher 

education [9] when he states that: “… recently higher 

education institutions have had to become more 

accountable for the way they manage their affairs or 

to do more (teach more students) with less (while 

working with less resources) while simultaneously 

maintaining quality.” 

During the research project, our team analysed 

several study programs, rule books and laws, made 

interviews with employees and scholars at all 

organizational levels and gather other relevant inputs. 

Finally, 15 detailed business processes were modelled 

and presented to faculty and doctoral study 

management. All processes were developed in three 

levels of detail, and analysed from several points of 

view (from student, faculty and professors 

perspective). Due to process analysis 45 documents 

and their workflows were analysed and new quality 

assurance processes were discussed and proposed. 

Project resulted in several large changes in doctoral 

study program execution plan and helped the 

management to redevelop new process flows which 

will improve achievement of overall doctoral study 

goals in the future. In next lines whole research 

procedure is presented and management and 

functional model of doctoral study is described in 

detail.  

Managing processes at the first operational 

(executive) level, control level and other levels of 

decision-making is carried out with a goal to increase 

operational efficiency, quality control and reliability 

of decision-making. In this context of managing 

processes, we first have to identify and classify 

processes by their role in contribution to the 

organization’s mission. In this context we need to 

distinguish management processes of the organization 

at least three levels: operational, governance and 

decision-making. The operational level includes the 

core business processes for achievement of the 

organization’s mission. That includes processes by 

whose execution organization generates the profits, 

processes that are recognizable to the end-users such 

as manufacturing processes or processes that provide 

the service. These processes have a frequent 

interaction with the environment and they are 

enabling the transformation of inputs into outputs.  

The next level is the second level of process 

governance and includes planning, approval, 

monitoring and organization of operational processes, 

taking into account feedback and environmental 

influences. The highest process level is the level of 

decision-making. This level has only one basic goal 

to define a framework, in which processes are 

running, by defining the mission, vision and goals of 

the organization. For this it is necessary to provide the 

accurate and timely information to holders of these 

processes. We should not forget the impact of the 

environment on the organizational system and core 

activities execution. 

 In the context of pre-written, we can conclude 

that if we create a general functional and management 

model of the doctoral study, then from it we can make 

conclusions about the doctoral study goals and goals 

structure and from that about the multilevel 

governance and its influence on this structure and 

doctoral study goals achievement. 

Basic management levels of doctoral study and 

their interactions are explored and demonstrated at 

Fig. 1 which shows the Generic functional and 

management model of doctoral study. This model 

represents a generic general management model od 

doctoral study. It also shows the relationships of 

participants, a doctoral student in the function of the 

primary objective: transformation of doctoral 

candidates through the doctoral study into doctoral 

student an ultimately PhD holder. On this journey of 

transformation, a key role is played by doctoral study 

that runs through two key core operational business 

process groups or core business processes: 1) 

Education and 2) Scientific research and the third 

operational process group is 3) Quality Management 

and Administration. Three core operational business 

process groups have their own cycles of execution 

sequences that comprise the process of transforming 

inputs into outputs. Activities are interconnected so 

that the results of scientific research are used in the 

education as the theoretical basis of the subject, and 

the results are also presented as the professional work 

experience and practical examples of the theory 

application into the practice. Through the education, 

students are trained and they transferred the 

knowledge to the companies, in which they are 

working or would work, and allow the application of 

scientific and technical achievements. In this manner 

we need to interpret the model at Fig. 1, and follow 

the flows from left to right. 

Basic operational inputs that come from doctoral 

candidate in Fig. 1 shows the input horizontal black 

arrows, while the main outputs of these tasks are 

presented with a black horizontal output arrows. The 

gray rectangle covers transactions at operational level 

during the study (education, research, and the quality 

management and administration) and includes the 

Doctoral study Council (DSC) as the governing body 

of these operational business processes. DSC is 

responsible for the creation of conditions for 
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execution of operational processes in line with the set 

institutional goals, monitoring of goals measures and 

reporting on the achievement of the objectives, 

coordination and scheduling of loads at the doctoral 

study, coordination and planning of personnel 

changes in the scientific field and other activities in 

operations management. 

Management of the doctoral study takes place on 

several levels. See Fig. 1. Generic functional and 

management model of doctoral study.

 

Research
(mentoring, qualifying exams, 

committees)

Education
(teaching and exams)

Quality Management 

and Administration 
(student enrollment, 

schedule, procedures)

Management and 

Faculty Council

Doctoral study  

Council

Advisory board of 

doctoral study

Candidates
Doctoral 

students

Application for enrolment, 
doctoral report, quality 

questionnaire

Research plan,
research, registration for the 

qualifying exam, 
PhD theme application

Doctoral portfolio,
qualifying work

Schedule, instructional materials, 
exam scores, doctoral portfolio

Research papers, reviews and 
research plan for the qualifying 
exam, qualifying exam, 
dissertation proposal, dissertation
Enrolment, administration of PhD 
application, PhD thesis evaluation, 
process, quality survey

Course list, mentors 
list, qualifying exam 
deadlines

Decisions about the 
study, Decision on 
appointment of 
committees

Decisions on 
dissertation mark 

acceptance, 
Decision on the 

evaluation of 
doctoral thesis

Doctoral 
students annual 
report, Mentor 
annual report

Decisions on 
study timeline

Annual report of the 
study and draft of 
proposal for the 
study improvement

Doctoral portfolio, 
statistical monitoring

Inputs for an annual report 
on the work of study and 
improvement suggestions

FC approval to 
proposals DS 

Council

Guidelines of the DS 
Council on the proposals 
of Advisory board of DS

Doctoral 
portfolio, 

statistical 
monitoring

Guidelines of the 
DS Council for 
quality 
management

 
Figure 1. Generic functional and management model of doctoral study 

 

Management tasks of the first level are related to: 

planning, organization, supervision and coordination 

of process execution, and they are in jurisdiction of 

the Doctoral study Council. The higher level of 

decision making and governance includes activities 

such as: coordination, planning and monitoring of 

mission, vision and business objectives, defining 

business rules and procedures, approval and 

motivation of employees, as well as the provision of 

financial and other resources required for the 

implementation of processes. There are recognized 

two bodies: the Advisory board of doctoral study 

which acts as an advisory and supervisory body and 

the Faculty Council respectively the Faculty 

Management board and Dean who are competent 

bodies to make decisions as specified in Faculty 

regulations. Resulting from that, at Fig. 1., red arrows 

show the basic data sets and direction of reporting to 

management bodies from lower to higher levels, 

while green arrows show the basic data sets and 

direction of corrective policies and decisions. 

 

 

3 Strategic objectives map  
 

The method used for identification of the structural 

map of strategic objectives in doctoral study was 

Balanced Scorecard developed by authors Kaplan and 

Norton [7]. According to Kettunen and Kantola [8] 

the application of BSC in the management of higher 

education institutions must be incorporated into the 

information system of institutions in higher education. 

Dobrović et. al. [5] argue that the implementation of 

the BSC method in the public sector contributions and 

lead the organization towards achieving performance 

objectives with the optimum use of the organizational 

resources. Bruijin [3] provides examples of how to 

monitor the performance of higher education 

institutions based on "products" that higher education 

provides, and states that educational performance 

should be measured multi-faceted and as such it is 

difficult to measure, while on the other hand, the time 

required for correcting exams is an example of 

measurable factor. Tilaye [12] claims that BSC can be 

a management tool that will force the institution to 

identify key factors that contribute to the successful 

achievement of the goals and thus fulfilling the 

mission of organization existence. By this we can 

conclude as Bates and Sangra [1] state that strategic 

thinking is more important than plan, but also that 

there should be in place an annual program planning 

process that is integrated with the allocation of 

resources/financial plan and as part of this process, 

program proposals should contain a clear vision of 
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how the program will be designed and delivered, 

including the use of technology. 

Measuring organizational success assists the 

management by providing information that helps 

them to manage organizational objectives through 

several perspectives. Measurement instruments such 

as BSC based strategic maps are influenced by order 

and significance of various hierarchical levels and the 

impact of strategic objectives to the organizational 

goals. Strategic maps help concentrate on what really 

is important to measure supervise and manage, 

through perspectives and the inter-correlation of 

objectives classified into perspectives. These 

perspectives differ primarily for non-profit 

organizations (such as higher education institutions 

that are financed from the state budget and are 

focused primarily to accomplishment of 

organizational missions within the planned budget) 

and profit-oriented organizations. 

 

 
Figure 2. BSC strategic objectives map of doctoral study 

 

Higher education institutions, which are primarily 

geared towards the achievement of their mission, 

want to increase or maintain the quality of service. At 

the other hand they need to remain within the 

limitation of their budget as a portion of higher 

education budget within the state budget. Therefore, 

the schedule of some perspective within which define 

the objectives, actions and measures to achieve the 

objectives are different for non-profit and for-profit 

organizations [4]. 

In Fig. 2 BSC strategic objectives map of doctoral 

study is proposed and the layout for BSC perspective 

for higher education institutions (generic for doctoral 

study) is shown. In strategic map for higher education 

or doctoral study five generic perspectives were used: 

1) Mission perspective, 2) User perspective, 3) 

Learning and Growth perspective, 4) Internal process 

perspective and 5) Financial perspective. Within the 

proposed perspectives a generic performance 

objectives are deployed and interconnected. 

The Financial perspective generally includes two 

generic objectives concerning the increase of revenue 

and reduction of costs. Sense higher education is non-

profit institution and mainly funded from national 

budget this perspective gets another weight and can 

be stated as two limitational objectives: Deliver 

planned activities within Budget and Provide diverse 

Funding options. The goal is to provide a good 

quality of service to citizens (students) and find 

additional funding sources outside the state budget by 

transfer of knowledge to economy. The focus on 

deliver planned activities within the budget means not 

to spend more than we have and maintain or increase 

quality of service to students. In other words, the 

financial limitations influence the way of “doing 

business” and their goals in the second perspective of 

Internal Processes: Improve quality of teaching 

activities, Improve quality of administration and 

Improve quality of research activities. Next 

perspective is dealing with the learning and growth 

which is forming the future of an organization by 

defining the real objectives derived from the vision 

for the future. Sense universities are appraised by 

their distinction in research and science contribution 

the important objectives are: Support academic 

achievements progression, academic publishing and 

especially research projects. This has an impact on 

the perception of university service users. The set of 
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objectives related to users are listed in the user 

perspective: Improve student perception and improve 

industry’s perception of the doctoral study. User 

perception is crucial to the measurement of the level 

of accomplishing the universities mission of 

contributing to the society’s prosperity. This 

contribution can be expressed by following 

objectives: Contribution to scientific progression, to 

social progression and economy progression.  

The objectives read bottom to top are showing 

how activities of achieving objectives and objectives 

themselves are interconnected in order to support the 

achievement of institutions strategic orientation. 

Oppositely, read from top to bottom, objectives give 

clear guidelines of concentrating and focusing on 

what really matters in managing a doctoral study. 

 

 

7 Conclusion 
 

The analysis of doctoral studies showed that its 

specific areas and activities of “doing Business” can 

be seen as complex systems in which the unique 

organizational complexity is identified and the need 

for procedural horizontal and vertical integration in 

the execution of key business activities (processes) 

exists. Education, scientific research and quality 

management and administration are three main 

process groups which must be measured and managed 

effectively in order to allow the institution to operate 

with quality and within planned budget. For effective 

implementation of BSC methods in managing the 

business, organization must define its mission and 

vision for a future period of time; develop strategies 

to achieve the vision and objectives. The 

implementation of strategies should be monitored and 

managed by measuring the performance of business 

activities and processes. To accomplish the activities 

goals, actions and resources should also be planned 

and managed. As the complexity of resource planning 

and management systems increases with the number 

of organization hierarchical levels, then the 

requirements for its’ management are also becoming 

more complex. Therefore, the use of operational 

methods like BSC in management of doctoral 

program must be coupled with the typical 

management processes such as planning and resource 

management, monitoring and control of operations 

that are performed on a number of levels. 

Understanding management relations and the 

management levels is the first step in designing an 

effective management system and to achieve strategic 

objectives. 
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Abstract. This paper explores modern open-source 

cloud platforms giving insight into the theoretical 

concepts they are based on, along with the analysis of 

challenges they face when deployed in business 

environment. In the first part of the paper, theoretical 

concepts like cloud computing, virtualization and 

software as a service paradigm, which form the basis 

for this new concept – the SaaS cloud platform, are 

discussed. Afterwards, the analysis of performance 

and deployment issues of the two most prominent 

open-source platforms Ulteo and LTSP Cluster is 

presented. We also discuss proposed solution to the 

issue of user application profile persistence between 

sessions. 

 
Keywords. SaaS Cloud, Virtualization, Open Source 

 

1 Introduction  
 

Recent advances in deployment and reliability of fast 

wide-area networks combined with high performance 

inexpensive server computers and virtualization 

technologies available for commodity hardware are 

key enabling technologies for successful 

implementation of cloud computing [3]. Important 

factor for its acceptance presents pressure to reduce 

IT costs and increase scalability of the software 

solutions. Today cloud computing is becoming 

pervasive, and serve as primary source of computing 

power in a board range of applications from personal 

and enterprise computing applications to high 

performance computing.  

 The SaaS Cloud platform emerges as a unification 

of cloud computing and “software as a service” 

paradigm. The necessity for replacing traditional 

software products in different application areas from 

education, business to government is present and a lot 

of effort is engaged into devising adequate SaaS 

Cloud platform solutions to replace the existing 

traditional software solutions. 

 While proprietary cloud solutions are striving to 

be as much aligned with customer needs as possible 

by providing almost any type of service needed, they 

tend to keep the customer in a vendor lock-in 

position. On the other hand, open-source solutions 

maintain a broader perspective by producing more 

generic solutions diverse enough to satisfy the 

majority of potential users while maintaining its main 

stronghold – the reduced Total Cost of Ownership 

(TCO). What is more, open-source sets high standards 

when it comes to portability and cross-platform 

compatibility with both other open-source and 

commercial software.   

 In the following chapters we discuss foundations 

of SaaS Cloud platforms, existing open source 

solutions and their shortcomings concerning 

performance and deployment. 

 

2 SaaS Cloud Platforms  
 

Cloud computing is a way of unifying various 

computer resources (hardware and software) in order 

to deliver them as services to customers. According to 

[1] the exact definition would be: 

A large-scale distributed computing paradigm that 

is driven by economies of scale, in which a pool of 

abstracted virtualized, dynamically-scalable, 

managed computing power, storage, platforms, 

and services are delivered on demand to external 

customers over the Internet. 

It is also important to emphasise that the allocation of 

resources should be dynamically handled without any 

major intervention from the service provider.  

 There are several concepts Cloud Computing 

draws heavily on and a distributed computing 

paradigm is the most important one. Clouds are 

massively parallel, encapsulated as an abstract entity 

from an outside perspective and the services they 

provide can be dynamically configured and delivered 

on demand. There is also a strong liaison with Grid 

computing – Clouds can be perceived as the next step 

in evolution of Grid. Finally, the business model of 

Cloud Computing is manifestation of Utility 

Computing since the billing model “pay per use” is no 

different form the one for the basic utilities. 

 According to the level of services delivered, three 

main types of Clouds, which client can access, are 

distinguished. Each type represents one level, and 

each level is the upgrade of the previous one. The 

basic level delivers computer infrastructure (virtual 
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machines, data storage, network resources) on 

demand and it corresponds to IaaS Cloud type. Next 

level, the PaaS Cloud type, delivers a computing 

platform typically including operating system, 

programming language execution environment, 

database, and web server required mostly by 

application developers. On the top there is the SaaS 

Cloud which provides all types of business 

applications making the system below transparent to 

the end user, Figure 1. 

 

2.1. Virtualization 
 

In computing, virtualization refers to the ability to 

create virtual (logical) instead of real (physical) 

versions of hardware, data storage, network or 

operating systems and installed applications where the 

framework partitions the real (physical) resources. 

 As in Cloud Computing, the levelling approach 

can be applied in virtualization likewise [5]. Figure 2 

shows the different levels of virtualization 

corresponding to resource virtualized.  

 Network-level Virtualization refers to making real 

network resources transparent to end user thus 

adjusting virtual network topology to current needs 

[7]. 

 Hiding real characteristics of the storage system, 

dividing it into parts which appear to end user as a 

whole is the task of Storage Virtualization [8]. 

 The ability to virtually divide one physical system 

into multiple parts and vice versa - unify multiple 

physical systems into one is a characteristic of 

Process Virtualization – the backbone of almost every 

Cloud.  

 The top two levels: Application and Access 

Virtualization are the most abstract and most 

important for building SaaS Cloud.  

 Application Virtualization enables application 

execution on client computer without installation. The 

server, which has the application installed, creates a 

virtual package which encompasses environment for 

application execution on client computer. The server 

delivers this package on demand, and the application 

runs on client computer completely oblivious of the 

fact that it is not installed on the client. Despite this 

isolation, the application, with the help from its 

container package, can still communicate with the 

client host OS and access other applications and 

hardware on the host.  

 The alternative for accessing an application that is 

not installed locally is through Access Virtualization 

(sometimes referred to as Presentation Virtualization), 

which abstracts application execution from its 

presentation. While the application runs on server, 

presentation data is transferred through the network to 

client that establishes a session with the server. This 

way multiple users can run the same application in 

parallel.  This technology is based on X Window 

system, which uses SSH protocol for network 

transfer, and is used on Unix-based systems. 

Microsoft has developed its own Remote Desktop 

Protocol (RDP) with server and client solutions and is 

currently the only way presentation of Microsoft 

applications can be virtualized.  

 

2.2. Software as a Service 
 

The final building block for SaaS Cloud is “software 

as a service” paradigm which implies having 

applications installed on a server computer and 

delivering them over network to clients as services on 

demand. The main idea of this model is to separate 

owning software from it use [9]. Application is 

provided as a service and delivered to clients through 

application or presentation virtualization. 

 SaaS, in its core, relies on the basic principles of 

SOA whose definition according to W3C [10] is: 

“A set of components that can be invoked and 

whose interface descriptions can be published and 

discovered.” 

 SOA is not limited by a single technology 

although the SOAP protocol and web services are by 

far the most common representatives of this 

architecture. They have a public interface in XML 

format that other parties can discover and use for 

communication over internet protocols – HTTP above 

all [10, 11]. 

 SaaS, as used in the clouds, automatically 

discovers available software services, communicates 

over public interfaces with the service provider and 

 

 

Figure 2. Levels of Virtualization 

 

 

 

 

 

 

Figure 1. Cloud types 
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sets up a session. Available software services are 

automatically discovered by client through a “service 

registry” followed by setting up a session between the 

client and the application server. The discovery of the 

services and connection negotiation can be conducted 

directly or through an intermediate (session manager / 

connection broker) which is much more often the 

case. Service registry is maintained by cloud provider. 

This process is shown on Figure 3.  

 In SaaS Cloud, user operating environment is built 

dynamically, each time by a combination of different 

services according to user needs. 

 

3 Overview of existing solutions 
 

While there are many proprietary solutions for 

building SaaS Cloud, the offer of open-source 

alternatives is rather modest. What is more, when 

comparing the features of one of the most prominent 

proprietary solutions – the XenApp by Citrix with 

available open-source alternatives, most solutions 

have many serious shortcomings [6].  

 Available open source solutions were compared 

against each other and XenApp as a commercial 

opponent in six categories representing most 

important features of SaaS cloud solution [11]: the 

method of application delivery (application or 

presentation virtualization), support for Windows and 

Linux application servers, protocols supporting, 

ability to load balance, ability to integrate with other 

services (file servers, printers, active directories...) 

and finally how well the solution was documented. 

Only two among them have proven to be alternatives 

worth considering: Ulteo OVD and LTSP – Cluster.   

 The two best open-source SaaS Cloud platforms 

provide effective solution for building a cloud. In fact, 

in some ways they are quite ahead of their proprietary 

opponents, especially when it comes to support for 

Linux-based applications which are completely 

neglected by most proprietary solutions. Other than 

that, they give a considerable amount of control to the 

cloud administrators who can, with reasonable effort 

input, fine tune the system to suite the given 

requirements. However, there are some noticeable 

performance and deployment issues, discussed in the 

next two chapters, which should be resolved in future 

development. 
 

4 Performance issues 
 

The basic SaaS cloud platform is characterised by 

flexibility and capability to scale on user demand. 

These characteristics establish significant 

requirements on cloud resources such as CPU, 

memory, cache, disk storage, network traffic as well 

as process speed, system-user-response time, task 

speed, transaction speed and latency [12]. 

 Utilising SaaS in private (or public) cloud 

environment, where multiple SaaS instances and 

cloud-based applications are being run simultaneously 

by multiple users, load balancing is considered as 

critical performance issue affecting scalability and 

availability. 

 

4.1. Load balancing 
 

Load balancing is a process of reassigning the jobs to 

the individual computing nodes in the cloud. This 

helps maximising the throughput of the system thus 

improving the response time for each job. Besides this 

performance endorsement, load balancers serve to 

promote availability of cloud resources. 

 The goal of running applications in Cloud is to 

have a server farm with high redundancy of installed 

software – single application is installed on multiple 

application servers. This configuration helps to 

improve reliability because it is considered that there 

always exists a spare server to transfer the user to if 

 

Figure 3. SaaS service discovery 

 

 

 

 

 

 

Table 1. SaaS Cloud solutions comparison 

 
Virtualization 

method 

OS 

support 

Visualization 

method 
Loadbalancing 

Integration with other 

services (LDAP, NFS, 

SAMBA...) 

Well 

documented 

Ulteo presentation v. Linux, Windows X, RDP yes yes yes 

LTSP Cluster presentation v. Linux, Windows X, RDP yes yes yes 

LTSP presentation v. Linux* X no poor*** no 

Cameyo application v. Windows  N/A** N/A** no no 

Citrix XenApp pres. & app. v. Windows  RDP yes yes yes 
 
* Can support windows through rdesktop but only as a connection to predefined computer 

** Not documented 

*** Most services are either not supported or not documented  
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one fails.  In case when multiple users access the 

same application simultaneously they should be 

dispatched to different servers thus achieving 

balanced performance and usage-level.  

 On tested platforms dispatching policy is a bit 

altered. If user has already an established session with 

application server and tries to run another application 

that is also available on that server, the application 

will be scheduled on that server even if other servers, 

which provide the same service, are exists and could 

accept request. Currently, load balancing takes into 

account new users only, which are dispatched 

correctly across the server farm. 

 Although there is a rationale behind this way of 

implementation, since it minimizes the need for 

duplication of user data across multiple servers it can 

lead to overload of one server while others remain 

underused.  

 

4.2. Availability 
 

Most prominent solutions like Ulteo and LTSP 

Cluster are based on presentation virtualization 

instead of application virtualization. This leads to 

high dependency on network connection between 

client and service provider because the application 

runs on the server side and only I/O traffic is streamed 

between the client and the application server. The 

availability and performance of this type of system 

strongly correlates with the level of network service 

in-between. Two major problems are present, the first 

one the availability of network connection and the 

second one the throughput of the network when 

working with large data streams. 

 In situation when application server, which has 

established sessions with one or more clients, crashes, 

all sessions are instantly terminated. However, users 

can immediately log back into the system and will be 

redirected to other available servers. The availability 

of the system as a whole is preserved, although 

without transparent session transfer from the failing 

server to any other available server. This should 

definitely be taken into consideration in future 

development.  

 Implementation of transparent session transfer 

could also resolve the issue of previously discussed 

load balancing. 

 

4.3. Virtualization overhead 
 

As mentioned earlier, SaaS principle can be realised 

by either of the two levels of virtualization – 

application and presentation virtualization.  

Both Ulteo and LTSP Cluster rely on presentation 

virtualization thus creating more virtualization 

overhead than application virtualization.  

 The most prominent manifestation of this 

overhead is created network traffic since the I/O data 

constantly needs to be transferred through network. 

Standard benchmarks do not give a straightforward 

indication of performance that is relevant for 

interactive applications in SaaS environment where 

one of the most important parameter is system 

responsiveness perceived by the user. However, there 

are several tools to monitor system state. Some of 

them are comprehensive suites that include variety of 

utilities and functions to monitor bear system 

performances such as Zabbix. 

 Several task-oriented benchmark tests were 

conducted along with the examination of user 

experience compared to desktop applications.  

 The test environment consisted of two Windows 

and two Linux application  servers along with the 

central hub, which acted both as session manager and 

a web server to which clients connected through their 

browsers. All servers had the same basic hardware 

features: Intel Xeon dual-core CPU, 4 GB of RAM 

and 50 GB hard drive space with operating systems - 

Windows 2008 R2 and Debian Squeeze. Nineteen 

users in total were testing the services (applications) 

provided by this Cloud and expressed their level of 

satisfaction afterwards in questionnaire. These results, 

given in Table 2, show that user experience with the 

use of applications, provided by cloud, is at 

satisfactory level – very close to desktop 

environment. The only standout is noticeable for 

multimedia applications whose performance was 

dissatisfactory for 26 percent of users (5). 

 The dissatisfaction of part of users with 

performance of multimedia applications is justified by 

detailed log examination that shows the correlation 

between processing activities of application servers 

tested and network traffic they created. This is most 

notable when working with high-quality multimedia 

files. In this case low network throughput results in 

serious decrease of sound/image quality and 

unacceptable glitches during play occur. 

 Figure 4 presents processor load during one test 

and corresponding number of processes activated. It is 

noticeable that number of processes is accumulated 

during work - even though all users were not active 

all the time, which is shown by the level of processor 

load, the number of processes remained almost the 

same after reaching a certain level – the point where 

all the users logged in.  

 On the corresponding network traffic load it is 

Table 2. User evaluation of service quality 

 

Not 

satisfactory 
Satisfactory Excellent 

Office  

applications 
 ✓  

Multimedia 

applications 
✓(5) ✓(14)  

Small desktop 

spplications 
  ✓ 

 
  

Type of 

application 

Satisfaction 

level 
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interesting to notice a great peak just after 4 pm, 

Figure 5. It was the end of working hours at the 

company and all users were simultaneously logging 

out of the system, which created significant network 

load.  

 Since all applications are accessed through special 

Java/NX containers, which emulate terminals in 

seamless mode, some overhead appears there too. 

However, it is not perceivable during regular 

operation of client machines. 

 

5 Deployment issues 
 

Although, on-site software systems could offer 

significant degree of information security, the main 

stronghold of SaaS solutions lies in the fact that the 

software could be accessed remotely through a web 

browser which considerably decreases software 

installation, maintenance cost and contributes to 

mobility and portability.  

 Relying on open source solutions to build SaaS 

Cloud decreases software cost but requires additional 

effort to achieve certain functionality available in 

proprietary products. The following section describes 

our implementation of a missing functionality – 

persistence of user data between sessions but also 

discusses a possible obstacle encountered when using 

proprietary software on SaaS cloud platforms. 

 

5.1. User application profile management 
 

User application profile management ensures that the 

user’s personal settings are applied to the applications 

used, regardless of the location and client device. 

 Saving user data between sessions, such as 

application preferences, is one of the main 

deployment issues. With each new session a 

temporary profile is created on the application 

server(s) connected. After the end of the session the 

profile is deleted along with all user data stored on 

that particular server. 

 In the environment where company is already 

maintaining distributed directory information services 

(such as Microsoft Active Directory), roaming user 

profile can be created and data can be stored in the 

directory structure. The main drawback of this 

solution is that each time all data has to be pulled 

from network, which creates unnecessary network 

load.  

 Another solution lies in the fact that user data, 

containing application preferences and history, is 

either stored in a set of files in home folder on Linux 

system or, even simpler, in a registry hive on 

Windows. The main idea is to save user settings to a 

non-volatile location on session end and to restore the 

data on the next session start.  

 To be able to do this, a close examination of the 

way user application settings were stored and 

retrieved on both platforms was performed. On 

Windows, all user preferences are stored in registry 

hive HKEY_USERS under user’s SID (security 

identifier) that can easily be obtained through user’s 

login name, and on Linux systems - in hidden folders 

and files in user’s home folder. Also, each OS has a 

set of login and logout shell scripts that manipulate 

user data and restore user preferences. These scripts 

can be modified by adding hooks - a set of shell 

scripts devised to modify system behaviour according 

to need.  

 By putting to use the results of examination 

explained above, we have modified system login and 

logout scripts to accept special hooks that, on logout 

 

 

          

 

Figure 5. Network traffic load 

 

 

 

 

 

 

           Figure 4. System load 

 

 

 

 

 

           
Figure 6. Application Profile Handling Sequence 

Diagram 
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copy user data to specialised user profile storage and, 

on the next login retrieve the data and copy it over 

newly created registry hive/home folder. Although 

each time user logs into system, a completely new 

profile is created, these scripts restore data from 

previous session from user profile storage. The whole 

process is transparent for the user and imposes 

minimal overhead. Sequence diagram shown on 

Figure 6 depicts the implemented protocol. 

 We believe that this tweak can be a good starting 

point for future development to resolve this issue. 

 

5.2. Proprietary software 
 

Many large software companies provide a cloud 

version of their software and encourage users, who do 

not want to maintain a local installation, to subscribe 

to these services rather than to set up their own cloud. 

Others are simply not ready for the cloud market yet, 

hence they have a licensing model that SaaS cloud 

provider does not profit from [2]. 

 Application servers running Microsoft Windows 

operating system can be accessed only through 

Microsoft Remote Desktop Services which use RDP - 

a proprietary protocol. To ensure legal use of this 

proprietary software, according to the current 

situation, each user who has remote access has to 

have an RDS license and a special roaming licence for 

Microsoft application (Office, Visio etc.). The 

situation is similar with other proprietary software and 

should be carefully taken into consideration at 

planning stage. 

 Depending on the number of users and amount of 

proprietary software the cost of setting up this type of 

cloud could even bring the cost effectiveness of this 

venture into question.  

 

6 Conclusion 
 

After a careful consideration it can be said, without 

any hesitation, the best two open-source SaaS Cloud 

platform solutions are worthy opponents to their 

proprietary counterparts. They provide various 

functionalities that satisfy most companies’ needs in 

area of SaaS Cloud computing.   

 In contrast to proprietary solutions, they provide 

full support for heterogeneous integration with Linux 

application servers and other open-source software. 

What is more, integration with other services such as 

file servers, printers, remote directories etc. is fully 

supported and constantly in development. 

 Our test environment confirmed negligible 

virtualization overhead mostly concerning network 

performance. Also, a deployment issue concerning 

persistence of user data between sessions was 

addressed and a possible solution to the problem was 

presented.   

 Having in mind that this area of software 

development has just begun its development, we 

believe that present issues will be resolved in future to 

come and open-source SaaS Cloud platforms have a 

good perspective.  

 

7 Acknowledgments 
 
 

We would like to thank the University Computer 

Centre (SRCE) of University of Zagreb, Croatia and 

especially to Dobriša Dobrenić and Damir Glavač for 

their contributions to the project and their assistance 

in system realization. 

 

 

References 
 
[1] Foster, I.; Zhao, J.; Raicu, I.; Lu, S. “Cloud Computing 

and Grid Computing 360-Degree Compared”. Grid 

Computing Environments Workshop, 2008. GCE '08, 

Texas, USA, 2008. 

[2] Armburst, M.; Fox, A.; Griffith, R. et al. “A View of 

Cloud Computing”. Communications of the ACM. 

53(4), 2010. 

[3] Vouk, M.A. “Cloud Computing – Issues, Research and 

Implementations”. Journal of Computing and 

Information Technology. 16(4). pp. 235-246. 2008 

[4] Sahoo, J.; Mohapatra, S.; Lath, R. “Virtualization: A 

Survey on Concepts, Taxonomy and Associated 

Security Issues”. Second International Conference on 

Computer and Network Technology, Thailand, 2010. 

[5] Kusnetzky, D. “Virtualization is More than Virtual 

Machine Software”, 2007, 

www.kusnetzky.net/publications/ImpactPapers/200708

29_Virtualization_is_more_than_VM.pdf, April 2013. 

[6] Fallenbeck, N.; Picht, H.; Smith, M.; Freisleben, B.  

“Xen and the Art of Cluster Scheduling”. 2nd 

International Workshop on Virtualization Technology 

in Distributed Computing - ICAC, USA, 2006.  

[7] Moshafar, N.M.; Chowdhury, K.; Boutaba, R. “A 

survey of network virtualization”. Computer Networks. 

54(4), 2010. 

[8] Singh, A.; Korupolu, M.; Mohapatra, D. “Server-

storage virtualization: integration and load balancing in 

data centres”. 2008 ACM/IEEE conference on 

Supercomputing, USA, 2008. 

[9] Turner, M.; Budgen, D.; Brereton, P.  “Turning 

software into a service”. Computer. 36(10). pp. 38-44. 

2003. 

[10] Mohan, A.; Knight, C.; Munro, M. “Understanding 

service-oriented software”, IEEE Software. 21(3), 

2004. 

[11] Cusumano, M. “Cloud computing and SaaS as new 

computing platforms”. Communications of the ACM. 

53(4), 2010. 

[12] Lee, J.Y.; Lee, J.W.; Cheun, D.W., Kim, S.D. “A 

Quality Model for Evaluating Software-as-a-Service in 

Cloud Computing”. Seventh ACIS International 

Conference on Software Engineering Research, 

Management and Applications, Italy, 2009. 

[13] Voras, I.; Mihaljević, B.; Orlić, M.; Pletikosa, M.; 

Žagar, M. Et al. “Evaluating Open-Source Cloud 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 101 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



 

 

Computing Solutions”. 34th International Convention 

for Information and Communication Technology, 

Electronics and Microelectronics (MIPRO), Croatia, 

2011. 

[14] Popović, K.; Hocenski, Ž. “Cloud computing security 

issues and challenges”. 33th International Convention 

for Information and Communication Technology, 

Electronics and Microelectronics (MIPRO), Croatia, 

2010. 

 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 102 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 103 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



 

IT Capability Review  

 

Neven Pintarić 

University of Zadar 

Mihovila Pavlinovića bb, 23000 Zadar, Croatia 
neven@unizd.hr 

 

 

Tomislav Bronzin 

Citus d.o.o. 

Dragutina Golika, 10000 Zagreb, Croatia 
tbronzin@citus.hr 

 
Abstract. IT Capability has been studied for many 

years. The aim of this paper is to investigate how IT 

Capability has been defined, which are its basic factors 

and whether there are methods for the development of 

IT Capability. The research is based on the existing 

literature, models and frameworks. It shows that IT 

Capability is associated with competencies (skills and 

knowledge) and IT resource (infrastructure). The 

development of IT Capability is possible by taking into 

account the maturity level. The research shows the 

need for linking IT Capability with business 

capabilities as well as the development and assessment 

of maturity levels. 
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1 Introduction 
 

The current business of organizations can be 

described as internationalized, interconnected, 

surrounded by a variety of services (e.g. Google 

Apps, Apple Store, Ovi Store, Microsoft Office 

365, Windows Live, Kindle eBooks), 

technological solutions (iPad, Tablet, Cloud, 

Kindle), and affected by different chaotic events 

in the environment and the world (the crisis, new 

competition). 

The application of IT within an organization 

can be traced through several stages. The initial 

phase refers to the support of administrative 

actions in business, and is provided by 

automation, control and communication through 

IT. This stage can be seen in the organizations that 

have accounting supported by IT and internal and 

external communication (e-mail, web). The 

extension of this stage can be traced through the 

creation of IT solutions that enable automation 

and control a wider range of business processes 

(e.g. manufacturing, banking). The most 

important phase of IT adoption within the 

enterprise is realized through a transformational 

stage. At this stage, the IT influences, changes and 

provides new forms of business, becomes a 

strategic partner within the organization, and is 

focused on generating value. 

Apple has the service iTunes. If we look at 

what Apple has done through iTunes, then we can 

see that it is based on the construction, integration, 

reconfiguration and connection of different 

resources: Internet, shops, software support for 

digital rights, content distribution device (iPod, 

iPad), and a number of related activities 

(innovation, quality, design). It has created an 

effective business model which has ensured the 

continuity of outcomes, competitiveness and 

created value. 

The contribution of Apple in achieving this 

success can be found in the IT Capability. IT 

Capability, according to Henderson and 

Vankatraman [9] refers to the factors upon which 

the organizations differ in the efectiveness of 

using IT in business transformation. Research 

papers [7], [12], [19] show that IT Capability is 

important in achieving positive business impacts, 

and the research [16] shows that it cannot be 

purchased on the market as a finished product, but 

must be developed over time. 

Given the importance of IT in creating and 

achieving business value and outcomes, the 

management is challenged how to create IT 

Capability in current conditions as well as how to 

link them to business and organizational 

capability in order to create business effect and 

value. 

In this paper we start out from the following 

research questions: How is IT Capability defined 

and which are the basic characteristics of IT 

Capability? What framework (methods) does 

exist for the development and establishment of IT 

Capability?  
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2 Research framework 
 

In order to achieve the objectives of this study, 

we used the methodological procedure proposed 

by Webster and Watson [21]. 

The time frame used for the research is the 

period from 2004 to 2011. To ensure that we have 

taken into account relevant research papers, we 

first analyzed the research papers in leading 

journals in the field of information systems. To 

determine the leading journals, we took the 

classification of the Association for Information 

System. According to this classification, the 

leading journals in this field are: MIS Quarterly, 

Information System Research, Communications 

of the ACM, Management Science and Journal of 

Management Information Systems. 

The next step in gathering relevant research 

was to search the database of the journal Science 

Direct, Scopus, ACM Digital Library and AIS. 

Searching in these databases was done with 

logical expressions ("Information Technology", 

"IT") AND ("capability" OR "capabilities"). In 

order to include Croatian research, we searched 

the database of journals Hrčak, and the Journal of 

Information System, Journal of Computing and 

Information Technology. 

The papers were analyzed with focus on 

understanding and determining which phenomena 

are present in this area. Hevner and Chatterjee 

[10] describe a phenomenon as a set of behaviors 

of an entity that are in the interest of researchers 

and communities, and is understood as knowledge 

that allows predicting the behavior of certain 

aspects of the phenomena. The necessity to study 

the phenomena is indicated by Carlie and 

Christensen [2], who define them with the term 

constructs. The constructs are described as an 

abstraction from many details, which help us in 

understanding and visualization. 

In order to make a comprehensive study, we 

took into account models and frameworks. A 

model provides a schematic description of a 

system, theory, or phenomenon that accounts for 

its known or inferred properties and may be used 

for further study of its characteristics. A 

framework directs us to the fundamental structure 

and a set of assumptions, concepts, values, and 

practices that constitutes a way of viewing reality. 
 

 

 

 

 

3 Analysis 
 

3.1 Conceptual and terminological 

definition 

 
Through a variety of perspectives and relations to 

the present day, a series of studies has been 

conducted on the topic of IT Capability. Research 

shows that there is no single definition of IT 

Capability. 

IT Capability, according to Wilcocks et al. [22, 

p. 29] focuses on the skills and knowledge, and is 

defined as "a distinctive set of human resources-

based  skills, orientations, attitudes, motivations 

and behaviors that have the potential, in suitable 

contexts, to contribute to achieving specific 

activities and influencing business performance.”  

Another aspect is given by Stoel and Muhann 

[20] who include IT resources when defining IT 

Capability, and describe it as a complex set of IT 

resources, skills and knowledge generated within 

the business process, which allow enterprises to 

coordinate activities and to use IT resources to 

achieve the desired results. Bharadwaj is in line 

with this and he describes IT Capability in three 

categories [24]: the IT infrastructure, IT human 

resources and IT intangible assets. Viewing what 

IT Capability is, Ross et al. [18] determined that 

it refers to highly competent human resources, 

technological base and a strong correlation 

between IT and business management. 

Peppard and Ward [17] provide a different 

view of what the Capability is, explaining that it 

is the set of skills and knowledge related to the 

competencies upon which individual 

organizations deploy and utilize resource and 

organizational process to achieve the effect. 

According to them Capability denotes the 

strategic application of competencies in achieving 

organizational goals. 

Considering the previous description, the IT 

Capability can be described as a bond of 

competencies (skills and knowledge) and IT 

resources (infrastructure) which is created by a 

particular organization and is implemented 

through activities to achieve business objectives. 

 
3.1.2 Competencies  

Competencies can be described as a set of 

knowledge and skills, abilities which allow a 

person to do business activities or to solve various 

situations. 

Human resources should have a combination 

of technical capability [8], [3], [13]; business 
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management capability [8], [3], [13] as well as 

behavioral capability [18].  

Behavioral capability encompasses the 

interpersonal and management skills of IT 

personnel to interact with and manage others. 

Technical capability results from the technical 

knowledge and skills associated with the creation, 

access, acceptance, and manage technologies.  

In analyzing what is important in technical 

capability, Madanmohan  et al. [14] emphasize the 

importance of technological transfer (internal, 

external), which is realized through: Investment 

Capabilities, Operational Capability and Learning 

Capabilities. Investment Capabilities are 

associated with the skills and information 

necessary for identifying feasible investment 

projects, for identifying and purchasing 

technology, for development, engineering and 

maintenance of the technological projects. 

Operational Capability refers to the skills and 

information required for acceptance, establishing 

functionality, repairing and maintenance of 

technology in order to increase production and 

efficiency. Learning Capability refers to skills and 

information needed for generating the technical 

and organizational changes, and managing them. 

Business management capability, according to 

Kohli and Grover [11], indicates understanding of 

the market (environment), the organizational 

context and implementing of business practices in 

order to achieve strategic and operational goals. 

Stoel and Muhana [20] separate these capabilities 

into internal and external. External cover the 

bundles of IT-related resources, skills and 

knowledge that help businesses to detect and 

respond to market changes and changing needs of 

consumers and suppliers. Internal capabilities are 

bundles of IT-related resources, skills and 

accumulated knowledge that help the firm to offer 

reliable products and services and minimize 

overhead costs. 

A further elaboration of business management 

capability is given by Lin and Hsia [13], who 

focus on the ability to recognize market 

opportunities, generate new values, business 

model transformation and absorption of new 

knowledge and skills, which include: fostering 

business agility and market responsiveness, 

identifying customer value proposition, 

reinventing established business models, and 

developing enterprise absorptive capacity. 

Fostering business agility is focused on the 

timely identification of market changes and 

business opportunities, as well as looking at the 

possible opportunities in order to take up the 

business innovation. Market responsiveness is 

linked to the ability to observe changes in 

technology, market and customer needs by 

continuous analyzing the business environment. 

Customer value proposition assumes that the new 

business model requires a clear definition of 

business value to the customer. It represents a 

firm's routines in assessing, understanding, and 

communicating customer value signals in the 

markets. Reinvention implies that a firm can 

deploy solutions with proper inputs, match them 

with business opportunities, deliver innovative 

products and services for customer value creation, 

design and profit formulas for execution, and 

commit to reconfiguring its key resources and 

processes. This capability comprises the routines 

for change management, organizational 

commitment, and a culture that embraces business 

transformation. Enterprise absorptive capacity 

refers to the ability to continuously acquire, adopt, 

assimilate and exploit e-business innovations. 

Further expansion of competencies comprising 

and expanding previously mentioned behavioral, 

technical and business capability can be seen in 

framework Nine Core IS Capabilities, defined by 

Wilcocks and Fenny. 

They proceed from three basic elements: 

Business and IT vision, Design of IT architecture 

and IT Delivery whose overlapping creates an 

area for Governance. The focus in this framework 

lies in areas of overlapping between the elements. 

Overlaps define competencies. The following 9 

competencies are defined [22]: Leadership 

(integration of IT with business objectives and 

activities, and IT has to provide value), Business 

systems thinking (IT technological capabilities 

are provided for each process), Relationship 

building (dialogue between business users and IT 

specialists is established), Architecture planning 

(IT platform which enables functionality in 

relation to future requirements is established), 

Making technology work (quickly resolve IT 

problems), Informed buying (analysis of foreign 

markets), Contract facilitation (providing that the 

problems and conflicts are solvable for long-term 

relationships), Contract monitoring (determining 

how successful the existing services are with 

respect to established standards) Vendor 

development (identifying which added value can 

be achieved through external suppliers). 

Comprehensive view of the competencies, as 

well as their linking in organization  is provided 

with framework IS competencies, defined by 

Peppard and Ward in 2004. Competencies are 

given in 6 basic domains [17]: strategy, defining 
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the IS contribution, defining the IT Capability, 

exploitation, delivering solutions, supply and 26 

sub-domains of competencies.  

Through the formulation of strategy it is 

necessary to ensure competencies which enable 

the formulation of business strategies, incorporate 

the potential of new technology, management and 

investment governance. The IS contribution 

domain requires competencies associated with the 

definition of the IT portfolio, IT alignment, 

business process design based on best business 

practices, and taking research activity for 

innovation. The IT Capability domain is related to 

translate the business strategy into long term 

information architectures, technology and 

resourcing plans that enable the implementation 

of the strategy (i.e. the IT strategy).  

Competencies within the Exploitation domain are 

related to identification, monitoring, measuring, 

implementation and evaluation of the benefits of 

IT investments. Deliver Solutions and Supply 

domains are linked to the competencies that are 

required for IT management at the operational 

level, and defining success criteria. 

Preliminary considerations and framework 

not indicated how an organization acquires initial 

(or new) competencies. Through technology 

transfer it can be ensured for organizations to 

achive initial (or new) knowledge and skills to 

help them in developing and applying IT. 

Technology transfer allow us to organization such 

as: USAID (United States Agency for 

international Development), GIZ (Deutsche 

Gesellschaft für Internationale Zusammenarbeit), 

Microsoft, CISCO, Intel, Hewlett Packard etc. 

Most of the efforts/projects have been developed 

as public-private partnership between 

development organizations and private partners. 

Their efforts can be summarized in four pillars: 

 Education / Knowledge Transfer Pillar  

 Information Pillar 

 Networking Pillar  

 Solution Accelerator Pillar 

Education / Knowledge Transfer Pillar 

provides competence development (at lower cost) 

in 3 areas: business management, technology 

knowledge and soft skills. This pillar has been 

implemented as a complement to the formal 

education in an innovative way that is fostering 

team work, project management and problem 

solving approach, rather than learning facts and 

figures. 

Information Pillar provides information about 

available resources, both business and technology 

wise. Through this pillar information such as 

market information and outsourcing information 

are made available. 

Networking Pillar enables communication 

and collaboration between IT experts, business 

professionals, organizations, professional 

organizations, IT vendors, governments, 

academic institutions etc. But most important is 

that this pillar enables partnering and 

collaboration across different industries/sectors 

and within IT sector. 

Solution Accelerator Pillar provides resources 

in the form of development and testing labs, 

certification facilities and possibility to 

implement proof-of-concept projects and 

demonstration facilities, all of that through hands-

on engagement. 

 

   
3.1.3 IT infrastructure resources  

IT infrastructure resources are a set of IT 

resources that are the basis for current and future 

business systems. The traditional definition of IT 

infrastructure resources is associated with a set of 

technological resources (e.g. hardware, operating 

systems), networks, telecommunication 

technologies, data and core applications. The 

extension of the definition is given by QI et al. 

[16]; it consists of 4 components: 

• Shared technological components - include 

hardware, software, networks, database, 

communication. This is the foundation of IT 

infrastructure; 

•  IT Human Resources - composed of human and 

organizational knowledge, skills, standards, 

experience, etc.., which translate IT technological 

components into a reliable set of understandable, 

shared IT services that business people can 

understand; 

•  Shared IT services - include network service, 

system management, security management, 

provision of an extranet capability, or 

management of large scale data processing. The 

orientation is to get effective IT services based on 

IT components and IT human resources; 

•  Shared IT applications - these components are 

relatively stable IT applications, which directly 

support business processes, such as human 

resource management, budgeting, accounting, 

purchasing, enterprise resource planning and 

other. 

Categorization infrastructure IT Capability is 

given by [16]: sharing capability, service 

capability and flexibility. Sharing capability 

represents the efficiency of the IT infrastructure in 

providing interlinkage homogenus service to the 
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customers within and outside the organisation. 

The description is given through "reach" and 

"range". "Reach" refers to locations that can be 

connected via the infrastructure from local sites to 

international sites. Range determines the level of 

functionality (of services) that is shared through 

each level obtained through "reach". Service 

capability is associated with the identification of 

business requirements, are directed to the 

efficiency of existing resources. Flexibility 

denotes the capability to adapt the IT 

infrastructure in relation to the changing 

environment. Flexibility is categorized as 

technical and managerial flexibility. 

Flexibility is taken as the key IT infrastructure 

capability [5]. CIOs often rank ability to develop 

an efficient and flexible IT infrastructure as their 

most important priority in helping their 

organization achieve better performance and 

innovation. If we look at how Flexibility is 

defined at the organizational level, then it is 

described as the degree to which an organization 

possesses a variety of actual and potential 

procedures, and the rapidity by which it can 

implement these procedures to increase the 

control capability of the management and 

improve the controllability of the organization 

over its environment [6]. Flexibility allows firms 

to create innovation at lower costs compared to 

competitors, because of the adaptability of 

systems and business processes to changing 

conditions. The importance of this capability at 

the level of IT resources can be found in the 

capability of hardware, software, network 

technology; that is of the whole portfolio of 

capability system which may affect the extension 

of functionality and capacity of IT resources. 

Flexible IT infrastructure includes the 

generation and dissemination of information 

across organizational units, and includes [1]: 

scalability (IT resources must have a capacity that 

allows you to work with the increased volume of 

information without requests for additional 

resources); compatibility (retention of existing IT 

resources when adding new) and modularity 

(ability to reconfigure the IT resource). 

The example of IT Capability IT resources 

(infrastructure), in this context can be seen whit 

Cloud Computing. NIST [15] defines Cloud 

Computing as: ".. is a model for enabling 

ubiquitous, convenient, on-demand network 

access to a shared pool of configurable computing 

resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly 

provisioned and released with minimal 

management effort or service provider 

interaction. This cloud model is composed of five 

essential characteristics, three service models, 

and four deployment models." 

This is compatible with 3 out of 4 components 

that were defined by research [16]: Shared 

technological components (cloud computing: 

Resource pooling, Broad network access, Rapid 

elasticity), Shared IT services (cloud computing: 

On-demand self-service, Measured service), 

Shared IT applications (cloud computing: 

Software as a Service). 

 

 

3.2 Development and assessment of IT 

Capability  
 

IT Capability within the organization makes sense 

if it contributes to the achievement of business 

capability and business objectives. The model 

indicating the position of IT Capability is the 

Strategic Alignment Model by Peppard and Ward 

[17], which consists of these areas: Business 

strategy, IT strategy, IT operations / services and 

Business Operations. IT Capability has influence 

on all areas. 

Organizational effects are the direct result of 

business operations (e.g. customer service - 

iTunes). Weaknesses in the field of IT Capability 

have an impact on organizational performance. 

The model does not show how to use IT resources 

and competencies to achieve the effects, or which 

evaluation procedures could be used. 

Creating the IT Capability is a process that 

must be formalized, managed and controlled. 

Linking IT Capability with development and 

achieving business objectives is given by 

Wilcocks and Fenny [23]. They consider IT 

Capability through the levels of maturity (stages), 

with a focus on competencies. They identify three 

stages: delivery, reorientation and 

reorganization. The first stage in which 

competencies appear is the delivery phase. It 

includes making technology work competence, 

technical architecture and contract facilitation. 

Through the phase of reorientation they suggest 

focus of IT on operations, and the following 

competencies are included: relationship building, 

business systems thinking, informed buying and 

contract monitoring. The full scope of 

competencies is necessary within the 

reorganization phase, where IT plays the role of a 

business innovator. The disadvantage of their 

model is the omission of the initial stages, not 
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taking into account the full range of competencies 

and the absence IT infrastructure capability. 

A further extension of applying levels of 

maturity in the development and establishment of 

IT Capability can be seen within the Framework 

of IT Capability Maturity Framework (IT-CMF). 

The framework is focused on achieving Business 

Value by using IT. It is defined by Martin Curley 

and consists of four basic domains [4]: managing 

IT Budget, managing IT Capability, Managing IT 

for Business Value, and managing IT like a 

Business. The importance of this framework is 

taking maturity levels in achieving IT Capability, 

which allows us to determine the variance 

between business requirements, currently 

achieved level of IT Capability and business value 

realization. IT Capability is realized through 5 

levels of maturity. The first level is called 

Unmanaged, there is no systematic development 

of IT. The second level is called Technology 

Supplier, where IT is considered as a cost center 

with a focus on reducing costs. The third level is 

called the Technical Expert within which IT 

provides services together with the control of 

performance and cost. IT is a source of technical 

expertise. The fourth level is called Strategic 

business partner where IT leadership is integrated 

in business leadership. IT provides solutions 

which provide value to individual business areas. 

The fifth level is called Strategic core 

competencies in which steady stream of IT 

solutions provides competitive advantage and IT 

is recognized as a differentiating core 

competency. 

 

4 Conclusion and Further Research 
 

Based on our research and experience in working 

within IT field, the first step in evaluating IT 

Capability is to provide the appropriate context. 

For example, different countries and their 

business and social environment provide different 

context and environment that influences the 

evaluation of IT Capability. Other factor that 

needs to be included in creating the context is the 

dimension of time. 

As we already mentioned, IT Capability can be 

described using combination of competencies 

(knowledge and skill) and IT resources (primarily 

infrastructure). 

There are several different ways how 

necessary competencies for IT Capability can be 

developed, and this is most often connected with 

the need to innovate. People and teams involved 

in the process need to have technical, as well as 

business management capabilities combined with 

excellent soft skills. 

Everyone can agree that IT Capability is very 

important for all organizations, including the 

companies, especially in the time of crises like the 

one that stroke 2008-2012. One way of achieving 

the IT Capability is to develop competencies of 

the organization.  The other is to invest in IT 

resources (primary infrastructure). 

Based on our research, it is very hard to 

provide objective IT Capability assessment. 

Although there are models defining what to 

measure it is not clear how to provide objective 

metrics. Our intention is to continue research in 

that field, along with investigating practical 

examples of IT Capability implementation and IT 

Capability Maturity Level assessment. 
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Abstract. This paper presents an analysis of privacy 

issues and potential countermeasures in the context of 

mobile technology acceptance research. Automated 

usage tracking and user-generated content analysis 

are examples for novel methods that are utilized for 

acceptance research. These introduce privacy as a 

new issue to acceptance research. Some promissing 

countermeasures could be derived from other fields 

that make use of this kind of methods. These are 

identified, discussed and supplemented by some novel 

approaches. Living Lab environemts with a high level 

of transparency seem to mitigate most privacy 

concerns and also provide additional value to users. 
 

 
Keywords: privacy, data collection, mobile 
technology, acceptance research methods 
 
 

1 Introduction 
 
Technology acceptance research seemed to be a 
mature field of research where only a few answers 
were yet missing [4] until recently. Despite a couple 
of problems inherent to the dominant methods and 
models the field did not change a lot. Most models 
implicitly assume that acceptance is a static factor that 
does not change over time. Recent studies unveiled 
that not only the level of acceptance changes over 
time as already indicated by the results of a follow-up 
in the course of technology acceptance model (TAM) 
[6] validation but also acceptance factors themselves 
change dynamically [20]. Other studies investigated 
the assumption that actual usage is an immediate 
consequence of behavioural intention to use a 
technology. The results suggest that the immediate 
effect is questionable as quite a number of 
psychological steps occur between these two factors 
[3]. Moreover, it has been shown that behavioural 
intention is not even a satisfying predictor of actual 
technology usage [10]. Also most models neglect the 
influence of context on technology acceptance and, 
thus, on the results of technology evaluation. A recent 
analysis of environmental factors of mobile phone 

usage concluded that these may have significant 
effects on the resources of the user and on the mobile 
phone itself [12]. Even standard application such as 
contact management tools without context-aware 
functionalities gave evidence that contextual influence 
is a significant issue [18].  

Two important factors enable novel forms of 
mobile technology acceptance research and evaluation 
that address these shortcomings of traditional 
methods: First of all, new technologies and 
corresponding usage patterns produce incredible 
amounts of data, e.g. in form of location information 
or log files. Data is collected and processed for certain 
tasks such as recommendations or personalization 
issues. 

Secondly, people produce incredible amounts of 
data and often share them voluntarily with the public, 
e.g. in form of social media entries or blogs.  

Utilization of these data sources introduces novel 
privacy issues to technology acceptance research. 
Privacy as a constraint to technology acceptance has 
already been analysed before but privacy concerns 
regarding technology acceptance research methods 
have not been relevant until now. In other fields of 
application that make use of the same sort of data as 
intended in acceptance research the situation is 
different to acceptance research. In many cases the 
applications provide additional benefits to users, and 
are therefore widely accepted. The added value to 
services may, thus, be considered as one possible 
countermeasure to privacy concerns. 

The main research question that will be addressed 
by this paper is, thus: What are relevant privacy issues 
with regard to novel technology acceptance research 
methods and how can we face them?  

An analytical approach is applied to address this 
question. In a first step it will be necessary to classify 
novel research methods with regard to the privacy 
issues they have in common. These will be opposed 
by potential benefits that result from utilization of 
these research methods. The benefits are derived from 
other fields of application in which privacy has 
already been studied. 

The remainder of this paper is organized as 
follows. Section two provides an overview of 
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technology acceptance methods. The classification of 
novel technology acceptance research and their 
corresponding privacy issues is adressed in section 
three followed by a discussion of potential 
countermeasures. The paper concludes with some 
remarks from technology acceptance research practice 
and suggestions for future research. 
 
 

2 Background 
 

Traditional technology acceptance research 
primarily makes use of standardized questionnaires. 
These can provide rich data and enable statistical 
analysis but very often lack context information. 
Some recent survey-based research on technology 
acceptance did include context information in their 
research models. Mallat et al. [11] examined the use 
of a mobile ticketing service and included some 
context items (I use/expect to use mobile tickets if... 
travel card has no value or the period is expired, I 
have no cash for purchasing the ticket, I'm in a hurry 
or need the ticket fast, I need the ticket unexpectedly 
and have not prepared for purchasing it, if there are 
queues in points of ticket sale) in their survey. 
Venkatesh et al [19] included social influence and 
facilitating conditions as context factors in their 
extension of the Unified Theory of Acceptance and 
Use of technology. A recent analysis of users 
switching behaviour between fixed internet and 
mobile internet examined intentions to use mobile 
internet in future considering passing time, task-
related, social and work contextual conditions [7]. 
Most of the hypothesized effects of context turned out 
to be significant. Nevertheless, the range of included 
context dimensions was limited in all cases as one can 
only include a limited number of items in 
questionnaires. Moreover, due to the research design 
the results were self-reported context perceptions. 

In many situations the user is not aware of the 
impact of context and, thus, does not provide the 
researcher with this additional information. To get 
crucial insights, contextual inquiries are conducted in 
which the designer interviews the user directly on the 
spot where the usage takes place, e.g. on the work 
place while the user is performing tasks in order to 
gather this missing data about the usual context and 
setting [8]. Applying this method on ubiquitous 
applications causes difficulties such as location 
changes where the interviewer has to follow the user, 
and probably affects the behaviour by interrupting in 
crucial moments. This leads to a less realistic usage 
behaviour. Using user observation could also be 
problematic, because the designer has to be extremely 
close to the user, which could have a bias on the 
results, especially referring to private tasks or 
locations.  

Another approach for more authentic user 
involvement is to install an application on the mobile 
device, to give the user the possibility to give in-situ 

feedback and to get user requirements [14]. Examples 
for this kind of applications are ConTexter [21] and 
iRequire [15]. Besides that there exist several 
applications that automatically track usage behaviour. 
This kind of mechanisms is included in many 
applications that are offered in application stores, e.g. 
Google Play Store and Apple AppStore. The user is 
asked for permission to access data sources on his or 
her mobile phone when downloading an app. Very 
often the application itself does not make use of the 
data but it is required for further services, e.g. 
advertisements. 

The Living Lab approach also considers 
contextual factors of technology usage and is often 
referred to as accelerator of acceptance of innovations 
as future users are included at early stages of product 
development [13]. A Living Lab is “a user-centric 
innovation milieu built on everyday practice and 
research, with an approach that facilitates user 
influence in open and distributed innovation processes 
engaging all relevant partners in real-life contexts, 
aiming to create sustainable values” [5]. Evaluation 
methods within Living Labs are, thus, based on 
inclusion of context information with special regard to 
realism of the context in which the evaluation takes 
place. Living Lab is rather a methodology than a 
single method but it is considered in the present 
analysis due to its characteristics as an acceptance 
evaluation environment. 
 
 

3 Tackling privacy issues 
 
Prior research intended to classify privacy concerns 
into categories. A recent conceptualization of internet 
privacy concerns that is based on four empirical 
studies in different settings resulted in six main 
privacy concerns [9]: 

• Collection – refers to privacy issues that 
occur when a person is asked to provide 
information 

• Secondary usage – refers to privacy issues 
that are related to further usage of data in 
addition to the specific purpose it was 
provided for 

• Errors – refers to privacy issues that are 
related to data quality and maintenance 

• Improper access – refers to security measures 
that are taken in order to protect the provided 
data from being accessed by other people or 
organizations 

• Control – refers to a person's perception that 
he or she can decide which information is 
provided and what data is collected 

• Awareness – refers to the information being 
provided regarding the purpose of data 
collection and usage 

This classification of privacy issues is used for the 
assessment of potential privacy issues regarding novel 
technology acceptance methods. Table 1 depicts the 
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summarized results of the analysis which was 
conducted based on the methodological particularities 
inherent to the technology acceptance research 
methods.. 

 
Table 1. Potential privacy issues of five types of 

technology acceptance methods 
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standardized survey 
including context items 

x x  x  x 

contextual inquiry x  x  x x 
applications for in situ 
user feedback 

 x  x  x 

applications for 
automated behaviour 
tracking 

 x x x x  

Living Lab  x      
 

Standardized surveys that include context items 
may raise privacy issues when people are asked for 
context information. Secondary usage can be a 
relevant topic as quantitative data is often shared for 
different purposes. As data is usually collected in one 
single survey, error handling is not that important. 
Improper access issues might arise in case of online 
surveys as the user cannot tell where and how data is 
stored. Control issues are not relevant in the context 
of standardized surveys as the user can decide himself 
which questions are answered, and thus, which 
information is provided. In most cases users are not 
informed regarding the purpose of data collection and 
usage. This fact might raise awareness issues. 

Contextual inquiry is often conducted at the work 
place. Users may have privacy concerns related to 
collection when they are asked to participate. 
Moreover control issues can occur as the user cannot 
decide which information is provided as the 
researcher who conducts the inquiry takes notes from 
observation as well. The purpose of data collection 
and usage might also cause awareness issues. Users 
worry about data being used for productivity 
assessment and the like. Secondary usage and 
improper access issues are not that important in the 
case of contextual inquiries as data usually is not 
stored online. Errors might raise privacy issues as the 
user cannot even check the data for errors, and thus, 
might be afraid of erroneous information related to 
himself. 

Applications for in situ feedback and self-tracking 
cause privacy issues related to secondary usage and 
improper access as well as awareness as one provides 
a lot of information but cannot tell for what it is 
actually used or will be used in future. Data is 
transferred and stored online which might enable 

improper access. Perceptions regarding collection and 
control will be positive as the user himself decides 
which information is being published. Errors are not 
an important topic in this context. 

Automated user behaviour tracking may cause 
privacy issues on every dimension as the user himself 
does not know which behaviour is tracked, when it is 
tracked and for which purpose. Collection might be a 
topic only in case of explicit access permissions, e.g. 
most applications available in mobile app stores 
require access permissions for a big number of data 
sources on the mobile phone, even if they are not 
utilized at all. Awareness is important in cases, in 
which the user is aware of being tracked. 

Living Lab methods may raise collection issues 
when the user agrees to become a member of the 
Living Lab. As data collection purposes, secondary 
usage issues, error handling and access control are 
defined from the very beginning they do not cause 
important privacy issues. In most cases the user 
participates in the research work and is therefore not 
only object but also subject. This fact causes higher 
perceptions of control and awareness. 
 
 

4 Discussion of countermeasures  
 
Privacy threats very often initiate certain responses by 
people who perceive them (e.g. negative word-of-
mouth, direct complaint, indirect complaint, removal 
and the like) in order to protect their privacy. These 
responses are usually negative and, thus, require 
countermeasures. Several countermeasures have been 
empirically tested and discussed in different settings 
so far [17]. We will discuss information transparency, 
benefits of personalization and individual reasons 
related to the application with regard to the five types 
of technology acceptance methods. As benefits of 
personalization and individual reasons related to the 
application are too specific for being discussed in the 
context of acceptance research in general, these two 
categories are summarized in the new category – 
additional value. Activities to be set and their 
expected impact on privacy issues are outlined in 
tables 2 and 3. 

Information transparency is one of the 
countermeasures that have been suggested. 
Information transparency includes features that 
provide the user with knowledge regarding the 
information that is collected and the procedures that 
are applied to it. Information transparency seems to be 
an important issue. Nevertheless empirical studies 
indicate that people who are privacy sensitive and do 
ask for information transparency are less likely to 
participate in personalization [2]. Information 
transparency in the context of mobile technology 
acceptance can be achieved by additional 
communication efforts. There exist some constraints 
to communication activities as acceptance research 
requires realistic data. Usage behaviour, and thus, 
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data might be biased if users are completely aware of 
what is collected and what it is used for from the very 
beginning. Table 2 outlines reasonable activities that 
increase information transparency and at the same 
time do not harm the obtained results. 

 
Table 2. Information transparency in the context 

of technology acceptance methods 
 activity impact 

standardized 
survey 
including 
context items 

explanation of 
data usage and 
analysis process 
subsequently to 
interview/survey  

mitigate 
secondary usage 
and awareness 
issues; results 
can be biased if 
user is aware of 
purpose 

contextual 
inquiry 

exposing notes 
to user after 
inquiry; 
communicating 
purpose  

mitigate control 
and error issues; 
increasing 
awareness 

applications 
for in situ user 
feedback 

communicating 
purpose and data 
storage process 

support 
awareness; 
mitigate 
secondary usage 
and improper 
access issues 

applications 
for automated 
behaviour 
tracking 

obtaining 
explicit tracking 
permissions 
including details 
on data that will 
be tracked; 
communication 
data storage and 
data protection 
procedures 

improve control 
perceptions and 
collection issues; 
mitigate 
secondary usage 
and improper 
access concerns 

Living Lab  explicit 
communication 
of all data 
collection and 
usage processes 
at the beginning 
of membership 

improve 
collection issues 
in advance 

 
Benefits of personalization are also often argued 

as countermeasures to privacy concerns. In the 
context of ubiquitous commerce applications the 
effects of emergency situations have been tested [16]. 
These included personalization features that support 
fast and accurate help and, thus, an immediate benefit 
to users. Convenience is mentioned as another reason 
to accept privacy issues [1]. People are usually willing 
to provide their personal data for the benefit of easy 
access, faster processes or less complexity. Examples 
for this trade-off between privacy and convenience 
are usage of Facebook login for several services in 
order to avoid a new registration and a new password, 
usage of Google services to avoid extra login for each 

service, acceptance of recommender systems (e.g. 
amazon.com) to enable quicker purchasing decisions 
with less complex information. 

Besides actual benefits there also exist individual 
reasons for accepting services even though there are 
privacy issues. One of these reasons is identity 
presentation which is inherent to most social media 
services. An extensive analysis of reasons for sharing 
photos on online and mobile platforms, its perceived 
benefits unveiled that reasons for using this kind of 
services that have inherent privacy issues is in most 
cases connected to additional privacy issues [1]. 
Identity presentation was mentioned as an important 
reason for using such platforms but on the other hand 
the issues of image damaging are important to many 
users. According to the results of this study it is also 
important to users of such platforms to provide 
convenience to other users, e.g. make photos easily 
accessible. Examples for the impact of identity 
presentation needs on privacy concerns are the 
increasing number of personal blogs, the upcoming 
trend of ego clips, i.e. videos showing the everyday 
life of a person, and of course the usage of social 
media (e.g. Facebook) that already became part of 
people’s daily routines. 

Adding value or providing reasons is a non-trivial 
issue in the context of mobile technology acceptance 
research. Acceptance research can either make use of 
data that is available from other services that add 
value to users. This approach limits the range of 
possible results as the researcher has to focus on data 
types and information sources that are required for the 
service in question, e.g. usage of history data for 
recommender systems. Another option is the actual 
creation and communication of value to users. This 
approach is more difficult as participation in research 
itself usually does not provide any immediate 
advantage to the user. Rather than that it means 
additional effort. Nevertheless there are quite a few 
possibilities to make use of current usage patterns. 
One opportunity is the trend of self-monitoring tools 
that provide people with a possibility to gain new 
insights about themselves (e.g. calorie tracking, sports 
monitoring, health reports). Co-creation is another 
issue that might contribute to value creation. People 
want to influence new technologies and they want to 
be part of the development at early stages. The 
perception to be able to change technologies that will 
be part of their lives in future is to be considered as an 
additional value. Moreover co-creation is often based 
on community building activities that are similar to 
social networks (e.g. gamification, user interaction, 
events), and thus, provide additional value. Besides 
that it is also possible to make use of traditional 
incentives, such as monetary rewards or drawings. 
Table 3 depicts possible activities that provide 
additional value to users and their expected impact in 
specific methodological settings. 
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Table 3. Additional value in the context of 
technology acceptance methods 
 activity impact 

standardized 
survey 
including 
context items 

providing 
feedback; 
include drawing  

user receives 
new insights; 
incentive 

contextual 
inquiry 

reaction on 
suggestions 

situation of the 
user is improved 

applications 
for in situ user 
feedback 

providing self-
monitoring 
features (e.g. 
usage history) 

user receives 
new insights and 
monitoring 
desires are 
fulfilled 

applications 
for automated 
behaviour 
tracking 

communicate 
benefits via 
better services 
that are possible 
because of it; 
communicate 
improved 
convenience due 
to less survey 
data required 

User accepts less 
control in 
exchange for 
higher 
convenience 

Living Lab  emphasize the 
important role of 
users in co-
creating 
services; 
communicate 
opportunity to 
actually 
influence 
innovations 

user is part of a 
community; 
perception 
regarding 
importance and 
influence in 
exchange to 
efforts of 
participation  

 
 

5 Conclusions and outlook 
 
The present analysis suggests that Living Lab 
methods raise less privacy issues than other 
technology acceptance methods. An immediate 
comparison to other methods of acceptance research 
might not be appropriate as Living Labs are not a 
specific method but rather a general approach towards 
product and service design. Living Lab studies might 
include a combination of the mentioned methods such 
as behaviour tracking or self-reporting tools for in situ 
feedback. Living Labs can, thus, be regarded as 
environments that might serve as countermeasures for 
privacy issues. The results of the present analysis 
indicate that countermeasures that, e.g. transparent 
communication with the community on a long term 
basis or the user perception of really influencing 
innovations, can be rather realized in Living Labs 
than other types of panels or else. 

In future it will be necessary to systematically 
apply the novel methods of mobile technology 
acceptance research within comparable Living Lab 
environments, preferably within the same community, 

and then evaluate privacy issues that occur. It is 
planned to analyse privacy issues of a semi-automated 
context tracking tool within a mobile Living Lab. The 
mobile Living Lab is a permanent community that 
creates, designs and evaluates mobile innovations. 
Mobile phones are the main channel of 
communication within this community and most of 
the administration is performed via mobile. 
Assessment of context, therefore, requires methods 
that are either automated or performed by the Living 
Lab member himself. The context tracking tool is 
outlined as a semi-automated tool in order to enable 
evaluation of privacy that arise. The tool is developed 
in co-creation with the Living Lab members and 
considers their requirements and constraints with 
regard to privacy issues. The option to include self-
reporting elements is based on the assumption that 
privacy issues are also related to the type of 
information that is collected, transferred and utilized. 
Some kinds of data will require special attention even 
though information transparency is high and added 
value to the member is communicated and perceived. 
The next steps in this research project emphasize on 
the identification of these critical data types and will 
result in a functional prototype of the context-tracking 
tool. 
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Abstract. Information communication technology 

extends traditional ways of volunteer engagement.  

Reaching out to people and giving them opportunity 

to be part of change or to make a difference in their 

country or abroad uses new communication channels. 

This new communication tools have potential to help 

volunteer organizers to build stronger relationship 

with existing volunteers and to recruit new volunteers. 

With the use of social media tools volunteers can see 

comments, blogs, post, pictures, and videos of other 

volunteers’ experience and get more courage and 

inspiration to involve in such activities. 

Trough this research authors wanted to promote 

volunteering and the use of social media in such 

purposes. Further, authors wanted to research what 

are the attitudes about the use of social media of 

existing volunteer, which role does social media have 

in communication exchange of international 

volunteering experience  and what are their attitudes 

about volunteering in general. 

 
Keywords.  volunteering, social media, international 

communication, volunteering experiences  

 

 

1 Introduction 
 

Information communication technology extends 

traditional ways of volunteer engagement.  Reaching 

out to people and giving them opportunity to be part 

of change or to make a difference in their country or 

abroad uses new communication channels.  

This new communication tools can help organizers to 

build stronger relationship with existing volunteers 

and to recruit new volunteers. With the use of social 

media tools volunteers can see comments, blogs, post, 

pictures, and videos of other volunteers’ experience 

and get more courage and inspiration to involve in 

such activities.  

There are numerous Facebook pages related to 

different volunteering initiatives across the globe. 

Some of them count more than 90 000 likes [15]. 

Since it beginning, and now even more actively than 

ever before, Internet is one of the prime mediums of 

communication.  Many young volunteers growing up 

in internet age, and first thing they do about 

something is google it. 

World Wide Web enabled different technologies 

to support communication, collaboration and 

interaction between different entities. Such Internet 

enhanced interactions for communication are termed 

as social media
 
[9]. The prime goal of this study is to 

research the potential role of social media in 

promoting volunteering and awareness of how 

volunteerism is needed. 

 

2 Values of Volunteering 

 

Volunteering has long legacy. The root of word 

volunteering comes from the description of someone 

who “offers himself for a military service” c.1600 [4].  

Later, the word was also used in a non-military 

context.  

In early 19
th

 century there were already some 

organizations which aim was to help people in need. 

Much more organization with the same aim appeared 

beginning the first decades of 20
th

 century (Rotary 

Club, Kiwanis, Lions Club and the predecessor to the 

United Way) [3]. Great Depression and World Wars 

were prime triggering motivations for many people to 

help the ones in need.  

The passion of volunteers to help others after 

World War II shifted focus to other areas including 

helping the poor and volunteering overseas (Peace 

Corps, United Nations and the Council of Europe) [3].  

These organizations coordinate short and long term 

voluntary projects around the world. They provide 

information on international volunteering 

opportunities and establish organisations networks of 

engaging volunteers. 

One of the main actors playing a vital role in the 

promotion of volunteering at international level is the 

United Nations Volunteers programme (UNV). UNV 

started the tradition of celebrating International 

Volunteer Day on December 5, and now is celebrated 

every year by more than 100 countries worldwide [7]. 

Another initiative was that 2001 was declared as 

International Year of the Volunteers. 10 years later 

2011, has been designated to be European Year of the 

Volunteer. Main objectives were to promote the 

values and benefits of volunteering as well to 

encourage more people to volunteer and to make a 

positive difference. 
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Verb volunteering is generally used for explaining 

an altruistic activity, intended to promote good, to 

improve human quality of life.  

The European Youth Forum believes that an 

activity can only be defined as volunteering when it 

meets the following criteria [5]: 

- an activity undertaken of a person’s own free will 

and involves the commitment of time and energy 

to actions of benefit to others and to society as a 

whole; 

- the activity is unpaid but can include 

reimbursement of expenses directly related to the 

voluntary activity; 

- it is for a non-profit cause and is primarily 

undertaken within a nongovernmental organisation 

and therefore cannot be motivated by material or 

financial gain; 

- volunteering should not be used to substitute or 

replace paid employment. 

National governments across the globe are 

beginning to pay more attention to volunteering and 

seek to support and encourage it. Volunteering is 

recognized and promoted as an activity of interest to 

the Republic of Croatia as well. In the Law on 

Volunteering they say that volunteering leads to better 

quality of life, more active participation of people in 

social life and helps the development of human and a 

more equal society [8]. 

Volunteering definition that is adopted by the 

Republic of Croatia [8], states that volunteering is 

voluntary personal investment of time, effort, 

knowledge and skills to perform services or activities 

for the benefit of another person or for the general 

welfare, and are carried out by people in the manner 

provided in this Law, without conditions for the 

payment of monetary compensation or other property 

used for volunteering done, unless this Law provides 

otherwise. 

European Social Survey (ESS) in period of  

2006/2007 reported that 36% of Europeans had taken 

part in work for voluntary/charitable organisations at 

least once during the past year, which further implies 

that around 150 million adults (aged 15 years and 

over) volunteer in Europe at least once a year [5]. 

Usually key groups that organize and support 

volunteering activities are: religious organizations 

(i.e. church), civil society organizations and 

institutions of health and social care. A prime 

motivation of volunteering is act of goodwill or some 

personal interest in the cause (personal growth, 

feeling of self-worth and respect, skills development, 

socialization and fun).  

 

3 International Volunteering and Youth 
 

Researchers found volunteers volunteer abroad for 

both altruistic (e.g., desire to help, give back, make a 

difference) and self-interested reasons (e.g., authentic 

travel, gain experience, engage in travel and 

adventure, learn, pleasure-seeking, personal growth, 

cultural exchange, professional development). 

Utilitarian motives for students usually are to 

enhance human capital, such as work experience and 

job training, develop new sets of skills, explore 

different careers paths, enhance their resumes, or 

make contacts that help them find paid work[8]. 

Studies in the US found that students who volunteer 

were more likely than non-volunteers to have 

leadership ability, social self-confidence, critical 

thinking skills, and conflict resolution skills [1]. 

Further, Katz & Rosenberg [10] report in their 

research that volunteering experience serves as a 

differentiation attribute of employees which signals 

the (potential) employer that he or she has qualities 

that make him or her more desirable than other 

candidates. 

Authors Zrinščak and Lakoš [18] conducted the 

research in Croatia as a part of international study on 

student volunteering across 14 countries. Their results 

showed that Croatian students volunteer mostly 

irregular and informal. Most of them volunteer for the 

neighborhood/local activist group, in homes for the 

elderly, shelters and similar organizations and usually 

for intrinsic reasons (inner satisfaction, making social 

contacts, learning new things etc.). Students in 

general find this kind of activities useful. 

Volunteering is today recognized as an important 

tool for gaining experience, knowledge, skills and 

core competences for lifelong learning. Work 

experience and diverse competencies acquired 

volunteering increase employability, enhance 

mobility, and increasing the civic responsibility of 

individuals. 

 

4 Social media and volunteering 
 
In this paper, we are trying to see what potentials 

social media has on volunteer communication. 

Communication is the imparting or exchanging of 

information by speaking, writing or using some other 

medium
 
[12].  

We can say that social media are changing the 

way that information is passed across societies and 

around the world [11]. The social networking sites 

have audio and visual capabilities, such as  web-

blogs, wikis, social bookmarking, media sharing 

spaces, RSS Feeds, micro-blogging sites, Facebook, 

LinkedIn and they have capabilities to promote 

synchronous or asynchronous interactions and 

communication [9]. 

Every social media platform is different, but 

important thing is that people usually use more of 

them at once. Different platforms allow different 

ways of interaction and each of them have strengths 

and weaknesses. Platforms such as such as Facebook, 

Twitter and Google+, have become common 

communication and interaction mediums in society 

[17]. Platforms such as Skype and MSN allow for 

free, fast worldwide communication. Social media 
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can be seen as a valuable tool for time and cost 

saving.  

When we are talking about social media, the main 

thing is followers. Usually, organizations and people 

are trying to have many followers, and that looks 

great. But, what if you have a lot of followers, but just 

few of them are active? That’s why it is important to 

go beyond the numbers. It is not enough for 

organization to have a lot of followers, it is important 

that organization have a lot of active followers [16].  

Volunteers will have similar concerns and 

questions about the volunteer experience and 

responding to the same questions repeatedly can 

become tedious and time consuming
 

[15]. 

Volunteering organizations have always relied on 

volunteers to deliver their messages and their work. In 

the corporate world, many organizations have long 

been using social media for recruitment [13].
 
That is 

something that volunteering organizations needs to 

learn and try to improve their work with using social 

media. Today there are also different courses, made 

for helping organizations to learn how to use social 

media and how to get the best of it [14]. 

An organizational Facebook page, for example, 

can be used as a public space in which volunteer 

questions can be answered by the organization and 

viewed by others
 
[14]. Authors had experience with 

using Facebook for volunteering and we can confirm 

that social media helps us to make communication 

easier with other volunteers. 

Volunteering in Croatia in the last few years 

becoming very popular and people are more curious 

and they want to be included in some volunteering 

(we are not discussing their reasons). There are many 

volunteering groups and organizations, and with 

developing of social media, information is sharing 

much faster. 

If we take a look in users of social media in 

Croatia, we can see that number of residents that are 

using Facebook is 1,6 million (Croatia has about 4,6 

million  residents, what means that approximately 

36% of population is using Facebook) [2]. Except 

Facebook, there are Twitter, YouTube, Google+, 

LinkedIn etc. People get used to the social media and 

they expect to get information via social networks. 

That is the main reason for volunteering organizations 

to use social media. They have to exploit the potential 

of social media for volunteering. 

Using Social Media today is normal part of our 

everyday life, but using social media for 

communication on the volunteering project was 

something new. One of the authors was coordinator of 

volunteering activities on the international 

volunteering project. For the easier communication 

with younger volunteers, they decided to use social 

media tool Facebook. At the beginning of the project, 

main communication channel was electronic mail and 

all important information have been delivered to the 

volunteers via e-mail. The project didn’t have 

homogeneous group of volunteers. There were a lot of 

young volunteers. For them it wasn't interesting to 

share information through e-mails because usually 

they get all information via social media tools, e.g. 

Facebook, Twitter, Google+. 

So the project coordinators decided to try sharing 

information through Facebook. And what happened? 

Younger volunteers had much better reactions, but 

also the other volunteers and project staff really 

quickly get used to Facebook communication and 

after that all information were shared through created 

Facebook group. Coordinators mail, it was parallel 

communication. Result of that was, in one way, better 

and more personal communication with volunteers, 

they started to answer more quickly on the last minute 

changes in the schedule and they started to share 

useful information between them. But there are 

always two sides of the story. Facebook gave us a 

new approach to the communication, but also gave us 

some problems. If you use social didn't shut down 

communication via e- media (in this case, Facebook) 

for business, there is no border between business and 

personal, because immediately people that you work 

with can see your personal information.  

There is a big perspective of using social media in 

the communication process, but users should know 

what information they want to share and it's important 

to define communication rules. 

Inspired by this good experience authors wanted 

further the research potential have social media in 

information sharing about volunteering and making 

international volunteering more popular. 

 

5 Research 
 
As authors mentioned before, the goals of this 

research are to see what potential social media have in 

sharing information about volunteering and making 

volunteering more popular and which role social 

media have in international volunteering experience 

exchange.  

Authors made a survey (English and Croatian 

version) to see what domestic and international 

volunteers think about using social media in 

communication for volunteering activities.  

 

6 Results and discussion 
 
The research was performed in 2013 from February 

till April. Survey completed 46 people (23 from 

Croatia and 23 from other countries; age between 19 

and 30). Demographic data show us that more women 

participated in our research and most of participants 

have University degree (Figure 1). 
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Figure 1. Demographic data 

  

 

 

Figure 2. Volunteering experience in Croatia and 

other countries 

 

For the beginning, we wanted to see how many of 

our participants have volunteering experience (Figure 

2). On the picture, you can see that Croatian 

volunteers have less experience than our other 

participants and also, there are more participants in 

Croatia who didn’t have volunteering experience at 

all. 

From collected data we can conclude that 

volunteering is becoming popular in Croatia, but it’s 

not still popular like in other countries.  

 

 

Figure 3. Types of volunteering activities 

 

There are many possibilities for volunteering. In 

Figure 3 are showed activities in which our 

participants volunteered. 

The most popular volunteering activities in 

Croatia are: event organization, tutoring, IT services, 

babysitting… 

In the other countries, the most popular 

volunteering activities are event organization and 

tutoring. Also, very popular activities are: nurturing 

solder people, babysitting, project management, IT 

services and etc. 

In the next table (Table 1), you can see a short 

summary of responses of our participants.  

Most of Croatian volunteers usually volunteer in 

the local community and in their region. It is similar 

with other participants too, they usually volunteer in 

local community and in the region, but also they are 

volunteering on national and international level. 

We asked participants what are their reasons for 

volunteering. Croatian volunteers are volunteering 

from three main reasons: they feel better because of 

volunteering, they want to leave a positive impact on 

the society and they consider volunteering as their 

hobby. 

Other participants are usually volunteering 

because they want to leave a positive impact on the 

society, they feel better and they consider 

volunteering as their duty. 

One part of our research was to discover how well 

are people informed about volunteering activities. 

From the results we can see that both sides, Croatian 

and other participants, are not so good informed about 

volunteering activities around them.  So, we 

asked which ways of communication they usually use 

for contact with volunteering organizers and what 

they think about using social media in promotion of 

volunteering. 

Most Croatian participants said that they get 

information about volunteering from different social 

networks and from personal communication. 

Participants from other countries usually use e-

mail and social networks for communication with 

volunteering organizers. 

Most of our participants consider social networks 

as important tool for getting information. 
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Table 1. Volunteering and social media 

Qo. Question Answers Croatia (%) Other (%) 

1.  
Range of your volunteering? 
(More answers possible) 

In the local community 73,91% 91,30% 

In the region 17,39% 52,17% 

On the national level 8,70% 26,09% 

On the international level 4,35% 21,74% 

None of the above 21,74% 8,70% 

2. 
What are your reasons for 

volunteering? 
(More answers possible) 

I feel better 60,87% 82,61% 

I want to leave a positive impact on 

society 
43,48% 100,00% 

I consider volunteering as my duty 4,35% 34,78% 

It is my hobby 52,17% 26,09% 

Other 17,39% 13,04% 

3.  

How well are you informed 

about volunteering activities 

in your 

school/faculty/workplace? 

On the Likert scale (1-5):                                    

1. I am not informed at all 
13,04% 13,04% 

2. 8,70% 4,35% 

3. 26,09% 17,39% 

4. 26,09% 39,13% 

5. I am well informed 26,09% 26,09% 

4.  

How well are you informed 

about volunteering activities 

in your town? 

On the Likert scale (1-5):                                    

1. I am not informed at all 
13,04% 13,04% 

2. 17,39% 13,04% 

3. 30,43% 34,78% 

4. 30,43% 39,13% 

5. I am well informed 8,70% 0,00% 

5. 

How well are you informed 

about volunteering activities 

outside of your town? 

On the Likert scale (1-5):                                    

1. I am not informed at all 
21,74% 21,74% 

2. 34,78% 43,48% 

3. 30,43% 26,09% 

4. 13,04% 8,70% 

5. I am well informed 0,00% 0,00% 

6. 

How well are you informed 

about volunteering activities 

outside of your country? 

On the Likert scale (1-5):                                    

1. I am not informed at all 
30,43% 39,13% 

2. 47,83% 21,74% 

3. 21,74% 17,39% 

4. 0,00% 17,39% 

5. I am well informed 0,00% 4,35% 
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7. 

What was your most 

common way of 

communication with the 

volunteering organizers?  
(One answer possible) 

Personal (face to face) 17,39% 34,78% 

Telephone/Mobile phone 8,70% 0,00% 

E-mail 13,04% 43,48% 

Social networks (Facebook, Twitter, 

Skype...) 
43,48% 17,39% 

None of the above 17,39% 4,35% 

8.  

Is it important for you to be 

informed via social 

networks? 

On the Likert scale (1-5):                                    

1. It is not important at all 
8,70% 0,00% 

2. 0,00% 17,39% 

3. 26,09% 26,09% 

4. 52,17% 26,09% 

5. It is very important 13,04% 30,43% 

9. 
Do you trust information on 

social networks? 

On the Likert scale (1-5):                                    

1. I don't believe at all 
0,00% 0,00% 

2. 26,09% 34,78% 

3. 34,78% 43,48% 

4. 39,13% 21,74% 

5. It fully believe 0,00% 0,00% 

10. 

If information about 

volunteering activities would 

be on social networks, would 

you like to receive 

notifications about 

volunteering 

activities/events? 

On the Likert scale (1-5):                                    

1. I don't agree at all 
4,35% 0,00% 

2. 8,70% 13,04% 

3. 8,70% 8,70% 

4. 56,52% 26,09% 

5. I fully agree 21,74% 52,17% 

 
 

We tried to discover is there any possibility for 

using social media in better promotion of volunteering 

activities and how people perceive social networks. 

From results showed in Table 1, we can make a 

conclusion that most of our participants believe in 

information on social networks and they consider that 

social media can be good advertising tool for 

volunteering. 

One of the most important questions in our 

research was: Do you think that more people will 

include in volunteering activities, if information about 

them would be on social networks? You can see the 

results on the next picture (Figure 4). 

Most of Croatian participants think that social 

networks can bring something good in volunteering 

and can make it more popular. 

It is similar with our participants from other 

countries, they fully agree that more people will be 

included in volunteering if more information would 

be on social networks. 

 

 

 
 

Figure 4. Information about volunteering on social 

networks 

 

Having all the results in mind, the following 

conclusion can be made that using social media for 

promotion in volunteering can be just a benefit and 

that volunteering organizations should use social 

media more. 
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7 Conclusion 
 

This research showed that Croatian students as well as 

students from other countries use social media very 

often and they are used to get all information about 

interesting activities through this communication 

medium. Further, this research revealed that more 

people will volunteer if there will be an opportunity to 

find information about volunteering activities through 

social media tools like Facebook.  

Based on literature review and our research hors 

conclude that volunteering is an important activity 

that brings benefits to societies as well to volunteers. 

And that new communication tools like social media 

can have great potential in communication exchange 

of international volunteering experience.  

For the end authors want to share some of 

international volunteer opinions about volunteering: 

 

Ece, 22, Turkey: 

 “I think everybody can make a difference. Just by 

sharing different perspectives, and learning to respect 

others' opinions would make the world a nicer place 

to live. If I don't do anything about this, it would be 

nothing but selfishness to expect others to do it.” 

 

Juan, 23, Brazil: 

“Change the way technology and resources are used 

in order to oversee the caring for basic human needs. 

If me as an individual set an example, then others 

would be encouraged to have an impact on society.” 

 

Naty, 22, USA:  

“… through my research in the 17th century text Don 

Quixote I know I can inspire others to achieve their 

dreams. One of the most valuable privileges of being 

human is doing things without expecting anything in 

return. “ 

 

Darko, 20, Croatia:  

“…  Volunteering has changed me as a person 

because I have become more socially sensitive, look 

at things differently, expand many horizons, and thus 

leads me to a broader sense of volunteerism among 

young people and help those who need help. “ 
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Abstract. The focus of this research is technologies 

used for academic purposes: e-learning system 

Moodle and social network Elgg. The research took 

place at the Faculty of Organization and Informatics 

in Varaždin, University of Zagreb. Initial assumption 

was that students would rather use some Elgg 

features then the same or similar Moodle features. 

The questions were about personal preference and 

satisfaction in regards to Elgg and Moodle features. 

One research element was possible integration of 

social network’s features into e-learning systems.  

It was interesting to observe the level of 

integration and how does it impact the 

communication and work experience. 

 
Keywords. Moodle, e-learning, Elgg, social 

networking  

 

 

1 Introduction 
 

ICT is commonly used for academic purposes. Forms 

of ICT used are Web 2.0 tools, multimedia 

conferences, social networks and e-learning systems. 

Web 2.0 and multimedia conferences have fallen out 

of favour, which benefited social networks and e-

learning systems. Today, most commonly used form 

of ICT is LMS (Learning Management System), 

which is still being worked on and expanded. The 

main idea for this research was created on the course 

Computer Mediated Communication at Faculty of 

Organization and Informatics in Varaždin held by 

prof. dr. sc. Goran Bubaš and mag. inf. Ana Ćorić 

Samardžija in winter semester 2012/13. Our work set 

out to find functionalities of social networks that 

could possibly be implemented in LMS, which would 

combine the two most common systems into one.  

Starting ground for finding functionalities which 

need to be implemented would be user experience 

from students who have used LMS for a long time, 

and have some experience in social networking. From 

there, we would move on to experimenting with 

various iterations of said implementations, as to find 

out which version students are most satisfied with.    

 

 

2 Theoretical backgrounds 
 

When talking about implementation of e-learning 

systems in the Republic of Croatia the highest 

implementation level of these systems is LMS 

(Learning Management Systems), with small chance 

of finding more complex e-learning systems. This is a 

good indicator that, on technological level, higher 

education of the Republic of Croatia is not as 

advanced as the rest of Europe. 

In 2007, the University of Zagreb published the 

document Strategy of e-learning [7], which presents 

implementation levels of e-learning systems at 

faculties of the University. Also, it contains steps for 

future implementation, and the expected results. For 

the year of 2010, expected implementation number 

was 50%, meaning that 50% of faculties and courses 

at the University of Zagreb would have implemented 

LMS. One of the faculties that deviates from that 

strategy is the Faculty of Organization and 

Informatics in Varaždin (where all of the courses are 

using LMS). That deviation is easy to see in following 

survey analysis, where students were asked questions 

about the implemented LMS system, and in which 

degree they feel it increased study program quality. 

Study has shown that LMS implementation at the 

Faculty of Organization and Informatics is on level 2 

(ICT supported teaching), with strong tendency 

towards level 3 (hybrid teaching) [1]. 

LMS implementation has shown to be successful 

at the Faculty of Organization and Informatics in 

Varaždin, so we concluded that students are very 

familiar with Moodle LMS environment. Henceforth 

we had to test the limits of student knowledge 

regarding Moodle system, to have a baseline for 

comparison with Elgg system. 

Research preceding our work encompasses user 

knowledge about various LMS's. Important works for 
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our study are ones regarding Moodle, Elgg systems 

and Web 2.0 tools. Work with Web 2.0 tools is very 

well known to targeted users, so we aimed to find the 

difference in using social network Elgg, with LMS 

Moodle [3]. Stepanyan et al. found out that users are 

more likely to use Moodle system, in every measuring 

interval in comparison to Elgg. Also, past user 

knowledge with Web 2.0 tools has been shown to 

affect work on both kind of systems, but while users 

were eager to explore Moodle system, they have 

shown little initiative for finding out about Elgg. 

Research concluded on a notion that it is important to 

find out why is Moodle more popular system to use 

then Elgg. One of possible factors is past experience 

with Web 2.0 tools, but it is also possible that users 

think that Elgg is less functional then more 

conventional LMS's, so they have less interest for 

work on Elgg. 

Other parts of relevant works are based on user 

experiences on specific systems (Moodle and Elgg). 

In that field, a study has been done on Elgg system, 

where as a part of optional online graduate-level 

course taught at a large public university in the United 

States participants were asked to analyze their work 

on Elgg system [5].  

The study has shown that participants were 

satisfied with social aspect of Elgg and connectivity 

with colleagues, but they have shown restraint in 

interaction, and have stayed on topics pertaining to 

course material. Some of the participants have found 

ways to fake the system, where they were able to do 

some of the tasks in advance, with automated 

delivery, without interacting with other colleagues. 

One of the examples is work analysis and review of 

other colleagues, where they would find which of 

their peers have similar ideas as themselves, so they 

could shorten their comments from critical review to 

simple support and approval of idea. Work analysis 

was done on required course tasks, where for each 

completed task participants had to review each other’s 

work. These facts show that participants limit their 

work to required tasks and are finding ways to lessen 

or avoid work, instead of interacting with system and 

other users. Past research (Orehovački et al., 

European resource centre for Web 2.0 education) 

showed all the functionalities implemented in Web 

2.0 systems and how much are they used [2, 4]. Here 

is the starting point for this research the authors 

wanted to explore: What would users like to see in 

classic LMS (Moodle), which can be found in socially 

oriented Elgg system? 

 

 

3 Research goals and research 

design 
 
Our goal was to find differences and similarities in 

user experience with Moodle and Elgg systems. That 

would serve as a basis for future implementation of 

said functionalities in Moodle system. In our study, 

Elgg serves as a benchmark for socially oriented 

network in support of e-learning. We aimed to find 

out which Elgg features students would like to see 

implemented in strictly academic environment as 

Moodle.  

 

Main research goals of this study were:  

 Identification of Moodle system functionalities. 

 Identification of Elgg system functionalities. 

 Identification of online functionalities that are 

used for studying. 

 Student satisfaction with Moodle functionalities 

and student satisfaction with Elgg functionalities. 

 Potential functionalities that could be 

implemented in future Moodle systems. 

 Comparison of previous views with Elgg users 

views. 

 

The Research was performed at the Faculty of 

Organization and Informatics in Varaždin in winter 

semester 2012/2013. Students were asked to fill in an 

online survey about prior experience with Moodle and 

Elgg systems. Characteristics that are shared by both 

systems are [6]: (1) file upload; (2) schedule; (3) 

calendar; (4) e-mail integration; (5) private messages; 

(6) forum; (7) wiki system; (8) blog; (9) surveys/polls. 

Between these common elements, authors tried to find 

preferences between Moodle and Elgg. Furthermore, 

authors also wanted to find out what functionalities 

users that never used Elgg would like to see in 

Moodle. And the last part of the survey was about 

functionalities which are found only in Elgg system, 

and how eager were users to see them implemented in 

Moodle. 

 

 

4 Results and discussion 
 

The Survey was done on limited sample of 

participants, with 70 students in total. Results are 

aggregated below: 

  

4.1 Familiarity with Moodle system 

 

Since this research is based on differences 

between Moodle and Elgg systems, authors wanted to 

test the level of familiarity that students posses about 

Moodle functionalities. From the first question it is 

clear that most of users are very familiar with Moodle, 

93% of students said that their knowledge of Moodle 

system is good, to very good. 

  

4. 2 User experience with specific functionalities of 

Moodle 

 

Students had to rank their experience with specific 

functions on Likert scale from 1 to 5 (1 meant not 

satisfied at all, 5 meant completely satisfied). Fig. 1 

shows that students have positive opinion  about file 
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upload, which is understandable when you take into 

account that students don’t always study from 

material present on Moodle system, but they want to 

broaden the study material, and file sharing would 

help in that regard. Students have also shown below 

middle line opinion about last 4 functionalities 

(private messages, wiki system, surveys and blogs). 

Also, students’ opinion on Moodle as a whole is on 

the negative side of the middle line (3.1 from 5). 

 

 
Figure 1. User experience with Moodle functionalities 

  

4.3. Interest for functionalities not present in 

Moodle system 

  

With this question we wanted students’ opinion on 

functionalities which are present in Elgg system, but 

can't be found in Moodle. Interest for bookmarks, 

personal status updates, and user activity logs on the 

low side, while file sharing was found to be of high 

interest (Fig. 2). 

From this question is also evident that users show 

a moderate interest for implementation of missing 

functionalities (3.2 from 5). 

 

 
Figure 2. Interest for functionalities not present in 

Moodle system 

 

4.4 Number of users who used both systems 

  

Users’ experiences in both systems are relatively 

small compared to the number of users with 

experience only in Moodle (25% of participants). This 

question was crucial for the rest of the survey, only 

students who answered positively on Elgg usage were 

able to continue the survey, and answer questions 

about Elgg familiarity. 

  

4.5 Familiarity with Elgg system 

  

As in question 1 (4.1), participants were asked how 

familiar are they with Elgg system. We can conclude 

that most of the users rated their experience as good 

to very good (75% of participants).  

  

4.6 User experience with Elgg system 

 

Students were asked about Elgg functionalities, and 

how satisfied they were with their implementation. 

We can see in Fig. 3 that students were mostly 

satisfied with personal pages, public status messages 

and friend adding. This came as a surprise in regards 

to answers in question 3, where the functionalities 

users wanted to see implemented in Moodle were 

rated as moderately interested by Elgg users. With 

Elgg functionalities interest was shown to be above 

the middle line, with 3.6, which is 0.5 higher than 

user satisfaction with Moodle users. 

 

 
Figure 3. User experience with Elgg system 

  

4.7 User preferences between both systems 

 

Students were asked about preferences between 

functionalities of both systems in which they overlap. 

Fig. 4 shows that Moodle is preferred in e-mail 

integration, schedule and calendar, and most users 

also prefer Moodle when it comes to file upload. 

Marginally higher number of users prefers Elgg 

system when it comes to private messages and wiki, 

and much higher number prefers Elgg for blogs. 
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 Figure 4. User preferences between both systems 

 

4.8 User interest for implementation of Elgg 

functionalities in Moodle 

  

Last question asked was about which functionalities 

Elgg users want to see implemented in Moodle from 

Elgg. Authors concluded that most of the participants 

showed mild interest for most of the functionalities 

(Fig. 5), where only functionalities that students 

showed interest were user groups and file sharing. 

File sharing has a lot of potential for allowing 

students to share with one another any extra study 

materials that aren’t present in Moodle already, which 

helps broaden the knowledge pool of any particular 

subject. User groups are a way of organizing that kind 

of collaboration, by allowing users to share only with 

a certain group, or write messages only in a certain 

group. It was interesting to compare these answers 

with answers in question 3 (4.3), because the 

functionalities that Moodle users showed great 

interest in aren't so high regarded by users of both 

systems (example: friend adding). 

 

 
Figure 5. User interest for implementation of Elgg 

functionalities in Moodle 

 

 

 

6 Conclusion 
 
This research showed that there are certain 

characteristics of Elgg social network which students 

are interested in. But, in comparing both systems it is 

evident that most of the students prefer Moodle 

system for e-learning rather than Elgg network in 

functionalities that they both posses. 

Students haven't shown much interest for 

implementation of functionalities in Moodle system, 

which are already present in Elgg system. 

Also, when we look on user preferences in 

general, it is evident that users prefer not to „mix“ 

their personal life with their academic life in one 

system. That is clear from the last question, where 

students were asked about functionalities from Elgg 

system which they want to see implemented in 

Moodle, and least interest was shown for friend 

adding and public status messages (like in Twitter 

social network). 

From that reason we recommend that in further 

upgrades of Moodle system at the Faculty of 

Organization and Informatics in Varaždin extreme 

care is taken not to delve in user privacy so they don’t 

include the information that shouldn’t be shared, like 

friendship connections, public scores of students 

work, last access, activities that were performed, etc. 

But they should continue implementing certain 

functionalities which users would find helpful in their 

education, and leave the user interaction to other 

networks, which are focused on social aspect of 

communication.  
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Abstract. Customization is one of the known 

challenges in traditional ERP systems. With the 

advent of Cloud ERP systems, a question of 

determining the state of such systems regarding 

customization and configuration ability arises. As 

there are only a few literature sources partially 

covering this topic, a more comprehensive and 

systematic literature review is needed. Thus, this 

paper presents a literature review performed in order 

to give an overview of reported research on “Cloud 

ERP Customization” topic performed in the last 5 

years. In two search iterations, a total of 32 relevant 

papers are identified and analyzed. The results show 

that several dominant research trends are identified 

along with 12 challenges and issues. Additionally, 

based on the results, the possible future researches 

are proposed. 

 
Keywords. Cloud computing, Customization, 

Configuration, Multi-tenancy, SaaS, ERP 

 

 

1 Introduction 
 
Enterprise Resource Planning System (ERP) is 

integrated information system with centralized 

database, which supports main business processes 

across organization. These systems are among most 

complex software solutions ever built, and are equally 

expensive. Traditional SaaP (Software as a Product) 

on-premise ERP systems imply significant investment 

in hardware infrastructure and purchasing software 

licenses.  In addition, implementing ERP system in 

enterprise is costly, time-consuming, high risk process 

that extends over several years, and it often requires 

business process reengineering. This is supported by 

[1] [2] [3] as they summarize key reasons not to 

implement ERP: high cost, high capital investment, 

long implementation, limited IT resources, concerns 

over integration with legacy application, inflexible 

licensing model, upgrading issues, long ROI time, and 

success is never assured. These are some of the 

reasons why during years such systems were 

accessible only for large companies, and even they 

treated ERP acquiring as a top priority capital 

investment. Small and medium enterprises (SMEs) 

simply didn’t have such vast financial, time or human 

resources to take advantage of ERP benefits. 

However, with the advent of Cloud computing 

technology and accompanying service business 

models, chances are finally shifting towards SMEs. 

Although ERP systems in cloud environment 

solve or mitigate a number of previously mentioned 

ERP issues, some issues still remain. One of these 

issues is customization issue. Preliminary research on 

Cloud ERP systems topic showed that customization 

in cloud potentially presents even a greater challenge 

than in on-premise ERP systems, and that it makes 

sense to conduct further research. Therefore, the goal 

of this paper is to reveal perceived challenges 

regarding customization of Cloud ERP systems by 

conducting a literature review.  

Thus, the paper is organized in sections as 

follows. The second section covers Cloud ERP 

systems in general, its advantages and disadvantages, 

and gives an introduction to customization issue. The 

third section presents a scientific method used to 

review existing literature on this topic. The fourth 

section in details presents the findings and introduces 

a systematized report containing a glance overview on 

all papers found to be relevant. Finally, the last 

section answers the review question, gives hints on 

possible future research directions and concludes the 

topic. 

 

 

2 ERP systems in Cloud 
  

Offering various services at different layers is a major 

determinant of Cloud systems. This paradigm has 

gained such a momentum in a past few years, a term 

“anything as a service” or “everything as a service” 

(also known as XaaS) is coined. However, there are 

three types of services that are dominant in offerings 

of Cloud providers: Infrastructure as a Service (IaaS), 

Platform as a Service (PaaS) and Software as a 

Service (SaaS) [4] [5] [6] [7]. Since Cloud providers 

offer ERP systems as ready software solutions to their 

clients, this falls into SaaS category of Cloud services. 
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2.1 Advantages and disadvantages 
 

Cloud and SaaS technology brought new possibilities 

which began to be utilized to overcome some of 

traditional ERP system drawbacks. Enhanced 

business model (“pay-per-use”, “pay-as-you-go”) 

with significant cost reductions, technical 

breakthroughs (virtualization, XaaS, responsive Web 

applications…) that are improving performance, 

availability, user experience, are some of these 

possibilities. According to [7] [8] [9], reasons for 

adopting cloud technology in enterprise are: reduction 

of hardware and license costs, lower TCO (Total Cost 

of Ownership), transforming capital expenses 

(CapEx) to operating expenses (OpEx), no entry 

barrier, easier upgrading, easier implementation, 

increased scalability and maintainability, reduced 

requirement for IT department and IT personnel. 

McCrea [1] also states several reasons for going with 

a SaaS solution: leaner operation, greater utilization 

of resources, scalability, improved communication 

with customers and vendors, and cost structure. Saeed 

et al. [10] state several motives for Cloud ERP 

adoption: flexibility for business innovation, faster 

time to market, allows users to concentrate on core 

business, scalability, low capital expenditure, better 

support, reduced IT costs, automatic updates etc. 

Beside obvious advantages of Cloud ERP 

systems, there are also several potential drawbacks 

and challenges. According to Salleh et al. [8] these 

are: security issues, flexibility, customization, 

ownership of data, provider “lock In”, etc. McCrea [1] 

also states several drawbacks to a cloud-based ERP: 

security concerns, system reliability, and system 

performance. Hofman [9] reports several trade-offs to 

which customers should be prepared: security, 

interoperability and lock-in, Absence of Service-

Level Agreements, Performance Instability, Latency 

and Network Limits, No Scalable Storage, Innovation 

impairment. 

 

2.2 Customization issue 
 

Among other issues, the issue of customizing Cloud 

ERP system to meet client’s specific needs arises. 

Cloud ERP providers offer systems that are based on 

standard workflow, business best practices or most 

common way of doing business. Although this 

standardization has its own benefits, these are primary 

the means by which providers are increasing the 

number of potential customers. However we must 

face the fact that every enterprise is unique, and so are 

the requirements they have for software that supports 

their business processes. Johnson [11] supports this 

claiming that many companies customize their 

business processes trying to achieve better 

performance and efficiency. Attempting to roll back 

these processes to conform to standards can result in 

loss of competitive advantage. Although most Cloud 

ERP providers claim better innovation as one of 

benefits of Cloud ERP systems, Hoffman [9] argues 

that cloud can actually impair the ability of 

enterprises to innovate. He claims that in order to 

innovate, enterprises must tailor ERP systems 

according to their unique needs. In the end, you 

achieve a competitive advantage by being different 

and better than your competitors, and not by 

conforming to same workflow. 

 

 

3 Literature review and research 

question 
 
Preliminary research on Cloud ERP systems topic 

showed that customization in Cloud ERP systems 

does present a challenge and controversy, and that it 

makes sense to conduct further, more detailed review 

of literature on this topic. However, considering this 

is quite new research field, conducting a full scale 

systematic literature review was not suitable. 

Nevertheless, in order to achieve more systematic and 

unbiased review of existing literature on Cloud ERP 

Customization topic, guidelines from systematic 

literature review method according to Kitchenham 

[12] were partially used. Also a following research 

question was posed: 

What are reported challenges in customization of 

Cloud ERP systems? 

 

3.1 Planning the review 
 
In order to obtain recent relevant papers on the topic, 

several scientific databases were used: ACM Digital 

Library, IEEE Xplore Digital Library, IEEE 

Computer Society Digital Library, Science Direct, 

Scopus, Web of Science, SpringerLink. 

The topic of the paper contains following 

keywords: Cloud, ERP and Customization. Also 

following synonyms or similar words were used: 

Cloud – SaaS, ERP – “Enterprise Resource 

Planning”, customization – configuration. Based on 

the keywords and their synonyms following generic 

search query was built: (Cloud OR SaaS) AND (ERP 

OR „Enterprise Resource Planning“) AND 

(Customiz* OR Configur*). 

Given that words “customization” and 

“configuration” can appear in different forms, 

operator * was used to take into account all relevant 

forms. Only papers published in the field of computer 

science and between year 2008 and present were 

taken into consideration. The search query was 

intended to run upon data contained in metadata 

fields, abstracts, titles, and keywords. However, due 

to slight differences in search engines of different 

databases, in some cases query adaptations were 

necessary. To further standardize search query upon 

different databases, command search was used 

wherever possible. 
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3.2 Conduction of the review 
 
By executing queries on selected databases total of 34 

papers were obtained. After evaluating given papers 

by title and abstract, more than half of them were 

discarded for being too general, and/or for covering 

irrelevant topics. Total of 13 papers were found 

partially relevant, but since some papers appeared in 

more than one database, after removing duplicates 10 

papers left. In the following table detailed information 

about paper sources and obtained results are 

presented. 

 

Table 1 Results of the first search iteration 

 Database 

Papers 

(Relevant 

/ Found) 

1. ACM Digital Library 2 / 5 

2. IEEE Xplore Digital Library 4 / 6 

3. 
IEEE Computer Society Digital 

Library 
0 / 0 

4. Science Direct 0 / 1 

5. Scopus 6 / 9 

6. Web of Science 0 / 0 

7. SpringerLink 0 / 13 

 TOTAL 13 / 34 

 TOTAL (duplicates removed) 9 / 34 

 
However, by examining resulting papers, it was 

clear that no sufficient number of papers were 

obtained in the first search iteration. Also, more 

importantly, the papers did not adequately cover the 

topic. For this reasons, additional search was 

conducted. In the second iteration, aforementioned 

scientific databases were used along with Google 

Scholar search engine. This time, the queries were 

constructed from the same previous keywords pool, 

but keywords were permutated in different ways 

trying to obtain better results. Queries were often less 

restrictive than in the first iteration, aiming to get 

papers on Cloud ERP topic, and then manually 

examining the content of papers in search for 

customization topic. The second search iteration gave 

over 15 additional papers.  

There are several possible limitations of this 

literature review that should be considered. The 

second search iteration was conducted in a less 

systematic manner than the first one, trying to obtain 

a larger number of relevant papers. Also, because of 

general lack of the literature on the Cloud ERP 

(especially customization) topic, a few non-scientific 

(but expert) sources were used (blog posts: Johnson 

[11] [13] and Kimberling [14] [15]). 

 

4 Results of the review 
 

A literature review that was conducted did not show a 

large number of papers dedicated solely to Cloud ERP 

customization topic. However, a number of papers 

partially covered this topic, or at least addressed 

customization as a potential issue in Cloud ERP 

systems. The lack of scientific coverage of Cloud 

ERP systems topic is also reported by Elragal and 

Haddara [16] as they state that cloud computing is 

rarely discussed in ERP context. 

In the following table papers obtained in first and 

second search iteration are presented and categorized 

according to content: 

 

Table 2 Obtained papers enumerated by topics 

Topics Papers 

Multi-tenant SaaS systems 

[10], [13], [17], 

[18], [19], [20], 

[21], [22], [23], [24] 

SaaS customization approaches 

[17], [18], [19], 

[20], [21], [22], 
[23], [24] [25], [26], 

[27], [28],  

Cloud ERP Customization issues and 

barriers 

[3], [4], [6], [10], 
[11], [14], [15], 

[23], [28], [29], 

[30], [31] 

Cloud ERP advantages and 

disadvantages 

[1], [2], [3], [5], [6], 

[7], [8], [9], [10], 

[16], [22] [29], [30], 
[31], [32], [33],  

 

4.1 The need for customization in Cloud 

ERP systems 
 
Cloud ERP systems are slowly but surely penetrating 

into enterprises and are taking their part of the 

enterprise software market. McCrae [1] reports results 

of a survey, where over 200 manufacturers were 

inquired about adopting cloud platform for ERP 

system. 5 percent of respondents said that they 

already adopted SaaS software, 25 percent are 

evaluating the possibilities, while the remaining 

respondents were not sure how SaaS software could 

fit into their business strategy. Kimberling [14] argues 

customization to be one of the most controversial 

topics surrounding ERP software. According to his 

report only 23 percent of organizations implement 

plain vanilla ERP software with little or no 

customization. Following table shows average rate of 

ERP customization for four well known ERP 

providers. 

 

Table 3 Rate of ERP customization [14] 

 Heavy Moderate Vanilla 

SAP 38,40% 40,60% 21,00% 

Oracle EBS 34,40% 40,00% 25,60% 

Microsoft 

Dynamics 
32,80% 42,20% 25,00% 

Tier II ERP 23,50% 48,10% 28,40% 

This report clearly shows that customization of 

ERP systems is common and important feature. The 

data presented in this report refers to traditional ERP 

systems; however a question arises if the 
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customization needs of enterprises will significantly 

differ in Cloud ERP systems. Sun et al. [28] showed 

dependency between configuration and customization 

demand level and various SaaS solutions. Their 

results show that the increase in complexity of 

software also increases the demand for 

customizations. Considering ERP systems are among 

most complex software deployed as SaaS, it is 

reasonable to expect very high demand for 

customization. 

 

 
Figure 1 Dependency between customization demand 

level and complexity of SaaS solutions [28] 

 

Sun et al. [28] state several causes of 

requirements variance among different customers: 

industry focus differences, customer behavior 

differences, product offering differences, regulation 

differences, culture differences and operation strategy 

differences. ERP systems usually go through 

substantial customization process to make them fit to 

the needs of particular company, and the feasibility of 

such adaptations in cloud systems should be 

addressed before the decision of using cloud based 

ERP systems is taken [6].  

Wortmann et al. explore the analogy between 

delivering physical products in automotive industry 

and delivering enterprise information systems. Their 

research shows significant correlation in delivery 

stages of physical and service product. They also 

emphasize the concepts of componentization, cloud 

services, and use of single-code based configurable 

software in achieving enterprise software 

customization [27].  

Lechesa et al. state that flexibility, achieved by 

configuration and customization, is necessary in ERP 

SaaS in order to increase adoption rate and to allow 

clients to differentiate their business from competition 

[29]. 

Conversely, some authors are skeptical about 

customization of Cloud ERP systems. Ried et al. [4] 

state that customization results in complex 

implementation projects and unpredictable behavior 

from badly configured application packages. Also, 

they claim most successful cloud vendors to be those 

that convince customers to adapt standardized 

application logic. Finally, Kimberling [14] as well 

poses three reasons for ERP customization 

controversy: 

- Customization increases complexity and risk of 

an implementation, which also leads in difficulty 

in upgrading software. 

- Customization undermines best practices built 

into the software. 

- Customization is often a symptom of bigger 

problems, such as solution’s mismatch with 

company requirements, purchase of inadequate 

ERP product etc. 

 

 

4.2 The lack of customization ability in 

Cloud ERP systems 
 
As already stated, Cloud ERP vendors tend to utilize 

economy of scale by offering standardized solution to 

reach larger number of potential customers [10] [28] 

[21]. An issue arises when customers expect Cloud 

ERP systems to be tailored according to their specific 

needs, providing the same level of customization as 

on-premise ERP solutions. There are valid concerns 

that Cloud ERP systems provide less flexibility and 

customization options then traditional ones. 

Saeed et al. [10] argue customization to be 

difficult in Cloud ERP systems, and consider it a 

technical barrier to Cloud ERP adoption. Such system 

is not under customer’s control as they do not own, 

but only rent it. Also ERP system is deployed in cloud 

environment, which is much stricter than on-premise 

proprietary environment. However, same authors note 

that there is a discrepancy in this matter between ERP 

vendors’ claims and academic reports, which needs to 

be further clarified. Jia [3] claims ERP systems 

delivered as SaaS do not provide enough ability to 

develop customization, and therefore present a 

challenge for customers with more demanding 

requirements. According to Schubert et al. [6] SaaS is 

only suited for software “out of the box”, that does 

not require much customization or integration with 

other applications. 

Muhleman et al. [32] in their paper discuss 

motives to adopt cloud enterprise solutions, and they 

give an advantage to in-house solutions in case of 

dealing with larger companies. As one of the reasons 

they state that in-house ERP solutions have increased 

customization ability, while with cloud-based SaaS 

solutions this is typically limited to the vendor. 

Bibi et al. performed a SWOT analysis for 

migrating business software to cloud, and positioned 

limited customizability and limited configurability as 

weaknesses. They stated that on-premise software 

development focuses on customization as a means to 

market innovations, whereas cloud-based 

development restricts it to keep the total costs of 

operations low [33]. 

Kimberling in his post covers the question of 

suitability of SaaS ERP solution to one’s 

organization. As one of the criterion he states level of 
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complexity and uniqueness of company’s business. 

According to him, SaaS ERP solutions are still not as 

flexible as on-premise solutions, and it is more 

difficult to change SaaS offerings to fit your specific 

needs. If a company has unique and complex business 

processes, and requires heavy customization, on-

premise ERP systems might present a better solution 

[15]. 

Jiang et al. [18] claim SaaS applications have pre-

determined business processes, and customization is 

realized by also pre-determined parameter 

configurations, which can be inflexible to users’ 

specific needs. Johnson [11] poses several 

characteristics of software that is “Easy to 

Customize”: 

- Software has well documented APIs, 

- Software is written in standard or common 

programming language and platform, 

- Software has SDK (Software Development Kit), 

- Customizations are managed separately from 

core logic,  

- Customizations occur at any time. 

 

Although Johnson argues that no SaaS software 

satisfies those criteria, he also raises the possibility 

that customization is not critical for one’s business, 

and that specific needs can be satisfied simply by 

configuring some aspects of ERP software [11]. 

Because of multi-tenant approach, Makkar and 

Meenakshi [30] also report customization to be 

complex and one of the main problems of Cloud ERP 

systems. They state that this kind of architecture 

constrains user’s ability to customize application logic 

and interface according to their specific requirements. 

Limited customization is reported to be one of the 

main barriers to adoption of ERP SaaS according to 

Lechesa et al., because ERP Saas if often perceived as 

rigid. In their paper, they interviewed five highly 

positioned individuals from five different companies. 

In terms of customization respondents hold a view 

that ERP SaaS is more appropriate for standardized 

applications, with less customization demand. [29]     

Iqbal et al. in their paper examine challenges in 

Cloud ERP implementation, using Markus and Tanis’ 

ERP life cycle model. They conducted series of 

interviews with users, consultants and providers of 

Cloud ERP systems. Research findings recognized 

customization as one of the challenges in second 

phase of Cloud ERP life cycle. However, respondents 

also stated that Cloud ERP systems are customizable 

provided you choose appropriate vendor. [31] 

  

4.3 Two approaches to Cloud ERP 

adjustment 
 
Adjustment of Cloud ERP system to better suit your 

specific needs can be approached by configuration 

and customization. It is essential to distinguish 

between these two concepts. According to Kimberling 

[14], configuration is normal set-up of the software, 

usual part of any implementation, and does not 

require changes to the source code. The same author 

implies that unlike configuration, customization 

requires changes to the source code, i.e. does not 

come as a prebuilt option. 

Similar views on these concepts offer Sun et al., 

stating that configuration does not involve source 

code change; instead it supports change of application 

functionality within predefined scope such as adding 

data fields, changing field names, modifying UI, 

adjusting business rules. Conversely, customization 

requires change or upgrade of source code, to create 

functionality that is beyond configurable limit [28]. 

It should be said, however, that in most cases 

configuration is preferred of the two options. As Sun 

et al. state, customization is much more expensive for 

both provider and customer. On one side, customer 

pays large sums of money to provider or some third 

party consultants to customize solution; on the other 

side provider must deal with increasing complexity of 

software.  However, the ability to adjust Cloud ERP 

with configuration depends on how much flexibility 

and different variants have providers initially 

incorporated into software. Anything that goes 

beyond that predefined scope must be solved by 

customization [28]. 

Sun et al. [28] propose Configuration and 

Customization Competency Model to describe SaaS 

software’s variance level: 

1. Entry (None) – Highly standardized offering 

with no configuration and customization 

support. 

2. Aware (Low) – Relatively standardized offering 

with some predefined variance points. 

3. Capable (Medium) – Relatively standardized 

offering with user defined configuration. 

4. Mature (High) – Base offering with 

programmable environment to enable user 

preferred customization. 

5. World class (Extremely high) – Offering 

programming platform and tools to enable 

extremely high customization and even new 

application development. 

 

4.4 Multi-tenant Cloud ERP systems 
 

The situation gets more complex as we adopt multi-

tenancy as a desired environment type in SaaS, and 

therefore cloud-based ERP solutions. 

Multi-tenancy is an architectural pattern in which 

a single instance of the software is run on the service 

provider’s infrastructure, and multiple tenants access 

the same instance. On the other hand, in single-tenant 

environment every tenant has his own customized 

application instance [21]. 

This delivery model is focused on further 

exploiting economies of scale, by offering the same 

instance of an application to as many customers 

(tenants) as possible [22]. According to Bezemer et al. 

[21] the benefits of multi-tenancy are twofold for 
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service providers: (1) by deploying only one 

application instance instead of hundreds or thousands, 

system maintenance and deployment becomes easier; 

and (2) hardware utilization rate is improved as 

multiple tenants share the same hardware resources. 

These characteristics of multi-tenancy are allowing 

cloud providers to reduce overall costs, and to offer 

customers better deals. However, whether the system 

is single-tenant or multi-tenant should be completely 

opaque to customer. To customer must appear as if 

they are using dedicated resources. Mietzner et al. 

[22] support this claiming that multi-tenant awareness 

means that the software must appear to each tenant as 

if he was the sole tenant of the application. 

Harris and Ahmed also present benefits of multi-

tenant approach, such as: cheaper and easier updates, 

amplified consumption of hardware, highly 

configurable application, ease of maintenance etc. 

The same authors report following barriers and 

challenges: the cost of migrating single-instance 

model to multi-instance model, risk of wrong 

architectural choice, performance, scalability, 

security, zero downtime, maintenance concerns [19]. 

However, Johnson argues that there are many 

components in a system that can be multi-tenant, 

including application code, operating system, data 

storage, and computing resources. Consequentially, 

there are many varieties in ERP application depending 

on which of these resources are shared [13]. 

Mietzner et al. in their report introduce taxonomy 

of tenancy patterns. They evaluate the properties of 

single instance, single configurable instance, and 

multiple instances patterns with regard to several 

criteria. Single instance pattern assumes no variance 

in customers’ requirements, so all tenants can use 

single instance of service. Single configurable 

instance pattern presents a service that is configurable 

enough to satisfy varying customers’ needs, so again 

all tenants use single instance of service. Multiple 

instance pattern assumes each customer has very 

specific requirements, or underlying platform does not 

support multi-tenancy. Nevertheless, in this case each 

tenant must have its own service instance [22] [23]. 

Unfortunately, although multi-tenancy presents 

some advantages, it greatly increases the complexity 

of ERP systems implementation. With regard to 

customizability Mietzner et al. state that in single 

configurable instance pattern (which corresponds to 

idea of multi-tenancy) customizability is only 

partially solved. Tenant non-specific parts of service 

can be updated at once for all tenants; however, 

updating of tenant-specific configuration is harder, as 

it requires redeployment of configuration data for 

each tenant. Also, sometimes it is not possible to 

achieve tenant specific behavior by means of 

configuration, because business logic is completely 

different for different tenants  [23]. 

As Bezemer et al. [24] state, multi-tenant systems 

should have high degree of configurability and/or 

customizability, however, this might introduce 

maintenance problems due to additional complexity. 

In single-tenant systems issues such as customization, 

configuration and versioning are usually solved by 

creating branches in the development tree. However, 

in multi-tenant systems this is no longer possible. 

Instead features like this must be integrated in 

application architecture, which inherently increases 

the complexity of code and difficulty of maintenance. 

These are some of the reasons why multiple versions 

of applications may be necessary to coexist [21] [24]. 

However, despite the increase in code complexity 

Bezemer et al. believe multi-tenancy to be 

maintenance dream. To realize that goal, they 

emphasize the role of proper implementation of such 

systems, especially layered application architecture 

[24]. 

Kabbedijk and Slinger [17] identify three levels 

of variability in multi-tenant systems: 

- Low level – variability in look and feel, visual 

presentation of system, 

- Medium level – feature variability, changes in 

software workflow and logic tier, 

- High level – full variability influencing multiple 

tiers at the same time, and allowing tenant to run 

their own code. 

According to Bezemer et al. [24] multi-tenant 

systems should allow following types of 

configuration: 

- Layout Style - The layout style configuration 

component allows the use of tenant-specific 

themes and styles. 

- General configuration - The general 

configuration component allows the 

specification of tenant-specific configuration, 

such as encryption key settings and personal 

profile details. 

- File I/O - The file I/O configuration component 

allows the specification of tenant-specific file 

paths, which can be used for, e.g., report 

generation. 

- Workflow - The workflow configuration 

component allows the configuration of tenant-

specific workflows. 

 

4.5 Existing customization approaches 
 

Jiang et al. state that SaaS platform can be easily 

customized as they propose a SaaS Application 

platform based on Model-driven approach as a 

solution to customization and integration issues. 

According to them, customization is done on three 

layers: user interface layer, business process layer, 

and data layer. Customization in all three layers is 

achieved by deriving new, user specific models, 

which are kept in separate files for each user. Each 

model is accessible solely by user’s ID. Data is kept 

in shared database with shared scheme, but the user 

has access only to a data and a scheme that is 

associated to its unique ID. The main determinant of 
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this approach is use of model to avoid explicit writing 

of application code [18]. 

Zhu and Wang [26] also propose MDA-based 

approach to customization of software in SaaS. 

However, their approach emphasizes the use of SOA 

principles. 

Borovskiy and Zeier state that although adopting 

SaaS ERP does reduce TCO, it does not reduce 

customization costs. They claim that SaaS adaption is 

traditionally done via customer extensions or 

“composite applications” built on top of standard ERP 

systems. In their paper they propose ERP system 

architecture that supports development of this kind of 

composite applications. However, since these 

applications heavily depend on ERP implementation, 

an issue arises when implementation is changed or 

upgraded. Authors also emphasize ERP data 

accessibility as the most important factor in 

realization of composite applications. They introduce 

a concept of BOQL (Business Object Query 

Language) as a way of accessing data in their proper 

form – business objects. [25] 

Kabbedijk and Slinger [17] examine three design 

patterns used to achieve variability in multi-tenant 

systems: Customizable Data Views pattern, Module 

Dependent Menu pattern, Pre/Post Update Hooks 

pattern. While the first and the second pattern deal 

with configuring visual presentation, the third one 

enables changing business workflow by hooking 

additional modules before or after data update. 

Harris and Ahmed propose architectural blueprint 

for building customizable multi-tenant SaaS solution, 

based on MVC pattern. They emphasize that SaaS 

functions should be available to different tenants as a 

set of well-defined services, leveraging technologies 

such as SOA [19]. Authors Jing and Zhang [20] also 

present a solution that relies on SOA. Their Open 

SaaS Software Architecture (OSaaS) provides tenants 

with tools (UML, BPEL) to build their own business 

processes, to share and collaborate with their partners. 

 

 

5 Conclusions 
 
The main goal of this paper was to determine a 

current research state on Cloud ERP customization 

topic, and to reveal potential challenges and issues. 

Literature review performed in this report showed the 

lack of scientific coverage of Cloud ERP systems. 

Perhaps, the reason for this can be found in the fact 

that cloud technology only just began its penetration 

in ERP systems market. In addition, the occurrence of 

customization topic is even less common. This can be 

explained by the fact that cloud technology brought 

various concerns that at first glance may seem more 

important to deal with, such as security concerns, 

performance issues and reliability. 

Customization is a known issue and challenge in 

traditional ERP systems. However, according to 

review results there is no indication that the situation 

with Cloud ERP systems significantly differs, and that 

the need for customization in Cloud ERP is less than 

in traditional ones.  

Number of authors addressed a customization of 

Cloud ERP systems as an important issue, and 

possibly a greater challenge than it was in traditional 

ERP systems. This seems logical as traditional ERP 

systems were usually deployed as on-premise 

systems, which were fully controlled by the customer. 

In this environment, where ERP was built on 

proprietary infrastructure, enterprise could engage 

vendor or a third party consultants to adapt the system 

to better suit their needs. In no way the needs and 

requirements of other customers or enterprises were 

of its concern. 

In Cloud – SaaS implementations of ERP systems 

the situation is quite different. This is especially the 

case with multi-tenant systems, where all tenants 

(different customers, enterprises) share the same 

resources and the same application instance. Here, 

several issues appear. Preferred way of adapting 

Cloud ERP system is by configuring various 

predefined system points. This means that vendor 

must keep in mind all possible variants of system that 

customer could request. This introduces additional 

complexity in already most complex software 

systems. 

Another issue arises when customer wants to 

implement a feature that doesn’t even exist in 

standard Cloud ERP implementation, or the feature in 

which the extent of changes is so great that surpasses 

the capabilities of configuration. Such changes require 

customization, changes of application code. Some of 

the questions that inevitably arise here are: 

- How open is vendor’s application codebase? 

Who can view and change application code? 

- Are all parts of the system customizable? 

- How easy is the system customizable? 

- How will customer’s specific implementation be 

separated from vendor’s standard 

implementation and other customized 

implementations? 

- How will the compatibility with future versions 

of system be assured? 

A number of authors discussed customizability in 

multi-tenant SaaS applications, but these researches 

mainly covered systems such as email clients, office 

utility software, CRM systems. All of these systems 

are significantly simpler than a full scale ERP system, 

which raises a question of suitability of methods 

presented in these researches for ERP domain. 

Most of the analyzed research papers showed a 

certain amount of skepticism towards configuration 

and customization capabilities of Cloud ERP systems. 

On the other hand, Cloud ERP systems’ providers 

boast with configuration and customization 

capabilities of their products. Although we cannot talk 

about Cloud ERP vendors’ perspective as unbiased 

one, claims of research community are also seldom 

supported with empirical evidences. Nonetheless, a 
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discrepancy between vendors and academic 

community obviously exists. 

To sum up and to answer to proposed research 

question, following challenges and issues in Cloud 

ERP customization topic are identified: 

 

Table 4 Reported customization  

challenges and issues in Cloud ERP 

Challenges and issues 

1. Potentially high level of customization 

requirements.  

2. Inflexibility and inability of Cloud ERP to 

support all specific customization and 

configuration needs. 

3. Increase in complexity of Cloud ERP due 

to implementation of different predefined 

configurations and ad hoc customizations. 

4. Difficulties in managing the system due to 

the increasing complexity. 

5. Difficulties in separating configurations 

and customizations of different tenants. 

6. Difficulties in upgrading software and 

keeping customizations compatible with 

future releases. 

7. Absence of proper SDK for easier 

development of customizations. 

8. Closed or limited Cloud ERP solution’s 

codebase. 

9. Complexity of multi-tenant solutions. 

10. Heavy customizations are expensive and 

can be a sign of purchasing inadequate 

Cloud ERP system. 

11. There can be a security issue in 

implementing innovative business 

technology as customizations in Cloud 

ERP. 

12. Customizations can cause stability issues 

and performance problems. 

 

Since research in this area is quite scarce, a 

number of further research topics can be identified: 

- a clear framework to determine the level of 

configuration and customization ability of 

Cloud ERP systems, 

- comparisons of different Cloud ERP  

solutions regarding the level of 

customizability and configurability, 

- an empirical case studies evaluating 

customizability of specific Cloud ERP 

solutions,  

- suitability evaluation of multi-tenancy 

implementation approaches for use in Cloud 

ERP systems.  

 

In the light of these possible future research 

topics, this paper presents the base in current research 

state in Cloud ERP customization with identified 

challenges and issues.  
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Abstract. Defining and implementing a good IT
management is basic requirement for every business
that introduce ICT in their business processes. ITIL,
as one of the best practice frameworks focused on
integration of business and IT, help organizations to
create, support, deliver, and manage high quality
services. In ITIL v3 service catalog management is
promoted to special process where information of
the IT services availability, their details, and status,
are produced, documented and maintained.
In order to better understand key elements that
service catalog encompass or should encompass this
article presents results of comparative analysis of
six different service catalog documents.

Keywords. Service catalog, ITIL, service lifecycle

1 Introduction

Managing IT services is a very difficult task. Many
organizations are already depending on information
technology, as well as its services, and therefore
proper management and support of these services is
required.

There are several good practice frameworks to
create an effective IT service management system.
An effective service management system enables
service providers with the ability to carry out their
core business of offering services that deliver value
to customers. The value of the service perceived by
the customer depends on how well service ensures
outcomes that customers want to achieve [2].

Nowadays, ITIL (The IT Infrastructure Library)
is best known and most widely accepted guidance
for IT service management. There are numerous
companies world-wide that have adopted ITIL,
some of them are Microsoft, HP, IBM, Sony,
Disney, Boeing, Toyota ect. Companies that use
ITIL are of all industry types and sizes.

One of the first information that company
presents to their customer is a list of services that
company is able to provide. This list of services,
with specific detailed description is named service
catalog. In ITIL v3 one whole process is focused on

management of this service catalog. Consequently,
the purpose of service catalog management is to
provide information about all of the agreed services,
and ensure that it is accurate, and available to those
who are approved to access it.

The focus of this article is on process of service
catalog creation. Article presents overview of
various service catalog templates and examples.
Furthermore, it sets a specific elements that one
good service catalog should include. Six various
service documents are analysed according identified
elements.

There are several justifiable reasons to perform
the described investigation: (1) results of analysis
will help companies to better understand relevance
of service catalog production and maintenance, (2)
nowadays, in every day more and more competitive
market place, companies should take any
opportunity to improve their status and attract new
customers, (3) current customers will value all
improvements presented by business if they are
effecting their satisfaction.

In first part of article ITIL v3 overview is
presented with emphasis on service strategy and
service design phase of service lifecycle. Then,
various service catalog perspectives are introduced,
and several service catalog examples and templates
are demonstrated. Second part of article presents
identification of specific elements that should be
presented in service catalog. Thereafter, results of
performed comparative analysis of six service
catalog are described. End of the article presents
conclusions and related directions in the field.

2 ITIL v3 overview

In order to support the management of IT services,
different standards and methodologies have been
developed. One of widely accepted standard for IT
service management is IT Infrastructure Library,
also known as ITIL.

ITIL represent a framework that describes best
practice for IT service management. It is a practical
approach to the identification, planning, delivery
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and support of IT services to the business.
According to ITIL v3 IT service management is
term that considers the entire lifecycle of a service,
starting from strategy through design and transition
to operation use, and continual improvement of
service. Five service lifecycle phases according to
ITIL v3 are: (1) service strategy – design,
development and implementation of service
management as a business strategic asset; (2)
service design – design of new or changed service
for implementation in live environment; (3) service
transition – plan and manage the resources and
capacity that are required for  building, testing and
deployment of service into production; (4) service
operations – coordination of activities and processes
required to deliver service according to agreed
levels to users; (5) continual service improvement –
continually re-align services to changing business
needs, and consequently identifying and
implementing improvements to services.

ITIL framework outlines the consistent
repeatable processes that give business opportunity
to increase their efficiency and effectiveness, as well
as the ability to improve service (that they are
providing). The value of ITIL can be seen in the
improvement of the interface (and communication)
between the business and IT service providers,
internal as well as external [15]. The main benefits
of ITIL are as follows [1]:
1. Alignment with business needs – IT can

understand the business needs (current and
future) and recommend offerings that can meet
them,

2. Negotiated achievable service levels – realistic
service levels are agreed in order to deliver
required value at the acceptable costs,

3. Predictable, consistent process – with the usage
of predictable processes that are consistently
used it is easier to meet business requirements as
the customer expectations,

4. Efficiency in service delivery – well defined and
documented processes and efficiency metrics
influence on the optimization of delivery tasks,

5. Measurable, improvable services and processes
– measurable processes can be better adjusted
and improved,

6. A common language – set of basic terms are
defined in order to enable comparison and single
terminology.

Ref [4] presents a current state of ITIL by
performing analyse and review of studies that
investigated ITIL adoption and benefits delivered
from ITIL. Author proposed grouping of identified
benefits using a service-specific scorecard. This
service specific scorecard is organized in four
quadrants: (1) efficiency, (2) effectiveness, (3)
quality/reliability and (4) customer value. Author
presents benefits of ITIL, identified based on
investigation of 28 studies. Three benefits were best

ranked: (1) customer satisfaction, (2) cost control
and (3) faster response and resolution.

2.1 Service strategy

Customers are not buying products or services; they
are actually buying the satisfaction of their needs.
Therefore service must be perceived by the
customer to deliver sufficient value. Service value
can be described using two components: (1) service
utility and (2) service warranty. Service utility is
referring to what customer gets (outcomes supported
or constraints removed). Service warranty is
referring to how the service is delivered [2]. Figure
1 presents service value components.

In service strategy phase of service lifecycle
some basic questions are to be answered: (1) who
are the IT customers, (2) what kind of service are
required in order to meet customers’ needs and (3)
which IT capabilities and resources are essential to
develop and deliver these requirements (services to
be delivered) [1].

According to Double diamond model (proposed
by design council) [3] every design process can be
divided in four phases. The included phases are: (1)
discover, (2) define, (3) develop, and (4) deliver.
The discover phase is focused on gathering
information about problems, opportunities and about
users’ needs and developing start ideas. In the
define phase ideas resulted from first phase are
analyzed and reduced in small set of
problems/opportunities.  The develop phase includes
development and testing of service concepts. In the
deliver phase the final service concept is tested,
finalized and launched.

Figure 1. Service value components,
designed according description in [2]
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2.2 Service design

Service design is continuous process that
encompasses translation of ideas into reality, into
tangible products or services. This phase provides
that services (new or changed) are designed
effectively to meet customers needs and
expectations [1].

2.3 Service portfolio management

The service portfolio introduces information about
the commitments and investments of particular
business (provider). It includes Service Catalog,
Service Pipeline and Retired Service. Service
Catalog encompasses all services that are active,
services that are currently provided to the
customers. This part of Service portfolio is visible to
the customers. The Service Pipeline includes all
services that are under construction or development
for a specific market. Pipeline encompasses
information valuable for future growth of service.
Retired Services are services that are phased out [8].
Figure 2 presents relationship between service
portfolio management and service catalog
management.

The main purpose of service portfolio
management is to create, manage and improve a
service portfolio. Service portfolio management is
aiming to achieve following goals [10]:

1. Documentation of every service that is
planned or operated by the provider,

2. In order to achieve that necessary
information for service delivery and
support are provided (and documented)
every new service runs through
standardised set of activities and
procedures,

3. Consistency in reviewing every service and
their design package (regular intervals),

4. Every service is included in Continual
Service Improvement process,

5. Service catalog is created, updated and
managed based on information provided by
a service portfolio.

3 Service catalog definitions

One of the indicators of poor IT service
management is that there is no service catalog.
Service catalog is defined in ITIL service design,
and it is a list of services, a database or structured
document, that organization provides to its
customers or, more rarely to its employees. The
service catalog is the only part of the ITIL Service
Portfolio published to customers, and is used to
support the advertisement, sale and delivery of IT
services. It provides a central source of information
on the IT services delivered to the customers by the
service provider organization, ensuring that
everyone can view an accurate, consistent picture of
the IT services that are available, and those that will
be available in near future. Figure 3 and 4 presented
two different examples of representation of service
catalog (graphical view1 and database view).

1 Picture presented with description in Figure 3 is downloaded
from http://www.filebuzz.com/
software_screenshot/full/437350-KasPlus.png, May 3rd, 2013.

Figure 2. Service portfolio management and
service catalog management;
designed according description in [2]

Figure 3. Graphical view (example) of
service catalog
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Each service in catalog is mostly defined by its
name, description, time frame (availability), backup,
cost, how to order or buy the service, and optionally
some additional information.

When creating a service, people are usually
starting by creating its name. Name has to be short,
descriptive and understandable to common users. If
the service catalog is built to be online, it has to
contain the most important keywords.

A service description is a brief explanation of
how business is fulfilling the service and what role
the customer has in it. It can also contain the
additional extra products and services that customer
get for buying the original service.

Time frame is a set of period which covers the
availability of the service. It can range from seconds
to centuries, but mostly it is defined by the range of
hours per day, and range of days per week. It can
also contain exceptions such as holydays.

Backup is also time frame that covers the
frequency of service backup availability. By the
term backup we refer to the assurance, validation, or
guarantee that what was backed up is recoverable
from the provider whenever it is critical or required.

Service cost is the value of money that costumer
has to exchange for the desired service. It can also
include quantity discount, or any other type of
discount.

There are few ways to order or buy the service.
The most common ones are by email, telephone,
web application, or in the retail store.

Additional information can be an extended
description with more details and information about
the service. It can also contain pictures that are
demonstrating the appearance of the service.

There are three types or views of IT service
catalogs: (1) for a business customer, (2) for the end
user, and (3) an IT view [13].

Business customer type of catalog is for
customers who are looking for information about a
service, its value and price. This type of customer is
usually looking at bigger projects and long-term
spending. The customer works closely with IT to
customize a spending plan and forecast future needs.

The end user type of catalog view features icons
with the following information: On what services
are available? How to order them? When they will
be delivered?

IT type of catalog provides more technical
information on the security, disaster recovery and
access control information surrounding the service
offerings.

4 Methods and various templates
for service catalog development

When we talk about methods for service catalog
development it is important to stress that there is no
unique definition what elements service catalog
should include. There are several different templates
available online that one can use when preparing list
of services presented in service catalog. In order to
identify basic service catalog elements we describe
a few service catalog examples.

According to CNET.com – Service Catalog [14]
good service catalog must contain: (1) Service
Name; (2) Description; (3) Support Contact; (4)
Responsible Manager; (5) Users; (6) Detailed
Specifications; (7) Inputs; (8) Outputs; (9) Default,
Optional & Excluded Items; (10) Service Hours;
(11) Performance Standards; (12) Customer
Procedures for starting, changing, or ending service;
and (13) Charges (if applicable).

In addition, according to Purple Griffon
Consultancy – Generic Service Catalog template
[12] good service catalog must contain: (1) Service
Name; (2) Service Description; (3) Service Type;
(4) Supporting Services; (5) Business Owner(s); (6)
Business Unit(s); (7) Service Owner(s); (8) Business
Impact; (9) Business Priority; (10) Service Level
Agreement; (11) Service Hours; (12) Business
Contacts; (13) Escalation Contacts; (14) Service
Reports; (15) Service Reviews; and (16) Security
Rating.

Again, according to NITC_Service_Catalog [11]
good service catalog must contain: (1) Service

Figure 4. Database view (example) of service
catalog
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Name; (2) Service Description; (3) What is
Included; (4) Additional Information; (5) Cost
Saving tips; (6) Service Level Metrics.

According to [5] good service catalog must
contain: (1) Purpose; (2) Scope; (3) Definitions, (4)
Acronyms, and Abbreviations; (5) References; (6)
Overview; (7) Business Units; (8) Categorization of
Services; and (8) List of services.

The main purpose of study presented by [6] was
to determine how wide the adoption of ITIL v3 was.
The survey included 500 respondents, mostly from
UK and USA. One interesting question was used in
survey: “Have you implemented a service catalog?”
Results shows that 37% of respondents have already
implemented a service catalog and 41% were
developing one currently. Service catalog is
document that is result of agreement between
service provider and customer, so it encompasses
definition and description of provided services.
There are some basic elements that are suggested to
be included in service catalog [7]:

1. Service name
2. Service description
3. Availability
4. Target availability
5. Backup
6. Service owner
7. Service Representative
8. Service Criticality.

The good service catalog must be able to [9]:
 Communicate and manage service level

commitments through pricing and Service
Level Agreement (SLA) metrics,

 Set appropriate expectations through
effective service names and descriptions,

 Streamline the ordering process through
auto-fill forms,

 Facilitate order completion through
specific forms,

 Support efficient searching through
categories keywords and icons.

5 Case study

Case study presented is this article is composed of
two parts. First part of case study is aiming to
identify basic element that a good service catalog
should encompass in order to fulfil his purpose. In
second part of study the analysis of six service
catalogs is described.

Based on comparison of service catalog
templates (described in previous section of article)
we identified eleven elements that service catalog
should include:

1. Service name,
2. Description – purpose of service, a basic

description of what the service does, and
what the deliverables and outcomes are,

3. Additional information – description of
what are prerequisite to use service or
detailed information on specific terms of
communication between provider and
customer,

4. List of services – what service(s) are
included, specification what customer is
receiving,

5. Service category/type – category or type of
service that is provided (according
established well known categorisation
structure or proposed by service provider),

6. Service owner – a service owner is
responsible for managing more services
throughout their entire lifecycle,

7. Service Level Agreement - is an agreement
between an service provider and a customer
that describes the service, documents
service level targets, and specifies the
responsibilities of the service provider and
the customer,

8. Cost saving tips – recommendation to the
customers on what are the best ways and
terms to use service,

9. Supporting services – supporting service is
an service that is not directly used by the
business, but is required by the service
provider to deliver customer-facing
services (for example a backup service).

10. Service hours – measure of service
availability,

11. Detailed specification.

Second part of case study presents result of
service catalog creation and definition process
performed by six virtual firms. Undergraduate
students at the Faculty of organization and
informatics Varaždin (fifth semester of study) was
given task to start a firm that will be focused on
providing IT services. Each virtual firm was
employing 5-6 students. Students were encouraged
to choose firm name, create their own services and
to pick specific market place. Each virtual firm
should decide what kind of experts they need for
their business and what exactly they can do. One of
the activities that they were obligated to perform
was creation of service catalog.

First, students were introduced with purpose and
goals of service catalog. Thereafter, they were
invited to investigate various examples of defined
service catalogs published online. Finally, they
should describe and document they own services in
service catalog. Table 1 presents results of
comparative analysis of service catalogs created by
six virtual firms according eleven elements of
service catalog (identified in first part of study).

Results of analysis presented in this article
demonstrate that all analysed service catalogs
include information about service name, description,
list of services, and detailed specification.
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Furthermore, supporting services of core service
are not presented in any service catalog. Additional
information are presented by four firms, and service
categorisation only by two (of six). Only two
service catalogs are defining who the service owner
is. Furthermore, only two service catalog categorise
every service, and two service catalogs presents
connection between service catalog and terms
defined in service level agreement.

Considering presented results it can be
concluded that, when creating service catalog virtual
firms, were only focused on customer view (view of
an end user) of service catalog. General information
about services are presented, but more details are
missing.

6 Conclusion

In practice the service catalog is becoming an
essential element for a successful IT service
management. The service catalog is used to [9]:

 manage the service lifecycle (this include
service definition, configuration,
continuous improvement and termination),

 market available services to the business –
tow IT can meet service demands stated by
bussines,

 manage service requests from end users.

Although, the main purpose of service catalog is
to provide information about available services, the
main question that should be answered even before
the service catalog process begins is “For whom is
the service catalog created?”. The service catalog
does not exist for itself, but it exists to support and
enable a variety of processes and activities required
in organization.

Therefore, service catalog should not be focused
only on one user (catalog view) but should be

integrated document that supports variety of views
and purposes.

Inspired by success stories many organizations
are rushing to create service catalogs. Many
organizations will succeed, however this process is
not simple. Some of them will certainly fail to
achieve the full potential of a service catalog.

The case study presented in this article is
describing first step in creating service catalog. In
order to avoid common mistakes in a process of
catalog creation we recommend to first identify
elements that service catalog should encompass. We
recommend eleven service catalog elements, but this
number can be expanded or reduced depending on
service catalog view that will be met.
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Abstract. Enterprise resource planning (ERP) 

systems are highly complex and their development is 

very long and expensive. The market needs to be 

defined in order to develop and maintain ERP 

systems. Croatian vendors need to be competitive in 

both domestic and foreign market, due to the size of 

the domestic market. 

The research indicates that only a small number of 

Croatian ERP systems vendors have linguistically 

adjusted their product to the demands of the foreign 

market. Linguistical support is essential for foreign 

market distribution and this situation can be resolved 

by preparing technology that would allow ERP 

systems vendors to translate the system in multiple 

languages in a simple, fast and cheap way. 

The application of standard software component 

with the support of publicly accessible on-line 

translation service would fasten the ERP systems 

translation process and reduce its price. The system 

would be ready to use instantly, and the translator 

could verify and upgrade local translation base when 

necessary (human aided machine translation). 

 

Key words.  ERP systems, competitiveness, software 

localization, accessible on-line translation service,  

human aided machine translation. 

 

1 Introduction 

 
Every business management system needs an efficient 

information system which must enable an increase of 

competitiveness in increasingly complex business 

surroundings. ERP systems are designed for managing 

and leading the business systems and, as such, are 

integrated into all functional parts of business. Some 

modules and applications of ERP systems are used by 

all business system employees regardless of their IT 

and foreign language knowledge. Therefore, the ERP 

system must be adapted to business and translated in 

system user's language. 

Standardization of business processes, legal 

regulations, reports and international accounting 

standards make business coordination of ERP systems 

among different countries, especially EU, much 

easier. Users’ demands and legal regulations become 

increasingly similar, enabling different ERP systems 

to be used in different countries without any 

significant adaptations.  

The situation is not the same when it comes to 

languages used in ERP system. When the ERP system 

needs to be adapted to other countries, problems 

regarding translation of system components appear, 

resulting in increase of time and cost needed for its 

implementation in the new surroundings. This paper 

aims to explain the innovative way of using 

translation procedure for different ERP system 

components to make translation of client software 

components fast and cheap by using publicly 

available online translation services.  

 

2 Development of the ERP system 

 
Successful business production system management 

and optimal available resources planning cannot be 

achieved without ERP system. The properties and 

functionality of modern ERP systems were being 

formed during last few decades, combining the best 

practice and IT achievements.  

MRP (Material requirements planning) and MRP 

II concepts are the predecessors of ERP system. ERP 

systems are software packages designed for managing 

and leading the business systems. They are composed 

of modules and applications which support functional 

areas like: planning, production, supplies 

management, marketing, distribution, transport, 

accounting, finances, human resources management, 

project management, CRM, quality management, e-

business, etc. [1]. Integrating all business processes 

and optimizing available resources helps the ERP 

systems manage business system as a whole and 

implement best practices for every single process in 

the company.  

Different branches of economy have different 

demands regarding the ERP system, so the ERP 

system's ability to adapt to various business processes 
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and to enable the integration of additional, specialized 

modules is very important [2].  

All of the above makes the ERP systems 

extremely complex and their development process 

long and expensive. Every vendor needs to insure that 

his ERP system are marketable in order to develop, 

maintain and improve the ERP system. Croatian 

vendors need to be competitive in both domestic and 

foreign market, due to the size of the domestic 

market. In order to penetrate the foreign market, it is 

very important to localize the ERP system.  

ERP vendors are focused on their local market and 

their aim is to adapt to the users' business needs. 

Some ERP systems were translated into foreign 

languages from the beginning, while the others 

regarded language adaptation as an expensive and 

long process. The EU now has 24 official languages 

(including Croatian) and when expanding to the 

markets outside EU, the number of languages grows 

immensely. 

 

3 Croatian ERP system vendors 

competitiveness 

 
The analysis of the software industry in Croatia in 

2012 indicates that this particular branch had an 

income of 4, 79 billion kunas, which makes 1, 4% of 

the GDP. The analysis explains that the total income 

of software vendors' in Croatia (2172 producers) was 

4, 79 billion kunas which represents the growth of 

409 million kunas compared to 2010. The export 

increased to almost a quarter billion kunas - up to 989, 

9 million kunas. In 2012 it made 1, 38% of total 

Croatian export. The data indicates that about 20% of 

the software vendors' total income was gained on 

foreign markets. Analysis included companies which 

classified their activities under the code 62 which 

stands for “Software development, consulting and 

activities regarding IT” and they were mostly SMEs 

(small and medium-sized businesses) [3].  

According to the data given by the Croatian 

Chamber of Economics, software industry belongs to 

the ten largest export businesses; however there are 

still some undiscovered possibilities that could 

contribute to larger export of Croatian software 

products and with it, the ERP systems.  

 

4 Localization of ERP systems 
 

ERP system is a very specific software product which 

enables the vendor to distribute it multiple times, even 

at global level, with only few adjustments. 

Development phase demands certain investment; 

therefore the development of such a complex system 

is not marketable if made for only one user. Expenses 

regarding ERP system distribution or adaptation to 

other potential users are relatively low compared to 

the development phase. ERP system business 

processes are practically identical for certain business 

branches regardless of the country. The adaptation to 

the foreign market users does not involve demanding 

and expensive changes of the design and program 

logic. 

Prerequisite for the success of ERP system on the 

global market is software localization. During 

localization, the semantics remains the same, while 

the syntax changes ) [4]. Software localization 

includes several aspects of products adaptation to 

certain market: 

- language adaptation 

- business adaptation 

- technical adaptation and 

- cultural adaptation. 

Language adaptation includes translation of user 

interface, reports, messages and documentation into 

foreign language and, depending on the country, the 

use of specific script. Software adaptation is essential 

in using special measurement units, number format, 

time, currency, etc. A good ERP system design 

understands that the translation into foreign languages 

is done without changing data structure or program 

logic.  

Business adaptation includes software adaptation 

to law and legislative regulation and to the standards 

of a certain country. 

Technical adaptation includes software adaptation 

to certain technical infrastructure.  

Cultural adaptation includes a selection of 

culturally dependent parts of software, in order to 

create a culturally independent version of the software 

which could then be adapted to certain cultures ) [4]. 

Software localization, especially ERP system 

software localization, is not just about translation of 

user interface or documentation; it is a more complex 

process. The procedure can change the database or 

data flow depending on legislations of certain 

countries.  

Experience has shown that translating user 

interface, especially if the system was not planned for 

multi language surroundings, is the toughest job. If 

the system needs to be translated into more languages 

at the same time, and to some languages that use 

different script (Cyrillic, e.g.), one needs to find a way 

to reduce costs) [6]. This paper will suggest an 

innovative way of user interface translation, as well as 

the translation of other elements of ERP system by 

using a few well-known and publicly accessible 

technologies. 

 

5 Croatian vendors ERP system 

language support research 

 
5.1 Research  methodology 
 

The subject of this research was the language 

adaptability of the Croatian ERP system vendors.  

Research instrument was interview. The sample 
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consisted of 27 well known Croatian ERP system 

vendors, chosen from www.poslovni-software.com 

portal. Since the detailed data about language 

adaptation has not been published in promotional 

materials, and the aim was to ask additional questions, 

the data was to be collected by a survey. Since the 

survey proved to be difficult to conduct (it is hard or 

impossible to obtain the answers), the decision about 

conducting an interview was made. The interview was 

conducted via telephone.  

The following questions were asked: 

- Does the ERP system supports foreign languages 

and if it does, how many? 

- Does the system have the possibility of 

supporting foreign languages? 

- Do you plan to implement foreign language 

support?  

- Do you have any ERP system users outside 

Croatia?  

The data for all 27 ERP system vendors defined in 

the sample was collected. 

  

5.2 Research results 
 

Research results show ERP system current language 

support for the total of 27 Croatian vendors: 

 

 
 

Figure 1: Research results for the Croatian vendors 

ERP system language support 

 

Almost 15 out of 27 ERP systems have not been 

translated into any foreign language. When asked do 

their ERP systems support foreign languages and how 

many, the vendors responded that the translation is 

possible if the client asks for it.  

Almost all surveyed vendors whose products are 

not translated into foreign languages, point out that 

they had neither technical problems nor the need for 

important law regulations adjustments and that they 

plan to implement the language support. On the other 

hand, other vendors that have been surveyed and that 

have implemented the language support have clients 

outside Croatia.  

It could be concluded, based on the results, that 

ERP system vendors can translate the system into a 

foreign language if necessary, but the problem is in 

the duration and the price of such a process. One 

cannot expect the user to buy ERP system if the 

system does not support his own language, due to the 

particularity of the ERP system which is integrated in 

whole business system.  

In order to overcome the problems, it is necessary 

to find the way to enable ERP system vendors a 

simple, cheap and fast translation into as many 

foreign languages as possible.  

 

6 Using free on-line translation 

services for ERP system 

multilingual support 
 

6.1 On-line translation services 
 

Machine translation started to develop along with the 

Internet in the early 1990s. Before that, machine 

translation was of low quality and used only by large 

companies. With the Internet, machine translation 

flourished. Internet users around the world can access 

web sites written in many languages. Since the web 

content is subject to change, machine translation is 

almost only efficient way of translating. Machine 

translation systems can be divided into 3 categories 

[6]: 

- Systems integrated in web browsers  

- Systems integrated in multilingual search engines  

- On-line translation services  

On-line translation services are created for 

interactive translation of words or phrases on multiple 

languages. There are both commercial and free 

versions and some of the best known free translation 

engines are:  Google, Bing, Babylon, Reverso, 

Bablelfish, Systrans, etc. 

The advantages of Google Translate when dealing 

with ERP multilingual support: 

- Communication with the service at the code level 

- Independent researchers mostly rated Google 

Translate the best on-line translation service [7], 

[8] 

- Large number of multilingual support 

- Free usage. 

translate.google.com is free and publicly 

accessible translation service created for interactive 

translation of words or phrases on multiple languages. 

One can send the request for translation to the service 

through one’s own software components created by 

different development tools with the help of certain 

software techniques. Google Translate translates the 

content in a predetermined way, so the content can be 

decoded and displayed in one’s own user interface 

[9]. 

 

6.2 Disadvantages of using Google 

Translate service in language software 

component support 

 
Direct translation of all software components with the 

help of Google Translate is not used for several 

reasons [5]:   
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a) At the present level, machine translation 

does not give completely correct and reliable results. 

That could be solved by making a list of machine 

translation exceptions, prepared by a live translator. If 

there is an exception for a certain word, then the word 

would replace a direct translation obtained from 

Google translation service.  

b) Direct use of translation service each time 

the translation is needed demands the translation 

service to be reused multiple times. Depending on the 

user interface complexity, internet connection speed 

and on-line service’s availability, the translation of a 

certain component may last up to ten seconds –

unacceptable in practice. In order to solve the speed 

problem, a local translation base designed for 

registration and re-usage of all translations can be 

used. When translating every word in user interface, 

the service first searches the local base and then, if 

unable to find the word, the service searches Google 

Translate. This procedure saves end user’s time. 

c) The procedure of connecting to Google 

translation service demands more lines of the program 

code for every word that needs to be translated. It 

causes a few problems: the size of the code and its 

operational version grow, the need for a large number 

of changes on the existing ERP system program code 

(it can indirectly represent the source of new mistakes 

in already existing software). The above mentioned 

problems can be solved by developing a special 

software component as user interface between ERP 

system module and Google translation service. 

The biggest challenge is the quality of the machine 

translation. If the goal of translation is to produce 

publishable high-quality text, machine translation 

may act as a first step to producing a rough 

translation. In the second step, a human post-editor 

may then correct the output to the desired level of 

quality. 

Post-editing machine translation output (also 

called human aided machine translation) is cost-

efficient if the effort of post-editing is less than the 

effort of translation from scratch. The efficiency rises 

with the quality of machine translation. If the machine 

translation system reliably brings the meaning across, 

the post-editor does not need to know the foreign 

input language. Since bilingual speakers are much 

harder to come by than monolingual speakers, this 

reduces the cost of correcting the output. One may 

also imagine a scenario in which a monolingual post-

editor fixes the mistakes in fluency of the English 

output and a second bilingual post-editor fixes the 

mistakes in meaning. Note that if the monolingual 

post-editor knows something about the subject matter 

of the text, he will catch many mistakes in meaning 

already [10]. 

 

 

 

 

6.3 The solution to using Google Translate 

in ERP system multilingual support 
 

The aforementioned problems can be solved by 

implementing local translation base. Every new word 

or phrase is stored in the local translation base to be 

used in the future translation. The access to the local 

translation base is faster that the access to the 

translation service engine. The translator can verify 

the entries in the local base (human aided machine 

translation). That gives the quality to the translation. 

Since every ERP system uses some kind of database, 

local translation base can be implemented in the same 

software infrastructure. 

All of the software mechanisms needed for linking 

one’s own software and Google Translate can be 

implemented in the same class. Setting and using such 

class in one’s own application that supports the usage 

of COM objects is very simple, therefore additional 

changes to the original program code are not needed 

[11]. At the beginning of every basic module 

application program code one needs to add the 

localization class. The Localization class, prepared 

during the research with the purpose of integrating all 

the mechanisms necessary for a quick and efficient 

translation of software components into another 

language is implemented in Microsoft Visual Studio 

development tool and as such, it can be used in many 

projects based on the same development tool. 

Described translation mechanisms of the existing 

software are verified in the Information System for 

Education before being implemented in the ERP 

system. ISE - Information System for Education, 

whose development is financed through the EU funds 

(CARDS 2003) and implemented in several 

educational institutions in Croatia, needed to be 

quickly translated to Polish due to the opening of the 

new educational institution in Warsaw. Since the 

educational institution is registrated in Poland, it 

chose the ISE system for monitoring the andragogical 

documentation and its own business (including entry, 

display and printing of all relevant data in Polish). 

The translation of all key parts of the user interface 

was done by implementing the procedure described in 

this paper. The results represent the cornerstone for 

implementing the same technology in ERP systems.  

 

6.4 Future research and development 

possibilities of the given solution 
 

By implementing the given solution and the 

development of the on-line translation service, the 

quality of the translation will increase without 

changing the ERP application’s program code. It is 

extremely important to improve the components that 

allow the translator to arrange the local translation 

base while the application is active. Local translation 

base can contain translation of the words related to 

ERP application which would improve the quality of 
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the translation (one could avoid generic terms 

provided by web services). 

Since most of the on-line translation services 

provide the possibility of hearing the original and the 

translated text, it is also possible to implement that in 

the localization class. By doing that, the ERP system 

would be suitable for blind and vision-impaired 

people.  

 

7 Conclusion 
 

The research indicates that only a small number of 

Croatian ERP systems vendors have linguistically 

adjusted their product to the demands of the foreign 

market. Linguistical support is essential for foreign 

market distribution and this situation can be resolved 

by preparing technology that would allow ERP 

system vendors to translate the system in multiple 

languages in a simple, fast and cheap way.  

Translation done by using corresponding software 

and online services has an big potential and can solve 

the problem. Automated translation system prototype 

is successfully used on several less demanding 

projects. Current results show great acceleration of 

the whole process while reducing the number of 

people involved in the project, thus reducing the cost.  

The application of the described procedure in ERP 

system would accelerate the process and reduce the 

price and it can support any of the 71 languages 

Google Translate supports, including all of the official 

EU languages. It is important to immediately start 

using the ERP system in any available language and 

then enable the translator to gradually arrange the 

local translation base step by step. 
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Abstract. The universal nature of Social Networks 

and its wide spread in the whole world allowed 

users to post their contributions in their own 

languages. In this paper we are using a 

combination of language translation and text-

mining techniques to understand other cultures in 

Social Networks that are using other languages of 

interest. In particular we are studying the case of 

Twitter and focus on two cultures: Hebrew-

speaking and Persian-speaking in the domain of 

politics. We propose a new Twitter Client that 

collects live tweet streams on frequent time 

intervals from #tags of specific topics of the target 

language and compute a mix of qualitative and 

quantitative indicators to measure Opinion spread. 

The proposed Client provides three levels of 

analysis: Surface, Shallow, and Deep depending on 

analyst wish and the traffic rate of input streams for 

the purpose of providing real-time mining service. 

Hebrew, Persian and Arabic tweets are analyzed 

taking into consideration important context 

background information.  A prototype of the 

proposed Client is implemented on-top of 

“Nodexl”; an open source template for Microsoft 

Excel that allows automated connection to a social 

network server and import (Using Twitter APIs) 

any data stream into the usual Excel environment. 

Tweet translation, coloring and Edge coloring 

algorithms are implemented as Excel Macros with 

selective setting to either surface, shallow, or deep 

analysis parameters. Visualization graphs are 

provided that allow dynamic filtering, vertex 

grouping, adjusted appearance (zoom into areas of 

interest), graph metric calculations, etc.  

Keywords. Twitter Client, Graph Coloring, Q-

Word Net, Arabic Corpus, Nodexl  

 

1 Introduction 
 
Understanding other cultures through participating 

in and analyzing their Social Networks’ posts is of 

great benefit. Digging down to the actual/raw 

people’s opinions and posts will avoid 

governments’ and media manipulation and hiding 

of issues. For example Social Networkers in the 

Arab world read and post in both Arabic and 

English. Arabic since it is their native tongue and 

English since it is a universal language. They have 

no way of participating in any other foreign 

language social network. In this paper we propose a 

new Tweeter Client that provides instant translate 

of posts of any other language/culture into Arabic 

and vice versa. This Client allows Arabic Social 

Networkers to participate in other language/culture 

Social Networks as if they are native members of 

the language/culture. Arab participant will be able 

to collect live tweet streams on frequent time 

intervals from #tags of specific topics of the target 

language/culture and compute a mix of qualitative 

and quantitative indicators to measure Opinion 

spread and opinion spectrum of the #tag of interest. 

The proposed Client provides three levels of 

analysis: Surface, Shallow, and Deep depending on 

analyst wish and the traffic rate of input streams for 

the purpose of providing real-time mining service. 

As case studies, Hebrew and Persian tweets are 

analyzed taking into consideration important 

culture context background information (since they 

are neighboring cultures to the Arab world). We use 

Google translate service to translate all Tweets to 

Arabic and then focus only on “Arabic” Tweet 

analysis. The proposed Client also introduces three 

“Tweet Coloring” algorithms that make use of 

previously developed Arabic NLP tools and graph 

algorithms such as “Arabic Wordnet”, “Q-

WordNet” ontology [1] for sentiments, “Arabic 

Lexicons”, “Arabic Tweet Corpus”, “Max Flow 

Minimum Cut” [1] in order to speculate Tweeters’ 

inclination and impression about the #tag subject of 

interest. On the other hand, three “Edge Coloring” 

algorithms are also introduced to speculate on 

opinion, influence, and trust spread (cascading) 

through Twitter social network graphs. Each one of 

the three algorithms has a “binary” version (+ve/-

ve, Yes/No) and a “continuous” version. The 

algorithms compute inferred value ratings through 

polling neighbors and weighted averaging.  In case 

a user wants to reply or comment on a particular 

Tweet in the target language, the proposed twitter 

Client provides an automatic translation facility that 

posts reply tweets in the target language. Through 

the analysis component of the Client, the user can 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 156 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



understand the #tag current posts from the other 

language/culture network. Then using the auto-

translation component, the user can post replies and 

tweets that are deep in meaning and participation in 

the target network. Making use of web services 

such as the data mining, text mining and language 

translation within the social network has been 

studied in our previous work [1]. In that works we 

claim that future social networks will be focused 

and specialized mixture of both context and 

traditional web services to enhance social networks 

and provide richer and deeper environments. The 

analysis component of the proposed Client is based 

on our previous work in [2]. 

The structure of this paper is as follows: section 2 

describes the architecture of the proposed Client, 

then section 3 details the “Analysis” component 

showing the both the tweet, edge coloring, and 

translation algorithms. In section 4, the “Synthesis” 

component is described. Section 5 describes the 

implementation details of the proposed Client, then 

section 6 shows the experimentations of the 

“Hebrew” and “Persian” testing of the system. In 

section 7, we present the conclusion and future 

work. 

 

2 The proposed Client 

Architecture  

 

Figure 1 shows the architecture of the proposed 

Twitter Client and its interaction with both the 

Twitter server and the Google server. The Client 

has two components: an analytic component and a 

synthesizing component. The “Analytic Engine” 

communicates with the Communication Module to 

call the Twitter Server Backend using Twitter APIs 

to retrieve qualified Tweets for analysis. The 

retrieved Tweets are passed by the Engine to 

appropriate analysis module according to the End 

user needs. Built-in analysis algorithms are called 

upon to process these Tweets and display their 

results either through the Visualization Module or 

the Graph Analysis Algorithms. As shown in the 

figure, there is interaction among the analysis 

algorithms and they call each others for 

intermediate processing. Trend Analysis is a 

module that accumulates analysis results over a 

period of time and performs trend analysis for 

future prediction. The Synthesizing Component 

allows participating in the target culture/language 

through automatic translation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: System Architecture –Analytics / 

Synthesizing Components  

 

3 Client Analysis Component: 

Tweets, Edges Coloring, 

Translation, and Text Mining 

 

3.1 Tweet Coloring and Text Mining 

Tweets are text of no more than 140 characters. We 

use text mining algorithms to discover and extract 

knowledge implicitly embedded in the body of a 

Tweet or during an exchange of Tweets of 

unstructured text. Text mining is based on “Natural 

Language Processing- NLP” and “Information 

Retrieval-IR”. On the other hand, an opinion (or 

regular opinion) is simply a positive or negative 

sentiment, view, attitude, emotion, or appraisal 

about an entity or aspect of the entity. Opinion 

orientation is positive, negative or neutral. The goal 

of an opinion is either speculative, persuasive, 

impression, and/or inclination. Opinions matter a 

great deal in understanding other cultures. In this 

work we focus on understanding what target 

participants are thinking, opinions’ attacks, support, 

etc. Tweet coloring expands on the idea of opinion 

orientation, and borrows from Web page ranking. 

We apply similar ideas using text mining 

algorithms to color tweets according to the degrees 

of support or non-support for a certain issue. We 

collect live tweet streams on frequent time intervals 

from hash tags and apply these tweet coloring 

algorithms to color tweets to measure opinion 

support or non-support for the issue under 

investigation. We provide three levels of analysis: 

Surface, Shallow, and Deep depending on analyst 

wish and the traffic rate of input streams for the 

purpose of providing real-time mining service. 

English, French and Arabic tweets are analyzed 

Twitter Server Backend 

Communication Module Client Side 

GUI Dash Board 

Visualization Module  

Twitter 

Server Side  

Analytics/Synthesizing 

Engine 

 Trend Analysis 

Opinion Coloring Alg Influence Coloring Alg Trust Coloring Alg 

Opinion Spread Alg Influence Spread Alg Trust Spread Alg 

Translation Module 

 

Google Server  
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taking into consideration important context 

background information (e.g. culture of the country, 

political background, nature of the election process, 

etc.). We focus more on “Arabic”, and present three 

“Tweet Coloring” algorithms that make use of 

previously developed NLP tools and graph 

algorithms such as “Arabic Wordnet”, “Q-

WordNet” ontology for sentiments, “Arabic 

Lexicons”, “Arabic Tweet Corpus”, in order to 

speculate participants’ inclination and impression 

about the target issue.  

 

3.2 Surface Analysis 

At this level of analysis we apply word-level text 

mining algorithm called “Word Bag”. In this 

algorithm we have training and testing phases. In 

the training phase we analyze a collection of 

Tweets from the Tweet stream and build two word 

bags “Positive Words Bag” and a “Negative Words 

Bag” (sentiment words such as great, excellent, 

horrible, worst, are used to identify which bag to 

color the Tweet, etc.). This is kind of training for 

building an “Opinion” corpus. The need for this 

step is evident since Tweeters’ language is 

completely different from standard everyday life 

text language. Tweeters use their own “slang” 

language and their own special words and symbols. 

That is why it is important to build a special corpus 

for this Tweets language, we called it “opinion” 

corpus.  Figure 2 shows the details of the Tweet 

surface coloring bags. In the first step of the 

coloring algorithm, Tweet clustering is used to 

reduce the dimensionality and categorization of the 

training tweets according to the target domain. 

Unsupervised machine learning is used at this step. 

Tweet pre-processing is the next step, where text 

cleanup is performed (un-important stop words are 

deleted), followed by “Tokenization” where roots 

(stems) of words are produced, followed by POS 

(Part of Speech Tagging) where syntactic tagging is 

applied, and finally “word sense disambiguation” is 

applied. In the training phase a teacher (supervised 

training) is needed to classify the produced words 

into one of the two bags: positive and negative. 

This is called “opinion lexicon generation” stage. 

Then in the testing phase, tweets are colored 

positive or negative depending on the number and 

POS of the +ve/-ve words in the tweets identifies 

from the two bags.  

 

Figure 2 The surface analysis Tweet coloring 

algorithm’s two bags. 

 

3.3 Shallow Analysis 

This level of analysis extends the previous level of 

analysis by replacing the “bag of words” with a 

“feature vector”, where the words produced from 

the training tweets are inserted into a feature vector 

in the vector space. In the target domain we choose 

the best features that best characterize the domain.  

 

Figure 3 The shallow analysis Tweeter coloring 

algorithm. 

 

These labels are thought of as column heads of a 

database table. This is a tweet level syntactic 

analysis where phrases along with words are also 

considered in the feature vectors. This is a 

continuous version of the surface analysis 

algorithm above. Figure 3 shows the shallow 

analysis Tweeter coloring algorithm. Text 

transformation is a preprocessing stage that 

prepares for the feature selection process. The 

prediction model is built in the pattern discovery 

stage. Then finally the testing mode is performed at 

the interpretation/evaluation stage.  
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3.4 Deep Analysis 

This level uses the attributes identified in the 

previous algorithm to create a corresponding 

database. Now the training set of tweets has been 

converted into a structured database. At this stage 

we can apply data mining algorithms such as 

discovering patterns, answer queries. Figure 4 

shows the building of the database in the “review 

analysis” stage.  At this level traditional data and 

visualization tools are used to analyze and visualize 

the results. Semantic analysis is considered at this 

level where ontologies such as “Wordnet” and “Q-

Woednet” are used to understand hidden meanings. 

Also background context knowledge about the 

target domain is consulted during the semantic 

analysis. This is another continuous version of the 

surface analysis algorithm above. Semantic analysis 

is considered at this algorithm where ontologies 

such as “Arabic Wordnet” and “Q-Woednet” are 

used to understand hidden meanings in the Tweets. 

Arabic Wordnet is classified into nouns, verbs, and 

adjectives. Once a POST (Parts of Speech) analysis 

of a Tweet is done, nouns, verbs and adjectives can 

be identified and used as input into their 

corresponding Arabic Wordnet ontology and 

consequently deep understanding of the Tweet 

becomes possible. Background and context can also 

be used as in our previous work [1] to help 

understand the Tweets.  

Figure 5 shows the deep analysis Tweet coloring 

algorithm.  

 

Figure 5: The Deep Analysis Tweet Coloring 

Algorithm 

 

A multi-dimensional space built by blending 

Concept Net (a semantic net of common sense 

knowledge) and WordNet-Affect (a linguistic 

resource for the lexical representation of emotions)- 

See figure 6. 

-This alignment build a matrix of: rows are 

concepts and columns are emotions, and whose 

values indicate truth values of assertions. +ve 

values for +ve emotions and –ve values for –ve 

emotions, 0 when nothing is known about the 

assertion. Dot product is high when two vector 

concepts are close in the AffectiveSpace above 

(eigenmoods form the axes of the above effective 

Space) 

-Similar one for Arabic and target language tweets, 

threads, and text  

  

 

Figure 6: The Multi-dimensional Space of Concept Net 

and WordNet Affect 

 

Figure 4: The Building Database in the “Review Analysis” 

stage 
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Figure 7: Marvin Minsky’s Conception of 

Emotions 

 

This diagram emulates Marvin Minsky’s 

conception of emotions (See figure 7). 4 

dimensions with 6-levels (-3,+3) –sentric levels- 

each: 1- the user is happy with the service provided, 

2- the user is interested in the info supplied, 3- the 

user is comfortable with the interface, 4- the user is 

disposed to use the app. Sentric vector is of 4 

dimensions. 

 

3.5 Edge Coloring and Data Mining 

Twitter followers and following create twitter 

graphs that can be manipulated using traditional 

graph theory algorithms to measure the spread 

(cascading) of opinions, influence and trust in a 

particular social network graph. We use the 

following “Edge Coloring” algorithms to discover 

the spread (cascading) of opinion, influence and 

trust. They are based on the traditional “Maximum 

Flow Minimum Cut” family of algorithms. The 

idea is that we would like to compute the flow of 

“Opinion”, “Influence”, and “Trust” from one 

follower to another by analyzing a sequence of 

Tweet exchange between them.  

There is considerable literature on graph theory, 

network optimization, and the minimum cut set 

problem. The accomplishments of the work 

reported here are a) to find and implement a 

practical way of solving large networks for 

minimum cut sets and b) to discover that the 

minimum cut set for a large Twitter network was 

much smaller than what might have been expected 

given the number of edges in the network. 

 

3.6 Opinion Spread 

Figure 8 shows the details of the opinion spread 

algorithm. 

After using any of the Tweet coloring algorithms 

above, an edge between two node i and j is either 

incremented or decremented according to the tweet 

color ij or ji. At the end of this stage an edge is 

colored according to the accumulated count over 

the edge. Large positive corresponds to heavy dark 

color, large negative corresponds to light blurred 

color. We use these counts as edge capacities in the 

well known “Maximum Flow Minimum Cut” 

problem. 

Solving for a minimum cut set is a well-known 

network problem, and existing map data and 

network solvers could have been used to answer the 

question posed above. We have used a modified 

network solver algorithm. The first step in this 

algorithm is to determine where, in a general sense, 

the barrier is to be located. In our case, because we 

wanted a barrier surrounding the center of the 

graph, we defined the barrier’s general location in 

terms of its distance from the center of the graph. 

After determining the general area in which the 

barrier will be located, the second step is to apply 

the methodology to find a minimum cut set in that 

general location. 

To determine where a minimum cut set is to be 

located, we drew two concentric circles around a 

central point in the area in question. The source of 

“Opinion” is assumed to start at an unknown 

location outside the outer circle, with the intention 

of reaching an unknown location inside the inner 

circle. The actual path network considered consists 

of those edges that have at least one node (i.e., 

endpoint) between these two concentric circles. The 

second step in our algorithm is to find a minimum 

cut set for the graph whose segments have one or 

both nodes between these boundary lines. This is a 

well-known problem in graph theory, and it might 

be expected that there would be many solvers that 

could be used to obtain a solution to it. However, 

all but one of the solvers we considered could not 

find minimum cut sets in networks as large as the 

Twitter network of a real popular issue such as 

 .One, the GNET solver, could do so .(مستوطنات)

Several solvers were also Excel-based, and so were 

restricted by the size limitations in capacity. Others 

could only accept the problem in the form of a 

general linear program and their LP-interfaces were 

unable to handle the problem. As a result, it took 

significant effort for us to identify just one solver 

that could find minimum cut sets in networks as 

large as the (مستوطنات) network. That one was the 

GNET solver [3]. GNET is designed to handle very 

large networks, and our experience so far is that it 

can handle networks of over one million arcs. 

To let the max-flow algorithm find a minimal cut 

set, the following structure was used. Each of the 

segments with both nodes inside the ring was given 

a capacity of counts as described before. An 

artificial “super-source” node was added outside 

the outer ring, and an artificial “super-sink” node 

was added inside the inner ring. The outer node of 

each segment crossing the outer ring was changed 
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to this super-source node and these segments were 

given an infinite capacity. Similarly, the inner node 

of each segment crossing the inner ring was 

changed to this super-sink node, and these 

segments were also given an infinite capacity. 

Finally, an artificial road segment going from the 

super-sink to the super-source was added, also with 

an infinite capacity. 

We then solved this network for its maximum flow 

and, hence, for a minimum cut set. This minimum 

cut set gives the smallest number of users that must 

be there in order to ensure that any “opinion” 

attempting to penetrate the inner circle, starting on 

any node from outside of the outer circle, will 

necessarily encounter the super node. It should be 

noted that there could be more than one minimum 

cut set, and if there is more than one, the cut sets 

may or may not include some of the same nodes. 

 

 

Figure 8: Opinion Spread Algorithm  

 

3.7 Influence Spread 

Social Networks tools such as Klout [4] measure 

one’s influence on a network of followers based on 

his/her ability to drive action within a certain 

exchange. Kred [5] analyze tweets over the last 

1000 days of an exchange. It analyzes what others 

do because of you. Influence increases when others 

take action because of one’s content. Peer Index [6] 

measure how active, receptive audience within an 

exchange. Tweepar [7] computes the ratio of 

number of followers to the number following.  

 

 

Figure 9: Influence Spread Algorithm  

 

Figure 9 shows the influence algorithm that 

computes a numeric score for a candidate. It 

measures the volume of waves (cascading of 

information flow) that his/her posts generate over 

the Social Network.  The algorithm uses statistical 

indicators to measure "Influence" of a node in 

Twitter. We compute for each Candidate node its 

influence using the following indices: 1- No of 

Tweets he/she sends a day, 2- No of mentions he 

receives a day, 3- No of Re-tweets his followers 

make a day, 4- No of people he/she follows, 5- 

Eigen-Factor: Weight of "highest-count-of-

followers" person who ever Re-Tweeted one of his 

Tweets, 6- Rate of Followers growth, 7- Cascade 

measure: Breadth and Depth of spread of his/her 

Tweets (through Re-Tweets), 8- Diffusion measure: 

Breadth and depth of spread of his/her name 

(through mentions), 9- Degree Centrality: no of 

neighbors in his/her graph of followers up to 3-

levels deep, 10- Betweeness Centrality: Exist on the 

shortest paths of all other node-pairs of his/her 3-

levels deep neighbors graph, 11- Closeness 

Centrality: Has the shortest paths to every other 

node in his/her 3-levels deep neighbors graph, 12- 

Engaged Audience measure: Summation of "Direct 

Messaging"+“Mentions"+"Re-Tweets", 13- How 

Active measure: Time since he/she joined Twitter 

& Time he/she spent on Twitter a week, 14- 

Eigenvector Centrality: Higher scoring nodes 

contributes more to his/her score, 15- Hub measure: 

Arabic- Hebrew-Persian  hub, 16-Visibility 

measure: Best visibility of what is happening in the 

network, 17- Persuasion measure: His/Her 

convincing power to internalize the argument into 

his/her audience and make them adapt it (on 

exchange of Tweets), 18- Impression measure: 

His/Her process to influence audience by regulating 

and controlling the exchange of Tweets 

(reputation), 19- Gallop measure: His/Her efforts in 

marketing himself/herself and ideas, 20- Bit-ly 

URL interestingness: How much interesting his/her 

URL links 

 

3.8 Trust Spread 

By comparing the opinion spread graph and the 

influence spread graph we can produce a trust 

spread graph. Figure 10 shows the “Trust Spread” 

algorithm. This algorithm has two versions: Binary 

and Continuous. Its basic structure is: Source polls 

neighbors for trust value of sink, then the source 

computes the weighted average of these values to 

come up with an inferred trust rating; when polled, 

neighbors return either their direct rating for the 

sink, or they apply the algorithm themselves to 

compute a value and return it. Figure 10 show how 

to infer trust: The source node A and the sink node 

C- and recommending to the source how much to 

trust the sink.  
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3.9 Tweets Translation 

The proposed Client calls Google translate web 

service to perform the Persian/Arabic and the 

Hebrew/Arabic translation service and vice versa. 

This idea of integrating social networks and sematic 

web services has been introduce in our previous 

research [2]. In that works we claim that future 

social networks will be a focused and specialized 

one; mixing both context and traditional web 

services to enhance social networks and provide 

richer environments. Performing accurate 

translation depends so much on disambiguation and 

context understanding. Context aware Social 

networks have been the subject of our paper [1]. 

 

 

Figure 10: Trust Spread Algorithm  

 

4 Client Synthesizing Component: 

Tweets Translation   

The proposed Client calls Google Translate web 

service to translate both ways from Arabic to the 

target language and from the target language to 

Arabic. 

Figure 11 shows the system architecture of the 

proposed synthesizing component with metrics 

dashboard. The Synthesizing Component allows 

participating in the target culture/language through 

automatic translation of “Arabic” posts into the 

target language and automatic posting on the Social 

network of the target audience. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 11: Synthesizing Component Architecture  

 

The “Synthesizing Engine” communicates with the 

Communication Module to call the Google 

Translate Server Backend using Google APIs to 

send and retrieve translations. The retrieved 

translations are passed by the Engine to appropriate 

analysis module according to the End user needs. 

Built-in analysis algorithms (as described in the 

previous section) are called upon to process these 

translated tweets and display their results either 

through the Visualization Module or the Graph 

Analysis Algorithms. As shown in the figure, there 

is interaction among the analysis algorithms and 

they call each others for intermediate processing. 

Trend Analysis is a module that accumulates 

analysis results over a period of time and performs 

trend analysis for future prediction. The synthesize 

module can work concurrent with the analysis 

module. 

 

5 Prototype Implementation 

 

A prototype of the proposed Client with metrics 

dashboard is implemented on-top of “Nodexl” [8]; 

an open source template for Microsoft Excel that 

allows automated connection to a social network 

server and import (Using Twitter APIs) any data 

stream into the usual Excel environment. Tweet 

coloring and Edge coloring algorithms are 

implemented as Excel Macros with selective setting 

to either surface, shallow, or deep analysis 

parameters. Influence is measured through some 

twenty graph related terms such as: Degree 

centrality, Betweenness centrality, closeness 

centrality, Bit-ly interestingness, visibility measure, 

cascade measure, etc.  Visualization graphs are 

provided that allow dynamic filtering, vertex 

Google Server Backend 

Communication Module Client Side 

GUI Dash Board 

Visualization Module  

Twitter 

Server Side  

Synthesizing Engine 

 Trend Analysis 

Opinion Coloring Alg Influence Coloring Alg Trust Coloring Alg 

Opinion Spread Alg Influence Spread Alg Trust Spread Alg 

Translation Module 
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grouping, adjusted appearance (zoom into areas of 

interest), graph metric calculations, etc. In order to 

provide real-time mining service even in ‘Deep’ 

analysis setup, a parallel cluster farm of duplicate 

servers is provided in order to help with parallel 

processing capabilities.  

Each analytic algorithm provides sentiment analysis 

results with human classification of the sentiments 

expressed in tweets."By illustrating instances when 

unprompted, natural conversation deviates from 

responses to specific survey questions, the 

algorithm helps capture the nuances of public 

opinion.The Indices are updated five times daily. 

The synthesize module calls the Google translate 

service upon need. The synthesize module can 

work concurrent with the analysis module. Figure 

12 shows two screenshots of the implemented 

prototype. 

 

 

 

Figure 12: Two Screenshots of the Analytic Tool 

Dashboard  

 

Code for the shallow Tweet coloring Macro, the 

surface Tweet coloring, Macro, the Deep Tweet 

coloring Macro, the Influence Spread Edge coloring 

Macro,  the trust Spread Edge coloring Macro, and 

the Translation Macro can be found on our web 

portal at [10] 

Visualization graphs are provided including ones 

that allow dynamic filtering, vertex grouping, 

adjusted appearance (zoom into areas of interest), 

graph metric calculations, etc. In order to provide 

real-time mining service even in ‘Deep’ analysis 

setup, a parallel cluster farm of duplicate servers is 

provided in order to help with parallel processing 

capabilities. Elaboration on both the visualization 

and the multi-server parallel processing can be 

found in [9]. Nodexl provide several graph 

visualization capabilities. Various styles of node, 

edge, flow information can be selected and various 

viewing criteria can be set. Figure 13 shows one of 

the possible “Clustered” visualization of nodes. 

Color codes can also be customized to help in the 

visualization of the graph. 

 

Figure 13: The Client Visualization Capability- 

Clustering Nodes 

 

6 Experimental System 

 

6.1 Experiment I- Hebrew 

We started our first experiment by creating a new 

Twitter account with a Hebrew name. We then 

searched #مستوطنات using its Hebrew translation # 
 After getting 50 Tweets into our .התנחלויות

Client and translating them to Arabic. We choose a 

“shallow” analysis option. Four main threads of 

discussion were detected: The recent court decision, 

building on Plastinine lands, Europ boycuts 

products of settlements, and favoring settlements 

using religious coercion and fanatisim. We then 

used tweet and edge coloring macros to detect 

opinions, influence and trust among the four groups 

of discussions. We then replied to the most 

influencial trustworthy participant of each group. 

Then we got involved with the four groups in their 

discussions. The four groups seemed to accept our 

views and take them seriously. That was the 

objective of the experiment. See figure 14 for 

sample of these tweets, and figure 15 for the 

postings we have made in “Hebrew”. 

 

 
Figure 14: Hebrew Tweets Analysis 
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Figure 15: Hebrew Posting  

 

6.2 Experiment II- Persian  

We started our second experiment by creating a 

new Twitter account with a Persian name. We then 

searched #الدوالرusing its Persian translation # 
 After getting 30 Tweets into our Client and .دالر

translating them to Arabic. We selected a “Deep” 

analysis choice. Two main threads of discussion 

were detected: The recent Saudi soccer match, and 

religious coercion and fanatisim. We then used 

tweet and edge coloring macros to detect opinions, 

influence and trust among the two groups of 

discussions. We then replied to the most influencial 

trustworthy participant of each group. Then we got 

involved with the two groups in their discussions. 

The two groups seemed to accept our views and 

take them seriously. That was the objective of the 

experiment.  

Figures 16 and 17 show the “Persian” network and 

our participation through the proposed client in a 

“Persian” speaking Twitter network.  

 

 
Figure 16: Persian Tweets Analysis 

 

 

Figure 17: Persian Tweets Posting  

 

7   Conclusion and Future Work 

 

We have described an implementation of a new 

Twitter Client that has the capability of plugging on 

two Social cultures: Hebrew-speaking and Persian-

speaking. We propose a Client that collects live 

tweet streams on frequent time intervals from #tags 

of specific topics of the target language and 

compute a mix of qualitative and quantitative 

indicators to measure Opinion spread. The 

proposed Client provides three levels of analysis: 

Surface, Shallow, and Deep depending on analyst 

wish and the traffic rate of input streams for the 

purpose of providing real-time mining service. 

Hebrew, Persian and Arabic tweets are analyzed 

taking into consideration important context 

background information. The proposed Client uses 

Google translate service to translate all Tweets to 

Arabic and then focus only on “Arabic” analysis 

(assuming users are Arabic speakers). 
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Abstract. Businesses are utilizing personalization 

activities to individually communicate with their 

customers depending on their needs and preferences. 

A study with University students has been conducted 

to survey, if this user group is aware of 

personalization activities and if they perceive any 

usefulness of the individualized communication. 

It has been found, that the awareness of 

personalization activities is very high on the online 

retail platform Amazon, but decreases for the search 

engine Google and is around a half for the social 

media platform Facebook. 

The perceived usefulness of personalization 

activities depends on the initial buying intention of the 

user. Personalization activities which aid or expand 

an existing buying intention of customers are 

perceived as more useful than personalization 

activities, which aim on the generation of additional 

buying intentions. 

 
Keywords. personalization, survey, mobile 

communication, E-Commerce, social media, search 

engine 

 

 

1 Introduction 
 
The advances in technology allow corporations to 

communicate with their customers independently of 

place and time. Especially due to mobile 

communication devices such as smartphones, 

customers are enabled to retrieve information and 

experiences about products and services everywhere 

and every time [1]. 

Nevertheless, customers have to analyze the 

information pool that is provided via digital 

communication technology, because they need to find 

information that is relevant in regard of their personal 

preferences and needs [2]. To aid customers, and thus 

gain a competitive advantage [3], businesses started to 

implement personalization activities [4]. 
It remained unclear if customers are aware of the 

conducted activities by corporations, to collect 

information about the usage behavior as well as the 

needs and preferences of users and subsequently 

provide ideally matched information to them. It is 

conceivable that especially, a young, innovative and 

technology-affine target group of University students 

should know about personalization, which is 

influencing their daily information retrieval. 

Previous research yielded results which 

highlighted that – from a business point of view – 

different personalization activities and environments 

of digital communication alter the characteristics and 

value of personalization constraints [5]. In this 

explorative study, the aim is to highlight, if such 

results are also possible from a customer and user 

point of view and additionally generate an overview 

on possible hypothesis for further research. Thus, this 

paper describes the results of a conducted preliminary 

survey with 870 University students regarding the 

awareness as well as perceived usefulness and 

perceived benefits and risks of personalization 

activities on social media platforms, search engines 

and E-Commerce platforms. Also insights into the 

usage behavior of mobile communication technology 

of the participants are provided.  

The paper is structured as follows: in section one, 

a brief general introduction is made and in section two 

an introduction into personalization is given. 

Subsequently in section three, the methodology, 

structure of the survey and sample data are described. 

In section four the results are highlighted and grouped 

by the survey structure. First, the usage behavior of 

the participants is depicted. Subsequently, the 

awareness as well as the perceived risks and benefits 

of personalization on Facebook, Amazon and Google 

are illustrated. The paper is concluded and limitations 

are described in section five. 

 

2 Personalization 
 

Research on personalization is very widespread and 

strikes different areas ranging from Computer Science 

over Business Informatics and Information Science to 

Marketing research. Although there have been several 

approaches to find an overall description of 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 166 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



personalization, a commonly agreed definition was 

never found by the scientific community, because of 

the manifold application areas. Nevertheless, two 

prevalent definitions should be emphasized for this 

contribution (see Table 1). 

Table 1. Definition of personalization 

[6] 

“Personalization is a process of providing 

relevant content based on individual user 

preferences, and personalized web sites obtain 

preferences information implicitly by tracking 

customer purchase or usage habits.” 

[7] 

“Personalization is a firm’s decision on the 

marketing mix suitable for the individual that 

is based on previously collected customer 

data.” 

 

Several contributions focus on general theory 

building for personalization activities [4] [8] [9] [10]. 

Out of the broad literature basis, one specific model 

should be emphasized for this contribution (see Figure 

1). 

 

 

Figure 1. Classification Scheme of Personalization [4] 

 

The classification scheme of personalization by [4] is 

divided into three dimensions, which are object 

(what), target (to whom) and origin (who).  

This contribution is especially focusing on the 

awareness and perceived usefulness of content 

personalization in various application areas, whereas 

the other described areas are not in the focus of this 

study. 

 

3 Methodology and sample 
 
The study is based on a quantitative analysis utilizing 

an electronic survey tool named ‘LimeSurvey’. The 

survey was conducted from January 

 to March 2013 with 870 voluntary-participating 

University students from which 86% (n=751) finished 

the survey correctly. No incentives were offered for 

participation and the participation was also not 

component of any grading system. The analysis of the 

retrieved survey data is based on SPSS and on Excel 

spreadsheet analysis.  

The survey consisted of 67 questions in total, 

whereat not all of them were obligatory for each 

participant and not all are directly related to the 

research purpose in this article. For example the types 

of devices and operating systems are part of another 

general research project but also relevant background 

information when assessing awareness and perceived 

usefulness of online personalization. The survey was 

divided into five separate parts. The first part asked 

for the usage behavior of mobile communication 

technology and social media of the participants. 

Subsequently in the second part, participants were 

asked for their usage of the social media platform 

Facebook, their awareness of conducted 

personalization activities and perceived benefits and 

risks. Part three and part four asked for similar 

question in regard to the E-Commerce platform 

Amazon and the search engine Google. The survey 

was closed with a section of demographic questions. 

The intended target group of the study was 

University students in Austria. The survey 

participants were chosen utilizing a random sampling 

technique and distributed by the University Press 

Office to students only. Students were chosen as 

participants from a practical and a scientific point of 

view. On the one hand, they are easily accessible, 

which is the practical reason for this sample group. 

On the other hand, it is also scientifically relevant to 

survey this sample, because students as digital natives 

are more technophile as other sample groups and they 

are early adopters of innovations in technology and 

communication. Additionally, around two thirds of all 

students are employed in Austria, which assures them 

an exalted standard of living [11]. Thus, surveys in 

this sample group can be utilized as indicators for 

further research in studies throughout other samples. 

From 870 retrieved responses, 112 were 

eliminated due to partly unanswered or invalid 

responses. 751 valid responses were the basis for 

further analysis. A demographic overview of the 

participants is depicted in Table 2. 

Table 2. Demographic overview 

 Frequency % 

Male 191 25.43% 

Female 560 74.57% 

Average age 25.54 years 

 

4 Results 
 
The average age of all participants was 25.54 years, 

which was intended through the target group selection 

of University students. It was surprising, that female 

participants took part so actively and contributed 

nearly 75% of all responses. 

Approximately one fourth of the survey 

participants are studying Natural Sciences (25.40%), 

another fourth are studying the Humanities (24.83%), 

21.88% are registered for Business Sciences or Law 

studies, the rest is enrolled in technical studies, 

Medicine or others. 

Most of the participants are Bachelor students 

(44.85%), followed by Diploma students (27.84%), 

Master students (19.81%) and Doctoral candidates 

(7.50%). 
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4.1 Usage behavior 
 

In the first section of the survey, the usage behavior of 

mobile communication technology as well as social 

media was surveyed.  
69.5% of all participants are already using a 

smartphone and on average they possess their phone 

for around 14.57 months. Smartphone penetration 

strongly diverges in age classes, where the youngest 

generation owns more smartphones than the oldest 

generation [12]. The smartphone penetration of 

Austrian University students increased by 10.4% in 

the last year, starting from 59.1% in March 2012 [13], 

which is also consistent with ongoing global trends 

(see Table 3). 

Table 3. Smartphone possession 

 Female Male Total 

Smartphone: yes 391 131 522 

Smartphone: no 169 60 229 

Total 560 191 751 

 

The market share of smartphone operating systems 

in the conducted study is consistent with global 

studies, which show that Android is by far the most 

used operating system with 70%, followed by iOS 

from Apple with 21% [8] (see Figure 2). Only 

marginal differences emerged with 69% market share 

for Android and 19% market share for Apple iOS. 

 

 

Figure 2. Market share of smartphone OS [14] 

The participants answered, that they have 

approximately 28 applications installed on their 

smartphone compared to approximately 24 installed 

on their tablet computers. Every seventh participant 

(14.27%) is already using a tablet computer, where 

the distribution on gender is almost equal with a small 

advance of male participants. 17.4% of all male 

participants use tabled computers compared to 

13.22% of all female participants. 

The participants were also asked to state if they 

ever used the positioning functionality of their mobile 

phone. 46.2% of all participants answered, that they 

used it. This corresponds to 67% of all smartphone 

users. 33.9% of all participants answered, that they 

did not use the positioning functionality and 151 of 

the respondents (19.9%) are not sure if they ever used 

this functionality. 

Asking for their social media usage behavior, 

81.1% of the participants responded that they use 

social media platforms, 17.4% are not using such 

platforms and 1.5% are not sure. From the 

participants, who are using social media platforms, 

the great majority is active on Facebook (95.12%). 

The market leader is pursued by a group consisting of 

Twitter (10.08%), Google+ (9.76%) and Xing 

(8.94%). LinkedIn the English-speaking equivalent of 

Xing is used by only 2.93% of all participants. 

StudiVZ the german-speaking Facebook equivalent – 

once with a market share of 80% and more – fell 

down to a remaining usage rate of 1.63% (see Figure 

3). 

 

 

Figure 3. Usage of social media platforms 

Regarding the quantitative usage of social media 

platforms, 53.18% responded, that they use such 

platforms for less than 30 minutes a day. 30.02% use 

it between 30 and 60 minutes a day, whereas 12.72% 

use it between 60 and 120 minutes a day. Only 4.08% 

are very heavy users of social media and spend 120 

minutes a day and more on social media platforms. 

The devices with which social media platforms are 

accessed dramatically changed throughout the last 

years. Now, more than two thirds of the participants 

(69.92%) are using their laptop to access social media 

platforms. Nearly every second participant (49.60%) 

uses a smartphone to gain access. Only 31.13% are 

logging in to social media platforms by their desktop 

PC and 66 or 8.71% of all participants are active on 

social media platforms using their tablet. 

 

4.2 Facebook 
 

Nearly 80% of all respondents are using the social 

network Facebook. Only 20.1% are not using the 

platform. The usage intensity of Facebook 

corresponds with the overall usage intensity of social 

media platforms, which shows, that most of the time, 

the study participants are spending on Facebook (see 

Figure 4). 
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Figure 4. Usage intensity of Facebook 

Although nearly half of the respondents are using 

Facebook for more than 30 minutes a day, only 

48.20% have seen personalized advertisings on the 

platform. 51.80% are not aware of the fact, that the 

Facebook ads are personalized and matched with their 

individual needs and preferences. Surprisingly, the 

fraction of male respondents that is aware of 

personalized advertising on Facebook is 62.82%, 

whereas only 48.04% of the female respondents 

recognized personalized advertisings (see Table 4). 

Only a small part of the respondents of 8.1% has ever 

clicked on one of these personalized advertisings to 

inquire more about a certain product or service. 

Table 4. Awareness of personalized advertisings on 

Facebook 

 Female Male Total 

Awareness: no 243 63 306 

Awareness: yes 263 96 359 

Total 506 159 665 

 

Although only half of the respondents ever were 

aware of a personalized advertising, 53.98% of all 

respondents are feeling incommoded by the 

advertisings. 48.02% of female respondents answered, 

that they are not disturbed by the advertisings but only 

39.62% of male respondents agreed with this answer. 

So, also a discrepancy in acceptance of personalized 

advertisings can be found here. 

Similar answers were retrieved when the 

usefulness of personalized advertisings was surveyed. 

55.19% of all respondents find personalized 

advertisings on Facebook useful. Female participants 

are less critical than male participants, because 

57.14% of female respondents find personalized 

advertisings useful, but only 49.09% of male 

participants (see Table 5). 

Table 5. Perceived usefulness of personalized 

advertisings on Facebook 

 Female Male Total 

Usefulness: no 222 84 306 

Usefulness: yes 296 81 377 

Total 518 165 683 

 

The willingness to allow Facebook directly to use 

the name of the user for personalized advertisings is 

very low. Only every fifth respondent (19.67%) 

would agree that Facebook can use her name to 

enhance advertisings. The disagreement is higher for 

male participants (85.97%) than for female 

participants (78.51%). 

If Facebook users were able to switch off the 

advertisings, 94.68% would do so even if they are 

personalized (see Table 6). A slight divergence is 

found between male and female participants, because 

95.62% of female participants would switch off 

personalized advertisings but only 91.76% of male 

participants. This is surprising because the general 

acceptance of personalized advertisings is lower in the 

group of male participants.  

Table 6. Switch off personalized advertisings 

 Female Male Total 

Switch off: no 23 14 37 

Switch off: yes 503 156 659 

Total 526 170 696 

 

In terms of benefits and risks of personalized 

advertisings on Facebook, the respondents made some 

clear statements.  

For businesses, the benefits of personalized 

advertising lie in the possibility to optimize the 

segmentation of their marketing campaigns. Hence, so 

the respondents, businesses are enabled to raise their 

revenue and benefit. For Facebook, the benefit of 

personalized advertisings is clearly the funding of the 

platform itself. For customers, the benefits are the 

provision of matched advertisings which could lead to 

interesting and relevant offerings of companies that 

were unknown before. But also time saving aspects 

were mentioned. 

The answers regarding the risks of personalized 

advertisements on Facebook were clear. The 

customers are afraid, that they are spied out and that 

businesses use the gathered data to manipulate future 

buying decisions. Data privacy issues were mentioned 

frequently. Additionally, advertisings in general and 

personalized advertisings in detail are perceived as 

annoying. They are hindering the users of social 

media platforms in their original usage intention. 

The answers regarding the benefits of personalized 

advertisings are split in three separate groups, where 

the businesses as advertiser, Facebook as advertising 

platform and the customers themselves are seen as 

profiteer of such activities. Nevertheless, the 

respondents perceive that the risks of personalized 

advertisings are solely beard by the customers. 

 

4.3 Amazon 

 
Amazon is the world’s largest online retailer, which is 

also illustrated by the responses of the survey 

participants. 84.09% of all respondents are using 

Amazon only 15.91% are not using the online retailer. 
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No divergence was found between male and female 

participants. 

The participants access the online retail platform 

with various devices. 46.10% are using a desktop 

computer, 15.58% a laptop. Surprisingly, 78.86% are 

using their smartphone to access Amazon. Only 

6.20% of all participants are using a tablet to access 

Amazon. A divergence in gender usage can be 

spotted. While 61.88% of all male participants are 

using a desktop computer to access Amazon, only 

40.72% of female participants are doing so. An 

inverted result can be described for smartphone usage. 

While already two out of three (66.88%) male 

participants are accessing Amazon with their 

smartphone, already 82.94% of the female 

participants are utilizing their smartphone to access 

the online retailer (see Table 7). 

 Table 7. Devices for Amazon access 

 Female Male Total 

Usage in general 469 160 629 

Desktop 191 99 290 

Laptop 71 27 98 

Smartphone 389 107 496 

Tablet 2 13 39 

 

Although the usage of Amazon through 

smartphones is very high in this sample, only 10.22% 

of the respondents have ever used the mobile 

application of Amazon and only 7.44% have ever 

bought a product using the mobile application.  

Opposed to the findings regarding the awareness 

of personalization activities on Facebook, most of the 

respondents are aware, that personalization is 

happening on Amazon. 92.57% of all participants 

answered, that they are aware that Amazon is 

suggesting products based on one’s own past buying 

behavior and the buying behavior of other customers. 

65.94% of the participants find these personalized 

suggestions useful. Female participants are more 

depreciative than male participants. 36.10% of all 

female participants don’t agree that personalized 

product offerings are useful, while only 27.91% of the 

male participants do not perceive a usefulness of 

personalized product offerings based on buying 

behavior and personal preferences (see Table 8).  

Table 8. Perceived usefulness of personalized product 

offerings on Amazon 

 Female Male Total 

Usefulness: yes 331 124 455 

Usefulness: no 187 48 235 

Total 518 172 690 

 

Even if one third of the customers perceive that 

the personalized product offerings are not useful, only 

every fourth customer (23.81%) is not buying offered 

products. 57.88% are purchasing offered products at 

least seldom and rather seldom. 16.52% are 

purchasing such products rather often and 1.79% of 

all customer are often purchasing personalized 

product offerings based on customer buying behavior 

(see Figure 5). The study highlights that female 

participants are more often buying personalized 

offerings than male participants. While the 32.41% of 

the female participants state that they purchase ‘rather 

seldom’ only 25.44% of the male participants say so. 

But only 23.86% of all female participants state that 

they purchase personalized product offerings on 

Amazon ‘seldom’ opposed to 37.28% of all male 

participants. One fourth (25.05%) of all female 

participants were completely able to resist the 

purchase (‘never’) but only one fifth (20.12%) of all 

male participants. 

 

 

Figure 5. Purchase of personalized product offerings 

on Amazon 

Regarding the benefits and risks of personalization 

activities on Amazon, the participants responded: 

There are several benefits related to personalized 

product offerings on Amazon. On the one hand, 

customers are enabled to compare prices to find the 

most suitable offering for them. Additionally, it helps 

to save time if related products are displayed or if 

attachments for a selected product are highlighted. On 

the other hand, customers perceive it is easier to find a 

suitable product, which they would like to buy, than 

on other online shopping platforms. A main respond 

was the differentiation between Facebook and 

Amazon. Facebook is not a platform for purchases, so 

personalized advertisings or offerings are not equally 

useful than on Amazon. Amazon is a platform, which 

is used if customers would like to buy a product. 

Thus, the participants find it helpful if personalized 

offerings are displayed because they perceive it as 

assistance in their initial intention and not as 

manipulation. 

As risks of personalization on Amazon was 

perceived, that the gathering and analysis of data by 

Amazon could lead to privacy issues. Nevertheless, 

this perceived risk was not as distinctive as it was for 

Facebook. Additionally, customers fear that Amazon 

could tempt them to purchase products which they do 

not need. It was also mentioned, that the offered 

multiplicity of products is affecting the initial buying 

intention and makes the buying situation more 

complex. Some participants also state that they are 

feeling pursued. Finally, participants also revealed 
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that they are annoyed by the marketing messages of 

Amazon and that the algorithm which should provide 

suitable products is not working correctly because 

they cannot find relevant products. 

 

4.4 Google 
 

The search engine Google is used by 98.8% of the 

study participants. Regarding the search engine 

Google, 77.94% of all participants are aware of the 

fact, that Google personalizes the search results. 

75.33% are also aware, that the Google proposes 

personalized search terms. 55.25% state that they find 

it useful to received personalized search results. 

57.08% perceive it as useful that personalized search 

terms are proposed by Google. Nevertheless, there are 

again differences between male and female 

participants (see Tables 9 to 12). 

While 24.73% of female participants were not 

aware of the fact, that the search results are 

personalized, only 14.21% of male participants did 

not know this fact. With 26.94% (female) and 17.98% 

(male) the numbers are almost equal for the 

awareness of the proposition of personalized search 

terms. The perceived usefulness also differs: 43.32% 

of female participants do not find it useful that Google 

personalizes the search results, while 48.93% of male 

participants are refusing personalized results. 41.10% 

of female participants state that personalized search 

terms are not useful, while 48.14% of male 

participants say so. 

Table 9. Awareness of personalized search results on 

Google 

 Female Male Total 

Awareness: yes 420 163 583 

Awareness: no 138 27 165 

Total 558 190 748 

Table 10. Perceived usefulness of personalized search 

results on Google 

 Female Male Total 

Usefulness: yes 314 96 410 

Usefulness: no 240 92 332 

Total 554 188 742 

Table 11. Awareness of personalized search terms on 

Google 

 Female Male Total 

Awareness: yes 404 155 559 

Awareness: no 149 34 183 

Total 553 189 742 

Table 12. Perceived usefulness of personalized search 

terms on Google 

 Female Male Total 

Usefulness: yes 321 98 419 

Usefulness: no 224 91 315 

Total 545 189 734 

Coming to personalized ads on Google, 71.36% of 

all participants have already seen a personalized 

advertising on Google. Only 20.0% of all male 

participants and 31.11% of all female participants 

have never seen such advertisings (see Table 13). 

From the participants that are aware of 

personalized advertisings, 12.38% have actively 

clicked on one of these ads.  

Table 13. Awareness of personalized ads on Google 

 Female Male Total 

Awareness: yes 381 152 533 

Awareness: no 172 38 210 

Total 553 190 743 

The perceived usefulness of such ads is rather low. 

Only 23.81% of all participants find that personalized 

advertisings on Google are useful, while 76.19% 

stated that such advertisings are not useful. The 

distribution for male and female participants are 

almost equal (see Table 14). 

Table 14. Perceived usefulness of personalized 

advertisings on Google 

 Female Male Total 

Awareness: yes 130 41 171 

Awareness: no 407 140 547 

Total 537 181 718 

 

The benefits of personalization activities on 

Google are described by the participants as: enhances 

the easiness of searches on the Internet. Personalized 

search terms and personalized results are time saving, 

because relevant results and terms are already 

provided, which is a fast and efficient way of 

retrieving information. Thus, the personalization 

activities of Google are useful. Personalization of 

search terms can also help to overcome language 

barriers. All in all, the personalized results and search 

terms enhance the relevance of the results which is 

beneficial for the users. For businesses the 

personalization activities of Google could help to 

raise the customer buying intention. 

The risks of personalization activities on Google 

are manifold. As on Facebook and Amazon, users of 

Google are afraid, that privacy issues could arise. For 

example, that Google is able to profile the daily habits 

of an individual and sell it together with million other 

data sets to marketing companies. But also the 

constriction of possible offerings and results is seen as 

risk. Possible relevant results are eliminated and due 

to this filter, inferior providers of products and 

services are ranked at the top. It also constricts the 

cognition of the ‘real world’. Additionally, it is 

annoying and could be utilized to manipulate 

customers. Finally, the utilized algorithm generates 

personalized results and search terms, which are not 

relevant for the individual. 
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5 Conclusion and Limitations 
 

The exploratory study revealed that the awareness 

and perceived usefulness of personalization activities 

on social media platforms, online purchase platforms 

and search engines diverges among possible users 

within the young generation in Austria. 

While the awareness of personalization activities 

on Amazon is very high (92.57%), it decreases if the 
focus falls on Google (around 75% to 77%) and only 

a half of the participants is aware that Facebook 

implemented personalization activities (48.20%).  

Similar is the situation regarding the perceived 

usefulness of personalization activities. While two 

third (65.94%) of the participants find personalization 

activities on Amazon useful, only around a half of the 

participants perceive the usefulness of personalization 

on Google and Facebook.  

In any case, the perceived usefulness was strongly 

interrelated with the intended usage motivation of the 

platform. It can be stated, that personalization 

activities, which aid or expand an existing buying 

intention of customers (e.g. Amazon) are more 

accepted than personalization activities, which aim on 

the generation of buying intentions (e.g. Facebook or 

Google). 

 

As a main conclusion of this exploratory study, it 

was found, that the previous results which highlighted 

relevant differences in possible personalization 

activities from a business point of view in regard of 

the activity, the industry and the power of 

personalization constraints, can be basically 

confirmed. Also from a user point of view, these main 

differences regarding the activity and industry are 

observable. It is now crucial to develop a theoretical 

solid hypothesis for this phenomenon, which can be 

tested and were these and further results can be 

validated in more depth. 

 

Due to the reason that a quantitative research 

design was chosen, the limitations lie in the retrieved 

details. Based on the gained results, further research 

should be conducted in terms of constructing relevant 

hypothesis based on stronger theoretical foundations 

and conducting in-depth interviews to discover more 

motives and stimuli of customers in regard of 

personalization activities and subsequent buying 

intentions. 

Additionally, a very young, female and high-

qualified sample participated in the study. While a 

young and high-qualified sample was intended due to 

the study design, the preponderance of female 

participants was not. Due to this reason, the gender 

divergences were depicted to reduce this limitation. 

The focus on student participants reduces the 

generalizability of the survey results but was intended 

in terms of the research design. 
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Abstract. SPI (Software Process Improvement) is 

increasingly applied methodology for the 

improvement of the software development. The 

practical capability level assessment using CMMI 

(Capability Maturity Model Integration) is conducted 

for the business processes within the specific software 

organization. The overall organization maturity level 

could be represented in a form of different reports 

including graphic diagrams. Usage of the SCT based 

generator enables flexibility in specifying parameters 

of maturity level assessment as well as producing 

different forms of customized reports. 
 
Keywords. SPI, CMMI assessment, SCT generator 
 
 

1 Introduction 
 

SPI (Software Process Improvement) 
methodology  is increasingly applied for the 
improvement of the software development by 
applying standards, methods, models, tools for quality 
and successful development and management of a 
software product [7]. The concept of the SPI models 
is based on the two dimensional reference model for 
describing processes and process capability (Process 
Assessment Model (PAM)). The PAM defines a set of 
the key process areas and their domain, purpose and 
outcomes. Furthermore, the PAM defines also a 
measurement framework for evaluating the capability 
of the key process areas through capability levels  

 

Fig.1 The reference model for the  
process assessment (PAM) 

(0=incomplete; 1=performed; 2=managed; 

3=defined; 4=quantitative managed; 5=optimizing). 
This reference model is shown on Fig. 1 [10]. 

ISO/IEC 15504-5 (SPICE model) as well as 
Capability Maturity Model Integration (CMMI) are 
modern SPI models that offer the possibility of 
integration of the best practice for the software 
development and approaches for the process 
capability assessment and the relevant improvements. 

 The example of the practical capability level 
assessment for the process area Requirements 
Management (REQM) within the CMMI framework 
is described and analyzed in the paper. The results of 
the assessment indicate a relationship between the 
target and the actual level of capability for the 
selected process area. Furthermore, the other process 
areas organized by maturity level 3, 4 and 5 in the 
software organization are also assessed and analyzed 
in the paper. 

In this paper is presented a new method of 
customization of the software organization maturity 
level assessments by using a SCT based generator. 
The SCT based generator is originally defined as 
source code generator with the aim to be used for 
building of complete applications [8]. The SCT 
generator consists of three basic components: 
Specification (S), which describes the application 
features, Configuration (C), which describes the rules 
for building applications, and Templates (T), which 
refer to application building blocks.  

Code templates and application features are 
synthesized according to connection rules defined in 
Configuration during the process of source code 
generation. The process of source code generation 
starts with the initial SCT frame that contains the 
complete Specification and Configuration and only 
one template from the set of all Templates. Other SCT 
frames are produced dynamically for each connection 
in the template, forming a generation tree (Fig. 2). 

The decomposition of source code generator in 
such way makes it highly configurable and applicable 
in many different areas.
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Fig. 2. Generation tree 

 
It should be noted here, that usage of SCT model 

has sense when more similar applications have to be 
build. These applications differentiate one from each 
other only by some minor features and these features 
are defined in each application specification.  

We have recognize the potential of usage of SCT 
model in software organization maturity level 
assessments and we have built a tool where 
parameters of maturity level assessment are defined as 
specification in SCT based generator. The main 
feature of these tools is presentation of overall 
organization maturity level in a form of different 
reports including graphic diagrams. 
 
 

2 Background of the Research 
 

There are more CMMI frameworks: CMMI-DEV 
1.2, CMMI-ACQ 1.2, CMMI-SVC 1.2, P-CMM, etc. 
There are more also SPI methods: SCAMPI A v1.2, 
SCAMPI B v1.1, SCAMPI C v1.1, etc. Target 
capability level (CL) can be from 0 to 5. 

CMMI-DEV 1.2 contains 22 process areas. Each 
process area has its defined purpose. In addition,   the 
goal (specific/generic) is achieved by implementing 
effective practices (specific/generic) [1]. The practice  
describes  the activities that are important for the 
implementation of the objectives (goals). The specific 
goals and practices are the process dimension of the 
PAM while the generic goals and practices are the 
capability dimension of the PAM. Accordingly, the 
assessors can analyze the purpose of the particular 
process area and the process capability how to 
achieve its purpose.  

The work products are the results of the specific 
practice (typical work products) as well as the results 
of the generic practice. The work products are the 
important indicators for the assessment of the practice 
implementation and achieving the goals.  

Rating scale for the practice implementation: fully 
implemented (80-100%); largely implemented (50-
80%); partially implemented (20-50%); not 

implemented (0-20%); not yet (0%). Rating scale for 
the goal satisfaction: satisfied, unsatisfied. Rating 
scale for the process area satisfaction: not applicable, 
unsatisfied, and satisfied. Rating scale for the process 
area capability level (CL): CL0 (incomplete), CL1 
(performed), CL2 (managed), CL3 (defined), CL4 
(quantitative managed), CL5 (optimizing).  

The main aspiration of Generative programming 
as a discipline within Automatic programming is to 
use generators to facilitate the process of application 
development [5]. In this research is used the SCT 
model, which is an example of Feature Oriented 
Software Development. The term feature refers to a 
property of a system relevant to some stakeholder that 
is used to capture variability or discriminate among 
products in the same family [4].  

In our case, the features are presented as 
descriptions of processes in form of higher level of 
abstraction in application specification of SCT based 
generator. The detail description of features is given 
in section 4. The separation of features into 
application specification enables customization of our 
tool to specific process properties used in overall 
software organization maturity level assessments.  

The SCT model is oriented to working with code-
fragment-sized components similar to approach 
presented in XVCL [3]. The great flexibility of the 
SCT model and its orientation to working with code-
fragment-sized component enables its application in 
many different areas like building of web applications 
[9], web service [6], e-business applications [5] and 
now tool for software organization maturity level 
assessments. 

 
 

3 Practical capability assessment for 

the software organization processes 

using CMMI 
 

CMMI-DEV 1.2 framework/SCAMPI A v1.2 
method and Appraisal Assistant tool were selected 
and used for the practical capability assessment for 
the processes within the software organization. The 
detailed procedure of the assessment is described only 
for the process area REQM in the paper. The same 
assessment procedure was applied on the all processes 
in the organization in order to generate the overall 
organizational maturity level. The initial target 
capability level for the REQM was CL=2.The 
research method is mainly based on the interviews 
with the process owners and their documentation 
(work products as the main assessment indicators).  

First, the assessment was conducted on the 
implementation specific practices of REQM based on 
the specific work products as the assessment 
indicators according to the rating scale: fully 
implemented (80-100%); largely implemented (50-
80%); partially implemented (20-50%); not 
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implemented (0-20%); not yet (0%).These assessment 
indicators are shown in the Fig.3. 
 

Fig. 3: Specific Practice Implementation Indicators 
(CMMI-DEV standard) 

The results of this assessment are shown in the 
Fig.4. The specific goal SG1 (Manage Requirements) 
for selected process area REQM is satisfied. 

In addition, the assessment was conducted on the 
implementation generic practices of the REQM based 
on the generic work products as the assessment 
indicators. The results of this assessment are shown in 
the Fig.5. The generic goal GG2 for selected process 
area REQM is unsatisfied. 

Same assessment procedure, (target CL=2), was 
conducted for the other process areas organized by 
maturity level 2, 3, 4 and 5 within the software 
organization.

 

 
Fig. 4: Practical capability level assessment 

for REQM – specific dimension 
 

 
Fig.5: Practical capability level assessment 

for REQM – generic dimension 
 

Some of them has the capability level 0, i.e. 
incomplete process area (for example, configuration 
management, integrated project management, risk 
management, decision analysis and resolution and the 
processes of the ML4/ML5).  

The obtained results show that the software 
organization has maturity level 1 (Initial) and 
achieves its business goals based on the processes that 

are not well managed. The management should decide 
about the improvements related to the processes of 
maturity level 2 (ML2) as well as the other process 
areas. Overall results are shown in Fig. 6. The authors 
used the continuous CMMI model for the assessment 
and mapped the obtained the results through the 
staged CMMI model (CMMI Equivalent Staging) [2]. 
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Fig. 6: Overall results of the organizational 

maturity level (Appraisal Assistant) 

 

4 Customizing of the Software 

Organization Maturity Level 

Assessments Using SCT Based 

Generator 
 

An example1 of software organization maturity 
level assessment was conducted using SCT based 
generator. The generator uses Specification to define 
parameters that are necessary for maturity level 
assessment. These parameters can be defined on 
different levels, e.g. process CL could be specified 
directly, or calculated from specific goals and generic 
goals of the process. Also, particular goals could be 
specified as satisfied/unsatisfied, or calculated from 
specific practices and generic practices. 

The Specification of the example starts with some 
"technical" data: 
 
//output type 

OUTPUT:out1 

 

//report file for generation 

out1:output/cmmi_report.html 

 

//ascending values used in table //creation 

iterator_Cell:0,1  

        

Project common parameters are specified next: 
 

project_name:Overall results of the    

  organizational maturity level(SCT  

  generator) 

framework:CMMI-DEV 1.2 

method:SCAMPI A 

 

                                                 
1 Available at http://gpml.foi.hr/cmmi/ 

 
 

The rest of the Specification contains process data. 
Specific processes belong to different maturity level 
assessments (ML2-ML5) that is visible in generated 
report. Each process has its target capability level 
(CL) and actual CL. It's important that actual CL can 
be specified directly, as previously calculated value, 
as well as a set of satisfied/unsatisfied goals (both 
specific and generic goals). Also, particular goal can 
be specified as a set specific/generic practices, as well 
as a previously calculated value.  

In the following example, the process area CL (0) 
is specified as previously calculated value: 
 
process: 

+process_area:CONFIGURATION MANAGEMENT 

+acronym:CM 

+target_CL:2 

+process_area_purpose:To establish and 

  maintain the integrity of work products 

// CL as previously calculated value 

+process_area_CL:0 

 

This example calculates process area CL from a 
set of specific goals and generic goals: 
 
process:ML2 

+process_area:PROJECT MONITORING AND  

 CONTROL 

+acronym:PMC 

+target_CL:2 

+process_area_purpose:To provide  

  understanding the project progress 

// CL calculated from specific and  

// calculated values 

+sg:1 

++status:satisfied 

+sg:2 

++status:satisfied 

+gg:1 

++status:satisfied 

+gg:2 

++status:unsatisfied 
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Some of specific/generic goals could be specified 
as set specific/generic practices, as shown in the 
following example: 
 
process: 

+process_area:REQUIREMENT MANAGEMENT 

+acronym:REQM 

+target_CL:2 

+process_area_purpose:To manage the  

 requirements of the projects products 

+sg:1 

// specific goal calculated from 

// specific practices 

++sp:largely_implemented 

++sp:largely_implemented 

++sp:largely_implemented 

++sp:fully_implemented 

++sp:largely_implemented 

+gg:1 

++gp:largely_implemented 

+gg:2 

// generic goal calculated from 

// specific practices 

++gp:partially_implemented 

++gp:largely_implemented 

++gp:largely_implemented 

++gp:largely_implemented 

++gp:largely_implemented 

++gp:partially_implemented 

++gp:partially_implemented 

++gp:largely_implemented 

++gp:partially_implemented 

++gp:partially_implemented 

 

This Specification is connected with set of 
HTML/Javascript code templates by Configuration 
(set of connection rules according to SCT generator 
model). The Configuration of the example looks as 
follows: 

 
// main template file - connected to  

// out1 

 

#1#,,main.template  

// project common parameters 

// project name 

#project_name#,project_name  

//framework name 

#framework#,framework 

// method name 

#method#,method 

// process area name  

#process_area#,process_area 

#process_area_purpose#,process_area_purpose 

// calculated/entered CL 

#process_area_CL#,process_area_CL 

// target CL 

#target_CL#,target_CL 

// particular row in table 

#rows_in_table#,process,row_in_table.template      

// acronym 

#acronym#,acronym 

// assignements rules 

#assignments#,process,assignment.template 

// set of specific goals 

#specific_goals#,sg,specific_goals.template 

// set of generic goals 

#generic_goals#,gg,generic_goals.template 

//status of spec./gen. goal 

#status#,status  

// value of specific goal 

#sg#,sg  

// value of generic goal 

#gg#,gg  

// set of specific practices 

#specific_praxis#,sp,specific_praxis.template 

// value of specific practice 

#sp#,sp  

// set of generic practices 

#generic_praxis#,gp,generic_praxis.template 

// value of generic practice 

#gp#,gp 

// process level (ML2 - ML5)   

#process#,process 
 

Given result is in form of HTML document, as shown 
in Fig. 7. 

 

 
Fig. 7.: Overall results of the organizational maturity level (SCT Generator) 
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5 Conclusion 
 

The example of the assessment of the software 
organization maturity using CMMI model was 
conducted in the paper. The observed organization in 
the example achieves its business goals based on the 
actual process capability levels CL0, CL1 and CL2 
and the overall maturity level ML1.  

The obtained results were based on the assessment 
of the specific and generic goals for each process area 
of the CMMI standard. Furthermore, each specific 
and generic goal was evaluated by the percentage of 
the specific and generic practice implementation in 
the software organization. The above assessment 
components (process area, CL, ML, goals and 
practices) have enabled the development of the 
Specification for the customization of the Software 
Organization Maturity Level Assessments using SCT 
Based Generator. The Specification can use 
previously calculated values, as well as sets of 
parameters (specific/generic goals satisfaction, 
specific/generic practices implementation level) in 
calculation of overall software organization maturity 
level (ML).  

This hybrid Specification that is consisted from 
calculation parameters as well as from previously 
calculated values could simplify the assessment 
process, and well as its documentation, in relation to 
traditional tools. 
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Abstract. The main precondition for e-Government 
and e-services development in Croatian counties is to 
have a certain level of ICT resources.  

This article will present the state of available ICT 
resources, in accordance with the survey conducted in 
Croatian counties in 2013.     

A very important subject, in the context of e-
Government and e-services, is law regulation which 
has to be applied in the process of development. The 
Ministry of Public Administration is the competent 
body for strategic planning and implementation of e-
Government and e-services at the state level. The 
Ministry provides e-services for citizens at the state 
level, and businesses and counties use these services. 
It is G2G connectivity.  

The autonomous scope of Croatian counties is 
regulated by the Law on Local and Regional 
Government. The areas for establishing new e-
services will be determined by the number of citizens’ 
requests or other stakeholders listed in official 
records in two Croatian counties in the period from 
2010 to 2012.  

Frequently asked requests will be recommended 
for further consideration as new e-services G2G, G2C 
and G2B, in accordance with laws and regulations. 
    In the end, the authors will present state of ICT 
infrastructure as a precondition and possible 
counties’ services which could be transferred to e-
services for establishing G2G, G2B and G2C.  
 
Keywords. e-Government, e-service,  ICT resources, 
Croatian counties   
 

1 Introduction 
 
“The Digital Agenda for Europe sets e-Government 
within a comprehensive set of measures aimed at 
exploiting the benefits of information and 
communication technologies (ICT) across Europe. At 
a time of highly constrained public resources, ICT can 
help the public sector develop innovative ways of 
delivering its services to citizens while unleashing 
efficiencies and driving down costs.”[10] 

The European Commission has articulated four 
challenges for The Republic of Croatia in the process 
of preparation for membership in EU and some of 

them are inefficient public governance at central/local 
level and weak involvement of partners1. 

Lindgren I. and Jansson G. have published the 
article about a conceptual framework of electronic 
services in public sector [5], and have discussed terms 
of e-government and public e-services. They cite 
Bekkers & Homburg  and Taylor & Lips who say that 
in e-Government context, e-services typically deal 
with intangible goods such as exchange of information 
in order to receive permits, disbursements, register tax 
or similar. In fact, as some observers point out, e-
government represents the realization of an 
information intense government. Consequently, e-
services become a matter of managing information and 
the relationship between governments and citizens 
becomes an information based relationship. Authors 
Yildiz M. and Saylam Ahave say that the provision of 
government information and services, as well as 
opening of additional channels for political 
participation, transparency and accountability via 
informationa and communication technologies (ICTs) 
is defined as electronic or digital government [7]. In 
this article authors will accept the definitions 
mentioned above.  

The Ministry of Public Administration designs 
strategy for e-Government and e-services development 
in the context of EU politics and develops main 
infrastructure for nationally relevant facilities. The 
research conducted by UN in 2012 gave the Republic 
of Croatia  30th and in 2010 35th position in the World 
e-government development ranking [12, pg. 32] .     

The autonomous scope of Croatian counties refers 
to: education, planning and development of 
educational, healthcare, social and cultural institutions, 
healthcare, physical and urban planning, economic 
development, transport and infrastructure, 
maintenance of public roads, issuing of construction 
and zoning permits, and other documents regulated by 
special laws [9].  

These public services of social and economic life 
are not directly covered by e-Government and e-
services development strategy at national level, so they 
have to be considered by counties.  
                                                 
1 European Commission - Position of the Commission Services on 
the development of the Partnership Agreement and  Programs  in 
Croatia for the period 2014-2020, Launch Event in Zagreb, 31 
January 2013, http://www.mrrfeu.hr/default.aspx?id=1315 
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These statements gave the authors inspiration for 
this research. The authors wanted to find out the state 
of ICT infrastructure in Croatian counties in 2013. On 
the other hand it was important to find out what 
services are requested frequently and by whom. These 
services could be digitalised and offered to 
stakeholders for online use. The research hypotheses in 
this article are: 

H0: Anual investment in ICT in Croatian counties 
is not sufficient for development of e-services. 

H1:  It is possible to determine those public county 
services which are particularly required by the citizens 
for development of e-services.  

H2: There are categories of county services 
requested by other public institutions in Croatia     
which could be digitalised.  

 
 

2 Literature review 
 
The e-Government development is topic which has 
recently been observed from various aspects. It has 
become a part of almost all global and EU 
development politics. ICT systems are now at the heart 
of government processes, but efforts are still needed to 
ensure they continue to improve the provision of 
government services [8].  

In the context of the possibilities of Croatian 
counties and their role in e-Government and e-services 
development, there have been no published articles, 
yet.  

The UN published United Nations E-Government 
Survey in 2012 [13]. The conclusions were:  
-  the efforts of countries at all levels of development 

are still affected by a lack of integration of 
administrative simplification with e-government 
development plans, lack of infrastructure and 
human resource capacity and a gap between e-
services supply and demand; 

- To ensure benefits, Member States need to have a 
clear strategic vision on development planning and 
establish a regulatory environment for promotion 
of access and use of newer technologies by the 
government, the private sector and the citizen; 

- the whole-of-government approach helps build a 
transparent government system with 
interconnected departments and divisions, but why 
is integrated service delivery so hard, and what are 
the key lessons that can be extracted from 
reviewing the literature? The problem lies not with 
the technology but in the political challenge of 
rewiring a range of public sector programmes 
delivered by different levels of government –often 
with different qualification requirements – for the 
people; 

- Availability of online public services (‘supply-
side’) has been the primary focus of e-government 
studies and policymaking, but over the past years, 
citizen usage of e-government services (‘demand-
side’) has also become a priority issue. An 
increasing number of governments, mostly in 
developed countries, are making greater efforts to 

increase usage of services. They start by 
recognizing that the benefits of e-government 
services are very much determined by the number 
and type of users of these services, and the 
frequency of their use. 

 
The intention for effective e-Government is also to 

improve governance and enable citizens to become 
more involved in the activities of their governments, 
which was considered by Bertot. The role of e-
Government as transparency and anti-corruption tool 
for societies was described by Bertot, J.C. et.al. [1]. 
Transparency in provision of public services is the 
most important requirement for taking control over 
efficiency and driving down costs.  

Integration and coordination of e-government 
project at national level is a complex issue and it 
should be planned in strategic documents of 
informatization [2].  

The implementation of interoperability, which 
enables exchange of information between two systems, 
nowadays is an important topic in European practice in 
the process of e-Government and e-services 
development. The Croatian Ministry of Public 
Administration has also determined the 
interoperability of e-Government and e-services 
projects as an important issue. It is significant because 
of exchange and usage of information between other 
systems of EU institutions. Hellberg and Grönlund 
have written about conflicts in implementing 
interoperability [3]. They say that relationships among 
public sector organizations are complex and involve 
not just economic and professional interests but also 
political and legal ones in a complex network 
interaction. The research concludes that challenges of 
interoperability are not just a matter of changing legal 
paragraphs, but rather depends on important values 
like safety, privacy, confidentiality, trust, efficiency 
and effectiveness [3]. The interoperability between 
state and county level of e-Government and e-services 
in Croatia also requires research since the development 
of e-Government and e-services of main counties 
activities have to be related with Croatian state e-
Government and e-services system.  

In the context of interoperability between two or 
more systems (back-offices) there is a necessity to 
change business processes, actually to pay more 
attention to business process reengineering. Most 
failures in the implementation of e-Government 
projects have been caused by inability of governments 
to change business processes [6]. The example of good 
practice of collaboration and integration between local 
authorities in the UK is presented in the article by 
Weerakkody, V. et.al. [6], while the need for making 
cultural changes in the organization is emphasized. 
The example of a Dutch e-Government project is also 
presented in the same article. The large number of 
services have been made available online and in 2007 
a reduction of 17% of the administration was achieved. 
It was reported by World Bank as a worldwide best 
practice. Further reduction of 25% continued over the 
next four years. The importance of staff skills was 
recognized by management. They say: “We started by  
changing the organization and educating and training 
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the staff... this provided us with a head start to those 
who did not. Our organization was ready for 
transformation before we had the technology in place” 
[6]. The UK and the Netherlands experiences focus on 
seamless information flow across business functions 
and between organizations in the same supply chain in 
order to improve efficiency and speed of service. The 
technical aspect of implementation e-Government and 
e-services is just an extension; it is not the essence of 
change, so the authors suggested using a term t-
Government, as transformation government.  

The authors Jansen J., de Vries S. and van Schaik 
P. write about benchmarking of e-Government 
services. They say that main goal of benchmarking for 
government organizations is to improve their 
electronic services [4]. Benchmarking as a method   of 
comparing a county's processes and performance 
metrics to best practices from other counties, could be 
used for improving collaboration between counties and 
for better provision services to citizens and others 
interested in county’s services. 

All perspectives of observing e-Government and e-
services mentioned above will help authors to consider 
the role of e-Government and e-services development 
on the level of Croatian counties, as the regional self-
governance units. What should counties do, in which 
order, where to start, what should counties have... ? 

 
 

3 Sample and Methods 
 
The survey consists of two parts. The first part is a 
survey done on all 20 Croatian counties and the town 
of Zagreb. Croatian counties and the town of Zagreb 
should fill-out the questionnaire which will help us to 
find out the data about the components of Information 
system: hardware, software, netware, dataware, 
orgware and lifeware which they use. In addition, the 
data about investments in ICT is required too.  The 
next part of questionnaire consists of 17 questions for 
measuring opinions on some statements. Finally, 
counties are required to state the three most common 
requests (claims) made by natural persons, companies 
and what are the three or more governmental (or other)   
institutions which are frequently contacted. 

The second part of survey sets up SQL parameters 
queries on databases of Varazdin and Koprivnica-
Krizevci Counties. The databases result from the usage 
of the Document Management System in these two 
counties. The aim of this part of survey is to find out 
the exact data about the number of cases according to 
claims of natural persons, businesses or other 
institutions over the last 4 years (2013. included). The 
types of claims are also considered and retrieved. 
These data will be compared to data from first part of 
survey, and then it will be considered in establishing  
the G2C, G2B or G2G services.  

 
 
 

4 Results 
 

Questionnaires were sent to 20 Croatian counties and 
the town of Zagreb. We have received 9 answers or 
43%. 5 of 9 questionnaires were completed and 4 had 
some unanswered questions, mostly about investments 
in ICT.  

To estimate the reliability of sample examinees, the 
Cronbach's Alpha coefficient was used. Cronbach's 
Alpha coefficient in our survey was calculated using 
Statistica 8 software and it is 0,7295 (shown in a Fig. 1 
1). According to that, the internal consistency of the 
questionnaire is acceptable.  

 

 Figure 1. Cronbach's Alpha coefficient of internal 
consistency 

The R i386 2.15.0 was also used as alternative 
software for Cronbach’s Alpha coefficient calculations 
and the result was the same. 

The percentage of overall budget invested in ICT is 
shown in Table 1. Only five counties have included  
investment data. Although 56% of examinees stated 
that counties are satisfactory and 33% that they are 
very well equipped with computers, servers, networks, 
programs and other equipment, there are still no 
findings obtained for development.  

 
Table 1. Percentage of overall budget invested in ICT 

County 
code 

% of 
budget as 
invest. in 
ICT in 
2010 

% of 
budget as 
invest. in 
ICT in 
2011 

% of 
budget as 
invest. in 
ICT in 
2012 

% of 
budget as 
invest. in 
ICT in 
2013 

1 0,40% 0,46% 0,50% 0,09% 

2 - - - - 

3 0,25% 0,25% 0,19% 0,16% 

4 - - - - 

5 - - - - 

6 - - - - 

7 1,10% 0,91% 0,86% 1,06% 

8 0,14% 0,20% 0,20% 0,04% 

9 0,73% 0,79% 0,80% 0,84% 

 
At the same time, 11% of examinees evaluates 

investments in ICT as unsatisfactory. 33% find the  
investments in ICT as most unsatisfactory. Only 22% 
of examinees think that investments are satisfactory. 
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Table 2. shows the number of computers and of IT 
experts per employee. Counties are well equipped with 
computers and every employee has at least one 
computer to work on. 

 
Table 2. The number of computers and IT expert per 
emloyee 

County 
code 

No. 
Computers per 

employee 

No. ICT expert 
per employer 

1 1,24 0,01 

2 0,47 0,02 

3 1,19 0,04 

4 1,65 0,02 

5 1,54 0,04 

6  -  - 

7 1,25 0,01 

8 1,16 0,03 

9 1,62 0,02 

 
Counties heavily depend on Microsoft technology, 

since 80% use Microsoft server operating systems, and 
92% Microsoft desktop operating systems. 

 
The virtualization is used by 67% counties, and 

40% of them use Hyper-V technology for 
virtualization. 

There are some organizational problems with 
server rooms, since 44% of counties report that there is 
no server room and 40% of counties have a server 
room but find it inadequate. 

All counties have some kind of a backup strategy, 
and 67% of them have daily backups. Only 25% of 
counties keep backup copies on distant locations and 
42% keep backup copies in the same building. 

All counties have local area networks in their 
buildings and 89% of counties have all computers 
connected. 94% of counties do their business in more 
than 2 locations, and there is no county which works in 
only one location. 78% of the counties connect all 
distributed locations to the central location using some 
kind of VPN connection. All counties are connected to 
the Internet and use broadband Internet access, while 
56% of them use fibre channel, and 44% use ADSL. 

Electronic signature is used by executives in 56% 
of all counties, and 78% use internet banking. At the 
same time, 44% of examinees find such an exchange 
of electronically signed documents impossible. 

Counties use all kinds of different applications and 
56% of examinees think that applications that they use 
are satisfactory.  

Examinees (56%) think that communication and 
collaboration between counties isn’t satisfying. 22% 
find it only partly satisfactory and no one thinks that it 
is satisfying. Communication and collaboration 
between counties and municipalities on their territory 
is evaluated as partly satisfying (67%) and 11% as 
completely unsatisfying. Communication and 

collaboration between counties and public companies 
is evaluated as most unsatisfying (56%) and 33% 
evaluate it as only somehow satisfying.  

The second part of survey, as stated earlier, 
comprises setting up SQL parameters queries on 
databases of Varazdin and Koprivnica-Krizevci 
Counties. The main goal was to retrieve CLASSEs of 
document which are most requested by individuals, 
companies or institutions. 

Table 3. shows the top 20% of individual’s and 
business requests in regular procedure as candidates 
for consideration for establishing G2C, G2B or G2G 
services. 

 
Table 3. The number of top 20% of individual persons 
and business request in regular procedure 

CLASS 
CODE 

No. Of Top 20% of 
Individual's  requests 

No. Of Top 20 
% of Business 

requests 

112 241 2 

320 977 151 

350 1174 845 

351 19 232 

361 2742 372 

363 90 65 

400 7 135 

402 451 296 

602 67 446 

604 1918 2 

610 225 180 

920 3 136 
 
Table 4. The number of top 20% of individual’s and 
business requests in administrative procedure 

CLASS 
CODE 

No. Of Top 20% 
of Individual 

persons request 

No. Of Top 20 % of 
Business requests 

112 133 1 

350 169 221 

351 14 47 

361 4741 226 

510 118 32 

550 11 0 

612 4 16 

 
Table 4. shows the top 20% of individual’s and 

business requests in administrative procedure, as basis 
for future consideration for establishing G2C, G2B or 
G2G services. 

Examinees encompassed in the first part of the 
survey say that CLAS code of most requested claims 
for individuals are: 602, 604, 350, 361. For businesses 
they are 320, 403, 402, 350. 
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It can be concluded that opinions of examinees and 
the data extracted from databases are complementary.  

 
 

5 Discussion 
 
As stated in chapter one, the three research 

hypotheses were set up:  
H0: Anual investment in ICT in Croatian counties 

is not sufficient for development of e-services. 
H1: It is possible to determine those public county 

services which are particularly required by the citizens 
for development of e-services.  

H2: There are categories of county services 
requested by other public institutions in Croatia     
which could be digitalised  

 
The first part of the survey aims at confirming or 

dismissing H0, where the opinion of examinees on 
sufficiency of investment in ICT and the data on 
investments in ICT from annual county budget were 
requested. It is clear that all counties spend less than 
1% (except for one county which plans 1,09% for this 
year) of overall budget on ICT in the last 4 years. At 
the same time, 11% of examinees evaluate investments 
in ICT as unsatisfactory. 33% find investments in ICT 
as most unsatisfactory. Only 22% of examinees think 
that investments are only partially satisfactory. It can 
be concluded that percentage of budget spent on ICT is 
very low and there is no available funding for 
developing new services. All arguments considered, 
the  hypotheses H0 is confirmed. 

The second part of the survey is used to confirm or 
dismiss H1, H2, and the confirmation of database 
queries was requested from the examinees in the first 
part of the survey. According to results from database 
queries, the top 20%  of requests from individuals and 
businesses are revealed in regular and administrative 
procedure. These top 20% requests are basis for 
establishing G2C, G2B and G2G services. These types 
of requests are almost completely confirmed by the in 
opinions of examinees in the first part of the survey. 

The possibility for further research might be in the 
field of content analyses of frequently asked requests 
and business process analyses in order to provide G2C, 
G2B or G2G services.  

 
 

6 Conclusion 
 
In this paper the topic of e-Government in Croatian 
counties has been researched, because there were no 
previous researches conducted about the role of 
Croatian counties in e-Government development. Most 
of the state public documents about e-Government are 
on state strategies and reports concerning 
achievements in the Republic of Croatia. The other 
level of governance in Croatia is local self-
government, which means cities and municipalities. 
The researches about e-Government in cities were 

mostly dealing with the maturity of web pages and 
services published on them.  

The authors of this article decided to gather and 
process information about all necessary kinds of 
resources for e-Government and e-services 
development on regional (county) level. The main 
contribution of this article is the evidence provided  
about general situation in ICT in Croatian counties, as 
well as some suggestions for further planning period 
regarding: 

- planning appropriate budget for maintenance 
of  the existing ICT resources and for 
developing some new e-services, 

- making business process analyses more 
efficient, less expensive and providing faster 
services to citizens, businesses and other 
governmental institutions, 

- ensuring human resource development in ICT 
through education on expert skills 

- ensuring the environment for human resource 
clustering for exchanging educated experts in 
order to improve ICT support 

- organizing and presenting possibilities and 
needs for the improvement of interoperability 
between counties and state institutions. 

According to the survey results, the 
communication and collaboration between counties 
has to be improved, along with communication with 
public companies and municipalities.  
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Abstract.Subsequently, in the last decade a number 

of innovative treatments of stroke patients have 

significantly improved patients odds to survive and 

continue with their productive lives. Virtual Therapist 

project was defined and instituted as collaboration 

between a public healthcare institute and a medical 

school, with a clear distinction of its primary intended 

use on brain stroke patients and elderly patients with 

neurological disorders and mental degradation. 

Virtual Therapist is envisioned as a Kinect based 

system connecting remote patients and therapists and 

performing a task of monitoring patients ‘exercises at 

home that would be otherwise possible only in special 

healthcare institutions. 

 

Keywords. Virtual Therapist, Kinect, stroke patients 

 

 

1 Introduction 

 
Brain stroke is one of the diseases that were intensely 

studied in the recent years, resulting in a better 

understanding of its causes, etiology and prognosis. 

Subsequently, in the last decade a number of 

innovative treatments of stroke patients have 

significantly improved patients odds to survive and 

continue with their productive lives. While most of 

these improvements were related to brain stroke 

treatments, quite a few were focused on patients’ 

rehabilitation and their return to normal lives. The 

World Health Organization defines stroke as "clinical 

syndrome" related to a rapid loss of cerebral functions 

due to the disturbance of a blood flow to the brain. Two 

prevalent cases that fit the paradigm are ischemic or 

hemorrhagic brain strokes, both exhibiting symptoms 

that if not treated and depending on stoke severity can 

often result in death. In terms of stroke world statistics, 

it is enough said that every six seconds, regardless of 

gender, age or ethnicity, someone has a stroke, and that 

every minute one person is dying from the stroke 

consequences. These figures are even scarier when 

their dynamics is plotted over the last fifty years in the 

developed. Despite all the technology and improved 

life standards the number of stroke patients is 

increasing.  As it stands today, about one third of 

stroke patients gradually recover, another third will 

experience mild to severe disability and still one third 

will die. Our primary interest lies with those patients 

that are disabled in some form and forced to undergo a 

long and tedious rehabilitation treatment. One way to 

speed up their recovery is by applying new 

technologies that can help patients in physical therapy 

consisting mainly on exercises that can be monitored 

remotely or by an autonomous system. In this case, a 

Microsoft Kinect technology has been chosen as a 

platform for such a system. .Immediately following its 

release, this technology that was originally intended to 

replace game controllers for an Xbox 360 console, 

became a platform technology to many scientific 

projects, especially in medicine and health care 

applications. In less than a year a dozen of products 

were introduced, whose purpose is mainly geared 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 188 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



towards the needs of patients with repetitive exercises 

in the rehabilitation process, or related to speech 

impediments in children and adults. Recent launch of 

a Kinect for Windows SDK, a development 

environment intended for Windows PC applications 

spearheaded further development of medical 

applications and it is fair to say that the applications of 

this technology in healthcare and industry surpassed its 

intended use. 

2 Economic facts about brain stroke 

“Stroke does not affect just one person, but rather the 

immediate environment“ , says dr. Michael Hill, a 

spokesman for Heart and Stroke Foundation.” It 

represents a major challenge for the family of the 

patient, healthcare providers and entire healthcare 

system“. 

Brain stroke is one of the leading causes of death and 

permanent disabilities in the world, and respectively 

so it carries a huge economic toll to the society as a 

whole. 

1. USA 

In USA alone, brain stroke is listed as a cause of 150 

thousands deaths (6%) out of 2.5 million deaths every 

year, a third overall cause of death after heart diseases 

and cancers. Simply said, someone in the U.S. dies 

every 3.3 minutes from stroke. Stroke affects more 

than 700,000 individuals annually or approximately 

one person every 45 seconds. About 500,000 of these 

are first attacks, and 200,000 are recurrent attacks. 

Stroke is the leading cause of disability among adults 

in the U.S. More than 4 million people in the United 

States have survived a stroke or brain attack and are 

living with the after-effects. Four out of five families 

will be somehow affected by stroke over the course of 

a lifetime. Out of those survivor patients, 25% is with 

lesser damages to the brain, 40% experiences mild to 

heavy dysfunctions requiring special care, 10% 

become long term patients in a specialized disability 

care units and 15% die within few days after the insult. 

In addition, 14% of survivors will get another stroke 

within a year and 25% within 5 years. Total brain 

stroke related healthcare cost is estimated and $43B a 

year. Out of this figure, direct costs are about $28B and 

indirect costs, due to the loss of productivity are 

estimated at $15B per year. Average cost of treatment 

and rehabilitation of stroke patients within first 90 days 

is around $15000. For about 10% of stroke patients this 

cost is closer to $35000. The cost breakup overview: 

primary hospitalization 43%, rehabilitation 16%, 

medical cost 14%, re-hospitalization 14% and other 

costs 13%.4 

2. Canada 

Total healthcare costs for the care of brain stroke 

patients in the first 6 months are estimated at $2.5B.  

BURST study (Canadian Stroke Network`s Burden of 

Ischemic Stroke) quotes that indirect cost for stroke 

survivors is at $50000 per patient in this period.  

Roughly, 50000 brain strokes are recorded in Canada 

annually. Another report from Health Canada`s 

Economic Burden of Illness quoted a similar figure, 

about $2.4B per year. About 300000 people are living 

with health problems caused by a brain stroke.  Dr. 

Mike Sharma, a BURST study leader, and dr. Nicole 

Mittmann from Sunnybrook Health Sciences Centre 

published that all these estimates are unrealistic and 

that real figures are many times higher, at least double 

the quoted figures. Hospitalization, drugs, medical 

services, diagnostics, home care and rehab are already 

included in the estimated costs, but indirect costs, such 

as permanent disability, loss of job, cost medical 

devices and aids, additional help for assisted living, 

home adaptations etc. are all adding to the overall cost. 

At least 80% of all costs within first 6 months are 

incurred by the healthcare system, while the remaining 

costs are recognized as burdens of patients’ family, 

including the loss of income. However, with more 

severe disabilities these costs can become extremely 

difficult for the family. In brief, for 25%  of patients 

with less severe symptoms these costs are estimated at 

only $2000 within first 6 months, but for the most 

severe cases these figures can go up to the $200000 for 

the same period of time. “After the age of 55, the risk 

of having a stroke doubles every 10 years”, says dr. 

Hill. “This alone will create a major burden to our 

healthcare system, as within next 20 years a number of 

Canadians reaching the age of 65 and higher will go 

from 4.3M today to about 8M. Their percentage will 

increase to over 20%, a 7% net increase over two 

decades”. 5 

3. European Union 

In EU brain stroke affects around 8.2 million people 

per year. Total healthcare costs related to brain stroke, 

based on 2010 data, are estimated at €64B per year. 

Out of this €42B are direct healthcare costs and €22B 

are indirect costs.  Healthcare costs per patient are 

€7775, €5141 for treatment and rehabilitation (direct 

cost) and €2634 for indirect cost. 6 

4. Republic of Croatia 

Mortality figures in Croatia are even higher, in 2006, 

16.03% of all deaths were attributed to brain stroke, a 

second place behind coronary diseases. More than 
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20000 people are affected by a brain stroke annually in 

Croatia, with one third patients dying from this illness, 

precisely 8075 people out of 24467 that were 

hospitalized with such diagnosis. In 2011 a Cost 

effectiveness analysis of healthcare costs related to 

brain stroke showed that the overall cost of stroke 

treatments amounted to 421,016,881.18 kn annually. 

Per patient this figure is estimated at 17,207.54 kn, out 

of which, hospital costs are 5,271.39 kn, intensive care 

2,907.90 kn, stationary rehabilitation 2,953.65 kn (21 

days) and dissability leave compensation (2 months) at 

6,074.60 kn.7 

3 Theoretical background 

Brain stroke prevention, professional rehabilitation, 

proactive patients' engagement in the healing process, 

life time care systems, professional educational 

programs, decreasing brain stroke mortality, 

maximizing quality of stroke survivors' lives are noble 

goals that all healthcare systems and organizations 

agree on. Presently, the average length of post stroke 

rehab is a task that fills all the hours of the day, 

performed by many members of the interdisciplinary 

team in an interconnected way and in a logical 

sequence. Recent discoveries about brain’s capacity to 

heal and reorganize upon stimulation introduced many 

methodologies and techniques that should benefit 

patients. “The brain is more plastic and flexible than it 

was thought before. Even in elderly people, brain can 

reorganize and redeploy hidden resource in order to 

heal itself. Healthy tissue can rearrange itself even 

within sick tissue”, says dr. Michael Moseley. 

However, even during the institutionalized 

rehabilitation post stroke patients can’t have all the 

hours of the day dedicated to their recovery due to the 

hospital staff availability, primarily physical 

therapists, stemming from the lack of funding. In brief, 

post stroke patients are once they leave hospital pretty 

much on their own or left to the care of immediate 

family. However, if those patients would be constantly 

engaged throughout the healing process, thanks to the 

brain neuroplasticity, by repeating certain exercises 

and rebuilding skills that are important in an everyday 

life, they would much faster regain specific brain 

functions and return to the workforce instead of 

remaining to be a burden to the society.  One way to 

bridge this gap is to introduce new medical aids, 

devices that could extend reach of physical therapists 

and doctors into patients’ homes where they would be 

able to perform same exercises that were used during 

their rehabilitation stay in the hospital. In less than 2 

years a number of applications based on Microsoft 

Kinect Technology were introduced and used in US 

with spectacular results. Even when patients were only 

playing selected Kinect games, their recovery was 

much faster and their attitude toward their disability 

had changed drastically. In our case, we present a 

Kinect application designed specifically for the stroke 

patients, with all the knowledge about the specific 

needs of such patient built in. Moreover, as Virtual 

Therapist application has different clients, one for the 

doctor, one for  the therapist and one for the patient, 

doctors and therapists can configure required exercises 

to be monitored through this applications specifically 

for each patient. As this system can work in both a 

standalone and networked mode, in a latter one, 

doctors and therapists can have a constant feedback on 

how their patients are doing and intervene if necessary. 

 

4 Microsoft kinect technology 

About two years ago, at one of the largest shows of the 

electronic equipment and devices, Microsoft 

announced and exhibited a Kinect technology for 

Xbox 360 game console, aimed mainly at gamers and 

enabling them to control game characters by gestures, 

movements of extremities and voice. However, this 

technology was immediately recognized by a number 

of developers as an excellent platform for developing 

serious healthcare applications, security applications 

and more generally, industrial applications for 

monitoring industrial processes. In US alone, within a 

matter of months a dozen applications emerged in the 

healthcare market most of them in the area of 

telemedicine, weight loss and helping recovery of 

brain stroke patients. Most of them used games without 

special modifications in order to invigorate young 

patients to perform tedious exercises, but a number of 

them were already tailored for specific health problems 

and diseases. Soon thereafter, in Croatia, a similar 

application named KIDNect was developed for kids 

with cerebral paralysis. Following the footsteps of this 

inspiring project, a Virtual Therapist project was 

defined and instituted as collaboration between a 

public healthcare institute and a medical school, with 

a clear distinction of its primary intended use on brain 

stroke patients and elderly patients with neurological 

disorders and mental degradation. Virtual Therapist is 

envisioned as a Kinect based system connecting 

remote patients and therapists and performing a task of 

monitoring patients ‘exercises at home that would be 

otherwise possible only in special healthcare 

institutions. In addition to a different segment of 

patient care, Virtual Therapist differs from similar 

applications by its architecture, a three layer system 

with a central part responsible for storing the derived 

as well as streaming media data and advanced 

processing of images and audio signals that are at this 

time not supported by Kinect technology. This mainly 
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relates to the automation and remoting of the speech 

therapy sessions that will be a part of the Virtual 

Therapist product.  

As mentioned above, a project Virtual Therapist is 

based on Microsoft Kinect technology and a number 

of equally impressive technologies embedded in 

special SDK tools that are all compatible with a 

Microsoft Visual Studio 2010 development 

environment.  In addition Microsoft technologies a 

number of open source technologies were used in order 

to provide fairly sophisticated functions, namely an 

OpenCV and Open Source Audio SDKs.  A Kinect 

device is equipped with two cameras and a ranging 

device capable of producing a 3D image (range image) 

as well as dynamic data of monitored object 

movements. Like in other Kinect healthcare or fitness 

applications, a trainer, in this case a therapist, can 

define a number of connected movements comprising 

an exercise for every patient, given his physical  status 

and rehabilitation needs. Therapist can also define 

parameters for repeating and monitoring patient moves 

that should mimic the predefined moves in an exercise 

as well as all the measurements that can take place 

during an exercise. Parameterized reports can be 

defined at this stage so that therapist can quickly 

recognize the efficiency of the exercises and adjust 

them if necessary. In addition a number of statistics 

reports can be devised form this data as well. Another 

client application named “Patient Monitor” uses a 

Kinect device attached to an Xbox console or to a 

standard Windows 7 / 8 personal computer, notebook 

or tablet. This application can perform in a standalone 

mode or in a networked mode, where it is connected to 

a central system and sending the derived data or even 

the stream of images and sounds if configured that 

way. On the central site a number of other functions 

are implemented that are either too computationally 

intensive or storage-wise too large to be performed at 

the client side. When Kinect avatar dynamic data are 

not sufficient to recognize how well was rehab 

exercise performed, a system can be configured to send 

images that are then analyzed in more detail using an 

OpenCV library, taking more data and producing 

many reports that can be crucial in determining 

whether the therapy is progressing well or there will be 

necessary for a therapist to intervene at the patient’s 

site.  

 

 Figure 1. Three key subsystems of a Virtual Therapist 

system are shown:Therapist Console subsystem as 

well as Patient Monitor subsystem are based on Kinect 

technology and therefore require the use of a Kinect 

device. Console is based on Kinect for Windows while 

Patient Monitor can use an Xbox instead of a Windows 

PC as a controller. On the other side, central system 

serves as a data depository, a VPN layer for connecting 

patients and therapists, and in addition to functions 

based on Microsoft DirectX and Kinect SDK 

technologies employs many other advanced computer 

vision technologies like Open CV     as well as a 

Speech Server technology for sound and speech 

recognition and analysis. 

Auditive component of a Kinect SDK is mainly based 

on Microsoft DirectX audio subsystem that per se does 

not include speech recognition, except for simple 
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commands. However, by utilizing a powerful Speech 

Server technology (unfortunately at this time only 

English language is fully supported), on a remote 

central server, it is possible to recognize patient's 

speech for a given speech therapy template and 

perform a speech analysis for potential deviations and 

speech patterns. One of the future key goals for the 

Virtual Therapist project is to develop a number of 

auditive tools based on Microsoft DirectX SDK and 

Speech Server technologies that will enable a speech 

therapist to conduct speech exercises in a similar way 

as that is today possible for a physical therapy exercise. 

For English language, this merely represents the 

application of existing and emerging technologies, 

while for other languages, and especially for a Croatian 

language, producing such functionality is still a major 

challenge. 

5 Conclusion 

Introduction of new technologies in medical 

treatments is a necessity for healthcare providers and 

especially so in cerebrovascular diseases.  In a 

rehabilitation of stroke patients it is important to 

engage patients in their own healing process. Recent 

research papers in neuroscience have shown that 

neuroplasticity of brain assures large capacity for 

neuronal organization. Despite these positive 

discoveries about brain’s neuroplasticity a full 

recovery of such patients remain a serious challenge 

for every therapist. Certain post-stroke symptoms can 

be diminished by using adaptive approaches. It is clear 

that the post-stroke brain must be daily trained, either 

passively (with therapist’s help) or actively in order to 

regain lost brain functions. There are many proven 

effects of mental exercises performed through 

applications based on Microsoft Kinect Technology, 

and among them is patients’ positive response to such 

therapies as well as the obligation to carry on exercises 

more frequently than in a typical physical therapy 

treatment. As application can store individualized 

programs for patients, defined by their therapists, 

every exercise is performed under system’s 

supervision. System can monitor these exercises, 

measure deviations and request corrections for as 

many repetitions as suitable for a specific patient. In 

addition the system records all the exercise parameters 

allowing therapist to check on patients and intervene if 

necessary. System can be used at home and monitored 

remotely, thus enabling therapists to work with many 

more patients than what would be possible otherwise. 

The result is that patients can recover quickly and get 

back to their lives sooner than before. Therapists and 

doctors are supervising the system and have full 

reporting capabilities on patients’ progress or 

problems with certain exercises. Application of this 

technology should increase patient’s chances to avoid 

the next occurrence that could be fatal or more 

disabling. On the healthcare system scale, this 

approach better utilizes critical resources in patients’ 

treatment and rehabilitation, patients’ recoveries are 

more expedient and the overall cost is significantly 

reduced.  

This interdisciplinary project aimed at developing an 

autonomous system for brain stroke patients remote 

physical therapy and monitoring combines experts 

from diverse fields like medicine, physical therapy, 

physics, information technology and economy.   
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Abstract. The volume of video media on the internet 

and from other sources is increasing at a rapid rate. 

The existing analysis, storage, retrieval, indexing and 

searching techniques are unable to cope with this 

huge volume of information. Moreover, there is no 

efficient way of extracting information from this huge 

pool. In this lieu, we propose a framework called 

'Generating Action Tags and Videos' (VidTAG) for 

generating descriptions of videos. Our proposed 

framework for VidTAG is independent of domain 

specific techniques and can thus be applied for 

generating video descriptions in other domains. Video 

description can help in extracting useful information 

and patterns from the large volume of videos on the 

internet and improve existing indexing, searching and 

retrieval techniques. This paper describes the 

framework and the preliminary developments in 

implementation of the complete system.  

 
Keywords. Video Tagging, Action Recognition, 

Video Retrieval, Object Recognition 

 

 

1 Introduction 
 
With the widespread of the internet, advances in video 

and image compression technique, and cheap storage 

and capture mechanism the volume of image and 

video media is increasing at a tremendous rate[1]. 

According to a com Score report, from YouTube 

alone there are over 100 millions streams daily[2]. In 

such circumstances there is a need for efficient, robust 

and generalized media management tools. This 

management is not only limited to storage and 

retrieval but extends to effective meaningful search 

and automated association of semantics to the 

content[3]. Although the advances in computer vision 

have provided effective solutions for solving video 

data management problem, their scope is very limited. 

These include solutions such as automatic face 

tagging in Picassa[4]. Similarly Google's latest release 

Google Goggles is a great advance in content based 

image retrieval but it is also limited in scope. 

The proposed system 'Generating Action Tags and 

Videos' (VidTAG) aims to generate scene descriptions 

for simple videos using object and action 

classification in videos. Given a video, we propose a 

learning framework for generating video descriptions 

in a domain independent manner. We call these 

descriptions 'action tags'. VidTAG as a system can be 

broken down into two distinct functional phases; the 

learning phase and the classification phase. In the 

former, VidTAG will learn to classify objects and 

their actions in a supervised manner relying on a data 

set of tagged images and video. In the classification 

phase, VidTAG will classify objects and actions in 

input videos utilizing classification rules learnt in the 

former phase.  

 

 

2 Scope and Objectives 

As a matter of experimentation, the car and bike 

videos have been selected as the testing domain. Any 

analysis system developed for cars and bike videos 

has a ready application in traffic flow monitoring, 

road surveillance, automatic ticketing etc. This is one 

of the main reasons behind choosing car and bike 

videos as the domain. The problem of description 

generation for car and bike videos is not overly 

narrow and affords the avoidance of unnecessary 

complexity without the loss of generality. For 

instance actions performed by vehicles such as 

turning, passing by, jumping over a cliff etc are also 

common with a variety of other objects. So the 

mechanism for learning of classification rules can 

easily be extended to other objects.  

In this context it must be clarified that the generality 

of the mechanism is not to be confused with the 

generality of the system. For instance an expert 

system always uses facts to infer rules and uses those 

rules to draw conclusion about given facts. Thus all 

expert systems follow the same mechanism. However, 

an expert system for finance cannot be used for 

geological surveys and a medical expert system 

cannot be used to fly an aircraft. Since a general 

mechanism does not imply a general system. Our 

objective in this project is to make a ground for the 
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development of a framework that can be evolved into 

the basis of all expert systems in computer vision.  

Following are the main objectives of VidTAG. 

 

 Learning object-models from a database of      

tagged images, 

 Summarizing videos into representative key 

frames, 

 Recognizing and tagging object-models in 

images, 

 Extracting action-profiles for objects from 

videos, 

 Learning action-profile tagging rules by 

extraction them from videos,  

 Matching action-profiles of objects in a given 

video to generate action tags. 

 

The main objective of VidTAG is to generate 

descriptions for simple car and bike videos. To 

properly define the scope of the project two things 

need to be defined; (1) what would be covered by the 

video descriptions, and (2) what is the exact meaning 

of simple videos. In VidTAG the video descriptions 

will cover simple short term actions of cars and bikes 

in the videos. Some examples of these actions can be 

'a red car moving down a country road' or 'a blue car 

taking a right turn'. Moreover, we assume that the 

videos have already been cut down into shots, 

meaning that a single object performs a single action 

in a video. 

 

3 Proposed Framework 

The objective of VidTAG is to generate action tags 

for videos. It is designed to accomplish the main 

tasks. First task is to learn object-models and action-

profiles and second is to tag object-models and 

action-profiles. For the generation of action tags in 

videos the proposed framework is shown in Figure 1. 

The detail of main components of the framework is 

now discussed. 

  

              3.1 Video Summarization Engine 
This engine takes videos as input and summarizes 

them by extracting key frames. This is vital to the 

overall efficiency of the system as the bulk of video 

frames containing little information is removed and 

need not be processed. For the purpose of this engine 

the problem is defined as finding the minimal set of 

key frames that cover all significant events or 

maximize the number of key frames while minimizing 

redundancy of information in these key frames. A 

technique based on comparison of frames is 

developed for video summarization. 

Figure 1: VidTAG Framework 

           
The proposed technique compares the current frame 

with the last key frame instead of comparing 

consecutive frames. This allows for a summary that 

catches more significant events. Our utilized 

technique uses three comparison measures; 

correlation, color histogram difference and moment 

invariants. We pass the result of a comparison 

measure to the adaptive formula that combines them 

with the results of past comparisons. The result of the 

adaptive formula is compared with a threshold to 

obtain the confidence measure expressed by the said 

measure. A voting mechanism in used to combine the 

results of each measure. The details of our proposed 

technique for video summarization can be seen in [5].  

 

3.2 Object-Model Learning, Recognition 

and Tagging Engine 

 

3.2.1 Moving Object Segmentation  

Segmentation of moving objects in video sequences is 

a vital part of VidTAG. It is a prerequisite for most 

object recognition techniques. In this section we 

discuss the moving object segmentation engine used 

by VidTAG. Given a frame in a video, we have to 

segment all moving objects in that frame. It is 

assumed that all objects of interest show movement in 

and around the given frame for segmentation. Another 

important assumption is that the video is shot from a 

static camera. This assumption is reasonable keeping 

in mind the overall scope of the project. MOSE uses a 

total of three consecutive frames for its operation; 

framei-1, framei and framei+1, where framei is the frame 

to be segmented. The technique first computes two 

different frames using the two pair of consecutive 

frames. These frames are then closed using 

morphological operations. Then the intersection of 
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these frames is computed, dilated and thresholded. 

This frame is combined with the edge detection 

output to compute the final output. This process is 

outlined in  figure 2.  

 

Figure 2: MOSE Framework 

 

3.2.2 Object Recognition 

This engine learns object-models from noise free 

tagged images during the learning phase and saves 

identification rules to an ‘Object-Model Rules 

Database’. These rules are later used in identification 

of these objects. The Object-Model Rules Database 

stores the rules for recognition of object models. 

These rules are learnt using Machine Learning 

algorithms. Object-Model Recognition and Tagging 

Engine takes object-model recognition rules from the 

rules database to tags the key frames taken from the 

‘Video Summarization Engine’. These tagged objects 

are later used for matching action tags with action 

profiles. Object recognition is one of the most 

important problems in computer vision with wide 

ranging applications such as content based search, 

automated surveillance, action recognition etc. For 

this purpose, we used a framework for object 

recognition and pose estimation using SURF features 

with some modifications. Our feature-reduction 

process uses only the most repeatable features for 

matching. The noise-reduction process allows a 

further increase in matching speed-up reducing the 

false positive rates by 50%. A modified definition of 

the second-neighbor in the in the nearest neighbor 

ratio matching strategy allows matching with 

increased reliability. We also introduce a hierarchal 

approach for feature database storage that presents an 

easy way for pose estimation of objects. The details 

can be seen in [6]. 

 

 3.2.3 Action Profile Extraction and Matching 

Engines 

 

This engine uses the tagged key frames and object 

models to extract the action profiles of objects. 

During the learning phase these action profiles are 

combined with the provided action tags and saved in 

the ‘Action Profiles Rules Database’. Action Profiles 

Rules Database stores the rules for recognition of 

action profiles of object actions. These rules are learnt 

using Machine Learning algorithms.  This constitutes 

one half of the back bone of extensibility of the 

framework. Action Profile Matching Engine uses the 

output of the ‘Action Profile Extraction Engine’ and 

rules from the ‘Action Profiles Rules Database’ to tag 

actions of objects when an unseen video is provided 

to the system. These two engines are currently under 

development.  

 

4 Progress, Evaluation and 

Bottlenecks 

Thus far we have completed work in video 

summarization, moving object segmentation and 

object recognition. The results from these techniques 

are satisfactory. The assumption of a fixed camera for 

moving object segmentation, although reasonable, 

was not necessary for key frame extraction and object 

recognition. Thus this assumption was a bottleneck on 

the capabilities of the system. We removed this 

bottleneck by developing a technique for object 

recognition independent of image segmentation. 

Currently we are working on the Action Recognition 

engine. We have completed the literature review and 

are currently working on the framework for this 

component.  

 

5 Preliminary Results 

5.1 Results of Video Summarization 

Engine 

For a detailed set of results of the proposed technique 

for video summarization, the reader are referred to 

[5]. In this paper, we show the results for a single 

sample video. The key frames extracted from the 

office tour video are shown above. There are two 

main reasons for testing on this video 1) It is easy to 

assess the quality of key frame extraction results 2) 

The lighting conditions vary greatly in the video 

allowing testing the system to the limits. The system 

is able to handle mild changes in lighting conditions 

(such as the bottom left frame). However, extreme 

changes in lighting conditions define (such as those in 

the third row) define an upper limit for insensitivity to 

lighting changes. 

 

5.2 Moving Object Segmentation Results 

This sub-section shoes the result of segmenting a 

moving object from video using the proposed moving 

object segmentation scheme. First three images in 

Figure 4 shows three consecutive frames used for 
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segmentation of 'moving car' by the proposed process. 

The rightmost image in Figure 4 shows the detected 

moving object.  

 

    

    

    

    

   

 

Figure 3: Key Frames extracted from Office Tour 

Video. Original Video Available at: 

http://www.youtube.com/watch?v=7qwp06xNuCs 

 

 

Figure 4: Input frames for MOSE and output of 

moving object segmentation.  

 

5.3 Object Recognition Results 

The UK Benchmark Object Recognition Dataset was 

used for testing the object recognition module. The 

dataset contains 10,200 images of about 2500 objects. 

There are 4 images of each object. We used one 

image per object for training and three images per 

object for testing.  With feature reduction a speed-up 

of 634.8% percent was achieved with less than 2% 

reduction in matching accuracy. After applying noise 

reduction on the reduced features the false positive 

rate was also pushed down by about 50%. After noise 

reduction an overall speed-up of 939.6% is achieved. 

For detailed results, please refer to [6].  

 

6 Conclusions 

VidTAG aims to generate descriptions for simple car 

and bike videos. We have not come across any 

projects in our literature survey that address the 

problem of video description. However, there are 

projects aimed at recognition of various actions and 

activities. Such projects can be regarded as addressing 

the problem of video description since video 

description and action recognition are closely related. 

The work is under progress on modules of action 

profile extraction and matching.  

 

7 Acknowledgments 
This work was supported by the Industrial Strategic 

technology development program, 10041772, The 

Development of an Adaptive Mixed-Reality Space 

based on Interactive Architecture) funded by the 

Ministry of Science, ICT & Future Planning(MSIP).  

 

8 References 

[1] Son J., Lee H., Oh H., “PVR: a novel PVR 

scheme for content protection”, IEEE Transactions on 

Consumer Electronics, 57(1): 173-177, 2011. 

 

[2] "comScore Data Confirms Reports of 100 

Million Worldwide Daily Video Streams from 

YouTube.com in July 2006," comScore, 2009. 

 

[3] Huang Z., Li Y., Shao J., Shen H.T., Wang L., 

Zhang D., Zhou X., "Content-Based Video Search: is 

there a need, and is it possible?.", International 

Workshop on Information-Explosion and Next 

Generation Search, Shenyang, pp. 12-19, 2008. 

 

[4] R. Broida, "Use Google Picasa to Face-Tag 

Your Photos," PC World, 2009. 

 

[5] Ejaz N., Tariq T.B., Baik S.W., “Adaptive key 

frame extraction for video summarization using an 

aggregation mechanism,” Journal of Visual 

Communication and Image Representation, 

23(7):1031-1040, 2012. 

 

[6] Ejaz N., Baik R., Baik S.W., "Feature Reduction 

and Noise Removal in SURF Framework for Efficient 

Object Recognition in Images", IT Convergence and 

Security, Lecture Notes in Electrical Engineering, 

215: 529-535, 2013. 

 

[7] Ejaz N., Baik S.W., “Video Summarization Using 

a Network of Radial basis Functions”, Multimedia 

Systems, 18(6): 483-497,2012.  

 

[8]  Ejaz N., Mehmood I., Baik S.W., "Efficient 

Visual Attention based Framework for Extracting key 

frames from videos", Signal Processing-Image 

Communication, 28(1): 34-44, 2013.  

 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 197 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



Verhulst logistic map in the study  

of nonlinear and chaotic systems  

Dinka Pančić 
Faculty of Organization and Informatics 

University of Zagreb 

Pavlinska 2, 42000 Varaždin, Croatia 

{dinka.pancic@zgh.hr

 

 

Abstract. This article shows the basic tenets of the 

deterministic chaos theory that brings a new 

methodological framework and tools for exploring 

and understanding complex behavior in dynamical 

systems. We put an emphasis on description of the 

Verhulst logistic map which is one of the possible 

models and methods for researching dynamical 

systems that could develop to chaotic. In this paper 

we decribe the application of Verhulst method in 

biology, medicine, economy, political and social 

science, physics, and demography and information 

science. 

 In the field of information science concepts of 

chaos theory proved as a valuable support in the 

research of interactions between information 

systems and their host organizations.The pioneer 

work with Logistic map was made in biology, but 

today this method is more frequently used in 

different scientific researces. It was discovered  by 

the Belgian mathematician Pierre Francois 

Verhulst in the 1845 in order to describe the 

change in the population of a biological species. 

Keywords: Verhulst map, science, chaos theory,  

nonlinear dynamics 

 

1. Introduction 

 

This article shows the basic tenets of the 

deterministic chaos theory that brings a new 

methodological framework and tools for exploring 

and understanding complex behavior in dynamical 

systems. We put an emphasis on description of the 

Verhulst logistic map which is one of the possible 

models and methods for researching dynamical 

systems that could develop to chaotic.  

 

 

 

 

 

Also, we presented and described the possible 

applications of this theory in various fields of 

science, including information science. In the field 

of information science concepts of chaos theory 

proved as a valuable support in the research of 

interactions between information systems and their 

host organizations.The pioneer work with Logistic 

map was made in biology, but today this method is 

more frequently used in different scientific 

researces. It was discovered  by the Belgian 

mathematician Pierre Francois Verhulst in the 1845 

in order to describe the change in the population of 

a biological species. The map was used in the 

research paper in 1976  by the biologist Robert 

May, in part as a discrete-time demographic model 

analogous to the logistic equation created by 

Verhulst. Mathematically, the logistic map/equation 

is written 

Xn+1= rxn (1-Xn)               (1) 

where: 

Xn is a number between zero and one, and 

represents the ratio of existing population to the 

maximum possible population at year n, and hence 

x0 represents the initial ratio of population to max. 

population at year 0. R is a positive number, also 

known as control parametar and represents a 

combined rate for reproduction and starvation, and 

also represents the relationship between appearance 

we research and the enviroment of the appearance. 

Control parametar also shows us when and under 

what circumstances the appearance becomes 

chaotic.  

This method could be also used for analysis and 

prediction of future development in different 

scientific fields with data from the past. 
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Figure 1. Different results of development of  

dynamic system with the same initial conditions 

and the change of control parametars. 

(Source:Wolfram Mathworld, 

http://mathworld.wolfram.com) 

 

 

Figure 2.  Bifurcation diagrams show self-

similarity (on the horizontal axis are the values of 

the control parameter, and the vertical axis of 

development of the phenomena which we follow in 

the interval (0,1) The parameter value 3.5 opens the 

road to chaos. Source: [10]   

 

2. Description of the Verhulst  

logistic map 

Verhulst map is mostly used  for monitoring  the 

growth of an animal population and latter a number 

of economic, physical, medical, or other categories. 

Logistic equation is determined by a dynamic 

system that can become chaotic. Xn is a variable 

that describes the state of the dynamic system in the 

n-th year. Dynamic and nonlinear system can be 

measured in the range between 0 and 1 which is 

derived from the condition that 0 < Xn  <1, that 

number can not be less than 0 percent or more than 

100 percent. In the case of Verhulst study, Xn 

denotes the number of insects (parents) who lived 

in the n-th year. Specifically, Xn is the ratio of the 

number of insects and the maximum number of 

insect N in the n-th year that could survive in this 

area, taking into account the amount of available 

food, etc. Interval (0,1) is particularly interesting 

for nonlinear systems because, while the number 

Xn increases, the part of the equation 1-Xn  falls. 

This can be explained as follows; when  numbers of 

insects or some other populations increase, it reduce 

the amount of food, which leads to a gradual 

decrease in population. Depending on the 

abruptness of ups and downs of the population, the 

speed and direction of development (growth or 

extinction) of the system will be determined. R is a 

control parameter, shows the influence of the 

environment on the phenomena under constant 

watch and its size is between 0 and 4.  Size 0 

indicates a weak interaction with the environment 

or extinction phenomena, while 4 indicates the 

chaotic and unpredictable behavior. The value of 

the control parameter depends of the living 

conditions, food availability, migration, enemies, 

predators, etc. 

 

3. Application of the Verhulst/ 

logistic map/method 

The analysis of  events, we monitoring in the time 

series, could show that enviromental influence in a 

particular period had a connection with the events 

(for example. growth / decline of the population). 

After we detect those conections that happend in 

the past, we can also create scenarios of future 

developments. The basis of this procedure is 

comparing data (historic scenarios), obtained by 

calculations of the population equation (with 

changing initial conditions or the control 

parameters, giving you a variety of possible 

scenarios of development of population), with 

actual (observed) data. Than we can associate 

control parameters  with the event that accompanies 

it, and that's the starting point for the prediction. 

After that comparation, we can continue with he 

future prediction using data from the past 

opservation. The scenario method consists of 

creating the future and describing ways to get out of 

the present reach of the future. The primary purpose 

of scenario analysis is to create a holistic and 

integrative picture of the future that can happen. In 

carrying out research projects of this type are 

almost always used graphic analysis, where the 

number of spicies or other categories are monitored 

continuously for a long time. 
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3.1.Research of chaos  in biology, 

ecology and medicine 

The knowledge that chaos could be detected in 

biology, especially in ecology, in the 70s of the 

20th century resulted with substantial changes in 

these sciences. James Yorke and Robert May were 

the first scientist who take that knowledge in 

consideration [5]. In ecology, the animal population 

began to be seen as a dynamic system. Scientists 

used the basic tools of physics to describe the living 

world in which there are tens of millions of 

interconnected species.  

James Yorke worked as a mathematician at the 

Interdisciplinary Institute of Physics and 

Technology, University of Maryland. He realized 

that in the works of Lorenz1 and Smale there are 

messages that scientists, especially physicists, did 

not receive and have learned not to notice the 

chaos. Lorenz's experience of sensitive dependence 

on initial conditions, which in everyday life is 

everywhere, for some scientists were foreign. 

Yorke has realized that there is a mess, but that 

mathematicians and physicists want to discover 

regularities. In the past, scientists have seen chaotic 

behavior in numerous circumstances, but he was 

trying to correct and explain the mistake. [5]  To 

demonstrate the behavior of populations with 

varying degrees of fertility, instead of individual 

diagrams, May and other scientists used the 

"bifurcation diagrams" to collect all information 

into a single image. The literature cites a diagram 

that shows how to change a parameter, in this case, 

population growth and the extinction of wildlife, 

fundamentally changing the behavior of this simple 

system. Parameter values are shown from left to 

right, and the final population is monitored on the 

vertical axis. Increase parameter values mean 

stronger stimulation system, but with increasing 

nonlinearity in it. Where the parameter is small 

(left), the population dies out. As the parameter 

increases (center), increasing the level of 

equilibrium. [10]  But, with a further increase in the 

equilibrium and polarizes the population begins 

bifurcate between two different levels. (Figure 2) 

Then the system becomes chaotic (right) and the 

population passes through infinitely many different 

values. To explain, in the midst of this complexity 

suddenly appearing stable cycles. Although growth 

parameters, which means that non-linearity system 

starts getting stronger, suddenly appears a window 

with the correct period, such an odd period of three 

to seven, and the pattern of changes in the 

1 Eduard Norton Lorenz was an American mathematician and 

meteorologist, and a pioneer of chaos theory. He discovered the 
strange attractor notion and coined the term butterfly effect. 

 

population is repeated in the three-year or seven-

year cycle. Then start again doubling bifurcations  

in the following cycles of 3, 6, 12 .. or 7, 14, 28 .. 

and then once again turn into a chaotic area, as can 

be clearly displayed on the bifurcation diagram. 

[10] (Figure 2.) „Methods of nonlinear dynamics 

more frequently used in the detection of complex 

processes in the work of the heart and brain. The 

analysis of non-stationary time series of ECG and 

EEG investigate dynamic properties of the system. 

The problem of the presence of deterministic chaos 

in the work of the heart is now very active area of 

research, especially because it has been observed 

that some heart disease are changing the dynamics 

in a specific way, which can be detected only by 

nonlinear analysis.“ [15]   

3.2. Research of chaos in physics and 

technical sciences 

In the middle and late 70's of 20th century, a 

number of young researchers showed great interest 

in chaos theory. At the University of California, 

Santa Cruz new campus gathered a group of 

talented students, graduates and later doctoral 

students, who described himself as a troupe of 

dynamic systems, while others have called 

Kabbalah chaos. They were Robert Stetson Shaw, 

Doyne Farmer, Norman Packard and James 

Crutchfield [5], gathered by the same thought that 

determinism can exist, but not quite. The challenge 

was their idea that deterministic systems can 

generate randomness. They did not even have an 

idea of what can cause nonlinearity, such as that 

one equation can bounce around randomly. They 

were thrilled with questions about determinism, 

nature of intelligence and direction of biological 

evolution. Physicist Albert Liebhaber also 

discovered chaotic behaviour in the systems he had 

researched. He performed the experiments on 

vibration. Vibrations often disturb nonlinear flow 

and transfer it from one type of behavior to another. 

He saw that the nonlinearity can stabilize the 

system, but also destabilize it and that nonlinear 

feedback controlled motion. „Today, the application 

of chaos theory in physics and technical sciences 

also explores the injection molding of 

thermoplastics.“ [13]   

3.3. Research of chaos in economics and 

social sciences 

„There are many companies and corporations today 

on the market, which is confirmed by regularity, but 

also there are many examples of incorrect decisions 

of their management, exposed to ruthless struggle 

for survival, almost like that in nature. Fighting for 

survival, the phases of the lifecycle are 

characteristics of living organisms.  In organisms 

are very difficult to determine the causes and 
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consequences of their actions. They behave almost 

chaotic, and chaos can only be established by 

means of probabilities, the approximate value of the 

so-called. fuzzy process. The interaction between 

an organization and its environment, is not 

predictable. Chaos theory explains many natural 

phenomena and found its application in many areas 

of human endeavor. The application of this theory 

has brought many new in explaining the behavior of 

business organizations in terms of eddy 

environment, and their transitions from a state of 

instability in the state of stability.“ [13]   

According to Bhaskar2, the paradigma of 

deterministic chaos is suitable for use in research in 

the field of social and political sciences. For this 

purpose, the different models and research 

strategies that work in specific levels of ontological 

reality in institutional structure. In experimental 

practice ideal models are often used in comparative 

economics and sociology, and historical models are 

mainly used in ideographic description the timing 

of certain specific events. [7]   

Aleksandar Halmi in 2002. explains that knowledge 

of mathematics of chaotic systems enables 

understanding of complexity theory in social 

phenomena. Without knowledge of complex 

systems of nonlinear structural equation is not 

possible to identify or interpret the chaotic behavior 

of a political system. It is impossible to identify and 

extract the chaotic behavior of some other manifest 

behaviors similar to chaos. 

Quantification of chaos in social research is one of 

the most important prerequisites for designing 

accurate conclusions in the studies. For such 

researches The Verhulst map is one oft he most 

propriate method. First example of studying chaotic 

effects in macroeconomics are in a paper by D. 

Gale published in 1973. year, and quoted him FI 

Murray and I. Stengos in 1988th year [9]. In this 

paper he analyzed the fluctuations in business 

cycles. Followed by several papers, such as for 

example the analysis by which J. Benhabib and  

Day in 1981st demonstrated the impact of chaos in 

changees the current consumption and the work in 

which JM Grandmond in 1985. analyzed  the 

impact of chaos on incomes. In this series of work 

includes research which B. Berry 1991st [9]  

examined the longitudinal cycles of 1790th up in 

1990. year, revealing that the alternating, namely 

periodic and cyclical macroeconomic trends, effects 

and cause more chaotic patterns. The author, along 

2 Roy Bhaskar (born May 15, 1944) is a British philosopher, 

best known as the initiator of the philosophical movement of 

Critical Realism. 

 
 

with macroeconomic variables, which are always 

heavily influenced by the transition from one stage 

of the cycle to another, points to various other 

influences that affect and cause changes in the 

economic sphere. [9]   

On the securities market chaos theory has 

particularly extensive application. This market has 

all the properties of nonlinear dynamical systems. 

The effect of flapping wings quickly and strongly 

affects the global securities market, so for example 

even small changes in stock indexes in Tokyo, 

almost simultaneously causes changes of the stock 

market index in New York.  

3.4. Research of chaos in demography 

Verhulst logistic map is more appropriate to 

describe the animal than human populations. It is 

appropriate to describe a simple animal 

communities in which the propagation speed is 

proportional to the population size, and the 

relationships between certain types of relationships 

are predator and prey. Author Sergej Kapica [14]  

explains that in such systems, the maximum 

number of units is limited by the amount of natural 

food (prey). In certain circumstances, in such 

populations appear oscillatory patterns, which are 

observed in their natural habitats. On the other 

hand, these models are not suitable for the 

descriptions of the human population, because the 

circumstances of the growth and development of 

humanity quite different. For example, the growth 

of the human population is proportional to the 

square of the total number of individuals in the 

population and the human population is limited 

only by human inborn tendency reproduction . But 

some of the other human populations can be 

successfully modeled by logistic equations - one 

example of life and fertility. Logistic map, like any 

chaotic system, is extremely sensitive to initial 

conditions. Thus, the difference in the input data of 

a few parts per thousand after several iterative steps 

show different results. 

3.5. Research of chaos in information 

systems 

In information sciences, methods derived from 

chaos theory, could be successfully applied in the 

researching of the information flow in the 

organizations. For instance, we can describe an 

organization and it`s information system with a 

systems of nonlinear equations. By solving that 

systems of equations, we can predict a probability 

of organization development. „In this case, we can 

define an entropy, which is a measure of 

dezorganization. Opossite of that, the informations 

are the measure of organization.“ [19] 
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In treating organizations and the information 

systems that reside in them as non-linear systems,a 

number of assumptions are made [18]. McBride N. 

[16]  highlights that change in the system is taken 

as being constant, and any apparent stable state is 

treated as temporary. „Organizations and their 

information systems cannot be decomposed into 

simple elements because the complex interactions 

between processes give rise to new emergent 

behaviour. System elements are interdependent and 

interactions between them are non-linear such that 

linear causal links cannot be made. Most 

significantly, for an interpretive use of chaos 

theory, effects within non-linear systems are non-

proportional. Small inputs can have large effects, 

and large inputs result in no significant change.“ 

[16]   

In the research paper McBride N. [16]   said that the 

chaos theory could be used as a framework to draw 

out significant events and patterns of behaviour. „In 

particular, initial choice and conditions would affect 

the outcome of the system we explore. Repeating 

patterns of behaviour could be identified and 

examples of chaos theory concepts listed. Using 

concepts from chaos theory helped to explore 

significant issues arising from the explored system 

and helped in making sense of the progression of 

events over time. Application of chaos theory 

provided practical insights concerning the 

management of information systems strategies, but 

it may not result in new theory without further 

work.“ [16]   

 

4. Conclusion 

The most important terms in chaos theory are 

nonlinear dynamics or the dynamics of chaos. 

Nonlinear dynamics is a discipline studied 

nonlinearity, and chaos is just one of the behavioral 

shapes  in nonlinear systems. Regardless of the 

nature of system, chaotic dynamic allways shows 

the same universal  properties. There are many 

examples of nonlinear systems which are somewhat 

predictible, but in real life many systems in certain 

conditions cease to be predictable so the points 
within system started to move by chaotic patterns. 

The best way to explain this is to look into a 

bifurcation diagram which shows iteration of 

Verhulst population nonlinear  equation (by 

changing control parametar values, that define 

environmental impact on the appearance). This is 

one of the commonly used method in researching 

chaotic behaviour. In this paper we showed that we 

can apply Verhulst logistic map in the research of  

chaotic behavior in differnt systems in different 

scientific fields and that method is especialy 

interesting in the research of chaos in information 

systems. Chaos theory brings many scientific 

disciplins close together and started to solve 

scientific problems by rejecting the stereotyped 

methods in science. Chaotic behaviours represented 

by curves that are depended on initial conditions, 

for the firs time was detected by amarican 

metheorologist Edward Lorenz, 50 years ago. He is 

considered as a father of the chaos theory and 

creator of frase “butterfly effect”. It is a phenomena 

based on conclusion that just one wingstroke of a 

butterfly in for example Brasil could couses a 

huricane in Asia. [7]  This scientific field is open 

for more researces in the future. 
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Abstract. A business model is an integral part of 

creating, adapting, and maintaining a product or 

service to market maturity; without the business 

model, there is no market-ready product or service, 

just an idea. In the past years, business model 

research has flourished and touched numerous 

research areas and authors in their work. There is a 

plethora of definitions, descriptions, and 

combinations of elements that aim to clarify what a 

business model is and does. Out of these numerous 

elements, one aspect strikes us as quintessential for 

successfully creating a product or service: The aspect 

of value. In this paper, we intend to provide an 

analysis of existing business model approaches with a 

focus on how the aspect of value is incorporated in 

these concepts. Rooting in the believe that the value 

that the customer receives or perceives should be the 

center in business model formulation, we take this as 

a first step towards user-centered, value-oriented 

business model design. 
 
Keywords. business models, value, added value, 
value-in-use, state of the art 
 
 

1 Introduction 
 
The close connection of business models and value 
stems mainly from the need to create novel 
approaches to creating and capturing value in the 
internet and e-commerce era. However, we found that 
the definition and localization of value in the 
respective authors' business model construct differ 
greatly. Value is at times presented as a proposition of 
attributes inherent to a product or service, at other 
times a process of creation and capture; but most 
literature lacks a thorough definition and instruction 
on how to apply the value aspect to business model 
engineering – apart from the lack of a clear business 
model definition itself. 

In our approach to create an analysis of business 
model literature with a focus on value aspects, we 
analyze existing work and create an overview of the 

current landscape. The question we ask ourselves is, 
how do business models and value blend together in 
literature at the time being. In yet a further step that 
we intend to take in the future, we ask ourselves how 
business models and different aspects of value (value-
in-use, added value, customer perceived value) blend 
together to create a holistic business model evaluation 
approach that centers around the value that the 
customer disposes of in the end. 

The paper is structured as follows: First, we 
introduce the business model definitions and value 
concepts as the standing ground of our work and 
future activities. Then, we present a categorization of 
streams and value localizations that shows an 
overview of how value is perceived to be relevant in 
the business model. Finally, we discuss the findings 
and present our future approach to creating a business 
modeling tool with the help of selected theories and 
an evaluation model in an iterative process. 

To gather the information on existing business 
model literature and value localizations, we searched 
numerous data bases and referred to existing state of 
the art work in this field. This also supported us in 
sharpening our categorizations of business model 
research streams. 
 
 

2 Research approach 
 
In defining what the term “business model” stands 
for, we had a wide offer of definitions to choose from 
and decided to build upon the definition of Teece [31] 
who suggests that “a business model [is] a conceptual, 
rather than financial, model of a business”. A business 
model in his argumentation describes the architecture 
of a business, its main actors and processes. It does 
not focus on revenue streams but illustrates the 
organization a holistic picture although there is of 
course a financial model with costs and benefits 
included (see also: [4]). 

Another interesting definition that exhibits the 
connection between the business model and the value 
term is provided by Amit and Zott [1] who view the 
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business model as an artifact that “tries to explain and 
predict an empirical phenomenon, i.e., value creation 
and value appropriation”. 

We see value as the benefits of a product or 
service minus the sacrifice required to use the 
product. We follow the categorization of Heinonen 
[14], who sees four dimensions of value, namely 
technical, functional, spatial, and temporal value. 
Additionally, we believe that value must be divided 
on another level into pragmatic value and emotional 
value. 

Value is a central construct in business models, 
however, the definitions and placements vary greatly. 
The majority of authors (undoubtedly based on the 
reciprocal references in the field of business model 
research) localize value at the intersection between 
the firm and the customer as a form of value offering 
or value proposition to the customer. Additionally, 
some authors describe a value stream that stands 
before the actual value proposition to the customer 
and is based largely on the concept of the Porter’s 
value chain [25]. 

The concept of perceived value is only very rarely 
explicitly mentioned. We believe this to be caused by 
the challenges in measuring customer perceived 
value, especially in the phase prior to the market 
launch of a product. Business models tend to view 
customer perceived value as what the firm believes 
the customer might find valuable. In the literature on 
business models we reviewed, this was dominantly 
considered a given fact and not defined more closely. 

Throughout our investigation of the value topic, 
we found that the added value theory (see [6], [7]) 
could fill a gap in the business model construct. 
Brandenburger builds upon game theory and argues 
that added value equals the “total value created with 
[the respective company] in the game, minus total 
value created without [the respective company] in the 
game”, thus allowing for a better understanding of 
how value is created in a cooperative process and how 
it is captured in a competitive process in the market. 

As a second focus of value theories, we chose to 
put a focus on the concepts of value-in-use (based on 
the customer perceived value model be Heinonen 
[14]). In compliance with Macdonald et al. [10], we 
define value-in-use as “a customer’s outcome, 
purpose or objective that is achieved through the 
service”. 

What value-in-use implicates is change: As use is 
a continuous activity and the customer lives through a 
variety of stages throughout the use or consumption 
of the product or service, the values a product or 
service emits through its use will change. From the 
usage premiere to frequent use and finally declining 
use phases, the value of the product changes. This is 
also coherent with the subjective theory of value, 
which states that value is created by the subjective 
experience of the product’s user, not by how much the 
production of the good cost [28]. We investigated 
whether these three types of value – perceives value, 

value-in-use, and added value – were considered in 
existing literature. 
 
 

3 Results 
 

 
 

Figure 1. Basis For Analysis. 
 

As the basis for the analysis and review of the 
existing models we built upon Porter’s five forces 
model [26] with the central element being the rivalry 
among existing firms and the factors threat of new 
entrants, threat of substitute products (or services), 
determinants of supplier power and determinants of 
buyer power. However, based on the theory of value 
networks [30] and the fragmentation of the market 
with the large amount of third-party suppliers found 
today for all kinds of products and services, we felt 
that the aspect of partners or providers of 
complimentary products and services was yet missing 
from the picture. Thus, we decided to support this 
overview with an element from cooperative game 
theory [5] which adds the complementor component 
to the picture of market forces in a dynamically 
evolving market environment. This very basic 
overview as shown in figure 1 of actors and elements 
supports the comparison of business model concepts 
and research streams. 

For the analysis, we focused on two different 
aspects: First, we examined the components attributed 
to each business model concept in order to see what 
parts of the above pictured scheme were considered in 
the concept in which way. Second, we laid special 
attention on the value aspects of each business model 
as described in the previous section to see where 
authors localize creation and appropriation of value. 

We categorized the analyzed business models in 
three different purposes or contexts, namely e-
commerce, strategy and organizational, and 
innovation and technology. The categorization has 
evolved from the background of the researchers, 
applied theories and stated focuses and contexts of the 
respective business model as well as implementation 
examples if provided. In this categorization we also 
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examined suggestions from other authors who 
conducted state of the art analysis prior to our work. 

In terms of value creation and capturing, we 
learned that most authors do not explicitly 
differentiate between the two processes. Value is 
something attributed to a product or service and 
offered to the customer and only seldom brought in 
context with a process. 
 
3.1 E-commerce stream 
 
This stream is focused on business in the field of 
online commerce and emphasizes networks, roles and 
players within the characteristics of the internet (a 
further development is the mobile web which is more 
and more addressed in current works, e.g. De Reuver 
and Haaker whose work focuses on the design of 
business models for context-aware mobile services 
[10]). In an extended definition, this stream includes 
business models for novel mobile and web 
technologies and their commercialization, thus 
blending partially with the innovation and technology 
stream that will be introduced in a further sub-section. 
The e-commerce stream includes authors such as 
Mahadevan [11], Applegate [2], Leimeister and 
Krcmar [17], and Osterwalder [25] who offer 
definitions and components for business models. 
Additionally, the authors in this stream frequently 
offer differentiations and categorizations of different 
types of business models, depending on a) the 
company’s role in the value network or b) the pricing 
model. 

An essential characteristic of the e-commerce 
stream is the webbed structure of this specific field. 
Thus, the authors emphasize actors and their roles as 
well and benefits and value for them. Stabell’s and 
Fjeldstad’s introduced concept of value networks [30] 
provides a useful basis for how value is created in the 
e-commerce stream. However, even though the 
overall characteristics allude to a value network 
structure, the authors see value creation mostly within 
the company and transported outwards in form of the 
value proposition that is offered to the customer. Only 
a small number of the authors explicitly view and 
define value as a two-way construct and extend their 
focus to the network (e.g., Applegate 2001 [2]). 

In this stream, the main part of the value of a 
product or service is conceptually created within the 
organization aided by external factors such as 
suppliers and complementors. The value creation 
takes place within the organization and/or with the aid 
of its partners and is finished before the customer 
buys the product: Value is offered to the customer as 
value proposition and transferred (e.g., Osterwalder 
2004 [25]). The creation process follows roughly the 
value chain approach; Mahadevan [11] refers to it as 
the value stream. 

Some authors take up the paradigm of open 
innovation and co-creation which leads to a more 
networked creation of value and a greater tendency 

towards the applicability of value-in-use. Tikkanen et 
al., for example, describe a network of relationships 
which forms the basis for value creation in a 
networked market [32]. In this aspect, the e-
commerce stream is close to the innovation and 
technology which will be presented in the following 
sections. 

The authors in this stream also view a general 
change of paradigms concerning value architecture in 
the market. They argue that there is a change from 
linear value chains to value networks and offer 
examples from the automotive industry, cloud 
computing and also e-commerce [16]. This supports 
our belief that value networks, where numerous actors 
add a multitude of value tidbits, become relevant in 
many industry fields. 

However, none of the authors go more deeply into 
the concepts of value or different types of within the 
business model, given that such a great importance is 
attributed to the value proposition. 

 

 
 

Figure 2. E-commerce stream. 
 
Figure 2 illustrates on overview of the tendency in 

elements and value creation in the e-commerce 
stream. Suppliers are referred to as partners or actors 
in the cost structure, complementors are only 
mentioned within the actor model of Leimeister and 
Krcmar which is part of a business model for virtual 
communities [17]. 

 
 

3.2 Strategy and organizational stream 
 
In this stream, the business model is seen as the 
follow-up or realization of the strategy and borrows or 
extends elements from strategy theory. The strategy 
stream sees the use of a business model in the 
operationalization of a company’s strategy, putting 
vision, mission and objectives in tangible elements. 
Authors in this stream include Richardson [27] who 
provides the definition of a business model as 
bridging strategy formulation and implementation, 
Casadesus-Masanell and Ricart [8] who see the 
business model as a reflection of the firm’s realized 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 206 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



strategy with a set of choices and consequences based 
on the work of Shafer, Smith and Linder [29]. 
Furthermore, Amit and Zott [1], Wirtz [33], Margretta 
[22], and Teece [31] have also contributed to this 
section. 

In terms of components, this stream naturally 
draws from the characteristics of a business strategy. 
Although this stream includes competitive and 
external market factors; it omits, however, the role of 
complementors to a large extent. It is assumed that 
this is due to the very company-specific and process-
focused characteristic of this stream. 

While we at first wanted to distinguish another, 
very similar stream that tends towards a more 
financial-oriented perspective, we decided to join 
these two streams together as the differences are 
minimal. The financial sub-stream originates from 
business research and is, as the name suggests, 
strongly focused on financial aspects, internal 
organizational aspects as well as company processes. 
Wirtz sees it as one of three main streams in his 
research on business models (next to the technology 
and the e-commerce stream) [33]. Authors that focus 
on this sub-stream include Linder and Cantrell [19], 
Tikkanen et al. [32], Normann [24], and Eisenhardt 
and Sull [11]. The latter discuss strategy as simple 
rules and thereby offer an approach that is similar to 
many of the aforementioned business model approach 
– although it is not explicitly called a business model. 

The authors of the strategy stream build strongly 
on the concept of the value chain (illustrated in figure 
3) by Porter and see the value creation mostly within 
the company, where the interaction of departments 
and intra-organizational actors leads to value that is 
transferred to the customer. This concept is, for 
example, extended by Amit and Zott who view the 
business model as an artifact explaining value 
creation in networks [1]. They argue that value is 
created by the company on one hand, but also through 
utilizing the influence of complementarities and other 
external factors on the other hand. Thus, they see 
value as something that can only partially be 
influenced by the company – the rest is based on 
given external market factors which also play an 
important role in this stream as opposed to the other 
streams. 

Shafer, Smith, and Linder see a value proposition 
as a strategic choice that is offered to the customer. 
They also propose the thought of a value network in 
which customer information and customer 
relationships provide the basis for the successful 
transfer of the value proposition [29]. Casadesus-
Masanell and Ricart follow this notion and further 
extend the value aspect to the creation of value, the 
capturing of value and the value network. While they 
see the creation of value as a question of company-
internal resources and assets as well as processes and 
activities, the capturing of value consists mainly of 
financial aspects (cost, profit etc.) [8]. 

Concerning the placement of value, Normann for 
example sees two different value aspects in the 
elements of the business model: the external 
environment, its needs and what it is valuing, and the 
internal value factors [24]. McGrath and MacMillan 
take the value concept one step further by picturing 
how inputs are converted into valuable outputs and 
also encompassing the customer’s willingness to pay 
for these valuable outputs. The perceived value 
perspective is taken on in this stream, leading to a 
view of the business model from the customer’s side 
[23]. 

Figure 3 provides an overview of tendencies of 
elements and value localization in this stream. Note 
that the complementor aspect is, as mentioned 
aforehand, hardly addressed at all and therefore 
marked in gray. 

 

 
 

Figure 3. Strategy and organizational stream. 
 

3.3 Innovation and technology stream 
 
The innovation and technology stream bases its 
business modeling efforts on the thought that 
innovative products need special attention for their 
business models to succeed in the market. The other 
approach in this stream is the innovation of business 
models themselves (i.e., by adding, removing or 
altering individual components such as adapting the 
pricing model to, e.g., a freemium model) in order to 
be capable of competing in the market. This process is 
often referred to as business model innovation (see, 
for example, [9]). As the innovation and technology 
stream is close to the e-commerce stream, we see very 
similar business model approaches in terms of 
components and also value aspects. 

Authors include Björkdahl [3], Johnson and 
Suskewicz [15], Wirtz (from a technical perspective) 
[33], Linder and Cantrell [18], and Ghaziani & 
Ventresca [12]. 

They try to create a more holistic picture and take 
both competitors and complementors as actors as part 
of their business model elements. This stream also 
tries to move the aspect of sustainability into focus. It 
is argued that sustainability will ensure long-term 
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success as opposed to a short rise and quick fall in the 
dynamic market. Johnson and Suskewicz for example 
present an approach on how to launch a “clean-tech” 
economy. This aspect eventually leads to placing 
elements such as external market factors, market 
trends, and future developments into the business 
model, thus extending it beyond the company's 
boundaries [15]. 

The innovation stream offers the most 
comprehensive set of value definitions and value 
allocations of all streams. The reason for this lies in 
the fact that many authors see open innovation as an 
essential approach, and view value creation as the 
immediate result of innovation conducted at different 
points of the business model or business processes. 
Giesen et al., as an example, view value creation in 
three different aspects: supply chain innovation, 
revenue stream innovation and innovations in value 
chain positioning which includes complementarities 
and customers as relevant new positions [13]. 

In general, the concept of the value network is 
applicable is this stream, as it extends the business 
model beyond the company's boundaries (as 
mentioned above) and tries to find connections to 
other market players in order to support innovations. 
Especially in the current social networking era in 
which users share opinions and recommendations but 
also alternative uses of products and services, the 
users start to create value in forms the company might 
not have anticipated in terms of what they perceive 
the value of the good to be. 

Prominent examples are those of Lego 
Mindstorms, where the inputs and ideas of customers 
were at first banned due to hacking accusations, but 
eventually supported and used for further product 
development and marketing. Another example is that 
of weblogs such as “Food on my Face” that provide 
facial and hair care tips using everyday products and 
grocery supplies. 

 

 
 

Figure 4. Innovation and technology stream. 
 
Figure 4 illustrates business model elements and 

value creation points as portrayed in this stream. The 
stream offers a very holistic picture of the market. 

 

3.4 Summary 
 
On the previous pages, we presented an overview of 
business models with a strong focus on value creation 
and illustrated different streams or origins of these 
mostly conceptual models. 

The process of creating and capturing value which 
has been strongly emphasized in game theory is only 
rarely addressed in the business model approaches 
reviewed. It seems that value creation is a process 
clear enough not to be addressed separately, as it is, 
implicitly, already partially found in existing elements 
and process descriptions of most business model 
approaches. 

The analysis showed that the lack of consensus in 
the area of business model research has additionally 
led to numerous approaches especially in terms of 
value creation and the value proposition. In general, 
we find this to be a welcome fact in the phase of 
experimentation, but the multitude of different 
synonymous terms lead to a certain confusion and 
insecurity. 

Apart from that, an application of the mostly 
conceptual models to real economic situations is very 
rare at the moment. We hope to encourage further 
discussion and a convergence of existing approaches 
– both in the academic and the economic world. 

In conducting this first state of the art analysis and 
creating a systematic overview of business model 
concepts and placing the approaches to value creation 
on these maps, we laid the first steps in finding a way 
to create a customer-centric, value-oriented business 
model concept and methods for engineering and 
evaluating business models prior to the related 
product or service. 
 
 

4 Conclusion and future work 
 
The three streams view and allocate value very 
differently and provide us with a multitude of 
possibilities to draw from when creating a business 
model. 

However, especially for uninformed users this 
plethora of possible approaches can pose a problem. 
That is why we propose a value-based user-centric 
approach to designing a business model. Based on the 
insights gained through the analysis of the current 
business model research state of the art, we find that 
there needs to be a differentiation of business 
modeling approaches based on several factors and 
questions concerning value, that need yet to be 
answered: 

 
• What is the object that bears the potential to emit 

value when in use (good or service)? How does 
it change throughout the course of its 
production, marketing, and use? 
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• Who is the creator of value, e.g., the user of the 
good or service? What are his or her beliefs and 
expectations? 

• Can the value that is created through use be 
transferred to the next instance in the value chain 
or close node in a value network or does every 
new usage process entail an entirely new value 
creation process? 

• Can context factors that influence the creation of 
value (temporal, spatial, technical, functional; as 
described by Heinonen [14]) as well as the 
quality of the value (emotional, pragmatic) be 
clustered to create value templates? 

 
The aspect of capturing value is closely related to 

the customer’s willingness to pay as described by 
McGrath and MacMillan [23]. Thus we propose to not 
only focus on the value creation process but also on 
the customer-sided willingness to pay to correctly 
portray the interrelated creation and appropriation of 
value by answering the above noted questions. 

For future advancements in this direction, we plan 
to set up a user-centric, value-oriented business model 
architecture which includes evaluation mechanisms 
that allow testing of a business model in a secure 
environment before it is tested on the market. It is our 
objective to create a business model approach which 
provides a clear value stream and allows a tangible 
illustration of the value network built around a 
product or service. 

In various discussions with colleagues with 
academic and economic background, a large amount 
of additional aspects was brought up. They pose 
further directions in which to extend the concept and 
the research basis and currently serve as impulses for 
future discussions. These topics are: 

 
• Customer journey: This term emerged from 

service design and service engineering literature 
and describes the time from which the customer 
first learns of the product or service 
(expectation) throughout the first usage phase 
until after the user decides to refrain from using 
the product or service. We believe that there 
can’t be a value perception independent of the 
customer journey context because of different 
reality constructions and mindsets in the 
respective phases (see questions above: beliefs 
and expectations). 

• The discrepancy between perceived value and a 
company being able to create value: We have 
argued on the previous pages that value is 
created through use. The question that needs to 
answered within this context is that of the 
transferability of value, thus bridging the aspects 
perceived value, value-in-use, and added value. 

• Viability of a business model: From a very 
practical point of view that requires a written 
manifest of a business model, we need to clarify 
how simple a business model or value map can it 

be, or rather, how complex it must be to be truly 
useful for a practical application.  

 
We hypothesize that value is created at various 

points of the production and usage process within the 
value network. We argue that value for the customer 
is not created by the company but through the 
customer using the product or service, meaning the 
value creation is in fact a joint venture between the 
company and the consumer: the company providing 
the basis, the customers using the basis for their 
subjective value creation process. 

We believe that a business model must be based 
on value, e.g., the difference between benefits and 
sacrifices that poses the “cure” for a customer or 
business pain or necessity the future consumer bears. 
That is why we define each transaction or process in 
the production and life cycle of a good or service as 
value creation, modification or appropriation – be it 
the product’s development process where value is 
added at every stage of the production process or even 
its use which leads to an imminent creation of value 
to the user. 

When we think about the company as a costumer 
of its supplier, the use of the product or service would 
in this case be the altering, enhancing, repackaging 
and processing of the raw product, thus the company 
creates value through the modification or 
transformation at this point and adds it to the product 
or service. Value is what the next actor in the value 
chain or network perceives. We hypothesize that the 
value of a product or services changes throughout 
their lifecycle, the customer journey. 

Including the competitor aspect is important as 
value is always relative to the next best alternative. 
Including the complementor aspect is important as 
added value can sometimes only be found when 
adding a complementing product or service. When 
viewing the business case from the value perspective, 
the importance of different elements is revealed. 

We believe that a more dedicated approach to 
value in business models is necessary for further 
advancement and the creation of more useful business 
model. Especially three aspects of value are yet to be 
more closely examined in the context of business 
model research and brought into the business 
modeling process: perceived value, added-value 
theory, and the theory of value-in-use. Especially the 
latter is important in the current era of social 
networking in which consumers use blogging and 
social networking services to exchange not only 
product reviews but also ideas on different usage of 
products. 
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Abstract. The paper presents results from the 

research of students at the Faculty of humanities and 

social sciences in Zagreb, Croatia about their views 

and opinions about secure use of online social 

networks. The results indicate that most respondents 

are experiences users of online social networks; 

however, they rarely change passwords in their online 

profiles and most of them have never had any 

education about online security in general and 

methods of protection of personal data on online 

social networks. Luckily, most of them have never 

suffered from breaking into their profiles on online 

social networks.  
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1 Introduction 
 
In recent years online social networks have become a 

very popular global phenomenon. They changed ways 

in which people communicate and their ubiquitous 

availability “(…) has multiplied the number of 

interactions among users and changed their feelings 

about being networked” [20, 18]. An online social 

network is an internet service that serves as a platform 

for exchange of ideas, content, communication [1, 

1036] and it facilitates interaction with long lost 

friends and family, colleagues, customers, learners 

etc. Online social networks “(...) are built on real-

world social relationships and provide their users with 

a wide variety of virtual-interaction mechanisms.” [2, 

56]. Furthermore, online “(...) social networks provide 

a huge opportunity for implementing collaboration 

between users or different processes and actions 

undertaken by users" [3, 102] including teaching and 

research which are of great interest to students and 

researchers at the Croatian universities. According to 

the most recent online social networks statistics for 

2012, “Sixty-seven percent of online adults say they 

use Facebook, 15 percent of online adults say they use 

Pinterest, 13 percent of online adults say they use 

Instagram, 6 percent of online adults say they use 

Tumblr, 16 percent of online adults say they use 

Twitter (and 20 percent of online adults say they use 

LinkedIn as of August 2012).” [4]. Because of their 

popularity online social networks are also vulnerable 

to different types of security threats. All users of 

online social networks are subject to security threats 

from family members, friends, acquaintances, 

colleagues, as well as from unknown people who are 

trying to contact them for different, often unknown 

reasons. As a result, security of users and their 

personal data on popular online social networks has 

been compromised significantly and repeatedly. This 

paper will present opinions and perceptions of 

students at the Faculty of Humanities and Social 

Sciences in Zagreb, Croatia about selected general 

and security aspects of use of online social networks. 

 

 

2 Security issues on online social 

networks 
 
The internet is extremely popular among younger 

generations, especially people that are 18 to 30 years 

old who are wired from birth [5, 36]. If one has to 

create a list of the most popular internet services 

today, he or she would place online social network 

high on the list of popularity. An online social 

network is “an online community of people with a 

common interest who use a Web site or other 

technologies to communicate with each other and 

share information, resources, etc.” [6] “The primary 

focus of a social network service is to build and 

reflect a social structure of individuals or 

organizations which are connected by one or more 

specific types of interdependency, such as friendship, 

interests, disrelish, affection relationships, knowledge, 

and prestige or other social relations” [7, 190]. Online 
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social networks are more susceptible to software 

threats and attacks than other internet services mostly 

because they are attractive to many users [10]. By 

being popular, online social networks attract 

malevolent individuals and groups on the Internet 

who create problems for other online social networks 

users. As a result, use of online social networks could 

be potentially damaging to all generations of users of 

the Internet because of variety of security threats and 

attack methodologies which exist and continue to 

evolve as technology progresses globally [8, 92] and 

which now aim at online social networks. 

Online social networks allow users to share 

activities, events, ideas and interests [7, 189] as well 

as other content which might be exposed to unknown 

persons as a result of a security breach. In recent years 

“Social networks have simply become another attack 

vector, whether for spreading malware, launching 

assaults on an individual's or company's reputation or 

creating impostor social networking sites that divert 

traffic away from the brand's legitimate sites.” [9, 23]. 

Group of authors [2, 56] specified four categories of 

online social networks attacks: privacy breaches, viral 

marketing, network structural attacks, and malware 

attacks. Concrete examples of security attacks are: 

stalking, user privacy breaches, misuse of one’s 

private data, reputation slander, online harassment 

and cyberbullying, sexual solicitation and exposure to 

problematic content. Indeed, there are many ways in 

which users can suffer damage on online social 

networks. Security attacks can be triggered by users 

who provide access to questionable content that could 

compromise users; who publish personal information 

about parents and family that could lead to identity 

theft; who choose online friends badly; who use weak 

passwords etc. [5]. One of the most frequent security 

threats is related to disclosure and theft of personal 

information of an online social network user. Personal 

information may include personal identifiable 

information like social security number (in Croatia, 

some other ID number like OIB), name and phone 

number which uniquely identify a person, home 

address, date of birth or former school he/she went or 

former company he/she has worked, religion, political 

view, type of disease or generated income [11, 848]. 

This type of data “(…) can easily be harvested by 

cyber-criminals without any technical know-how and 

with very little effort” [21, 9] and it can be mined for 

purposes of conducting phishing attacks [8, 94]. “The 

unauthorized disclosure of this type of data can result 

in serious consequences for an individual, ranging 

from social embarrassment and dissolution of 

relationships to the termination of insurance and 

employment contracts” [11, 848]. Online social 

networks users who demonstrate tendency for sharing 

their personal data too freely must know that “(...) 

there are at least two things that users need to 

understand if they are to properly exert a level of 

informed control over their social network 

contributions: 1.) the implications of sharing their 

information and 2.) the mechanisms available for 

restricting access if they wish to do so” [19, 14]. To 

avoid security incidents, users must be “(…) able to 

configure and control the access in their social 

networks” [19, 15]. Anonymity of users on online 

social networks is another problem. While it might 

seem attractive to some users to disguise their identity 

on online social networks to hide from parents or 

family who are also using online social networks, it 

also provides a great cover for malevolent individuals 

who send friend requests, Web site links or software 

applications to other users of online social networks 

pretending to be someone else. Normal users are 

usually unaware of possible security risks if they 

accept such friend requests or links that lead to other 

Web sites or software applications from individuals 

who sometimes pretend to be their friends and 

colleagues. These “(…) unwitting users can end up as 

fair game for phishing or even spear phishing scams 

by malicious individuals. A key problem in this 

context is that, by clicking on links sent from 

seemingly legitimate ‘friends’, they become 

vulnerable to malware infection from drive-by 

downloads” [18, 8]. As a measure of precaution, users 

of online social networks are usually advised not to 

leave personal information on an online social 

network [17], at least not detailed personal data which 

theft might lead to severe problems. However, users 

cannot protect themselves alone. Online social 

networks should also help their users by providing 

protection of users and their personal data in the 

following segments: user identity, user personal space 

and user communication with (selected) other users 

[12, 15]. In addition to intentional or unintentional 

disclosure of personal data, users of online social 

networks might suffer damage from using different 

applications written especially for use on a particular 

online social network. Applications on online social 

networks are used for marketing, file sharing, 

communication, and employee recruitment [15, 26]. 

Mansfield-Devine [13] warned about such online 

social networks applications (especially Facebook 

applications) that users readily accept not knowing 

that these applications can use malicious code to alter 

user’s personal data and that these applications 

frequently have excessive permissions which enable 

them to parse user’s personal data in the first place. 

For Sarrel [14] online social networks are useless toys 

that can contribute to violation of users own security.  

We shouldn’t also forget that the program code of 

online social networks itself is far from optimal and 

offers opportunities for creating malicious program 

code that would exploit deficiencies of that same 

program code. 

Generally speaking, users of online social 

networks can protect themselves at least partially if 

not fully by stop doing the following: using a weak 

password, leaving full birth date in profile, 

overlooking privacy controls, posting names of family 

members in a caption, mentioning that user will be 
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away from home, letting search engine find user on 

Facebook (and other online social networks) and 

permitting children to use Facebook unsupervised 

[16]. Of course, best possible protection is common 

sense like in any case of use of information and 

communication technology and user provided content 

including sensitive personal information: “Education, 

or ‘common sense’ defense, is a key component in 

combating these cyber-threats” [21, 10]. Some online 

social networks like Facebook advance security of 

their users regularly, however, some measures can be 

very difficult to understand and to implement without 

making excessive restrictions in users’ profiles.  

The following part of the paper is focused on 

research of students at the Faculty of Humanities and 

Social Sciences (FHSS) in Zagreb, Croatia, and their 

views and opinions on different aspects of use of 

online social networks including security aspects. 
 

4 Research 
 
Students are one of the most distinctive categories of 

users of the Internet and online social networks as 

they belong to the already mentioned category of 

people between 18 and 30 years of age who are 

clearly frequent users of the Internet. In spite of the 

facts that confirmed the frequent use of online social 

networks by young generations, there is a constant 

lack of research of student population at the Croatian 

universities about their use of online social networks 

and other Internet services. This paper is an attempt to 

fill in this gap with focus on security aspects of use of 

online social networks by students at the FHSS, 

largest Faculty on the area of humanities and social 

sciences in Croatia. The results of the research should 

help in clarification of modes of use of online social 

networks by students in order to help them to use this 

popular Internet service for educational, professional 

and personal purposes more securely. This secure use 

would be presented to them through lectures. The 

purpose of this research is to get insight into use of 

online social networks by students at the FHSS. The 

aim of this research is to collect data about facts, 

views and opinions of students at the FHSS about 

security aspects of online social networks. A survey 

was chosen as the research method and a web 

questionnaire with 15 closed-type questions was 

chosen as a research tool. An e-mail invitation was 

sent to students' mailing list at the Faculty of 

Humanities and Social Sciences in Zagreb on March 

6th 2013. Unfortunately, the students’ mailing list 

doesn’t include all the students at the FHSS as the 

ICT department at the FHSS decided to offer 

inclusion in the mailing list as an option to students 

rather than an obligation. As a result, this research 

will be limited to students who were willing to 

participate voluntarily. Future research will include 

paper based questionnaires to include students that are 

not included in the students’ mailing list at the FHSS. 

The survey was closed at March 16th 2013 with total 

of 197 students who participated in the survey. While 

one might argue that this number of students is 

possibly low, it still indicates some important trends 

of use of the Internet in general and online social 

networks in particular by students at the FHSS. 

 

 

5 Findings and discussion 
 
This part of the paper will present results from the 

research. The results are given in form of tables to 

make their presentation and analysis easier. 

 

Q1 How many different online social networks do 

you use at the moment? (N=197) 

 

Table 1. Number of different online social networks 

used by the respondents 

Value Count Percent 

% 

None (Please, skip the rest of 

the questionnaire) 

23 11,7% 

One 94 47,7% 

Two 47 23,9% 

Three 21 10,7% 

Four 7 3,6% 

Five 2 1,0% 

More than five 3 1,5% 

 
Most respondents (47,7%) in the research use one 

online social network. These respondents are followed 

by 23,9%  of the respondents who use two networks, 

and 21 respondents who use three online social 

networks. Both results are realistic since users (in 

general) are rarely able to participate intensively in 

work of several online social networks 

simultaneously. Another reason for a limited number 

of online social networks used by the respondents is 

popularity of certain online social networks. Simply 

put, users use online social networks that are popular 

among their friends, family members and colleagues. 

The popularity of online social networks rises and 

falls in time and users switch from one online social 

network to another in accordance with popularity of 

each of them. 

11,7% respondents don’t use any online social 

network which is not unusual since use of online 

social networks is sometimes very time consuming 

and users must see some benefits for them. Since the 

number of the respondents who don’t use online 

social networks at all is greater than those who use 

three networks we can conclude that online social 

networks in present form didn’t attract not entirely 

insignificant number of the respondents. Respondents 

who don’t use any online social network were asked 

to skip all other questions in the questionnaire. 

 
Q2 For how many years do you use online social 

networks for communication? (N=174) 
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Table 2. Experience in use of online social networks 

Value Count Percent % 

Less than 1 year 0 0,0% 

1-2 years 14 8,1% 

3-5 years 105 60,3% 

6-8 years 48 27,6% 

More than 8 years 7 4,0% 

 
While online social networks exist for 15 years or 

more (depending on the source of historical overview 

of online social networks development), online social 

networks in the present form exist for little more than 

a decade. 60,3% of the respondents in this research 

have been using online social networks for 3-5 years 

and 27,6% of the respondents have been using online 

social networks for 6-8 years. Cumulatively, results in 

both categories cover more almost 90% of the 

respondents which is significant as the popularity of 

the most popular online social network such as 

Facebook started to rise considerably 5-6 years ago. 

This also means that participants in this research are 

not without experience in use of online social 

networks which most certainly contributes to their 

awareness of possible security issues that may appear 

while using their favorite online social networks. 

Simply put, more experience should mean more 

careful use of personal data and social networks in 

general. It is not always so. 

 
Q3 What electronic devices do you use for access to 

online social network(s)? (multiple answers) (N=174) 

 

Table 3. Electronic devices used to access to online 

social networks 

Value Count 

Portable computer used 

only by me 

127 

Smartphone 101 

Desktop PC shared with 

others 

63 

Desktop PC in the FHSS 

library 

55 

Desktop PC used only by 

me 

50 

Portable computer shared 

with others 

42 

Older generation mobile 

phone 

39 

Desktop PC in some public 

library 

8 

Tablet computer 8 

Computer in an internet 

caffee 

6 

Kiosk computers in a public 

place (railroad station, 

airport) 

5 

Some other device 3 

TV with Ethernet capability 2 

 
Five electronic devices most frequently used to access 

online social networks are: portable computers used 

solely by respondents themselves, smartphones, 

desktop computers shared by others, desktop 

computers used in the library of the FHSS and 

desktop computers used solely by respondents 

themselves. The first two categories of electronic 

devices most frequently used to access online social 

networks suggest a need of the respondents to be 

mobile while using online social networks. High 

position of smartphones on the list of results was 

expected as their number in student population is 

increasing and as they are equipped with at least one 

online social network application (usually Facebook) 

at the time of purchase of the smartphone. 

 
Q4 Select criteria important to you when making a 

decision whether to use online social networks. 

(multiple answers) (N=174) 

 

Table 4. Criteria important for making a choice 

whether to use online social networks 

Value Count 

My availability to friends 169 

My availability to 

colleagues 

120 

My availability to some 

interest group 

115 

My availability to cousins 57 

My availability to possible 

employer 

38 

My availability to professors 

at the faculty 

26 

My availability to other 

persons not listed here 

19 

My availability to all 

internet users 

14 

My availability to parents 12 

 

Friends, colleagues and people we communicate with 

on the basis of our common interests are three most 

important criteria for the respondents in this research 

when they chose reasons to be member of particular 

online social networks. Inability to be next to their 

friends and other people made the respondents chose 

online social networks as a main medium for 

communication. Their decision to put friends on the 

top of the list of people whom they contact on online 

social networks is not important only from the 

cultural point of view but also from the security point 

of view. Many friends send each other different 

content including applications which might enable 

security breaches into personal profiles of online 

social network users as they often require permission 

of users to access their list of friends and to share it 

with the creators of applications.  
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Q5 Do you use your real name and surname for 

identification on online social network(s)? (N=174) 

 

Table 5. Use of real name and surname for 

identification of online social network(s) 

Value Count Percent % 

Yes, every time 65 37,4% 

Yes, sometimes 81 46,6% 

No 28 16,1% 

 

Almost 4/5 of the respondents use their real names 

(every time and sometimes) and surnames on online 

social networks to identify themselves to other users. 

While this is good if some other persons want to find 

them on online social networks it may also be a 

potential risk if they publish too much personal 

information that can be publicly viewed by almost 

anyone if online social network user is not careful 

enough. Some online social network users are using 

aliases instead of real names to communicate more 

freely with their friends and also to protect their true 

identity. Some other online social networks enforce 

use of real names and this decision might prevent 

some user from using their services. 

 

Q6 How often do you change password for access to 

online social network(s)? (N=174) 

 

Table 6. Online social network password change 

frequency 

Value Count Percent % 

Once a month 3 1,7% 

Once in a three months 15 8,6% 

Once in a six months 23 13,2% 

Once a year 33 19,0% 

Less than once a year 100 57,5% 

 

More than a half of the respondents in this research 

change their password on an online social network 

less than once a year which is worrying. Another 1/5 

of the respondents change their password once a year. 

Password change is part of a standard security routine 

in the global online environment and influences 

directly the level of security of a person’s profile on 

an online social network. Users should change 

passwords more often and follow the 

recommendations for their complexity to avoid 

security breaches. Familiarity with such 

recommendations depends on users’ knowledge about 

safe use of online social networks and the Internet in 

general. 

 

Q7 Have you ever participated in some type of 

education about use of online social networks? 

(N=173) 

 

Table 7. Participation in education about use of online 

social networks 

Value Count Percent % 

Yes 14 8,1% 

No 159 91,9% 

 

Over 90% of the respondents didn’t participate in any 

type of education about use of online social networks. 

This result partially explains why there are so many 

security issues surrounding online social networks. 

Online social networks are frequently spoken and 

written about in terms of market value and number of 

users they attract but they are less frequently 

mentioned as good examples of internet services that 

care about informing their current and potential users 

about possible security issues. Some of them, such as 

Facebook do offer additional information about 

general use of their services as they introduce new 

functions, however, this appear to be insufficient. 

 

Q8 Have you ever participated in some type of 

education about protection of your personal data on 

online social networks? (N=173) 

 

Table 8. Participation in some type of education about 

protection of users’ personal data on online social 

networks 

Value Count Percent % 

Yes 26 15,0% 

No 147 85,0% 

 

Results in this question are marginally better than 

results in the previous question. Only 15% of the 

respondents participated in education about methods 

of protection of their personal data on online social 

networks. Information and guidelines about safe use 

of online social networks that include protection of 

personal data are usually found on Web sites 

dedicated to secure use of the internet such as CERT 

(e.g. http://www.cert.hr in Croatia). Such information 

can be found often after security breaches already 

happen and when analyses done by security 

professional discover weak points of online social 

networks. For some online social networks users such 

information come too late because they personal 

identity might be already compromised if not stolen. 

 

Q9 How often do you search for information on your 

own about new methods of protection of personal data 

on online social networks? (N=172) 

 

Table 9. Frequency of search for new information 

about new methods of protection of personal data on 

online social networks 

Value Count Percent % 

Every day 4 2,3% 

One a week 3 1,7% 

Several times a month 6 3,5% 

Once a month 8 4,7% 

Once in three months 27 15,7% 

Once in six months 36 20,9% 

Less than once in six months 88 51,2% 
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The results in this question suggest that the 

respondents haven’t put informing about new 

methods of protection of their personal data high on 

their lists of priorities. A little more than half of them 

(51,2%) search information resources on the internet 

on their own for information about new methods of 

protection of personal data once in six months which 

is inadequate when having in mind the speed of 

development of online social networks and frequency 

of discovered security breaches and number of 

personal data thefts. Generally speaking, users should 

be more careful (but not paranoid) and informed 

about these methods of protection as they are the ones 

who would benefit the most from this type of 

knowledge. Online social networks should also gently 

push information about security towards their users to 

keep them safe. Otherwise online social networks 

with most security problems will start losing users. 

 

Q10 Have you ever falsified your personal data in 

your profile on an online social network to protect 

you identity? (N=174) 

 

Table 10. Falsification of personal data in profile on 

an online social network to protect one’s identity 

Value Count Percent % 

Yes 89 51,1% 

No 85 48,9% 

 

A little more than a half respondents (51,1%) falsified 

their personal data on online social networks to 

protect themselves against possible attackers. While 

this is a popular method among younger generations 

of online social network users, this type of behavior 

can be against a particular online social network 

policy. It may also result in blocking legitimate users 

of an online social network to find other people they 

seek for legitimate reasons. Advanced security 

functions on online social networks should prevent 

security problems that make users to fabricate basic 

facts about them and their lives and make them feel 

safer while using online social networks. Safety of 

personal data is not the only reason why online social 

network users fabricate their personal data. Hiding 

from parents, friends, colleagues and users can lead to 

opening successive user accounts on online social 

networks so users can use multiple accounts with 

different names in communication with family, 

friends, colleagues and other user categories. While 

some online social networks prohibit such practice, 

users don’t care much about usage policies on 

particular online social networks and use multiple 

user accounts regularly as part of their social profile 

in society, among their friends etc. 

 

Q11 Have you ever suffered from attempts for 

breaking into your profile on an online social 

network? (N=174) 

 

Table 11. Suffrage from breaking into one’s profile on 

an online social network. 

Value Count Percent % 

Never 141 81,0% 

Seldom 29 16,7% 

From time to time 4 2,3% 

Often 0 0,0% 

All the time 0 0,0% 

 

While this is difficult to recognize clearly and without 

any doubt that a personal account on an online social 

network has been broken into, 2,3% of the 

respondents claimed that they suffered occasionally 

from such a criminal activity, while 16,7% of the 

respondents claimed that they suffered from the same 

activity seldom. Since this research didn’t investigate 

into details of these incidents, there is no additional 

information that would explain why and how some 

users’ personal accounts were broken into and with 

what consequences.  

 

Q12 According to your estimation, what is the current 

degree of control over personal data on online social 

networks in general? (N=174) 

 

Table 12. Current degree of control over personal data 

on online social networks 

Value Count Percent % 

Unsatisfactory 40 23,0% 

Satisfactory 62 35,6% 

Good 50 28,7% 

Very good 18 10,3% 

Excellent 4 2,3% 

 

35,6% of the respondents in this research estimated 

that current degree of control over their personal data 

on online social networks is satisfactory; 28,7% of the 

respondents estimated the current degree of control as 

good and 23,0% of the respondents as unsatisfactory. 

Only 2,3% of the respondents found the current 

degree of control to be excellent. Online social 

networks users should have more power over personal 

data if social networks want to retain users. Most 

popular online social network Facebook makes 

regular efforts to improve control over personal data; 

however, this control must be simple enough to be 

used by users and powerful enough to brake by all 

others at the same time. 

 

Q13 What is your attitude towards of existence of 

online social networks on the Internet? (N=172) 

 

Table 13. Attitude towards of existence of online 

social networks on the Internet 

Value Count Percent % 

Positive 151 87,8% 

Negative 21 12,2% 

 

Almost 90% of the respondents have a positive 

attitude towards existence of online social networks 
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on the internet. Online social networks have many 

applications in our lives including education and 

business and it is important that they are accepted by 

users in general. This acceptance creates trust in 

online social networks and their capabilities to protect 

users from malevolent individuals and groups. 

 

Q14 What is your attitude towards active participation 

in work of online social networks on the Internet? 

(N=173) 

 

Table 14. Attitude towards active participation in 

work of online social networks on the Internet 

Value Count Percent % 

Positive 149 86,1% 

Negative 24 13,9% 

 

Significant percentage of the respondents (86,1%) 

demonstrated a positive attitude towards active 

participation in work of online social networks on the 

Internet which was expected. Since use of online 

social network is voluntary, this result is not 

surprising. Participants in this research were 

obviously highly motivated for use of online social 

networks which was expected since they are students 

and students tend to be regular users of online social 

networks. Additional research would be needed to 

clarify why 13,8% of the respondents don’t have 

positive attitude towards use of online social networks 

but they still use them (see results in question no. 1)! 

 

Q15 In your opinion, do online social networks offer 

enough protection of personal data to their users? 

(N=173) 

 

Table 15. Protection of personal data to users of 

online social networks 

Value Count Percent % 

Yes 57 32,9% 

No 116 67,1% 

 

A little more than 2/3 of the respondents think that 

online social networks do not offer enough protection 

of personal data to their users and this should be 

changed. These users are aware of security issues 

which might lead to personal data theft and probably 

feel uneasy about possibilities that their data would be 

compromised in any way. Approximately 1/3 of the 

respondents feel safe enough to claim that online 

social networks offer enough protection of personal 

data to their users. As this percentage is rather low, 

more attention should be given to the improvement of 

safety of personal data on online social networks to 

make 90% of users feel safe about use of a particular 

online social network. 

 

6 Conclusion 
 

Online social networks are an important 

communication medium. As their popularity and 

number of active users increase they are becoming 

targets of malevolent individuals and groups who seek 

ways in which they would get control over users’ 

profiles and their personal data. At present, there are 

many security issues related to online social networks 

such as: stalking, privacy breaches, misuse of one’s 

private data, reputation slander, online harassment 

and cyberbullying, sexual solicitation and exposure to 

problematic content To continue use of online social 

networks safely users must be familiar with common 

safety measures. The research of students at the FHSS 

in Zagreb showed that 2/3 of the respondents are not 

satisfied with the current level of protection of their 

personal data i.e. their profiles on online social 

networks. Only few of them participated actively in 

education about safe use of online social networks 

and yet, they are using online social networks 

frequently. Their use of online social networks is 

limited mostly to one or two online social networks 

which enable them quality of use of online social 

networks services and greater focus on possible 

security issues while using these popular Internet 

services. Furthermore, they are able to monitor 

changes in online social network functions more 

thoroughly because they are better acquainted with 

functions and security features of one or two online 

social networks in comparison with functions of three, 

four or even more online social networks. As student 

tend to be mobile while using online social network, 

even greater number of them uses online social 

networks on portable devices (whether portable 

computers or mobile phones). While facilitating 

users’ mobility and their availability to other users on 

online social networks could be recognized are good 

characteristics of most online social networks that are 

popular today, they also introduce new security issues 

such as use of applications that cannot be always 

trusted. Another problem is infrequent change of 

users’ accounts passwords on online social networks. 

Students also seek information about protection 

measures for use of online social networks on their 

own far less frequently than they should. To protect 

themselves, students don’t always use their real 

names on online social networks. Generally speaking, 

students are very keen on using online social 

networks and it seems that nothing will prevent them 

from doing that in future. However, they should 

invest more time in education about safe use of online 

social networks and apply common sense while 

accepting content from other people who are familiar 

to them and those who pretend to be their friends in 

order to protect themselves. Future research might 

include other groups of frequent users of online social 

networks to explore whether or not they follow the 

same pattern of use of online social networks as 

students at the Faculty of humanities and social 

sciences in Zagreb.  
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The future of online social networks is not certain 

in spite of the fact that they are currently central 

points of communication of many people and 

especially of younger generations on the Internet. 

Online social networks are popular, they have many 

purposes in our lives, but they are also virtual places 

where our personal integrity could be compromised 

easily if we forget that the Internet is an insecure 

place as much as it is a wonderful place.  
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Abstract. The development of a biometric systems is 

undoubtedly on the rise in the number and the 

application areas. Modeling of system reliability and 

system data analysis after failure and the time of re-

establishing the operating regime is of crucial 

importance for users of the biometric systems and 

also for producers of components and implementation 

process. Approaches for reliability analysis of 

biometric systems are subject to a review of numerous 

scientific papers. Most of them consider issues of 

reliability of component software applications. 

System reliability, considering hardware, software 

and user influence is to represent integral approach 

for mathematical modeling of system reliability and it  

is of crucial importance for users and for 

manufacturers of biometric systems. 

 In this paper, the authors proposed a 

mathematical model to predict the reliability of 

biometric systems, regarding influence of the user, 

software and hardware considering serial 

dependence of components with exponential 

distribution of failure probability into two separate 

mathematical models. 

Final considerations are about recovery function 

after failure of certain component and its 

representations using UML modeling technique. 

 

Keywords- Additive model, Biometric system, 

reliability, exponential distribution,recovery 

function, UML, components  

 

1 Introduction 

Many models of reliability of biometric systems are 

applicable only to specific parts or components of that 

same system. For more complex considerations must 

be taken into account models based on Markov 

processes that consider the reliability of the system as 

a whole, which includes components of the system 

hardware and software and also interaction with an 

user. The basic model is an additive model which 

assumes a serial dependence between the components 

[1] (Xie & Wohlin). 

The generalized biometric system, according to [2] 

Wayman shown in Figure 1, consists of 5 elements 

which are contained in all biometric systems today. 

 

Data collection Signal elaboration Decision

Sample

Presentatio
n

Sensor

Matching

Quality 
control

Extraction

Decison

Compres
sion

Transmis
sion

Expansio
n Data base

Transmission
Archive

  

Figure 1. [2] 

 

Each subsystem consists of the elements that 

contribute to the overall system quality. 

Data collection subsystem consists of a biometric 

sample, method of sampling, and sensors that are 

sampled. Signal processing subsystem consists of 

drainage structures, quality control and comparison of 

samples. Decision subsystem consists of the decision 

mechanisms and storage subsystems. 

Simplification of model described in Figure 1 can 

be shown on figure 2. 

 

 

Figure 2 
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Schematic presentation of a biometric [1] system 
is a simplified representation of a system in Figure 1 
and shows the serial configuration of system 
components dependence    

 

2 The Definition Of The Reliability 

Of Biometric Systems considering 

software and user influence 
 

Biometric system designers and producers are 

motivated to use already prefabricated components 

e/o modules. Component system has a high reliability 

expectation, no matter who is producer. Most of 

existing reliability models are generally described to 

not consider particularity of components and 

modules. In this paper authors will describe 

methodology based on mathematical model which 

take account of component reliability with influence 

of connections between components and user 

influence on reliability also. UML methodology in 

describing system and its inner interaction, simplify 

approach for researchers.    

UML [2] is also becoming standard in the process of 

designing and manufacturing systems so production 

of component systems gets benefits from the UML 

representation. 

 

Assessment of [3] generic biometric system 

reliability, considering software components of the 

system and probability of interaction with USER, can 

be depicted using UML modeling technique ,as given 

in Figure 3, which describes the  Use Case diagram of 

certain functionalities selected by user : 

 

 
Figure 3 [3] 

 

 

Diagram represent a situation that user U is to use a 

certain functionality of a biometric system where: q1 

and q2 represent the probability that users u1 and u2 

will access the system using some of its functionality. 

P11 and P12 represent the probability that user u1 

will use the functionality of f1 and f2, and P21 and 

P22 represent the same probability for the user u2. 

The probability [3] of execution of considered use 

case diagram, is defined by the expression: 

 

 

                         (1) 
 

Where “m”  is a number of users.  

 

Then we can consider number of execution of chosen 

functionalities in certain sequence afterwards to start 

of execution by user. Sequence of execution is 

defined by architecture of a system and it can be 

depicted as in Figure 4. 

 

 
 

 

Figure 4 Sequence diagram [3] 

 

Sequence diagram [3]  play an important role in 

assessing the reliability of the system because they 

give information on how many components are 

involved in the execution of a scenario. 

Through sequence diagrams it is simple to count the 

periods of availability of components in the given 

scenarios as shown in Figure 4. 

If we are able to join a no uniform distribution to 

Sequence diagram in figure (4) [3]  for a given use 

case diagram in Figure 3  then expression  (1) can be 

expressed as: 

 

                          (2) 

 

Where is: 

 fj (k) - frequency of the k-th transition of sequence 

diagram in the j-th case.  

P (kj) – a probability of default scenarios. 

 

The probability [4] of failure of components with 

known busy periods, can be given by the following 

expression: 

 

           (3) 

 

Where is: 

- - probability of component failure i in the 

scenario j 

- - occupancy time of component i in the scenario 

j 

 

The expression (3) can be applied only if the 

following conditions are met: 
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- Independence of failure: the probability of failure 

of one component does not depend on other 

components 

- Regularity of failure: the probability of failure of 

one component is equal throughout the execution 

of occupation period of the component 
 

It can also show every moment of occupancy of any 

component of the system considering the method to 

be executed at that moment in the scenario 

 

If we replace  with a set of method of failure 

probability  where is  then equation 

(3) becomes: 

 

            (4) 

 

During system operational activity, components 

interact and exchange information. Then it is 

necessary to take into consideration occupational 

period of the component: 

 

                          (5) 

 

Where is θij- the probability of failure of system 

components and bp-busy period of the system. 

 

                    (6) 

 

Where is Ψlmj- the probability of failure connections 

between the components and - the 

number of interactions between system components. 

 

      

(7) 

 

The reliability of the system taking into account the 

probability of failure can be expressed as: 

 

 

      

(7a) 

 

 

     

(7b) 

 

3 The Definition of The Reliability 

of Biometric Systems considering 

hardware with the Components in 

Serial Dependence with an 

Exponential Distribution of failure 

probability  
 

Generally [5], [6] system reliability considering 

hardware components of the biometric system can be 

expressed according to the law of exponential 

distribution: 

 

 

                                     (8) 

 

Where is: 

Rs - System reliability 

  - Intensity of system fault 

t - Required time of reliable operation of system 

 

Proof: 

 
 

Considering a serial dependence between of all 

components of the system, the failure of any 

component of the system may cause the failure of the 

entire system. 

Failure intensity function s in the case of a serial 

dependence of system components can be expressed: 

 

                                          (9) 

 

 

Where is: 

 i - failure intensity of the i-th part of the system. 

 

Failure intensity function s is equal to the ratio 

between the number of failures in the time-frame and 

the functional number of components in the system, 

until the beginning of this interval: 

 

 

                           (10) 

 

Where is: 

s   -function of failure intensity of system 

t  - failure time of an system element  

n2( t ) - number of failures in certain time interval 

t  

n1( t t ) – the non failed number of elements at the 

end of the interval t  , or until t t  

 

The intensity of the component failure is calculated 

by the expression: 
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1

1
EL

n n
  


                          (11) 

 

Where is: 

 

n-number of usable parts of the confidence interval 

(1 ) 0,75   

 - lower limit of confidence for the mean time 

between failures 

 

The total intensity of failure taking into consideration 

the number of components that are not failed in a 

given time can be expressed: 

 

                       (12) 

 

Where is: 

 

nEL- number of elements of subsystems that are not 

failed 

 

Mean time between failures MTBFs can be 

expressed: 

 

 

                                       (13) 

 

 

MTFB is rather empirical data. 

 

Calculation of reliability [4] of certain component is 

based on empirical data on the time of functioning 

and eventual failure of the component. 

Problem [5] [6] [7] becomes more complex when the 

information about the failure doesn't exist because 

component worked perfectly without failure but the 

information about the exploitation time is available. 

With an assumption that for given component can be 

applied the rule of the exponential distribution, it is 

possible to determine the upper limit of confidence 

for the intensity of failure, in the cases of continuous 

operation of the system without failures. 

 

Lower limit of confidence for the MTFB- mean time 

between failures  , for confidence interval 

(1 ) can be expressed: 

 

2 2

,2 2 0.25,2

2 2r r

r

t t

 

                       (14) 

Where is: 

 

tr – total time of system operation 

r – Number of elements that have failed 
2

,2 2r   - Random variable which has a distribution 

 

4 Special case of not-failure system 
 

Considering (8), (10) and (14) we obtain an 

expression [8] [9]     for the reliability of the whole 

system: 

                             (15) 

 

Follows that: 

 

       (16) 

 

Taking into account (11) we obtain an expression for 

the reliability of the each elements of the system: 

 

     

(17) 

 

5 Recovery Function of Biometric 

System in UML  

 
5.1 Recovery function definition 

 
Generalized biometric system model[10], [11], [12] as a 

schematic view of Wyman biometric system model 

,shown in Figure 1, that depicts serial dependence of a 

system components and can be approximated, in this 

exploitation period of time, as shown in Figure 4. as a 

sequence of components in serial functional dependence:  

Component 1 Component 2 Component 3 Component 4 Component 5

t – exploitation time

Failure intensity Recovery intensity

t1- time in failure/recoveryt0-time before failure t2-time after failure

 

Figure 4 

 
Supposition is that the system shown in Figure 4 is 

operational until time t0 without failure.  

 

After the failure the system is recovered within time t1, 

and after recovery process occurs time period of  re-

functioning t2.  

 

Intensity of recovery function  µ can be defined as: 
 

                                                                 (18) 

 
Where: 

MTTR –mean time to repair 
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The process of transition from the state of failure to the 

state of availability, with respective probabilities of 

transition, can be represented as in Figure 5: 

 

 
Figure 5 

 

 

Condition 1 represents a functional system and condition 2 

represents a system that has been repaired after a failure. 

The transition of system from condition 1 to 2 is 

represented with failure intensity function λ, the 

transition from condition 2 to condition 1 is defined 

with recovery intensity function µ. 

 

Parameter which defines the conditions created by failure 

is intensity of failure of a particular component  . 

 

The intensity of the component failure can be expressed 

as: 

 

1

1
EL

n n
  


                             (11)(19) 

Where is: 
 

n- number of operational components in the confidence 

interval (1 ) 0,75   

 - lower limit of confidence for the mean time between 

failures. 

 

Recovery time of the system is the function of the 

recovery intensity as described by the expression (18). 

 

5.2 The Conceptual Class-Diagram Model 

of System Recovery 
 

During the study[12][13] of the problem of reliability of 

generic biometric system, object-relational approach of 

description of the problem provides easier and clearer 

description of the sequence analysis of events within the 

system during the verification of the failure. 

Figure 6 shows the diagram of classes of the recovery of 

the  biometric system model: 

-Component 1 : object
-Component 2 : object
-Component 3 : object
-Component 4 : object

Biometrical system

-Component in failure : object
-Failure time : short
-Failure intensity : int

Failure

-Start : short
-End : short
-Result : int

Mean time

-Failure intensity : int
-Repair intensity : int

Availability -Component 1 : object
-Repair timevljanja : short
-Repair intensity : int
-Availability : int

Recovery

-Time : short
-Number of repairs : int

Recovery intensity

-Expected time : short
-Real time : short

Varijance

-After failure*

*

Ordinary

 

Figure 6 

 

Class Biometric system is a set of components of that 

system and is in relation to class Failure which 

contains data on the Component exploitation (in 

failure or not), time of occurrence of failure and 

failure intensity. 

Class Recovery is in relation to class Biometrical 

system because it contains information about the 

component, the time of failure, time of recovery and 

calculated recovery intensity of component. Class 

Recovery is in relation to the class Availability, 

which is a function of data considering failure 

intensity and the recovery intensity of component in 

certain portion of exploitation time, with the class 

Mean time which contains data of recovery start time, 

duration and results of recovery, with the class 

Recovery intensity. Furthermore it is possible, at the 

level of class diagrams to present and other factors of 

reliability and facilitate access to their prediction 

based on historical data (logs) of the system 

functioning. 

 

6 Conclusion and Further Research 
 

The reliability of biometric systems is the subject for 

many scientific papers, and according to that analysis, 

are available variety of different models of biometric 

systems reliability. Most of them take into account the 

software influence separately from hardware 

influence and user influence on system reliability. 

This study developed mathematical model for 

reliability prediction of a generic biometric system 

that consider user, hardware and software influence 

and assumes serial dependence of the components and 

the exponential distribution of failure probability of 

system components.  Scientific contribution is 

expressed through mathematical model definition of 

biometric system reliability prediction within special 

case where is not possible to get failure data or in the 

case of perfectly working system and Recovery 

function consideration through mathematical and 

UML modeling process. The results of considerations 

can give relevant information about how to prevent 

real failure events by defining preventive maintenance 

intervention and respective costs of failure period in 
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relation to the preventive maintenance costs. This 

mathematical prediction model can allow the 

prediction of system reliability in the early phase of 

projecting of its components regarding model of 

importance of influence within a system . In 

accordance with the above information on the 

exploitation of biometric systems must be part of a 

comprehensive analysis of the functioning and also 

information on recovery of the system and its 

functionality at any given time. The time to put the 

system into functional condition is often placed in 

clearly defined time frames that are stipulated in 

contracts as a SLA addenda. The parameters 

monitoring processes associated with the reliability of 

the system are often complicated and laborious so 

UML approach to description of problem simplifies  

analysis. The subject of further research will be to 

create an integrated mathematical model of reliability 

of complex systems that considers the different (ex. 

parallel and combined) dependency of system 

components with different distributions of failure 

probability. In accordance with this authors will 

define mathematical model for recovery system 

probability for system readiness to use. 
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Abstract. Most operating systems services gen-
erate log files that can be used for debugging and
supervision. One important function of log files is
logging security related or debug information, for
example logging unsuccessful authentication or error
logging. This paper shows how to implement an
anomaly detection process of web server’s unexpected
events using the the Apache web server’s logs and
applying supervised machine learning algorithms to
extracted features. Also, we compare the classification
performance of several algorithms that can be easily
implemented in real-world scenarios.

Keywords. anomaly detection, access logs, Apache
web server

1 Introduction
With the increase in the number of Internet users

combined with malicious traffic flow forced organiza-
tions to prepare for the new and sophisticated threats.
During the last few years the security industry rapidly
grew and, as a consequence, the market was flooded
with new firewalls, intrusion detection/prevention sys-
tems and other appliances which are helping to main-
tain the required level of organization’s security. One
of the main characteristics of modern web sites is the
generation of high volume of data. While this increased
data quantity is useful for organization’s daily opera-
tions, it also holds valuable user information that can
be used in the process of analysing security incidents.

Apache web server, the most popular platform used
to serve web pages, stores information about users
activity in human-readable log files. Collected data
presents a valuable source of information that has to be
properly archived and analysed. This problem is tack-
led by the upcoming part of the security market called
Security information and event management (SIEM).

The main characteristics of SIEM products are data
aggregation and retention combined with correlation
and alerting on specific events. But there are also
concerns about commercial SIEM products and their
closed-source algorithms - they mostly revolve about
questions such as "how intelligent are they" or "can
they learn and report new attacks". The problem with
these types of applications is not in the data collection
and archival part but in the domain of data correlation
and statistical analysis; current solutions use basic sta-
tistical techniques relying on the intrusion analysts to
detect possible problems.

Today, an emerging security threat is a distributed
denial of service at application layer, where the attacker
generates a vast amount of data causing the web server
overload. This data is sent in HTTP requests in differ-
ent varieties - malformed, legitimate or partial requests.
Those packages are consumed by the web server, caus-
ing resources overload and making the web server un-
responsive. It is also important to note that there are
many robots scraping web sites, and attackers using
web application scanners to find vulnerabilities in web
sites.

To successfully detect these Internet threats, orga-
nizations must have an efficient and adaptable system
that can distinguish normal and harmful traffic. In this
paper we present and compare methods for detecting
anomalous behaviour contained in web server log files
by automating the detection of possible problems. This
approach can help intrusion analysts in the process of
detecting attacks or anomalous behaviour and reporting
these findings to the competent authority.

2 Related work
Currently available tools usually use relatively simple
methods for detecting anomalous behaviour. In order
to demonstrate this approach a sample SQL injection
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query is presented from a compromised host:

192.168.25.35 - -

[28/ Nov /2012:14:35:10 +0100]

"GET /c/main.php?cpage=buy&Page

=51111111111111%22%20 UNION %20 SELECT %20

CHAR (45 ,120 ,49 ,45 ,81 ,45),CHAR

(45 ,120 ,50 ,45 ,81 ,45),CHAR

(45 ,120 ,51 ,45 ,81 ,45),CHAR

(45 ,120 ,52 ,45 ,81 ,45),CHAR

(45 ,120 ,53 ,45 ,81 ,45),CHAR

(45 ,120 ,54 ,45 ,81 ,45),CHAR

(45 ,120 ,55 ,45 ,81 ,45),CHAR

(45 ,120 ,56 ,45 ,81 ,45),CHAR

(45 ,120 ,57 ,45 ,81 ,45),CHAR

(45 ,120 ,49 ,48 ,45 ,81 ,45),CHAR

(45 ,120 ,49 ,49 ,45 ,81 ,45),CHAR

(45 ,120 ,49 ,50 ,45 ,81 ,45),CHAR

(45 ,120 ,49 ,51 ,45 ,81 ,45),CHAR

(45 ,120 ,49 ,52 ,45 ,81 ,45) %20 - -%20/*%20

order %20by %20%22 as%20/* HTTP /1.1" 200

13494 "-" "Opera /9.00 (Windows NT 5.1;

U; ru)"

To better illustrate three main approaches we use the
following tools:

1. Log colorization tools which color simple classes
of messages. For example, errors would be high-
lighted red, which helps to identify errors; two
most popular colorizers are ATG Log Colorizer
[6] and CCZE [5]. The weakness of this approach
is that log colorizers do not remove the noise from
all log content and they don’t help the user iden-
tify what is actually happening. In this example
the sample line would be a valid query, that is col-
orized as a valid query by the colorizer.

2. Probabilistic methods are those based on remov-
ing certainty from a set of log files. For exam-
ple, volatile elements from a log file (IP addresses,
timestamps, size of returned data, usernames, etc.)
make it simple to identify certain attacks - we can
take, for instance, a brute force attack that shows a
single line with a large number of failed login at-
tempts. Normal data (successful logins, requests
for a single page, etc.) will also be represented
with only one line, which results in the removal
of large amount of data. Certain anomalous lines
can be represented by a single entry in the entire
reduced set of about 200 lines (sample taken from
a few thousand line long log file) - in this example
this sample line would be shown with a single en-
try and would be easily identified from a shorter
detection file. This method is employed by tools
like Petit [3].

3. Forwarding the current log file through a intru-
sion detection system (IDS) which can parse log
files. This approach can be only applied to sys-
tems with IDS already present. The downside
of this approach is that it is usually done post
mortem, which defeats the security benefit of hav-
ing an intrusion detection or prevention system.

Theoretical contributions in the field of informa-
tion security address two main topics: differentiating
benevolent and malicious users and detecting attacks
based on the sent payload to the web server. There
are also some research activities about web log mining
that concern automatic web structure generation and
link recommendations based on the users’ usage pat-
terns [16] [18].

Differentiating users based on the web site usage
patterns is a main topic of detecting malicious web
robots. This topic relies on meaningful feature extrac-
tion from web logs that are later used in data mining
algorithms or statistical methods [10], [14] [15], [13].
Frequently used algorithms are Self-Organizing Map,
Adaptive Resonance theory, C4.5 classifier, Bayesian
networks, k-means clustering and many others.

Research topics that analyze payload sent to the web
server can be divided in two categories - pattern orient
and anomaly oriented. Meyer suggested an approach
based on evaluating Apache access logs stored in com-
mon format [11]; recognition is based on POSIX or
Perl compatible regular expressions that match mali-
cious patterns of OWASP Top 10 attacks in requests
made by clients. This approach is similar to signature
based systems like Snort or Ossec.

Krueger and Vigna [9] also suggested an anomaly
detection system which recognizes attacks from the
requests’ length, character distribution and n-grams
which are later used in conjunction with a Hidden
Markov model classifier. An extensive comparison of
anomaly detection techniques can be found in Ingham
PhD dissertation and work [8].

Foss et al [4] for instance, have shown the applica-
tion of non-parametric clustering for the use in web
log analysis. Their algorithm TURN, which is a non-
parametric approach to mining log files, with various
filters to improve clustering. TURN also allows effi-
cient clustering without the need to specify parameters.
Another algorithm they developed was ROCK, for the
use in non-Euclidean spaces. This paper was written in
2001, and shows a continued trend in research of log
file analysis. The methods presented in this paper were
not implemented in any wide use tool that would help
with log analysis.

3 Data sources

Apache web server generates huge amounts of useful
information about processing errors and user’s access.
More precisely, the Apache web server logs all requests
processed by the server, the location and content of the
access logs is controlled by the directive CustomLog.

Log management process begins with the collection
of access data using many available tools for crunching
live and retrograded logs. Most popular freely avail-
able tools for this purpose are Webalizer, Analog, Pi-
wik and Awstats, but it is also important to mention an
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interesting popular commercial software called Splunk
[12] which can analyze different types of log files.

These tools parse log information and display num-
ber of visits, visits duration, authenticated users, page
hits, domains and countries of host visitors, used op-
erating system, used browser, worms activity, HTTP
errors and many more. But this display of information
does not solve the issue of anomalous and harmful con-
tent detection - there are solutions like IDSes, but those
solutions rely only on signatures or static rules. One
example of the state of the art IDS is Snort, which is a
network IDS. Host-based Intrusion Detection Systems
are used for analysing various system log files and user
events, a popular example of host-based IDS is OS-
SEC.

A typical log entry in Apache access log file consists
of the following:

66.249.66.134 - - [10/ Jan /2012:11:13:01

+0100] "GET /admin HTTP /1.1" 200 5715

"-" "Mozilla /5.0 (compatible;

Googlebot /2.1; +http :// www.google.com/

bot.html)"

The entry consist of:

- Client IP address (66.249.66.134)

- Timestamp and timezone of the request
(10/Jan/2012:11:13:01 +0100)

- HTTP method used (GET)

- Path on the server (/admin)

- HTTP version (HTTP/1.1)

- Response code from the server (200)

- Size of the returned data, represented in bytes
(5715)

- User agent field (Mozilla/5.0 (compatible;
Googlebot/2.1;...)

Log entries are limited by the default configuration be-
cause they only store a part of the HTTP request and
response.

In this paper we analysed the Apache web server ac-
cess log files, using the fields containing IP address, re-
quests, user agents, timestamps and HTTP status codes
returned by the server. IP address can be used to ac-
quire the owner information or whether it is used as a
proxy, requests can contain attack vectors from special-
ized vulnerability framework dictionaries, user agent
data reveals browser and operating system details. In
some cases, it can also contain the name of the web
scanner or the crawler/robot used. HTTP status codes
reveal whether the request resulted as a successful re-
sponse, redirection or caused an error.

4 Methodology

4.1 Used features and dataset labeling
The analyzed traffic dataset belongs to an internally
used application, which was accidently open for in-
bound Internet connections and later used as a low in-
teraction honeypot. The application was primarily used
for record keeping, each month a system administrator
logged in and inserted new records. Collected Apache
web logs were suitable for analysis because they con-
tained many web application attacks using unknown
web scanners.

Dataset contains events that occurred throughout the
year, from December 2010 until December 2011, with
a total of 7300 events made by 849 different users.

Features used for detecting anomalous behaviour
were: timestamp range, bandwidth usage, distinct IP
addresses clustered by sessions, number of as au-
tonomous system numbers (ASN) involved, total num-
ber of requests, percentage of error requests.

Due to the low traffic generation multiple actions
were taken: the original dataset was split in parts with
a time range of one day, care was taken in splitting var-
ious user sessions because broadband users’ IP address
change after 24 hours, every user session was identified
by the same IP address and user agent in a span of one
hour. Also, IP addresses were joined to ASNs which
helped us to differentiate the users. To obtain error per-
centages we took requests with status codes between
400 and 500, which by the HTTP specifications are er-
ror codes.

Figure 1: Web server’s requested pages distribution
from 16th December 2010 to 20th December 2011

The dataset was labeled using the interquartile range
(IQR) outlier test method. That was made to avoid the
assumption of data belonging to a Gaussian distribu-
tion, in our case IQR was used as a robust estimator.
Then the dataset was skimmed through and wrong la-
bels were corrected. IQR test accelerated the process of
labeling the dataset; most errors caused by IQR test oc-
curred because of wrong labeling values belonging to
the lower boundary for outliers and some special cases.

In Fig. 1 we can see the request distribution trend in
the observed time range; anomalous periods (labeled
with the IQR method) are annotated in black. We can
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also observe that in our example high number of re-
quests does not imply that the server was exposed to
some type of error or attack, even though, in the pre-
viously mentioned application layer DDos and some
other attacks, the attacker generates a fairly high num-
ber of requests.

4.2 Applied classification algorithms

After preprocessing raw web logs taken from the web
server and extracting features needed for classification,
several data mining algorithms were chosen for evalu-
ation. We used algorithms from the Weka package [7];
all belong to the supervised learning category. The pre-
requisite for classification is that the basic dataset is
split in two parts - one for training and the other one
for testing the algorithm performance.

For the purpose of anomaly classification we used
the following algorithms:

1. C4.5 algorithm [17] was developed by Ross
Quinlan, as an extension to the present ID3 al-
gorithm. C4.5 generates a decision tree classifier
based on the concept of information entropy. In-
formation gain is used for tree pruning, the prun-
ing threshold used in Weka implementation J48 is
set to the confidence minimum of 25

2. Random Forest [1] is an ensemble method used
in classification that fits multiple decision trees
during the training phase and randomly chooses
sub samples from these trees. This variant of
bootstrapping aggregation is used to improve per-
formance and prevent overfitting. The predicted
class is usually an average or mode of randomly
selected samples. In our experiments the forest
consisted of 10 trees.

3. Naive Bayes is a simple probabilistic classifier
which uses Bayes theorem with a "naive" assump-
tion of independence. Although Naive Bayes can
outperform more sophisticated classification algo-
rithms, it can have a bad accuracy if the particular
attribute is missing in the training set.

4. Ripper or Repeated Incremental Pruning to Pro-
duce Error Reduction is a propositional rule
learner proposed by William W. Cohen. Ripper
uses the divide and conquer approach to divide
the dataset and constructs an overfitted (growing)
tree iteratively pruning the tree until it achieves a
satisfactory accuracy. The algorithm builds rules
until it reaches a large error rate. The main differ-
ence between incremental reduced-error pruning
and RIPPER is the optimization phase where RIP-
PER reconsiders rules and chooses the rule with
the smallest description-length of rule set. De-
tailed description of the algorithm can be found
in Cohen paper [2].

5. Logistic regression also known as multi response
linear regression is usually used for binary clas-
sification. Logistic regression produces accurate
probability estimates by maximizing the probabil-
ity of the training data; in other words - it approx-
imates a membership function. For every test in-
stance the classifier calculates a membership to a
class. The Weka algorithm SimpleLogistic uses
LogitBoost for fitting the logistic model.

6. Neural Network is a feedforward artificial neu-
ral network (in Weka known as Multilayer percep-
tron) trained using the back-propagation method.
The hidden layer consists of 4 neurons with sig-
moid activation functions and learning rate α=0.3.

7. K-nearest neighbours (k-NN) is a non-
parametric and instance-based method (in Weka
know as IB1) for classifying objects based on
closest examples in the feature space. If multiple
features are the same smallest distance to the test
instance, the first instance found is used. For our
experiments we used k=1.

5 Results
We tested the classification performance of the selected
algorithms using two different training datasets. Both
sets were split from the original dataset, the first dataset
used in Experiment 1 had 25% training instances and
the second dataset used in Experiment 2 had 50% train-
ing instances. Results from Experiments 1 and 2 are
shown in Table 1 and Table 2.

The results show that the Random forest algorithm
has the best percentage of correctly classified anoma-
lies in both Experiments.

Random forest, in Experiment 1, had the highest
classification accuracy of 92%, the lowest classification
accuracy belonged to the neural network (57%) and the
k-nearest neighbours algorithm positioned itself in the
middle (60%). Low precision rates from Experiment 1
were caused by the small size of the training set.

Best results, considering the area under the curve
(AUC) metric, in Experiment 1, had Logistic regres-
sion (0.93) followed by the Random forest algorithm
(0.92). It’s interesting to see that some low performing
algorithms in Experiment 1, like Logistic regression,
k-Nearest Neighbours and Neural Network, despite the
low percentage of correctly classified items, had a high
recall value for detecting anomalies.

With the increased size of training set in Experiment
2 these algorithms performed better. In Experiment 2
Random forest model had the best performance with
AUC 0.98, followed by the Neural Network (0.96), Lo-
gistic regression (0.94) and k-Nearest neighbours (0.9).

The anomaly detection process usually has a higher
cost of false negatives (FN) than false positives (FP).
FP give more work for the intrusion analysts but FN
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Table 1: Experiment 1, results with 25% splitted
dataset used for training

Algorithm Correctly
classified

Precision Recall AUC

C4.5 72.24% 0.39 0.81 0.84

Random
Forest

92.54% 0.80 0.81 0.92

Naive
Bayes

82.09% 0.52 0.66 0.84

Ripper 65.67% 0.30 0.61 0.69

Logistic
Regression

77.61% 0.46 0.91 0.93

Neural
Network

57.31% 0.30 0.89 0.86

k-NN 60.60% 0.31 0.89 0.71

complicate the process of finding anomalies. Follow-
ing this assumption we decided that the better model
will have the highest recall rate and a reasonable (not
too low) precision rate.

From the results it is evident that Random forest and
Logistic regression are the best models for implemen-
tation. In case we plan to use a large training sample,
we can consider the Neural network and the k-Nearest
neighbours model.

6 Conclusion
Main problems in anomaly detection are that data does
not follow a specific distribution (and, consequently,
we can not use classic statistical approaches and meth-
ods) and that statistical properties of features used in
the training process unexpectedly change over time.

The second mentioned issue is known as concept
drift which is a phenomenon that can be avoided by
updating the training model periodically. For example,
after some time period, the model will be retrained with
the recently observed values. It is also important in data
streams to correctly determine the time window which
will be used for learning. Our example consisted of a
low bandwidth usage, thus the time window of one day
was sufficient for most cases. Regardless ensemble
method gives the best classification result, other sim-
pler methods like Logistic regression and Neural net-
work can perform with a comparable classification rate.
Considering the training set size we can implement the
simpler model trading off a small performance rate and
reducing complexity in the model implementation.

As future work, we plan to improve the process of
self-training using semi-supervised learning or robust

Table 2: Experiment 2, results with 50% splitted
dataset used for training

Algorithm Correctly
classified

Precision Recall AUC

C4.5 73.73 0.42 0.94 0.79

Random
Forest

96.12 0.88 0.92 0.98

Naive
Bayes

82.99 0.54 0.72 0.85

Ripper 91.64 0.76 0.81 0.87

Logistic
Regression

93.13 0.82 0.83 0.94

Neural
Network

94.63 0.93 0.78 0.96

k-NN 86.27 0.59 0.95 0.90

statistic methods, which are not affected by outliers or
need the assumption that the data belong to the normal
distribution.
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Abstract. The aim of this article is the proposal of the 

safety analysis for complex dynamic technology 

systems in process of the development of control 

system for safety-critical processes. The method of 

safety analysis depends on safety-critical states of 

system which are system are controlled by models. In 

our article we propose to use the method SQMD for 

modeling these states. Method SQMD combines 

qualitative and quantitative methods for modeling 

states and takes advantages of both methods. 

 The proposal of safety analysis is shown by 

activity diagram. The article also includes the 

proposal of the removing and reducing risks. 

 
Keywords. safety analysis, qualitative and 

quantitative models, method SQMD 

 

 

1 Introduction 
 
The automation of continuous-discrete technical 

processes greatly dependeds on the implementation 

functions of control and regulation. What more, it also 

depends on automatic control according to the 

operating rules. The engineering-technical 

applications are deployed to the monitor process 

which are often mathematical models, in order to 

obtain an accurate description of the technical 

equipment. However, especially for complex dynamic 

technology systems, the construction of a 

mathematical models for the control is associated with 

many difficulties. The main problem is that the 

parameters of the model are unknown and therefore 

for the analytical procedures must be used an estimate 

of state respectively an estimate of parameters. On the 

basis of these problems are also taken into account 

qualitative procedures for complex dynamic systems. 

The qualitative models may not be accurately reflect 

internal physical connections, in these models are 

include only those situations when something "does". 

The qualitative model distinguishes these situations 

and allows the characterization of complex dynamic 

systems. The disadvantage of qualitative models is 

mainly the fact that the dynamic properties can not be 

at all or only very inaccurately described. However, 

this is a necessary condition for the control of 

dynamic properties of the system. For this reason, we 

propose to use for safety analysis of the complex 

dynamic systems the combination of both forms of 

the model, therefore the quantitative (mathematical) 

models for description of the dynamics and qualitative 

models for assessing the complexity of systems. [1] 

 

 

2 The control of processes and 

development of models 
 
The question of using a combination of quantitative 

and qualitative modeling of controlled processes for 

safety analysis of complex dynamic systems is 

appropriate. SQMD is a method for modeling 

complex dynamic systems and it uses currently a 

combination of these two forms of modeling. The 

method uses a hybrid model for detecting and 

monitoring of real-time. The hybrid model includes 

qualitative and dynamic elements, and combines the 

advantages of both methods. Thus we can imagine on-

line monitoring and diagnostics to detect and locate 

faults in dynamic systems. The main advantage of the 

safety analysis by method SQMD is easy modeling of 

complex dynamic technology systems.  [5] 

 
The control of complex dynamic technology 

systems takes into account these objectives: 

1 - modeling of the complex dynamic 

technology system, 

2 - observation of the complex dynamic 

technology system, 

3 - error analysis of the complex dynamic 

technology system. 

 
The errors and failures of the hardware 

components, software errors or errors in the proposal 

that have not been taken into account for the operating 

conditions may cause a dangerous situations in the 

operation of technical processes. The role of an 

appropriate model of process is to provide a 

qualitative or quantitative measurable parameters in 

relation to the properties of the system and from these 
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we can in real-time detect deviations during the 

process. [2]  

 
The models which should be deployed in 

controlling process often do not meet the 

requirements of a simple description of reality. With 

respect to the control process except for the 

description of the desired mode of the operation, it is 

necessary to identify all possible faults in the real 

process. In this way arise except models for the 

desired operating conditions also appropriate models 

for degraded modes of the operation. When checking 

are deployed the models for desired state, and these 

are compared these with the course of reality. As soon 

as a discrepancy is found between the model and 

reality, it is considered as an error. In this case, 

models of error operating modes determine the type 

and location of the error. An important task for the 

elaboration of the models is therefore taking into 

account all the possible errors in the model. [2] 

 
In figure 1 is shown the principle of control loaded 

at the model. The process model is carried out on-line, 

i.e. parallel to the controlled process. Based on the 

input data is impossible to determine the behavior of 

the real process using output values (measured 

situation). This measured behavior is determined in 

parallel model with an associated of the same input 

data. The determined (calculated) situation are 

compared with measured and from this comparison 

are derived symptoms, characteristics or residues 

which are important to the detect errors. [3] 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The tasks of the process control: 

- examination of the current state from 

measured process signals and  indication 

of  the state for  the operating personnel, 

- examination of the failed subsystems 

caused by deviations from the regular 

operation and from these derived stimuli 

for actions performed by operating staff, 

- output of the alarm messages for 

immediate outages, 

- automatic protection of technical devices 

at hazardous or emergency situations, 

- early detection of the emerging faults 

and outages. [4] 

 

 

3 The proposal of the safety analysis 
 
The overall proposal of the safety analysis for 

complex dynamic technology systems is shown in the 

figure 2. This process is divided into five steps. 

Concrete steps are Analysis of system, Requirements 

for the control system, Models of safety-critical states, 

The proposal of the control system and Verification 

results. 

After the execution of each step of the analysis is 

performed verifying of achievements. The contents of 

the tasks for various steps of the safety analysis is 

described later in this article. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
figure 1. The principle of control based on the model of the real process 
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figure 2. The proposal of safety analysis 

 

 

4 The process of safety analysis 
 

4.1 Analysis of system  
 
The content of this step is to analyze the complex 

dynamic system with a focus on the implementation 

of the safety analysis. It means to become familiar 

with the system and its features and identify all 

possible states of the system during operation. It is 

necessary to analyze the actual terms and basic 

operating conditions respectively parameters. It is 

closely related to the analysis of limitations in 

individual states, analysis of deficiencies, analysis of 

risks and all available resources of the system. The 

selection and analysis of the operating states, which 

are safety-critical for a system, and determine whether 

these states are stochastic or deterministic. For the 

critical states is necessary to done the select of 

resources information. These will provide information 

to the operating personnel about the process of these 

states. It is also necessary to define the inputs for 

individual states, mutual relations between states and 

the characteristic of states on the output.  

 

4.2 Requirements for the control system  
 
The result of this step is to establish requirements for 

the safety analysis respectively requirements for 

control process in terms of origin, course and 

evaluation of critical situations (faults). This can be 

understood as the determination of the individual 

requirements for software and hardware of the control 

system for safety-critical situations that we get an 

analysis of conditions obtained in step one. Each 

process has some set of the states. In this step, we will 

work only with safety-critical states. By detailed 

analysis of these states we obtain the requirements for 

measurement, control functions during the states or 

requirements of the actuators controllers. We must 

take into account all the relevant standards and the 

implementation safety-critical states to criteria of the 

SIL (Safety Integrity Level). The content of this step 

is also the selection and analysis methods of 

observation of the processes (estimate of the states). 

The use of the Kalman´s observer (filter) for 

stochastic states and the Luenberger´s observer for 

deterministic states. The determination of the 

processes and methods for safety analysis. It is 

necessary to the mention the Top-Down method, 

which allows us to decompose a system from a global 

perspective to the individual subprocesses. 
 

4.3 The models of safety-critical states  
 
In this step, we will describe the safety-critical states 

of the system through models. The aim is to develop 

quantitative and qualitative models within the general 

description of the system. For the development of 

qualitative models of the individual processes we use 

fuzzy logic, possibly we can to use description 

through causal networks. Quantitatively, 

mathematical models we will develop by using 

difference and differential equations.  

The structure of these models we can orient into 

UML diagrams. It is also necessary to carry out the 

synthesis of these models, evaluate their effectiveness 

and make the validation of these models. To verify 

the accuracy of models need to be verified it by 

simulation. 

 

4.4 The proposal of the control system 
 
The aim of this step is conceptual proposal of the 

structures system for safety analysis (control of 

process) of the complex dynamic technology system. 

It is important to evaluate all possible solutions, 

opportunities and strategies in terms of fulfillment 

expectations and in the terms of achieving the specific 

goals. We carry out the analysis and proposal of our 

solutions. In conclusion, we select the final solution 

which we have selected on the basis of certain criteria 

on system and we get a real proposal of software and 

hardware for control system. 

 

4.5 The verification results  
 
The obtaining of the solution will be verified by 

simulation. We compare the results obtained with the 

system requirements. We establish the criteria for 

verification and validation of the proposed solutions. 
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Then we perform verification and validation solutions 

based on these criteria. Finally we evaluate the results 

obtained for short term and for long-term and also 

evaluate the effect of the proposed solutions with 

respect to future possibilities. If the validation process 

finds deficiencies in the proposed solutions, so the 

process of safety analysis returns to the step 

"Requirements for the control system". 

 

 

5 The proposal of the reducing and 

removing of risks 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
After a safety analysis was made is necessary to 

proposal proper mechanisms to reduce and removal 

risks. These mechanisms remove a hazard completely 

or help us reduce the intensity of the hazards to 

acceptable values. We must achieve in order to 

eliminate all of hazards. The type of protective 

equipment must be safe for operation of safety-critical 

system as well as for employees and the surrounding 

environment. Safe work practices must be consistent 

with people's abilities. Information about the use of 

equipment must be sufficiently clear. 

When we have the recommended protective 

equipments, workers must be trained and they must 

familiar manner of their use. Workers must be 

informed of the residual risks associated with the 

operation of the plant. It is important that additional 

safety measures proposed in this step was sufficient. 

The mechanisms for the reduction respectively 

removal of risk is shown in figure 3. [6] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

6 Conclusion 
 
The content of article is the proposal of the safety 

analysis in context of the risks in the process of 

development of the control systems for the complex 

dynamic systems.  

The proposal of the process is shown by activity 

diagrams in UML (Unified Modeling Language). 

Furthermore, we have reported a detailed description 

of the tasks for each step of the safety analysis. The 

 
figure 3. The proposal of procedure of risk elimination 
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process of the safety analysis begins with 

familiarizing yourself with the system on which is 

carried out the analysis. Then it goes through the 

requirements on the system, modeling of the 

individual states to the overall proposal of the control 

system for the system. In conclusion of our proposal 

does not lack verification of the results obtained. In 

conclusion of the article we proposed mechanisms for 

reducing and removing of risks. 
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Abstract. Obfuscation, in general, is a technique that 

is used to intentionally make a program code harder 

to read and analyze for privacy or security purposes. 

To counteract reverse engineering and unauthorized 

program analysis, we have to consider obfuscation of 

a control flow graph since it describes all possible 

paths a program flow could take through a routine. 

  This paper presents a control flow graph obfuscation 

method using multithreaded environment modelled 

with Perti nets. The focus is set on splitting a routine 

code to sections that are to be executed separately in 

different threads. We introduce a Petri net manager 

which is responsible for threads management, and 

describe the execution process of an obfuscated 

routine. 

 
Keywords. Obfuscation, Petri nets, control flow 

graph. 

 

 

1 Introduction 
 

In the general approach, code obfuscation is a set 

of program transformations that make program code 

and/or program execution difficult to analyze [1]. 

Obfuscation hinders manual inspection of program 

internals and as a result protects against reverse 

engineering. It protects both storage and usage of 

keys, and it can hide certain properties such as a 

software fingerprint or a watermark, or even the 

location of a bug in case of an obfuscated patch. 

However, code obfuscation itself does not protect 

from code lifting or software piracy. It merely 

strengthens built-in protection mechanisms, e.g. 

against tampering or piracy [2]. 

The process of obfuscation can be defined and 

therefore approached in different ways. We consider 

obfuscation as a one-way process of original code 

transformation that results in adding some excessive 

functionality with the purpose of protecting software 

from unauthorized analysis and reverse engineering. 

This process is one-way, what means that there is no 

effective way to subsequently return to the original 

state [3].  

Definition.  
Let TR be a transformation process PR1 => TR => 

PR2, by which the PR2 program is obtained from PR1. 

We say that the process TR is obfuscating process if 

the following requirements are met: 

1) Program PR2, being obtained from PR1, is 

significantly different from PR1. However, it 

is runnable and has the same functionality as 

PR1, so that Barack’s functionality 

requirement holds true [4]. 

2) The program analysis, study of operation 

principles and reverse engineering of PR2 is 

significantly more difficult and time 

consuming than in case of PR1. 

3) At any transformation of PR1, the resulting 

PR2 instance will be different. 

4) There is no effective way to transform PR2 

back to the original PR1. 

 

Since the resulting code obtained after entangling 

transformations is always different, the obfuscating 

techniques can be used for prompt identification of 

copyright infringers, i.e. the buyers of legal software 

that are engaged in illegal distribution of purchased 

software copies. To utilize this idea, it is enough to 

calculate the checksum of every obfuscated program 

copy, and register it together with customer data in 

the relevant storage (database). Hereinafter, in case of 

illegal software distribution, it is enough to calculate 

the checksum of one illegal copy and compare it with 

information in a storage in order to identify the 

copyright infringer. 

If we consider a software application, it can be 

represented at three levels (Figure 1):  

- source code,  

- some intermediate representation,  

- machine code.  

Source code obfuscation means taking the 

application source code and obscuring it, so prying 

eyes cannot view it in its native format. Actually, 

source code level obfuscation is less secure than 

intermediate or executable level techniques. This is 

primarily because code obfuscators cannot take 

advantage of implementation details that are not 

permitted by language compilers. Thus, such 
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obfuscators are restricted by the given programming 

language and by the given compiler. In addition, 

software protection models on source code level 

would not withstand attacks that combine static and 

dynamic analysis techniques [5]. 

 

 

 

 

 

 

 

 

 

Figure 1. Possible levels of obfuscation 

 

An advantage with intermediate level obfuscation 

is that it deals with a target platform independent 

intermediate code. In case such intermediate level 

obfuscator needs to be ported to another platform, one 

only needs to write a new translator for the specified 

processor. Intermediate code is usually a description 

of high-level statements with some simpler 

instructions that accurately represent the operations of 

the source code statements. An intermediate level 

obfuscation algorithm is described in [6]. 

In this paper, we introduce a method combining 

different aforementioned approaches. To counteract 

reverse engineering and unauthorized program 

analysis, we have to consider entangling the control-

flow graph (CFG), which is a graph of the different 

possible paths program flow could take through a 

routine. To do this we propose a method based on 

Petri nets. 

The rest of this paper is organized as follows. In 

Section 2, we introduce the formal definitions of a 

control flow graph and a Petri net graph. With the 

help of an example, we show how Petri net graph can 

be used for obfuscation modeling. We handle the 

problem of switching threads and context 

management by introducing a Petri net manager. 

Finally, in Section 3 we draw the conclusions, point 

out problems and outline the further work.  

 

 

2 Contribution 
 

A control flow graph is a data structure usually 

built on top of the intermediate code representation 

abstracting the control flow behavior of a routine. The 

CFG is a directed graph where the vertices represent 

basic blocks and edges represent possible transfer of 

control flow from one basic block to another. 

The formal definition of CFG is the following.  

 

 

Definition. 

G=(V, E, start, stop) is a control flow graph ⇔ 

1) (V, E) – directed graph 

2) start ∈ G.V, stop ∈ G.V 

3) |in(start)| = |out(stop)| = ∅ 

4) ∀v ∈ G.V start→*v→*stop 

 

The main problem of CFG is that it is essential to 

many static analysis tools. For example, analysis and 

optimization tools usually use such graph property as 

reachability. If a block/subgraph is not connected 

from the subgraph containing the entry block, that 

block is unreachable during any execution, and so is 

the unreachable code; that is, it can be safely removed 

(such code is called dead). If the exit block is 

unreachable from the entry block, it indicates an 

infinite loop (not all infinite loops are detectable, of 

course). However, dead code and some infinite loops 

are possible even if the programmer did not explicitly 

code that way: optimizations like constant 

propagation and constant folding followed by jump 

threading could collapse multiple basic blocks into 

one, and by that cause edges to be removed from a 

CFG. 

Therefore, we can conclude that a CFG should be 

properly entangled in order to counteract reverse 

engineering attempts.  

Perti net is a directed, bipartite graph in which 

nodes are either “places” (represented by circles) or 

“transitions” (represented by horizontal lines or 

rectangles), invented by Carl Adam Petri [7, 8]. Petri 

Nets provide an elegant and mathematically rigorous 

modelling framework for dynamic and discrete event 

systems. A Petri net is marked by placing “tokens” on 

places. When all the places with arcs to a transition 

(its input places) have a token, the transition “fires”, 

removing a token from each input place and adding a 

token to each place pointed to by the transition (its 

output places). 

Petri nets are widely used to model concurrent 

systems and network protocols [9, 10]. We will use 

them to obfuscate a CFG of a routine. 

Definition. 

A Petri net graph is a 3-tuple (S, T, W), where: 

1) S is a finite set of places 

2) T is a finite set of transitions 

3) S and T are disjoint, i.e. no object can be both 

a place and a transition 

4) W: (S×T)⋃(T×S)→N is a multiset of arcs, i.e. 

it assigns to each arc a non-negative integer 

arc multiplicity. 

 

In the presented method, a code of a routine is 

divided into code sections that will be executed 

separately in different threads. Each section is 

executed when the appropriate Petri net transition 

fires. 

 

Source code 

Machine code 

Intermediate 
representation 
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Figure 2. An example of Petri net used for CFG 

obfuscation
1
 

 

Figure 2 shows an example of a Petri net that can 

be used for protecting routines from analysis and 

reverse engineering [11]. The illustrated net contains 

transitions t1…t7 and places p1…p7. The transition t7 

fires in a single case – when places p4 and p6 contain 

two tokens both. The places p4 and p6 can obtain two 

tokens at one of two possible sequences of transitions: 

 

2626431 ttttttt         (1) 

 

2626341 ttttttt         (2) 

 

In all other sequences, the transition t7 will not fire.  

We propose that t1…t7 represent some sections of 

a routine code, and the sequence of execution of these 

sections of code is important. We further propose that 

places p1…p7 correspond to certain sets of input data. 

Here we assume that the code sections are executed in 

separate threads, and the execution sequence is 

managed by synchronization mechanisms of an 

operating system. Suppose we know the maximum 

execution time of each code section; let us denote it 

by T
i
max. We assume that if execution time of i-th code 

section exceeds T
i
max, the sequence of transitions 

firing changes and consequently t7 will not fire. Thus, 

putting a breakpoint in one of the above code sections 

will change the sequence of transitions and, therefore, 

reverse engineering of such routine becomes a non-

trivial task.  

It should be emphasized that for runnability of 

obfuscated routine, we need to make sure that the 

context that working threads are dealing with does not 

change while switching threads. By context we 

understand the following: register values, stack 

                                                 
1
 The figure is made by PIPE2 – an open-source platform-

independent tool for creating and analyzing Petri nets. The 
project webpage: http://pipe2.sourceforge.net/ 

variables, values of flag registers, and values in global 

memory segments. Consequently, switching between 

threads must be completely transparent, and must not 

introduce any changes to the context. Prologue code 

and similar epilogue code is needed just for this 

purpose. Prologue code restores the context that has 

been saved by epilogue code of the previous code 

section (Figure 3). Petri net manager by-turn is 

responsible for controlling and activating threads. 

 

 
 

Figure 3. A structure chart of an obfuscated routine 

using Petri net. 

 

Thus, the execution of obfuscated CFG with Petri 

nets may look as described below. 

1) Petri net manager receives control over the 

routine execution. 

2) Petri net manager carries out initialization 

phase:  

-  saves initial context,  

-  marks the net by setting up initial values to 

places (each place can contain a fixed 

number of tokens),  

-  starts as many threads as the number of 

available transitions 

-  suspends all started threads.  

3) Petri net manager “starts” transitions, which 

contain WaitForMultipleObjects function call. 

Preceding timing functions will determine 

which of the transitions should fire first. Once 

the transition fires, all other transitions are 

“blocked”, i.e. cannot fire until the next Petri 

net manager call. 

4) As a next step, the control is transferred to a 

secure container of corresponding transition 

(Figure 3), namely the corresponding thread is 

activated from suspended state. 

5) The activated thread restores the context, 

executes the working code, saves the context 

and transfers the control back to Petri net 

manager. 

6) Petri net manager moves the tokens and 

restarts transitions. 

7) The process is repeated until the transition 

containing the last piece of code is fired. For 
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Petri net in Figure 2 this would be the 

transition t7. We call it “the last transition”. 

8) When the last transition is fired and the 

corresponding thread finishes execution, Petri 

net manager frees any allocated resources and 

control is transferred to the subsequent code.  

It should be particularly noted that the presented 

method can be applied not only to the complete 

software application, but also to some critical code 

sections or subroutines. Even if there is no possibility 

to obfuscate the complete program, it can be done 

with respect to lower-level subroutines. 

 

 

3 Conclusions and Future Work 
 

It has been proved by Boaz Barack in his works 

[4,12] that universal obfuscator does not exist, since 

there exists a class of programs for which the virtual 

black box property is not feasible. However, if the 

obfuscated program does not belong to the Barack's 

class of non-obfuscateable programs, then the reverse 

engineering would not be trivial, because the 

entangled operational logic can be implemented with 

still high level of complexity. 

In the paper, we have presented a method of 

obfuscation based on Petri nets. The method can be 

used to protect software from unauthorized analysis 

and modification, and consequently to prevent its 

reverse engineering. We have described the step-by-

step execution process of obfuscated code, showing 

that this technique can be used as a part of a software 

protection utility. The main disadvantage of this 

method is its platform- and system-dependence. 

The implementation of the above-described 

approach presents problems that still need to be 

solved, such as: 

- timings; 

- synchronization of threads; 

- considerable execution slowdown. 

Consequently, another issue to be solved is a 

possibility of violating timings in real-time sensitive 

applications, or in some cases introducing problems 

with concurrent accesses to local variables or I/O 

subsystem. 

The presented method is system-dependent in its 

implementation, and therefore cannot be named 

universal. However, we find the presented idea 

promising, since involving Petri nets into obfuscation 

can significantly complicate the reverse engineering 

of protected code. 

Future work includes, but is not limited to, solving 

the aforementioned problems with timings and 

synchronization and working out in details methods of 

interaction between Petri net manager and program 

threads. 
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Abstract. The development of mathematics stands as
one of the most important achievements of humanity,
and the development of the calculus, both the differen-
tial calculus and integral calculus is one of the most
important achievements in mathematics. Differential
calculus is about finding the slope of a tangent to the
graph of a function, or equivalently, differential calcu-
lus is about finding the rate of change of one quantity
with respect to another quantity. On the other hand, in-
tegration is an important concept in mathematics and,
together with its inverse, differentiation, is one of the
two main operations in calculus. Integrals and deriva-
tives became the basic tools of calculus, with numerous
applications in science and engineering. Category
theory is a mathematical approach to the study of
alge-braic structure that has become an important
tool in theoretical computing science, particularly for
semantics-based research. The notion of a limit in
category theory generalizes various types of universal
constructions that occur in diverse areas of mathe-
matics. In our paper we show how to represent some
parts of infinitesimal calculus in categorical structures.

Keywords. CECIIS, conference paper, template

1 Introduction
The science and technology are nowadays the unthink-
able parts of global world. Their expansion simplify
the work in many branches and of course the daily life
[7]. In day to day life we are often interested in the ex-
tent to which a change in one quantity affects a change
in another related quantity. This is called a rate of
change. Differential calculus, a part of mathematics, is
about describing in a precise fashion the ways in which
related quantities change. Differential and integral cal-
culus are dual fields and they together form a base for
infinitesimal calculus [4, 5, 6, 9, 12, 15]. Infinitesimal
calculus is a part of mathematics concerned with find-
ing slope of curves, areas under curves, minima and
maxima, and other geometric and analytic problems.

On the other hand, category theory is an area of
study in mathematics that examines in abstract way

the properties of particular mathematical concepts by
formalizing them as collections of objects and arrows
(called morphisms, although this term also has a spe-
cific, non category-theoretical meaning), where these
col-lections satisfy some basic conditions [2, 3]. Cate-
gory theory is a branch of mathematics that has been
developed over the last fifty years, and it has con-
cerned with the study of algebraic structures [11]. Cat-
egory theory, a branch of abstract algebra, has found
many applications in mathematics, logic, and computer
science. Like such fields as elementary logic and set
theory, category theory provides a basic conceptual ap-
paratus and a collection of formal methods useful for
addressing certain kinds of commonly occurring for-
mal and informal problems, particularly those involv-
ing structural and functional considerations.

Nowadays, many significant areas of mathematics
and informatics can be formalized as categories, and
the use of category theory allows many intricate and
subtle mathematical results in these fields to be stated,
and proved, in a much simpler way than without the
use of categories. Functions are mostly represented by
morphisms from a domain into a codomain of a func-
tion, and we can consider them as the structures enclos-
able into category [13].

In our paper we show the rôle of categorical struc-
tures in infinitesimal calculus - we construct a diagram
of functions and we show how to find a categorical
limit of that diagram. In the second part of the arti-
cle we show how to express derivatives in the another
way in categories.

2 Motivation
Nowadays, there are always some software products
that are less reliable than their more traditional engi-
neering counterparts. Part of the reason is that, be-
ing digital, they are readily reused in unexpected sit-
uations, a problem seldom experienced by "physical"
products. Even if software works correctly in one
context it may fail arbitrarily when reused in another.
There exists approach where differential equations are
used to specify behavior and the calculus used to anal-
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yse and simulate it. As a result, engineering products
can be accounted for even before they are commis-
sioned. The aim is then accountably correct informa-
tion systems. Formal specifications form the first im-
portant technique; by capturing precisely the functional
behaviour of a system they promote its accurate reuse
in differing contexts. Formal descriptions at varying
levels of abstraction are the equivalent of approxima-
tion in the calculus, and they enable a realistically com-
plex system to be understood or developed incremen-
tally top-down. Then criteria for conformance of de-
scriptions at differing levels of abstraction underpin the
correctness of that enterprise. Technical contributions
produce laws that can be automated and readily used
by the system designer to validate designs, and seman-
tic models to establish the soundness of those laws.

The programme’s methodology incorporates the in-
separability of theory and realistic application: the-
ory is needed to address pressing problems; applica-
tion is required to validate the theory. It endorses an
indivisible relationship between research, development
and knowledge-transfer/pedagogy. Projects where this
methodology is particularly important include the fol-
lowing:

- Web Services;

- Mobile Phone as a Platform for Development Ap-
plications;

- Distributed Systems;

- Model-Driven Development of Component-
Based Software;

- Emergence;

- Probabilistic Behaviour;

- Software Engineering in Health Care;

Numbers of software applications, such as those in
healthcare, governance and financial industry, are be-
coming increasingly komplex nowadays, due to the
rapid increase in the power of hardware systems and
advances in communication network technologies. The
failure of such software would be expensive and in-
convenient - even chaotic - but it could also, in an in-
creasing number of cases, impinge on public safety.
There are many cases where the importance of the re-
search on software engineering foundations and soft-
ware development methodologies, as well as their ap-
plications in sharded, interoperable and trustworthy in-
formation systems have been recognized. Some meth-
ods, for instance such of model-driven development
which studies how models of large software systems
are divided into smaller models across competing de-
sign concerns, and how models are refined through dif-
ferent levels of abstraction, are actual nowadays. Tech-
niques and tool support for model construction, de-
composition/composition, validation and transforma-
tions have been developed. The techniques and their

tool support are developed based on a unified theory of
program semantics that allows them to be applied con-
sistently in different phases of a model-driven develop-
ment process. The semantic method needed forthat ap-
proach can be chosen from the most usual used like ac-
tion semantics, denotational or operational semantics,
also categorical semantics which is a new approach in
some ways. The rigor and techniques of abstraction
are effective for mastering the complexity of the pro-
cess, and critical to assuring the trustworthiness of the
system developed.

Depends on whether we want to really understand
the application area, or just write code based on spec-
ifications given to programmer by another engineer.
Many communication systems and control systems, for
example, are based on engineering topics which rely
heavily on integral and differential calculus.

Since computers work with fixed-precision numbers
(integers or floating-point), the math-book-style calcu-
lus of continuous functions has to be translated into
forms that are computable using discrete functions. For
example, in digital signal processing you often see a
discrete convolution (used in filtering, etc.) which is
more or less the same operation as a convolution, only
replacing the integrals with summations. On the other
hand, typical computer work like database design, op-
erating systems, web-based applications, point-of-sale
terminals, etc. - these type of algebraic/logical systems
would rarely use integral or differential calculus. Only
in the case when the knowledge of probability and stat-
ics is required and they are useful in several areas of
computer science.

Finally, there are other types of "calculus" than just
integral and differential, for example the lambda calcu-
lus of Alonzo Church which is fundamental to topics
in computability.

Several software fields use the calculus directly: ma-
chine learning, software for science and engineering,
physics engines in computer games. Fields that use nu-
merical methods generally prefer or require some un-
derstanding of calculus and linear algebra. These in-
clude:

- computer graphics, including computer games;

- anything that uses statistics;

- engineering and science;

- quantitative finance.

We can say that there are a fairly substantial minority
of high-quality technical programming positions. But
often it is necessary to know about limits and deriva-
tives to understand what Big-O notation means, and
why for example an exponential algorithm will take
forever, while a quadratic algorithm might be feasible.

Based on all these knowledge it is convenient and
also necessary to formulate differential calculus by
means of categorical structures because the category
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theory offers a unique toolkit to formulate many as-
pects of the some areas and it allows us to develop fur-
ther at an appropriate and useful level of abstraction
and generality [14].

In the next sections we define the basic notions
from category theory needed for our approach and we
express the modeling of some parts of the differen-
tial calculus in categories. We enclose functions and
their derivatives into special category where objects are
functions, the so called arrow category. For defining
the relations between functions and their derivatives we
define a codomain functor.

3 Basic Notions

In mathematics, and especially in category theory, a
commutative diagram is a diagram of objects and mor-
phisms such that all directed paths in the diagram with
the same start and endpoints lead to the same result
by composition. Commutative diagrams play the cru-
cial rôle in category theory that equations play in al-
gebra [3]. A general form of commutative diagram is
depicted in Fig. 1.

Figure 1: Commutative diagram

Diagram in Fig. 1 expresses the following equality:

fn ◦ fn−1 ◦ . . . ◦ f2 ◦ f1 = gm ◦ gm−1 ◦ . . . ◦ g2 ◦ g1

for m,n ∈ N.

A category C is mathematical structure consisting of
objects, e.g. A,B, . . . and morphisms of the form

f : A→ B

between them. Every object has the identity morphism
idA : A → A and morphisms are composable. Be-
cause the objects of category can be arbitrary struc-
tures, categories are useful in computer science [3, 13],
where we often use more complex structures not ex-
pressible by sets. These data are required to satisfy the
following laws:

- Associativity:

h ◦ (g ◦ f) = (h ◦ g) ◦ f

for all morphisms f : A → B, g : B → C and
h : C → D.

- Unit:
f ◦ idA = idB ◦ f = f

for all f : A→ B such that the diagram at Fig. 2
commutes.

A
idA - A

B

f

?

idB
-

f ◦
id
A -

B

id
B ◦

f

-

Figure 2: Diagram of unit in category

In our approach we construct special type of cate-
gory which is called arrow category or comma cate-
gory. We denote it C→. It is defined over a base cate-
gory C and it holds, that its objects are the morphisms
of C , and its morphisms are commuting squares (dia-
grams) in C [1].

Homomorphisms between categories are called
functors, e.g. a functor

F : C → D

from a category C into a category D (or between cat-
egories) considered as a structure-preserving mapping
between categories as follows:

1. F (f : A→ B) = F (f) : F (A)→ F (B);

2. F (idA) = idF (A);

3. F (g ◦ f) = F (g) ◦ F (f).

That is, F preserves domains and codomains, identity
arrows, and compostion.

Codomain functor is the special functor defined for
arrow category. Codomain functor is always defined
for the arrow category and the appropriate base cate-
gory [8]. It is defined as follows:

F : C→ → C

which assigns to each object from arrow category its
codomain and to each morphism from arrow category
the morphism between appropriate codomains.
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4 Categorical Structures in Differ-
ential Calculus

The practical applications of differential calculus are
very widely ranging. Suffice to say that differential
calculus is an indispensable tool in every branch of sci-
ence and engineering. In elementary mathematics there
are two main applications of differential calculus. One
is to help in sketching curves, and the other is in opti-
misation problems [15].

We could also say that differential calculus is a pro-
cedure for finding the exact derivative directly from the
formula of a function, without having to use graphical
methods. In practise we use a few rules that tell us how
to find the derivative of almost any function that we are
likely to encounter.

The derivative of a function at a chosen input value
describes the best linear approximation of the function
near that input value. Informally, the derivative is the
ratio of the infinitesimal change of the output over the
infinitesimal change of the input producing that out-
put. For a real-valued function of a single real vari-
able, the derivative at a point equals the slope of the
tangent line to the graph of the function at that point.
The process of finding a derivative is called differenti-
ation. The reverse process is called antidifferentiation.
The fundamental theorem of calculus states that antid-
ifferentiation is the same as integration. Differentiation
and integration constitute two fundamental operations
in single-variable calculus.

4.1 Derivatives in category

For defining the derivatives in category we consider the
arrow category Der→ over the category of sets. The ar-
row category, also called a comma category is defined
for each category [8]. Any arrow category C→ over
the base category C has as objects all morphisms from
the base category. Then morphisms of arrow category
are morphisms defined as tuples between domains and
codomains of objects.

Because the derivative f ′ to function f is also func-
tion, we can construct the base category as category
of sets Der, where objects are sets (the domains and
codomains of functions) and morphisms are functions.
The arrow category Der→ over a base category of sets
exist according to the definition, so we can define any
function as object in arrow category. Morphisms of
Der→ are the operations of differentiation which as-
sign to any function f its derivative f ′ according to the
definition.

The category Der→ is defined as follows:

1. objects are functions f, g, h, . . . and their deriva-
tives f, f ′, . . . The functions are arrows in the base
category Der;

2. morphisms are tuples (D,C) of mappings be-

tween domains and codomains of objects:

(D,C) : f → f ′,

is a differentiation operation which assigns to
function f its derivative f ′, where D is a mapping
between domains and C between codomains. The
tuple (D,C) we denote as morphism der.

3. for any object f there is defined an identity mor-
phism which sends any object to itself:

idf : f → f.

4. composition of morphisms is defined as follows:
for two morphisms der1 : f → f ′ and der2 :
f ′ → f ′′ , their composition der2◦der1 : f → f ′′

is a new morphism that assigns to function f its
the second derivative, because the first derivative
of f ′ is defined as follows,

(f ′) = f ′′.

5. composition of morphisms is associative opera-
tion defined as follows:

(der3 ◦ der2) ◦ der1 = der3 ◦ (der2 ◦ der1) .

The codomain functor Cod : Der→ → Der always
exists. It assigns to any object f in Der→ its codomain
cod(f) in Der, and to any morphism der : f → f ′ in
Der→ the arrow between codomains of der in Der (3).

f

f ′

f ′

f

Der

Der→

der

Cod

Figure 3: The codomain functor between categories

4.2 Example of expressing the derivatives
in category

Let’s take the function of natural logarithm as an ex-
ample. This function has the following specification:

f : (0;∞)→ R.

The logarithmic function is a morphism with the do-
main of positive real numbers and the codomain is the
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set of all real numbers. When finding the derivative of
function, we use rules for derivation. For logarithmic
function its derivative is as follows:

f ′(x) = (lnx)
′
=

1

x
,

which is well-known basic reciprocal linear rational
function, simply called reciprocal function. This func-
tion is defined on the set of non-zero reals, and it sends
every real number to its reciprocal value, i.e. its mul-
tiplication inverse. The reciprocal function f ′(x) = 1

x
has the specification

f ′ : R\ {0} → R\ {0} ,

where both sets - the domain and the codomain are
identical, namely the set of nonzero real numbers. The
second derivative of f(x) = lnx is the first derivative
of the reciprocal function f ′(x) = 1

x and it is the func-
tion

f ′′(x) = − 1

x2
,

which has the specification

f ′′ : R\ {0} → (−∞; 0).

All functions listed above are depicted in the Fig. 4.

Figure 4: Natural logarithm function and its the first
and the second derivative

It holds that the second derivative of function lnx is a
function f ′′(x) = − 1

x2 which is the first derivative of
the reciprocal function f ′(x) = 1

x ,

f ′′(x) = (f ′(x))
′
.

In the category Der, the functions f, f ′ and f ′′ are
the following morphisms in category:

f : (0;∞)→ R
f ′ : R\ {0} → R\ {0}
f ′′ : R\ {0} → (−∞; 0)

with their domains and codomains

dom(f) = (0;∞) cod(f) = R
dom(f ′) = R\ {0} cod(f) = R\ {0}
dom(f ′′) = R\ {0} cod(f ′′) = (−∞; 0)

and the sets (0;∞), R, R\ {0} and (−∞; 0) are ob-
jects in this category. For any object A the identity
morphism is defined as follows:

idA : A→ A,

and morphisms are composable according to the obvi-
ous rules for composition of functions.

In category Der→ the functions f, f ′ and f ′′ are ob-
jects in this category. The morphisms between objects
are differentations, denoted der:

der : f → f ′,

and they are defined as tuples of two arrows for map-
ping of domains and codomains of objects, der =
(D,C), where

D : dom(f)→ dom(f ′), C : cod(f)→ cod(f ′).

The identity is defined for each object,

idf : f → f,

is the zero derivation which is an identity mapping: it
sends any function to itself. The composition of func-
tions represents the gradual increasing of order of dif-
ferentiation. Here, for the functions f ′(x) = 1

x and
f ′′(x) = − 1

x2 , the differentiations are:

- der1 : f → f ′ for the first derivative of f ;

- der2 : f ′ → f ′′ for the first derivative of f ′.

By composition of der1 and der2 we obtain a new mor-
phism der2 ◦ der1 (which we can also denote der12):

der2 ◦ der1 : f → f ′′,

and it is the second derivative of f :

f ′′(x) = (lnx)
′′
= − 1

x2
.

For the composition it holds the following commuta-
tive diagram (Fig. 5).

From the diagram at Fig. 5 the following equality
holds:

C2 ◦ C1 ◦ f = f ′′ ◦D2 ◦D1.

The relation between categories Der and Der→ is ex-
pressed by the codomain functor

Cod : Der→ → Der.

This functor assigns to every object in Der→ its
codomain - a set in Der:

Cod(f) = B
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(0;∞)
D1- R\ {0} D2- R\ {0}

R

f

?

C1

- R\ {0}

f ′

?

C2

- (−∞; 0)

f ′′

?

Figure 5: Diagram of the second derivative

for any morphism f : A → B, and any morphism in
Der→ it sends to a morphism between the appropriate
codomains:

Cod(der) = C

for any der : f → f ′, where morphism C is

C : cod(f)→ cod(f ′).

5 Conclusion
In this paper we have showed our approach for deriva-
tives. The aim of our paper was an illustration of us-
ability of categories in various fields of mathematics.
Our next goal is to investigate how to implement math-
ematical expressions of some parts of infinitesimal cal-
culus in practical approach [10].
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Abstract. Developing quality software requires well
trained graduates with high SQA skills.
Unfortunately, experience shows that most
institutions are unable to graduate software engineers
to meet manufactures expectations. With the new
technological advances and the use of e-learning
techniques, ontologies play key role in supporting
semantic knowledge representation and thus
enhancing e-learning experience. It allows structural
annotation of electronic resources with semantic
information providing machine-understandable
contents. In this paper an ontology-based e-learning
prototype was designed and implemented to guide
students and practitioners about SQA process required
in the software development.

Keywords. Software Quality Assurance, Ontology,
Context-aware e-Learning

1 Introduction

Studies show that software companies can make more
money through increased customer satisfaction and
improved product quality [1]. Therefore, Software
Quality Assurance (SQA) becomes one of the most
important objectives of software development and
maintenance activitiesand as a result within an area of
Software Engineering (SE) there are developed
standards related to the SQA.

A well-defined, complete and disciplined SQA
process can be helpful to improve communication and
collaboration among project participants and can
serve as a standard when there is a disagreement.

Software quality is a rather complex concept;
some authors have defined the entire discipline of SE
as the production of quality software [2]. Therefore,
adopting software management and SQA standards,

as well as training highly qualified software engineers
became critical for developing high quality software.

Ontologies provide a common understanding and
sharing of knowledge by using a general agreement
on terminology among all interested people.

SE domain ontologies are very useful in
developing high quality, reusable software by
providing an unambiguous terminology that can be
shared through the development processes.
Ontologies also help in eliminating ambiguity,
increasing consistency and integrating distinct user
viewpoints [3; 4; 5; 6).

Using ontology to model the SE knowledge
shortens the development time, improves
productivity, decreases cost, and increases product
quality. Ontologies provide better understanding of
the required changes and the system to be maintained
[7].

In addition, SE ontologies can be used to support
the translation between different human languages
when different users need to exchange information.
Software developers with different backgrounds and
viewpoints working on the same project can be helped
by ontologies in the requirement specification process
by offering a declarative specification of the system,
its components and the relationship between the
components [7].

This paper presents an ontology-based e-learning
system aims to guide learners through the necessary
SQA practices by providing resources that deal with
all SQA related aspects of the software process at
hand. The rest of the paper is organized as following:
Section 2 presents the merits of ontologies in
education and e-learning applications. Section 3
presents the development of the SQA ontology while
Section 4 shows the architecture and implementation
of the SQA e-learning system. Section 5 presents the
context awareness of the system with examples.
Conclusion of the work is presented in Section 6.
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2 Ontologies in Education

Developing quality software requires well trained
graduates with high SQA skills. Unfortunately,
experience shows that most institutions are unable to
graduate software engineers to meet manufactures
expectations. This is mainly due to: (i) the fast
changing discipline; (ii) inability to deal with large
complex problems in a limited educational setup; and
(iii) the variety of methods, techniques, and
technological tools used in this field [8; 1].

One problem in teaching software engineering as a
discipline, considered as a set of topics and subtopics
that are studied sequentially, is the use of textbooks.
The discipline may be studied as separate
modules/courses that may be not coordinated in terms
of consistency and completeness. Moreover,
educators in this area have different backgrounds,
programming language preferences, and usually use
different jargons which lead to a variety of
understanding and overlapping of meanings of the
same software engineering term or concept. This
often results in lack of communication between the
same team members and ambiguity in understanding
requirements and defining system specifications.

We, as educators, believe that we share part of the
responsibilities for the gap between the software
engineering graduates’ knowledge and what is
required in practice by software industries. Therefore,
to improve the way of learning and teaching software
quality, we will use an ontological approach to model
SQA knowledge area [9].

To our knowledge, there is no software quality
ontology available for teaching and learning purposes.
Having the opportunity to build operational ontology
will provide a unique insight in teaching software
quality in an e-learning environment. Ontology can be
used as a tool for the representation of a specific
domain knowledge which offers a consensual shared
understanding of the domain knowledge to be
exchanged and reused among people and
organizations. In addition, the great expressiveness of
the knowledge in the domain ontology supports the
teaching and learning of the domain as it is machine-
readable, and thus, can be used for e-learning
purposes.

According to Stojanovic and colleagues [10]
ontologies in e-learning can be used to describe the
content, the context, or the structure of the learning
materials. For instance, when searching for a learning
material, the content refers to what the learning
material is about (the topic) and the context refers to
the form in which this learning material is presented.
Learning material can be presented in a variety of
learning or presentation context. However, structure
ontologies breaks down learning materials into small
bits of information (or chunk of knowledge) that can
be connected to each other in order to build up a
complete course. In this thesis, we adopted the

approach based on the first and second category (i.e.
the content and context ontologies)

Ontologies can support teachers in the course
construction phase in the analysis and annotation of
the learning objects where the course can be seen as a
path over the ontology model of the course contents.
In addition, ontologies can support students to follow
the suggested learning path or dynamically modify it
according to their needs [11].

2.1 Domain Ontologies for Learning

In an attempt to create meaningful and effective
learning strategies in teaching C programming [12]
accumulate their experience in teaching several C-
related programming courses to present an
educational ontology that reflects their vision on what
is important in studying C programming.

Another educational ontology created by
Jakkilinki and colleagues [13] for their Multimedia
Design and Planning Pyramid MUDPY model.
MUDPY is being built to guide novice through the
multimedia design and planning process by answering
queries on the MUDPY elements and their
relationships.

For better software engineering education, a
project-based collaborative learning environment was
developed for learning software design patterns (DPs)
[14].

2.2 Ontology-Based Context-Aware
Learning

As there is no fix learning path that can fit all
learners’ needs, most systems in the e-learning
literature have combined more than one knowledge
source to contextualize the learning sequence and the
learning content aiming to provide the best
personalized learning or what is called context-aware
e-learning. Context is defines as any information that
can be used to characterize the situation of an entity.
An entity is a person, place, or object [15]. In such e-
learning environment, the system responds differently
according to the learner characteristics (i.e. learner’s
needs, learning style, preferred presentation formats,
learner’s previous knowledge of the subject domain,
etc.) and performance (gathered in user profile) [16].

LOCO-Analyst, an educational tool built on top of
the LOCO framework, an ontological framework that
captures necessary information for personalization
learning process, aimed at providing teachers with
feedback on the learning process taking place in a
web-based learning environment [17]. In the field of
personalized learning, Henze and Dolog [18]
proposed an approach for a dynamically generated
personalized educational system powered by
reasoning mechanisms. The system uses three types
of ontologies: a user ontology (describing user
characteristics), an observation ontology (modeling
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different possible user interactions with the system),
and a domain ontology (describing the concepts
covered in the knowledge domain and the
relationships among concepts).

CRESDUP [19] is a personalized recommendation
system that collects, mines, and discovers user data in
order to update a Dynamic User Profile (DUP). The
system then uses DUP to identify user preferences
and deliver preferred resources to interested users.
Also, the Portable Personality (P2) [20] integrates
data mining methods and management algorithms to
handle multiple profiles and personalized
recommendations based on distributed (portable)
profiles. In the same area, Chen [21] proposes a novel
genetic-based personalized learning path generation
schema to provide near-optimal learning path for
individual learner. The schema based on an ontology-
based concept map able to simultaneously consider
the course material difficulty and the concept-
relations of the prior and posterior knowledge
between course materials in generation personalized
learning paths.

Berri and Benlamri [22] have developed context-
aware e-learning system consists of a rule-based
ontology and a search engine. Extracted knowledge
from the source ontology is used to recommend a
learning path by firing a set of rules based on the
learner profile.

A similar approach has been adopted by Anand
and colleagues [23] who proposed an e-learning
system that enhances the quality of generated
recommendations. Their work is based on a similarity
computation that integrates an ontology item with
user rating data to generate recommendation tailored
to the user’s context.

Yu et al. [24] have developed an infrastructure for
context-aware e-learning services based on semantic
knowledge representation, learning context
processing, and adaptive content recommendation.

Another similar context-aware e-learning system
was developed by Das and colleagues [25]. This
system uses standardized context parameters to build
the context models, which in turn are used by a
content management component to create learning
resources that are dynamically composed into basic
learning objects based on the leaner’s context.

3 SQA Ontology

Even though, domain ontologies are developed for
education, none of these ontologies is useful for the
scope of this research as each of them represent a
different domain and hence cannot be re-used in the
development of the SQA ontology.

There are various vocabularies to describe the
software quality domain knowledge. There is no
single standard which embraces the whole software
quality knowledge.

The primary source of the SQA ontology is the
SWEBOK guide [26] in addition to above-mentioned
ISO and IEEE standards (ISO 9126, IEEE 12207,
IEEE 610.12, IEEE 00100, PMBOK 2008, CMMI
v1.2) and research proposals.

Basics concepts of the SQA domain are
represented by OWL classes that are the roots of
various taxonomic trees. The root class of any OWL
ontology is the owl:Thing where every individual of
the OWL world is a member of that class.

the main class in the domain ontology is class
SQAConcept,a subclass of owl:Thing, is the upper
class of all other classes of the SQA ontology that is
used to conceptualize and to represent the knowledge
of the SQA domain.

Fig.1 shows the general structure and concepts of
the domain ontology among with the relationships
among concepts. The property makeQuery relates
keyword input by the learner to the most related
ontology concept. The property
consumedLearningObject track previously consumed
LOs by a specific learner. The property isMappedTo
relates the SQAConcept class to the learning object
class.
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Figure1. SQA Domain Ontology

The conceptual model of the SQA ontology was
presented The consistency and conciseness of the
developed ontology were automatically validated
during the implementation process using the Protégé
consistency checker tool. Ontology assessment
questionnaire was developed to evaluate the quality of
the SQA ontology. The discussion and findings of the
evaluation was also presented in [27].

4 Architecture of the SQA e-
Learning System

Ontology as a promising technology plays an
important role in the development of enhanced and
effective learning by providing machine-readable
content [10; 28; 29]. Unlike the linear organization of
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textbooks, access to learning resources in an e-
learning course using ontologies is continuous

The main components of the SQA e-learnin
system (SQAES) are: the learning recommendation
generator, the process discovery unit and the ontology
reasoning unit as illustrated in Fig.2 [9].

Process-Driven Framework
Ontology
Reasoning

Ontology
Management

SQA Process
Discovery

Learner Centric
Adaptation

Learner
Profile

Personalized Learning
Recommendation Generator

Learning Layer

SQA Domain
Ontology

Learning Object
Repository

Reasoning Layer

Figure 2. SQAES Architecture

4.1 Learning Scenario in SQAES

In this section we present an overview of the main
steps in a typical learning scenario while using
SQAES. Ontology reasoning is used to personalize
learning services based on the learner’s context. This
learner centric adaptation is based on the Learner and
the SQA domain ontologies. A set of ontological rules
is applied to infer metadata that can be used to
customize the learning recommendation [30]. Typical
learning scenario has the sequence of steps illustrated
in Fig. 3:

Yes

2. Generate
query

No

1. Login
Successful
?

3. Retrieve domain
ontology concept

6. save the
metadata

generated in (4) to
a buffer

7. Infer learner’s usage
profile to remove already

consumed LOs

8. Provide learning
objects and related

concepts

9. Update learner’s
usage profile10. Terminate

learning session

<<Log out>>

4. Retrieve
related LOs

5. Infer query
related concepts

Figure 3. Processing Steps of a Typical Learning
Scenario

For example if the learner queries about the
Validation process. The system retrieves unconsumed
learning objects that are directly associated to the
term Validation (already consumed LOs are presented

for the user for re-learning). The system will then use
the reasoning rules, given in step 4, to infer other
concepts related to the validation process. For
example: a Validation process enforces quality
attributes such as Functionality and Efficiency and
invokes the Review and Audit processes. It also uses
the Testing and Prototyping as resources. The system
then saves these related concepts in a buffer.
Associated LOs and related concepts are then
displayed as recommendations to the learner for
investigation.

4.2 Implementation of SQAES

As shown in Fig.4, in the center of the system is Web-
based server which read the ontology model and
retrieves queried concepts. Other related concepts are
inferred using ontology reasoning mechanism of the
defined ontology reasoning rules. Each SQA concept
is mapped to several learning objects. The system
retrieves those learning objects that are associated
with the queried concept from the LOs repository.
Retrieved LOs are saved in a buffer to be filtered
based on the leaner profile and then provided to the
leaner.

Web Server

Java Servlet
1: Send Query

OWL Ontology
Global Ontology Space

2a: Read
Ontology

2b: Retrieve
Keyword
Concept

Buffer Storage
Retrieved Los

LO Repository
Learning Objects

3b: Save to
Buffer

Ontology Reasoning

5: Filter LOs based
on Learner’s
Context

7: Display Result

4: Infer Process
Related

Concepts

3a: Retrieve
Related LOs

Learner
Usage Profile

Figure 4. Logical Diagram of SQAES Software
Components

For SQAES implementation is used a set of tools
and libraries already developed for the Java
programming language and the integrated
development environment (IDE) such as Eclipse
Software Development Kit (SDK). All components
are free open source and platform independent
software. The main components and processing steps
are shown in Fig.5 [9] and the Java code of the
implemented prototype is presented in Appendix I.

As a server software, ApacheTomcat 7 [31] allows
to develop the container with a few servlets has been
chosen. Here servlet means a software component
which is providing service to other software
components.

Jena [32], a Semantic Web framework for Java, is
used to extract data from and write to the developed
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OWL ontology model. The Jena framework offers a
convenient way to work with ontologies and in
particular for integrating ontologies into applications.
The Jena framework is used to read the ontology and
to create prerequisite individuals. The system uses the
SWRL Tab of Protégé to build SWRL rules for
ontology reasoning.

RacerPro [33] is a Description Logic (DL)
reasoner used as an interactive tool for manipulating
the ontology and the SWRL rules.

Finally, JDOM [34] is XML framework for Java
used to process XML files of developers’ usage
profiles.

Web Server
Apache Tomcat

Java Servlet
Eclipse SDK1: Send Query Jena

Framework

OWL Ontology
Global Ontology Space

Protégé 3.4

2a: Read
Ontology

RacerPro

2b: Retrieve
Keyword
Concept

JDOM Buffer Storage
Retrieved Los

LO Repository
Learning Objects

3b: Save to
Buffer

Ontology Reasoning
SWRL-Jess Bridge

Java API

4b: Invoke
Reasoning

5: Filter LOs based on
Developer’s Context

6: Retrieve
Matched LOs

7: Display Result

4a: Infer
Process Related

Concepts

3a: Retrieve
Related LOs

Figure 5. Implementation-specific Diagram of
SQAES Software Components

5 Context-Aware SQA e-Learning
System

Various context parameters are considered in existing
e-learning system such as: learner personnel profile,
expertise level, learning preferences, learning
situation, network, device…etc. [25]. The e-learning
prototype of this

5.1 Learner Centric Adaptation

The prototype system aims to guide learner through
the necessary SQA practices by providing resources
that deal with SQA related aspects of the current SQA
process at hand. This is achieved by sensing the
learner’s current activity and suggesting relevant LOs
(e.g. recommendations for good practices, example
code, and graphical description of a related
methodology/process) that deal with all SQA aspects
related to the current SQA process. The aim of the
learner centric adaptation is to construct personalize
learning recommendation based on the learner’s usage
profile. The system responds differently according to
the learner performance (already consumed LOs) and
the SQA process at hand. The learner centric
adaptation achieves its functionality in two steps:

First: The reasoning unit of the proposed e-
learning system infers the core LOs that are directly
related to the queried concept through the object
property isMappedTo using the CoreLearningObject
rule:

Learner (?L) ^ MakeQuery (?L,?C) ^
IsMappedTo (?C,?LO) ^ ⌐Consumed
(?L,?LO)  CoreLearningObject
(?C,?LO)
For implicit query expansion, related concepts are

then inferred based on the relations among the
ontology classes and the user defined SWRL rules.
The output is a sequence of LOs and related topics
that are generated as learning recommendations.

Second: recommendations generated from the
previous step are then semantically refined and
adjusted according to the learner’s profile where the
system distinguishesLOs objects that have already
been consumed by the developer.

Besides the OWL ontology reasoning rules
(subClassOf, subPropertyOf, inverseOf, etc…), the
SQA knowledge base is extended  with a set of user
defined rules in first order logic to allow inferring
higher-level conceptual context from relevant low-
level ones [30].

The property isMappedTo(?C, ?LO)maps the
learner’s query related concept to a corresponding
learning object. The property ¬ consumed (?L, ?LOj)
relate a learner to a learning object that has not been
consumed so far. It should be noted that the system
automatically establishes relation of ¬ Consumed (?L,
?LOj) for all those learning objects that have not been
consumed by particular learner.

5.2 Leaner Usage Profile

According to Das [25] context is any information that
can be used to characterize the situation of an entity.
An entity is a person, place or object that are
considered relevant to the interaction between a user
and an application including the user and the
application themselves. Context-aware learning or
personalized learning provides learning contents
according to learner’s needs, preferences, style and
previous knowledge of the subject domain.

Various context parameters are considered in
existing e-learning system such as: learner personnel
profile, expertise level, learning preferences, learning
situation, network, device, etc. [25]. The system
proposed in this research takes into consideration
already consumed learning objects that are stored in
the learner’s profile. The learner usage profile is
automatically updated according to his/her
performance. A new learning session is initiated each
time the user logged into the system. Information
about the starting time of the session, queried
concepts, and consumed learning resources is stored
in the learner’s usage profile. JDOM (Hunter, 2008)
will be used to manipulate users’ profiles which are
stored in XML format. A sample user profile is shown
in Fig. 6.
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Figure 6. Sample Learner's Usage Profile

5.3 Context Reasoning

The prototype system provides the learner with a
recommendation list based on the initial query.
However, this list may include some overwhelmed
LOs or unnecessary content. Ontology axioms, a
declaratively and rigorously represented knowledge
which has to be accepted without proof, were added
to prevent unnecessary knowledge. In ontology
representation, axioms can be used to represent the
meaning of concepts carefully, and to answer
questions on the capability of the built ontology using
the ontology concepts.

Consider the case when the user queries the
Verification concept, which is a process according to
the SQA ontology, the system retrieves the core LOs
associated with the Verification concept from the LO
repository. Related concepts represent the list of
recommended SQA concepts to be provided to the
user for further investigation. However, this list may
include some overwhelmed or unnecessary contents.
In the example of Verification, by firing the Invokes

rule, LOs associated with all SQA processes will be
added to the list of recommendation as illustrated in
Fig. 7.

Figure 7. System Response without Using Axioms

In theory (i.e. as per IEEE 12207 standard), only
those processes that are associated with Review and
Audit should have been added to the list (Fig. 8).

Figure 8hu7. System Response Using Axioms

To prevent such situation, recommendation
refining is guaranteed by adding ontology axioms to
the ontology model. By referring back to our example
related to Verification concept and according to
ISO/IEC 9126 standard, a Verification process
produces Test Report and Verification Plan and
requires Requirement Specification, Source Code,
Review Report and Design as inputs. In addition,
Verification has Efficiency as quality attributes. The
above knowledge can be represented with the
following axioms added to the Verification concept of
the SQA ontology model:
 produces only (Test_Report or

Verification_Plan)

 invokes only (Review or Audit)

 ensuresQA only Efficiency

<?xml version="1.0" encoding="UTF-8"?>
<sessions numOfSessions="2">
<UserName>Nada</UserName>
<Session>
<id>1</id>
<time>2011-12-14 14:44:36</time>
<Query Concept="Validation">

<Consumed_LO>
Software Validation Tools

</Consumed_LO>
<Consumed_LO>
SW Validation in Accredited
Laboratories

</Consumed_LO>
<Consumed_LO>
Seven Keys for Successful SW
Validation

</Consumed_LO>
<Consumed_LO>
Software Validation

</Consumed_LO>
</Query>
<Query Concept="Measurment">

<Consumed_LO>
Software Measurement 2

</Consumed_LO>
</Query>
<Query Concept="Prototyping">

<Consumed_LO>
What is SW Prototyping

</Consumed_LO>
<Consumed_LO>
Successfully Building SW
Prototype

</Consumed_LO>
</Query>

</Session>
<Session>
<id>2</id>
<time>2011-12-14 14:46:51</time>
<Query Concept=“Testing" />

</Session>
</sessions>
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 uses only (Use_case or Measurement or

Prototyping)

 hasInput only (Requirement_Specification

or Source_Code or Review_Report or Design)

6 Conclusion

In this paper the design and structure of a process-
driven e-learning system that senses learners’ current
activity and guide them through the necessary SQA
practices is presented. First, a general system
architecture and design was introduced followed by
the main software components used to build the
system.

Context-awareness is achieved through a set of
reasoning tools that take into account user’s profile
and learning history to recommend SQA resources
needed for the task in hand. Reasoning axioms based
on international standards have been added to the
ontology to prevent retrieving unrelated concepts. The
system updates the learner’s profile with consumed
learning resources each time the learner logged in the
system.
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Abstract. In this paper we present a case study i.e. 

the feasibility study regarding the implementation 

of the electronic invoice (e-Invoice) into the 

business process of a government agency. Agency 

processes around 13.000 invoices per year and 

interesting question arose - will implementation of 

the existing e-Invoicing framework be feasible? In 

this case study, business process modelling was 

first conducted (AS-IS) and detailed statistics and 

process performance were measured. After that, 

potential future process was designed (TO-BE) and 

evaluation is done via BPMN simulation. Results 

are presented with ROI analysis and some possible 

problems are discussed. 

 

Keywords. Electronic invoice, business process 

modelling, business process improvement, ROI 

 

1 Introduction 
 

This paper presents a study on applicability and 

profitability of an implementation of electronic 

invoicing into a government Agency in Croatia 

(further: the Agency). The Agency issues more than 

10.000 invoices per year and receives more than 

3.000 invoices. In Table 1. the number of incoming 

and outgoing invoices per year for last 4 years is 

shown. As the data in the table shows, the number 

of invoices, both incoming and outgoing, is 

increasing through years and shows a clear trend. 

 In period 2009-2012 there was an average of 

12.830 invoices per year. It is an estimation of the 

management of the Agency that the number of 

invoices per year will not fall under 13.000 in 

future years. 

 

Table 1. Number of invoices per year in the Agency 

Year Incoming 

invoices 

Outgoing 

invoices 

2009 2622 9703 

2010 2749 8586 

2011 3049 10490 

2012 3455 10666 

 
Assuming the increasing trend and 

management's estimations, approximation of 10.000 

outgoing invoices was used in this research for both 

AS-IS and TO-BE simulations and comparison. 

Incoming invoices were not considered in the cost 

analysis as their cost in the TO-BE scenario is not 

significant. 

 
Figure 1. Number of invoices in the Agency from 

2009 – 2012 

 

The increasing number of invoices represents a 

burden on the accounting department since they are 

severely understaffed. Optimization of business 
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processes in accounting department in order to 

avoid new employment and decrease costs of 

invoices processing were the main drivers for 

Agency to start considering electronic invoicing as 

an option. 

With respect to the existing technical 

specification and defined standards for e-invoicing 

in Croatia [1] the question in this study is whether 

the introduction of e-Invoice will lower the overall 

costs of invoice processing in the Agency. All 

resources that are identified to be used in the 

process are measured or estimated. These resources 

include human resources i.e. time spent on 

particular actions and tasks but also the materials 

used for the process execution. Beside this cost 

analysis, entire project implementation is 

considered and estimations were made regarding 

the project duration and cost. Return on Investment 

(ROI) analysis is also conducted. This paper 

presents the business process model in the current 

state (AS-IS) and possible future implementation 

(TO-BE). Business process models were made 

using the Business Process Modelling Notation 

(BPMN) and final analysis is performed via a 

simulation. 

In this study several key assumptions were 

made that are important for reviewing the results of 

the study. First, authors made an assumption that all 

invoices in the Agency would be sent and received 

electronically. This assumption highly affects the 

calculation and is a very important factor for 

profitability of investment. Second assumption is 

that the number of foreign invoices is negligible 

and therefore will not affect the calculation, since 

the interoperability of this model with other EU 

countries was not considered. Some other potential 

benefits, such as ecological, are not considered in 

this paper although they are possible [3]. There are 

possible other benefits that a company could gain 

by switching to electronic invoicing such as cut 

down of costs related to claim management [4], 

paper archiving costs etc. 

 

1.1 Current state of electronic 

invoicing in the World 
 

As there are numerous studies performed lately 

about electronic invoice, many benefits of 

electronic invoices have been recognised and 

confirmed, and the most important one is the 

decrease of costs for organisation. This effect is a 

driver for growing interest on electronic invoicing 

in both private and public sector. There are other 

drivers like tax control [12] and logistics processes 

in Latin America [7], gain in time [8], ecology [9] 

etc. Electronic invoice development across the 

globe has numerous initiatives and approaches and 

implementation of electronic invoices is not on the 

same level in different parts of the world. 

Numerous statistics and potential savings are 

available on the cost between paper and electronic 

invoice. European Commission estimates paper 

invoice issuing cost to be €1.40 and e-invoice only 

€0.40 [10], some authors came with similar 

numbers regarding issuing paper invoice but also 

calculated costs of manipulation and processing 

paper invoice for the receiving side which is in 

range from €9.00 - €20.00, with possible savings of 

up to 70% with electronic invoicing [11]. 

European Union made the electronic invoice 

project part of their technological development 

strategy ―Digital Agenda‖. European Commission‘s 

estimations result that e-invoice could save up to 

€240 billion over six years[14]. European Union 

made the first steps towards electronic invoice in 

2001 with Directive 2001/115/EC, allowing 

electronic invoicing in respect of VAT and further 

amended this regulation with Directive 

2010/45/EU. By this legislative act Commission 

prescribed that all obstacles for electronic invoicing 

in respect to VAT controls shall be removed in all 

member states by 1 January 2013 [13] and paper 

and electronic invoices should be treated equally. 

European approach is to define components that 

would make electronic invoice complaint rather 

than to define the process or technology.  

According to the opinion of the European 

Economic and Social Committee from 2011, the 

European Commission should focus more on the 

removal of remaining obstacles to wider adoption 

of electronic invoice in EU with the biggest 

obstacles being electronic signature regulation and 

unequal transformation of e-invoice regulation into 

national practices in member states if they want to 

achieve the goal of electronic invoice being the 

main way of invoicing in EU by 2020. Wider 

adoption of e-invoice is desirable and should 

happen as quickly as possible, but should not be 

mandatory yet. There is an estimation that currently 

only 5% of invoicing in EU is done electronically 

despite obvious benefits of this technology. The 

recommendation of the Committee is that 

Commission should do more on adopting global 

standards for e-invoice. [14] 

In order to increase usage of electronic invoices 

and similar electronic services some countries in the 

EU, like Denmark, started their own projects 

several years ago. E.g. Denmark registered all 

public sector institutions in the master registry thus 

enabling critical mass of clients that improve cost-

benefit ratio for SMEs to join and use electronic 

services [2]. Denmark electronic invoice initiative 

saved more than €100 million in  few years after its 

implementation [6]. 

In the United States the use of electronic invoice 

is still not mandatory. The approach US 

Department of Treasury took with e-invoice is to 

provide a platform called Invoice Processing 
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Platform
1
 to enable electronic invoice processing. 

This platform was made mandatory only for all 

Treasury suppliers but is open for anyone else to 

join [12]. 

In several countries of Latin America, like 

Brazil or Mexico electronic invoice is mandatory. It 

is based on government XML schema and has 

direct connection to tax authorities. In Latin 

America the approach is to define strict standards 

for the whole business process, meaning not just 

XML schema but rather the integration points with 

tax authorities, standards for processing, printing 

and archiving of electronic invoices [7].  

Croatian legislation follows European Union 

specification of electronic invoice, in alignment 

with EU directive  that was made in 2009 [5]. The 

electronic invoice project was developed in Croatia 

as part of the national strategy for development of 

e-Business [6]. 
 

 

2 Process AS-IS 
 

2.1 Statistics 
 

The Agency in 2012 processed more than 14.000 

invoices, counting pro forma invoices, outgoing 

invoices and incoming invoices. Invoice data 

summary is shown in Table 1. We tried to estimate 

personnel cost involved in the process, the results 

are shown in table 2. 

 

Table 2. Estimated personnel costs in Agency 

Department 

 

Gross 

costs 

and 

other 

indirect 

costs (€) 

Cost 

per 

day 

(€) 

Cost 

per 

hour 

(€) 

Cost 

per 

minute 

(€) 

Administrative 

office 

1580,00 79,00 9,87 0,16 

Accounting 1580,00 79,00 9,87 0,16 

Director 3289,5 164,48 20,56 0,34 

 

 

 Measuring process activities durations, we 

obtained daily time duration and financial costs of 

processing an invoice request. Obtained results are 

shown in Table 3. 

 

 

                                                           
1
Formerly Internet PaymentPlatform, see 

https://www.ipp.gov/index.htm  

Table 3. Average daily time and financial cost for 

invoice processing 

Department 

 

Duration 

(min) 

Cost (€) 

Administrative office 40 6,4 

Accounting office 153,2 24,51 

Director 6,8 1,09 

 

2.2 Process description 
 

 Figure 2 gives a sequence of activities of the AS 

IS business process: process starts with an official 

request from one of the departments of the Agency 

(1) which is then sent to the accounting department 

(2). Upon the request (3), clerk in the accounting 

department fills the required data about the invoice 

in the existing accounting software (4). After filling 

the data, clerk prints the invoice (5), signs it (6) and 

reports the invoice for a signature to a responsible 

person – in our case to the director (7). Signed by 

the clerk and director invoice is archived and sent to 

administrative office for delivery (8). The process 

of delivering consists of: enveloping (9), signing 

the postal service (10) and shipping (11). 

 The process of filling up the pro-forma invoices 

is the same like filling the invoices, so it will be 

considered like the same processes. There are some 

special cases when the official request does not 

come from the outside department but it is 

requested from informal channels. 

 

Table 4. Activities duration in AS-IS business 

process 

Activity Average 

duration 

Processing 5 min 

Invoice printing 20 sec 

Creating invoice order 0 sec 

Invoice archiving 20 sec 

Enveloping 30 sec 

Shipping 0 sec 

Invoice signing 10 sec 

Invoice signing by the responsible 

person 

10 sec 

Transcribe invoice items from 

request to accounting software 

3 min 

Signing the postal service 30 sec 

Receiving of order for Invoice 0 sec 
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Table 5. Resources allocation in AS-IS business 

process 

 

Resource Used in activity Duration 

(sec) / 

Quantity 

(pcs) 

Cost 

(€) 

Envelope Enveloping 1 pcs 0,02 

Paper Invoice printing 1 pcs 0,04 

 

 

Invoice 

archiving 

1 pcs 0,02 

Administrative 

officer 

Enveloping 30 sec 0,08 

 

 

Signing postal 

service 

30 sec 0,08 

Accounting 

clerk 

Transcribe 

invoice items 

from request to 

accounting 

software 

3 mins 0,48 

 

 

Invoice printing 20 sec 0,05 

 

 

Signing invoice 10 sec 0,02 

 

 

Archiving 

invoice 

20 sec 0,05 

Director Signing invoice 10 sec 0,05 

Registered 

mail fee 

Shipping 1 pcs 1,25 

 

 Total cost for creation, processing and shipping 

of one invoice is €2,12. For year 2012 and the total 

of 10.666 outgoing invoices the total cost was 

€22.611,92. 

 

3 Process TO-BE 
 

3.1 Process description 
 

 The TO-BE business process model is made 

accordingly to the framework given in [1]. Figure 3 

depicts the flow of the TO-BE business process. 

After the automatic initiation in the case of 

incoming invoices and manual initiation for 

outgoing, the e-Invoice draft is being populated 

with the data from the accounting software (1) 

which is then sent to the syntax and semantics 

check (2). If the draft is validated positively, the 

canonical hash of the e-Invoice is made (3). Hash is 

being encrypted with the private and public key and 

in that way e-Signature is generated (4). e-Signature 

is then sent (5) to the timestamp confirmation at the 

authorized authority (6). Timestamp, e-Signature 

and e-Invoice draft together form the e-Invoice that 

can be sent to a client (7). e-Invoice is being stored 

in the application within the Agency. We 

considered the manual initiation for outgoing 

invoices as not cost significant. 

 

3.2 Cost analysis 
 

 The biggest cost in this implementation is the 

cost of e-invoice processing by the authorized 

authority. Cost per invoice is estimated based on 

the current pricelist of the authorized authority 

which states that one trusted verification equals 

€0,007. Amortization of the hardware equipment 

we estimate to be approximately €1315,00 per year. 

Per outgoing invoice that is €0,12. Following the 

estimated budget requirements for software 

development project, system maintenance is 

estimated to approximately €3947,00 per year i.e. 

€0,37 per invoice. 
 

4 Business Process Improvement 

and Simulation 
 

 Comparing the results from the simulation of 

the business process we can notice significant cost 

savings in the reengineered i.e. TO-BE business 

process compared to the AS-IS process. Cost 

savings can be achieved in the employees‘ time and 

due to the costs of their salaries. Also, cost 

reductions are possible in the materials used (paper, 

toners etc.) and posting costs (envelopes and post 

fees). Table 6 shows aspects of the potential cost 

savings considering projection of 10.000 invoices. 

Table 7 shows costs that are present in the TO-BE 

scenario.  

 

Table 6. Savings in TO-BE business process  

Subject Savings per year 

(€) 

Envelopes 200,00 

Paper (paper, toner etc.) 400,00 

Accounting clerks' work 1.755,56 

Administrative officers' work 6.723,78 

Director's work 621,35 

Postal costs 12.500,00 

TOTAL 22.200,69 

 

Table 7.Costs of the TO-BE business process 

Subject Costs per year (€) 

Timestamp verification 70,00 

Hardware amortization 1315,00 

Software maintenance 3.947,00 

TOTAL 5.332,00 
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Figure 2. Business process model of the AS-IS business process 

 

 
Figure 3. Business process model of the TO-BE business process 

 

 Beside these yearly costs, there are initial 

implementation costs. For the sake of this paper, 

and based on the authors' experience, detailed 

estimates of the implementation project activities 

were made. Considering space limitations, detailed 

project description is out of the scope for this paper 

but gross figures are as follows. Estimate on project 

duration is 110 man/days and considering current 

IT market conditions in Croatia, costs of the 

implementation are somewhere around €40.000,00. 

Authorization authority imposes additional costs for 

each legal entity using the e-invoice processing 

system. Those include legal entity registration, 

yearly subscription for the smart card with 

certificate, yearly subscription for application 

certificate or server and timestamp verification. 

Overall yearly costs imposed by the authority are 

approximately €300. 

 

4.1 ROI analysis 
 

 The new TO-BE process savings are defined in 

Table 6. Most of the savings are related to 

personnel cost/time and inventory savings. 

Although the new process causes expenses for 

hardware, software and e-invoice authorization it is 

obvious that yearly costs are far below the costs in 

AS-IS business process.  

 As we can see in Figure 4 the initial costs in 

TO-BE business process cause the delayed return of 

investment.  Break-even point is met in after the 

29th month of TO-BE process implementation. 

 
Figure 4. ROI comparison between TO-BE and AS-

IS business process 

 

 

5 Discussion 
 

 This paper presented a case study of 

business process engineering, in which the goal was 

to design a process of issuing and receiving 
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electronic invoices. The AS-IS and TO-BE 

processes are modelled and the simulation is 

executed to calculate the potential time and cost 

savings, so we and estimate feasibility of the 

process reengineering. Simulation showed 

significant cost savings in both time and actual 

financial cost. Despite of the encouraging results of 

the simulation, one must keep in mind possible 

problems in implementing such a solution. For e-

invoice implementations to be successful and 

meaningful, so-called network effect is needed i.e. 

all involved parties must support the new proposed 

e-invoicing process. That means that all clients and 

partners of the Agency should support the new 

procedures and implement e-invoicing in their 

institutions and unfortunately currently this is not 

the case. 
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Abstract. During the 1960s IS community faced the 
failure of unsuccessful development of  complex 
information systems, in spite of heaving large 
computers and higher programming languages 
available. This situation is known as “software 
crisis” and solution is recommended at conferences 
sponsored by NATO in 1968. and 1969. After 
participants have come up with the conclusion that 
more engineer-like discipline is needed in IS 
development, the term “software engineering” was 
introduced. Software engineering was based upon 
some formal methods that should be used in software 
development process. Since then philosophy that 
underpins the formal methods hasn’t changed. 
Numerous methods and methodologies have been 
developed for supporting the IS development in last 
three decades. Majority, if not all of them, are based 
on common foundations provided by formal methods. 
However, the importance of formal methods 
decreased as development of structured methods 
shifted from programming to the analysis of IS, 
because analysis doesn’t look so “formal”. Great 
number of IS developers nowadays use contemporary 
IS development methods without even being aware of 
formalism that lay inside these methods. The authors 
in this paper elaborate the formal methods and 
propose the possible area of their usage in 
information system development. 
 
Keywords. formal methods, information systems, 
methodology 
 
 
1 Introduction 
 
In the 1960s, the information community was 
characterised by two significant trends. On the one 
hand, powerful computers (hardware) appeared, on 
the other higher programming languages were 
available. This resulted in the use of computers in the 
construction of information systems for various types 
of organisations. A large number of these information 

systems was unsuccessful, running over-time and 
running over-budget. These problems led to the 
situation widely known as the “software crisis” [15]. 
The crisis showed that a methodological approach is 
needed in the IS software development. In 1968 and 
1969 NATO sponsored conferences at which this 
problem was clearly defined and initial steps were 
determined [16], [17]. The term “software 
engineering” appeared, based on the idea that an 
engineering-like approach should be applied to 
software development. Although research in the field 
of software engineering was carried out in the 1960s 
and the 1970s, these had a moderate impact on 
practical software development. However, the most 
important concepts in the field were developed, such 
as top-down formation, step-by-step improvement, 
modularity and structured programming. These 
concepts grew into methods and represented a turn in 
the software development approach and the 
development of IS in general. At the basis of the 
mentioned software development methods (as well as 
the ones created at a later point) lies a group of key 
ideas related to formal methods. Formalism ensures a 
unique philosophy in the creation of IS development 
methods which has not changed over the last thirty or 
so years. The first information systems were 
characterised by a program code (software) which 
was full of faults, since it was created without the use 
of formal methods. Various testing techniques were 
suggested in order to locate and eliminate the faults. 
However, testing was not the best way to create 
quality programmes. It was realised that it is the job 
of the software engineer to develop several models or 
real system descriptions with appertaining evidence 
that the models on lower abstraction levels correctly 
implement higher abstraction level models. Only this 
design process can ensure high quality software, and 
not testing. Dijkstra, the famous advocate of formal 
methods made his famous statement that “testing 
shows the presence, not the absence of bugs” Dijk 
76. In other words, only the application of formal 
methods can ensure the quality of software, not the 
testing thereof. Numerous programmers apply the top-
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down development and structured methods without 
being aware of the underlying formal apparatus. 
Critics of formal methods, on the other hand, point 
out the problem of their applicability to large systems 
and the impracticability of formalising naturally 
complex characteristics of large systems [15]. 
Although the application of software engineering is 
unavoidable, it does not cover all the activities in 
information systems development [8].    
2 Definition of formal methods 
 
All papers Various definitions of formal methods 
exist, depending on how widely their application is 
observed. One of the wider definitions is as follows 
(Nancy Leveson): 
 
“A wide view on formal methods includes all 
applications of (primarily) discrete mathematics to 
software engineering problems. This application 
usually includes modelling and analysis, where 
models and analysis procedures are performed or 
defined on mathematically precise bases.” 
 
Narrower definitions of formal methods usually come 
down to the use of formal languages. Such is the 
definition by Jeannette M. Wing: 
 
“Formal method in software development is a method 
ensuring a formal language for the description of 
software knowledge (eg. specifications, models, 
source codes) in such a way as to enable evidence of 
software knowledge features expressed in a formal 
language.”  
 
This definition shows two important components: 
 Formal method implies the use of formal 

languages. Formal language is a character set 
from a well defined alphabet. The rules 
(productions) for the distinction of sets (words) 
defined over the alphabet, belonging to a 
language, from the sets which do not are given.   

 Formal methods in software development support 
formal thinking which can be formally verified. 
The verification begins with a set of axioms 
which are supposed to be true. The rules of 
deduction say that, if a specific formula (premise) 
is deductible from the axiom, then the second 
formula (consequent) is deductible from the 
axiom as well. The set of rules of deduction must 
be specified for every formal method. The 
verification consists of a set of well-defined 
formulas from a language in which each formula 
or axiom has been deducted from the previous 
formula in the set.   

Formal methods have their root in specific axiomatic 
trends in mathematics of the 19th and the 20th century. 
Through formal methods, these trends have been 
adopted in software engineering. Edsgar Dijkstra, the 
advocate of formal methods, stated that computer 
sciences should be renamed into “Very Large Scale 

Application of Logic“. In order to master formal 
methods in software engineering, it is necessary to 
understand the mathematic background. This 
background includes formal logic (propositional 
calculus and predicate calculus), set theory, formal 
languages and final automation [4].   
 
 
3 Application of formal methods 
 
Taking a good look at the development stages of 
structured methods shows that these move from 
programming, over design and analysis to automated 
techniques trying to provide computer support to a 
complete life-cycle of IS development. The 
application of formal methods in programming and 
partly in design is clear, as no one doubts that formal 
methods can be directly applied to these two stages of 
the IS development life-cycle. Finally, formal 
methods have had a direct influence on the 
development and standardisation of a large number of 
programming languages which provide a basic tool 
for programmers [9]. However, in the analysis stage, 
and especially in IS strategic planning, where the 
organisation is analysed as a whole and we have 
moved away from the programming code and action 
diagrams, the application of formal methods becomes 
less clear. The organisation analysis cannot avoid its 
social and sociological features, which cannot be 
easily formalised and modelled. This helps the critics 
of formal methods who claim that the naturally 
complex features of organisation systems cannot be 
formalised. In other words, formal methods as 
methods used in natural and technical sciences are not 
applicable to organisation, as it is, among other 
things, a social category (non-automated 
organisations in which people work are considered). 
However, successful attempts of describing social 
phenomena using the methods of natural and technical 
sciences are not unheard of. One of the more distinct 
examples is cybernetics, the science of transforming 
information for the purpose of managing complex 
systems [7]. Cybernetics has brought together several 
mathematical fields (information theory, game theory, 
operation research, mathematical logic), while its 
principles can be equally applied to mutually very 
different science fields – biology, chemistry 
mathematics, medicine, linguistics, pedagogy, 
economics, law, organisation sciences etc. In addition, 
scientific circles increasingly speak of scientism [11]. 
Webster’s Dictionary defines scientism as:  
 
“trust that the assumptions, methods and research of 
natural sciences are equally appropriate and relevant 
to all other disciplines, including humanistic and 
social sciences”. 
Another field with an upward trend, important for the 
understanding of the need for formal methods is 
metamodeling. In short, metamodeling is the 
modelling of reality with a specific purpose. One of 
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the uses of metamodeling is for a unique description 
of data generated by certain methodologies. One of 
the preconditions of good IS development 
methodology is the existence of a unique 
methodology metamodel encompassing data retrieved 
from all methods applied in the methodology [3]. As 
the metamodel of the IS development methodology 
contains the description of the data generated during 
IS analysis, where social characteristics of the 
organisation are emphasised, it can be said that 
metamodeling is another attempt of applying formal 
methods in non-technical field.  
In addition to the aforementioned three topics 
(cybernetics, scientism and metamodeling), which 
prove the application of methods of technical or 
natural sciences to other fields, it should be 
emphasised that CASE tool for support to the entire 
life-cycle of the IS development is being developed. 
The basis of the CASE tool is a metamodel (data 
dictionary) which represents the scheme of the data 
base in which all data generated during the IS 
development are kept. Efforts are made in the 
formalisation of the aforementioned life-cycle stages 
(strategic planning, analysis) in order to facilitate and, 
in a way, standardise access to IS development. 
Problems in the application of formal methods to the 
aforementioned life-cycle stages are not accidental 
and can be categorised in the following way:  
 Strategic planning and requests (specifications) 

analysis are related to the top management of an 
organisation which deals with strategic business 
planning. The nature of the strategic business 
planning [10] is uncertainty and the influence of 
numerous informal elements. Taking into account 
the fact that a large part of organisations does not 
perform quality strategic planning, it is clear that 
the application of formal methods to activities 
this informal is extremely difficult (figure 1).  

 

 
Figure 1. Complexity of applying formal methods in 

the IS development (authors) 
 Observing the organisation through the 

decomposition of its processes (function, process, 
activity), it can be determined that the reasons 
making it difficult to introduce formal methods in 
the analysis of business functions, are the same 

reasons making it easy to introduce formal 
methods in programming activities 
(hierarchically the lowest processes which are 
highly structured).  

 If we observe the type of organisation processes 
(decision-making, management and execution) 
[1], the execution level is predominated by 
operation processes which can easily be formally 
described. Moving over the management level to 
the decision-making level, more complex 
processes become predominant, with an 
increasing amount of uncertainty and various 
informal influences, making the application of 
formal methods more complex. On every level of 
decomposition of organisation processes 
(function, process, activity) all three types of 
processes are present, to various extents. 
Speaking of business functions, the decision-
making process is represented in the highest 
amount, the execution process in the lowest 
amount. On the other hand, speaking of activities, 
the execution process is represented in the 
highest amount, the decision-making process in 
the lowest amount (figure 1).  

 
Regardless of the difficulties in the application of 
formal methods, it should be mentioned that they are 
significant in software engineering and thus in the IS 
development. They are applicable, up to the certain 
degree, to all life-cycle stages of IS development: 
requests analysis, design and programming, and have 
significant influence on testing and maintenance of 
the IS. They also have significant influence on current 
research which could change the present practice in 
the IS development, particularly in the non-researched 
fields of requests analysis (specifications) and design. 
They are built into life-cycle models which may 
represent an alternative to the traditional “waterfall” 
model, eg. rapid prototyping, Cleanroom method or 
transformation paradigm. 
 
 
4 Areas of usage of formal 
specification  
 
Formal methods enable a precise and strict 
specification of those IS features which can be 
expressed in a certain specification language. 
Defining what the system needs to do and 
understanding the consequences of this definition 
represent the most difficult problems in software 
engineering [15], so the use of formal methods is 
highly advantageous. Generally speaking, the 
practitioners of formal methods often use them for the 
descriptions of precise specifications of the system 
and not for formal verification, which is a mentally 
more demanding process.   
The functionality of the system (organisation) being 
described is the most common subject for the use of 
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formal methods, so well-known formal methods, 
adjusted to the IS development, contain a 
specification language for the description of 
functionality (Z, Vienna Development Method 
(VDM), Formal Development Methodology (FDM).  
Although the most common, the functionality of the 
system is not the only subject of use of formal 
methods. IS security and protection are examples of 
other fields in which formal methods are occasionally 
applied. The profit of proving that IS will not transfer 
into an unwanted state, or that IS security will not be 
jeopardised may justify the price of the complete 
formal verification of specific IS elements (software), 
should the organisation the IS belongs to find IS 
security and protection important.  
Formal methods may include graphic languages. Data 
Flow Diagrams (DFDs) represent the best-known 
graphic technique for the specification of system 
functions (figure 1). Although these diagrams may be 
considered semi-formal methods, various techniques 
for their treatment in a fully formal way have been 
examined.   
 
 

 
 

Figure 2. Concepts of Data Flow Diagram (authors) 
 
Data Flow Diagrams are significant in the IS 
development for various reasons:  
 enable IS designers a simple accrual of 

knowledge and a better understanding of the 
processes in an organisation, 

 present a simple communication mechanism 
between users and designers of the IS, 

 process decomposition, as a logical result of their 
application, suggests the structure of the future 
application,  

 the lowest level of the Data Flow Diagram 
defines processes which are candidates for 
program modules, 

 the process model obtained by the drawing up of 
Data Flow Diagrams can be used as basis for the 
application of other models, such as ABC 
(Activity Based Costing), 

 Data Flow Diagrams identify all important 
documents in an organisation, later used to create 
data models, 

 a number of CASE tools have been developed, 
supporting the Data Flow Diagram method.   

In addition to Data Flow Diagrams, a number of 
formal methods with graphic languages exist, such as 

Petri nets and final automaton, two fully formal 
methods.  
Software engineering practitioners create models and 
define characteristics of the organisation system on 
several levels of abstraction. The specification 
(analysis) level should describe what the organisation 
should do, but not how to do it. The design level 
provides more detail, and most details are entailed in 
the source code.  
Summarizing the aforementioned, we reach the well-
known taxonomy of using formal methods in software 
engineering: 
 

1. Specification – With this form of use, the 
method is used to define a model which is 
then informally or formally translated into a 
system using other formal methods.  

2. Verification – The use of formal methods to 
verify the correctness of the designed 
program solution.  

3. Implementation – Formal methods can be 
used in the creation of a program product 
from predefined specifications.    

 
 
 
 
5  Tools and Methodology 
 
The development of technology for the formalisation 
of software solutions has been accompanied by the 
development of support tools. The basic idea is that 
the final product is not merely an acting system 
(application). Specifications and evidence that the 
application will meet the specification requirements 
are equally important. Evidence is difficult to develop 
after the application been finished. Therefore, 
evidence and programmes should be developed 
simultaneously, with strong mutual bonds during the 
development of the application. Since program 
correctness needs to be proved, only those program 
constructs which can be fully understood should be 
used. This was the basic motivation for the use of 
structured programming.  
However, the first challenge was the application of 
these ideas to large-scale projects. The application of 
formal specification can be widened much more 
easily than the application of formal verification. 
Despite that, ideas related to formal verification are 
applicable to projects of any scale, particularly if the 
level of formalism may vary. David Gries suggests 
the application of analysis and design methods which 
entail a certain amount of heuristics, that is, he 
encourages the application of methods of researching 
new knowledge. The design results achieved this way 
will be more reliable and more easily proved. In 
accordance, Harlan Mills has developed the 
Cleanroom approach. It is the IS development life-
cycle where formal methods, inspections and 
reliability modelling have been integrated into the 
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social process of software production, thus opening 
the way for formal methods into higher levels of the 
IS development life-cycle – analysis and design. 
Formal methods have been an inspiration for the 
creation of numerous program tools. On the other 
hand, these tools have contributed to a wider use of 
formal methods. Some of the tools animate system 
specifications, thus converting formal specifications 
into an executive IS prototype. Other tools derive 
programmes from specifications through various 
automated transformations. According to some 
approaches, programmes are solutions to equations set 
in a formal language. Transformation implementation, 
as one of the modern approaches, suggests a future 
where numerous software systems would be 
developed without programmers or at least with a far 
larger proportion of automatism, high productivity 
and less human work.  
 
The first examples of using formal methods in 
software engineering are related to the verification of 
program products. In the 1960s, E. Dijkstra developed 
a verification method of program correctness which 
converted the program code into algebraic equations, 
exchanging the semantics of the program language for 
algebraic model. Numerous formal methods and tools 
for code verification were developed later, based on 
algebraic equations or predicate calculus [13]. Today 
a variety of tools exist which automatically verify 
code correctness (Frama-C, PolySpace). The Dijkstra 
method, as well as the mentioned tools, primarily 
deals with syntax analysis and code verification. 
Semantic code verification is much more complex, 
making the methods and tools allowing serious 
semantic analysis much rarer. The best developed 
method of semantic code verification is Semantic and 
Description Language (SDL) and its implementation 
in a tool set called SITE. This method steps out of the 
field of code verification and covers, in addition to 
verification, semantic specification. It can thus be 
used as automated code generator from formal 
specification, as well as the verifier of its semantics. 
But formal methods dealing in verification are not 
restricted solely to program code verification and 
testing, but formal methods for verification exist as 
well.  
 
The methods for IS specification are the most 
common and most developed. One of  the best-known 
method for specification of a part of the IS is the 
relational model, the best prevailing formal method in 
computing in general. The relational model was 
defined by F.E.Codd in 1971. There are methods 
using for the specification of the dynamic (process) 
part of the IS, but these cannot be called formal, as 
they have no strictly defined declarative and 
operational semantics. Naturally, the methods used in 
CASE tools must be formalised, but it is only handy 
formalisation, not defined on the method level, but 
used only to allow the implementation of the method 

on a computer. Methods defined in the IDEF 
methodology [5] are closest to formalisation.  The 
IDEF methodology strictly defines the semantics of 
each symbol used. There are, however, formal 
methods for system specification. One of the best 
known formal methods for program code 
specification is the Abstract State Machines method. 
One of the main contributors, particularly in the field 
of connecting Evolving algebra with the Warren 
Abstract Machine (WAM) and Prologue was Dean 
Rozenzweig, a scientist from Zagreb, Croatia. Today, 
the ASM is most commonly used as formal 
specification of program code. This method, however, 
is not as popular as the less formal UML, most 
commonly used today. Another method used for 
formal specification of program code is the Z notation 
[12]. It enables formal specification of data and 
processes in the system, making it suitable for 
complete IS specification. The problem with the Z 
notation is that it is oriented at generating the program 
code and not the system. Similar to the Z notation is 
the B method which operationalises the ASM taking a 
Z-like notation. The B method is implemented in the 
B-Toolkit of several tools, such as ABTOOLS, B-
Core, B4free and Rodin.  
 
All of the aforementioned methods, with the 
exception of the relational model, are oriented 
relatively low, on formal specification and 
verification of computer programmes. Although very 
useful, they do not satisfy the needs of IS designers. 
For this, methods defining data classes and processes 
in the IS are needed. Statistical (data) part of the IS is 
formalised through relational model, but the 
formalisation of the active (process) part of the IS has 
not been formalised to a satisfying extent. There are 
methods formalising this part, but they are not nearly 
as wide-spread or accepted as the relational model. A 
method called process algebra or process calculus ((-
calculus) should be mentioned here. Process algebra 
is a mathematical apparatus for defining processes in 
a system. It has been through several concretisations 
appropriate for designing the active part of the IS. 
C.A.R. Hoare developed a method called 
Communicating Sequential Processes (CSP) in 1978, 
enabling the modelling of systems with sequential 
processes [6]. R. Milner defined the Calculus of 
Communicating Systems (CCS) in 1980 and J.W. 
Klop the Algebra of Communicating Systems (ACS) 
in 1982. In 1990, the International Organization for 
Standardization standardised LOTOS (Language of 
Temporal Ordering Specification), which brings the 
-calculus closer to practical users, providing simpler 
syntax, more appropriate for work on computer. 
Lately, as concurrent systems have gained a more 
significant position in the IS development, ambient 
calculus was developed (L. Cardelli i A.D. Gordon, 
1998), -calculus adapted to concurrent systems. 
Lately, repeated requests are heard for defining 
methods for IS design specification and verification 
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based on object orientation, including both the static 
and dynamic part of the IS. However, due to the 
complexity of object design formal methods for the 
specification and verification of the system design 
based on object orientation have not been defined.     
 
Lately, the application of formal methods is spreading 
even to earlier IS development stages, all the way to 
the IS planning. Formal methods for the specification 
and verification of the static part of the IS are again 
developing much faster than the ones specifying the 
process part. Research in the field of system ontology 
is being conducted, planning relationships and 
connections between objects, thus formally 
specifying, as well as verifying early specifications of 
the IS. Several ontology development approaches 
have been developed, based on the description logic 
and OWL, as well as Frame Based Logic and Flora. 
Tools for the verification of the developed ontology 
have been developed, such as CELL, SHER and 
Pellet, enabling the verification of the developed 
ontology. UML, used for specification in later stages 
of the IS development, has been expanded to Object 
Constraint Language (OCL), a declarative language 
enabling the definition of ontologies within the UML 
specification. The development of the active part of 
the IS in earlier stages is far more modest, as is the 
case with the formal methods to accompany it. 
Currently no wide-spread formal method for the 
specification and verification of IS processes in the 
early stages exists, although some methods are 
starting to develop. But these are not nearly as wide-
spread or formalised.   
 
 
6 Example of formal method: 
Edsger Dijkstra and the 
development of correct programmes  
 
Edsger Dijkstra, one of the pioneers and advocates of 
formal methods, developed a special approach to 
writing correct programmes [2]. His formal apparatus, 
with the use of the diktran formal language, enables 
writing correct programmes or programmes which 
will surely correctly finish when started and once they 
finish, will determine the truthfulness of the 
conclusion they were designed for. With the use of 
the predicate calculus and a number of logical 
transformations, the mechanism (programme) code is 
created. Programmes created in this way need not be 
tested – they are designed to be correct. Dijkstra is 
one of the pioneers of software engineering (an active 
participant in the aforementioned NATO 
conferences). His statement that „testing shows the 
presence, not the absence of bugs” is well-known.  
The most significant concept used in the writing of 
correct programmes is the weakest precondition for 
mechanism (programme) S to determine the 
truthfulness of the conclusion R. This concept is a 

logical predicate (formula), marked with wp (S, R) 
and represents a set of all the states from which 
mechanism S, if started, will correctly finish and 
determine the truthfulness of the conclusion R.  
 
Example 1. Let mechanism S denote a value 
assignment statement a:= b+5 and let conclusion R 
a>b be set. The states that mechanism S can be found 
in are defined by the values of variables a and b. From 
which states will mechanism S, if started, determine 
the truthfulness of the conclusion R? The answer to 
the question shall be gained in the following way:  
 
   
 
The result is the logical constant T (true), meaning 
that the statement a:= b+5 will determine the 
truthfulness of the conclusion a>b regardless of which 
state it is started from. In other words, regardless of 
the current values of variables a and b, the assignment 
statement will determine, after being executed, that 
a>b. In cases as simple as this one, where the 
observed mechanism (program) is a single value 
assignment statement, and the conclusion a simple 
judgement, the weakest precondition calculus is easily 
executed. A much more complex example is the case 
where it is necessary to define mechanism (program) 
S which will, once started, determine the truthfulness 
of the conclusion R.   
 
Example 2. For the set N1 (N1>0) and N2 (N2>0), a 
mechanism (program) S needs to be written, which 
will, once carried out, determine the truthfulness of 
the conclusion R: 
 
 

 
 
 

In other words, a program needs to be written which 
will calculate the stated sum product for the set values 
N1 and N2. Intuitively, most programmers would 
think the following: the program needs to read two 
values N1 and N2 and contain two loops (iteration 
mechanisms) – internal for the sum and external for 
the product. However, the formal method suggested 
by Dijkstra begins with the conclusion the program 
needs to determine (1). From the conclusion the so 
called invariant is defined, or the predicate which 
must be true during the entire implementation of the 
program. This is followed by a number of 
transformations from which program instructions 
result. The weakest precondition is calculated for 
statements to determine the truthfulness of the 
invariant. What is most significant for the application 
of this method is the fact that the final program 
significantly depends on the way the conclusion was 
defined. Without going further into formalism, we 
will examine two ways of defining conclusions (a) 
and the resulting two different programmes.  
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The conclusion (1) can be written in the following 
way: 
 
 
 
 
 
If the sum index i=N1 is exchanged with the 
statement i=N1+0 in the second part of statement (2), 
and the constant 0 is exchanged with the variable k, 
the conclusion R will have the following form: 
 
 
 
 
 
 
Starting from this conclusion, Dijkstra’s formal 
method, with certain optimisation, will lead to the 
following mechanism (program): 
 
if N1>0 and N2>0   
 j, product:= 0,1; 
 do j<>N2   k, f := j+2, 0; 
 do k<>0  k := k-1; fakt := N1+k;  

 f :=  f+fakt*fakt od; 
 product := product*f; 
 j := j+1 
 od 
fi 
 
Once the resulting program finishes, it will determine 
the truthfulness of conclusion (3) and the truthfulness 
of conclusion (1) accordingly. 
Let us observe the conclusion (1) written in the 
following form: 
 
 
 
 
 
Applying Dijkstra's formal apparatus to conclusion 
(4), we come to the following program: 
 
if N1>0 and N2>0   
 k, product, sum := 0, 1, N1*N1; 
 do k<>N2   k := k+1; 
  sum:= sum + (N1+k)*(N1+k); 
  product := product*sum; 
 od 
fi 
 
The gained program only has one do-loop (iteration), 
unlike the previous one, it is faster and simpler.  
The example shows that the final look and simplicity 
of the program resulting from this formal method 
depends on the manner the conclusion that the 
program needs to confirm has been defined. The 
conclusion represents the essence of the future 
program and program instructions are gained from it 

through specific transformations. Programmes created 
in this way need not be tested – they are conceptually 
designed in such a way not to have errors.  
The main argument against the application of such 
formal methods is that applications today are 
developed with the help from the application 
generator. However, there will always be a need for 
writing specific program codes which can be 
automatically generated.   
 
 
7 Conclusion 
 
This paper provides a short overview of formal 
methods, their basics and applicability to certain 
stages of the IS life-cycle development. Although 
primarily used in lower stages of IS development 
(code formation and partly design), it can be stated 
that the idea of their application in the entire life-cycle 
is nothing new. Generally, formal methods enable: 
 More precise system specifications, 
 Better internal designer – user communication,  
 Possibility of verifying the design prior to code 

execution,  
 Higher IS quality and productivity.  

These advantages do not come without costs 
related to the training and use of formal methods. 
There are no strict and quickly applicable rules on the 
correct choice and amount of formalism in the IS 
development projects, or defined manners of the 
introduction of formal methods into specific 
organisations. Their application is more a question of 
enthusiasm of those employees in organisations aware 
of the possibilities of formal methods in solving 
specific problems. The fact that the integration of 
formal methods into the life-cycle of the IS 
development is being seriously considered is proved, 
among other, by the Cleanroom methodology, 
developed by Harlan Mills. This approach combines 
formal methods and structured programming with 
statistical process control, spiral life-cycle, inspection 
and modelling software reliability.   

In order to be used to their full extent, formal 
methods need to be incorporated into standard 
procedures of organisations dealing with software 
production. Software development is also a social 
process, so the applied techniques must support this 
process. How to fully incorporate formal methods into 
the life-cycle of IS development is not entirely clear. 
Perhaps no universal answer exists, only different 
solutions by individual organisations.  

The most evident obstacle of a stronger break of 
formal methods in the practice of software 
engineering is the gap between theoreticians 
developing formal methods and practitioners who are 
supposed to use them. Theoreticians develop 
mathematical models which are complicated and 
difficult to understand for practitioners. More often 
than not, a language adapted to work on computer is 
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defined on the basis of a developed formal method, 
but even with the developed language the formal 
method remains unintelligible and too difficult to be 
used in practice. A clear example of this statement is 
the development of the ASM formal method, which 
formalises the specification of the program code and 
the UML language, which does the same in a practical 
way. Although much more concise than the UMPL in 
its concepts, the ASM is not used in practice as it 
holds heavy mathematical notation and is not 
understandable enough for people who are not 
mathematicians.    

This is also one of the directions that further 
development of formal methods should take in 
software engineering. Another direction, repeatedly 
mentioned in the paper, is the strengthening of the 
application of formal methods applicable to the 
specification and verification of the active part of the 
IS, particularly in the earlier stages of the 
development, as well as the development of the object 
oriented formal methods which would combine the 
specification and verification of the active and passive 
part of the IS, thus providing a better insight into the 
complete IS specification, as well as verification of 
the IS features including aspects of its operational, as 
well as data part.    
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Abstract.  Within the context of software product 

lines for business applications, early indicators of the 

software product line architecture quality attributes 

can be used in order to avoid low-quality products 

during the later stages of product development. 

Today's application engineering is not mainly 

concerned with business user requirements, as it 

should be, but in practice we find it concerned with 

the technical complexity and also, not enough 

decoupled from directly using of too many external 

third party components. In this paper we propose a 

„Platform Framework Responsibility“ metrics which 

can be used as an early indicators of the future 

product's quality. The domain and application 

engineering processes that use and apply the early 

indicators of the platform framework quality 

attributes will help ensure that final products are 

stable, maintainable and better decoupled from 

external third party component's dependencies. 

 
Keywords. Software Product Lines, Metrics, 

Platform Framework Responsibility, External 

dependency,  Business Applications. 

 

1 Introduction 
 
Business applications are a kind of software that is 

used by business users to perform various business 

functions. Most of the business applications are 

interactive, they interact with a user through a user 

interface in order to read, process or change some of 

the persistent business data. The software product line 

(SPL) for interactive business applications defines 

product line requirements, software architecture and a 

set of reusable components. One of the most 

important parts of a SPL is its architecture (PLA). The 

PLA plays a central role at the development of 

products from a SPL as it is the abstraction of the 

products that can be generated, and it represents 

similarities and variabilities of a product line [1]. The 

PLA must consider the needs of the complete set of 

products in order to provide a framework for the 

development and reuse of new assets. These new 

assets have to be conceived with the required 

flexibility in order to satisfy the needs of the different 

products in the SPL [2]. PLA consist of frameworks 

(Szyperski., 2002) as core assets, whose design 

captures recurring structures, connectors, and control 

flow in an application domain, along with the points 

of variation explicitly allowed among these entities 

[1]. In this paper we use the term „SPL platform 

framework“ to represent the implementation of the 

generic architecture and components which are not 

business-specific but rather  generic in the sense that 

they can be used by more than one business domain 

such as: banking, insurance, manufacturing, and etc. 

The platform framework implements considerable 

part of the product’s functionalities and is shared by 

all or most of the products within the product line.  

The philosophy of component frameworks is to 

develop reusable components that are well-defined 

and have specific use contexts and variability points, 

which helps reduce the effort associated with using 

external components, low-level middleware interfaces 

or OS APIs [3]. 

 

Prod 1 Prod 2 Prod 3 Prod 4 

Business-specific components 

SPL Platform Framework  

External Components 

OS/Language Environment 

 

Table 1. Proposed PLA structure 

 

A product spawned from a SPL may depend on 

architectural aspects at different levels of abstraction 

and generality, from OS/Language at the low level 

through external components and product line 

platform framework, to business-specific components, 

shown in Table 1 [4].  

Platform framework is being developed through the 

life time of a SPL, but most of the core features are 
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developed by the end of the development of the third 

product in a SPL. We may call this time as an early 

stage of the SPL development (Figure 1) partially 

taken from [5]. It is commonly believed that the early 

software process phases are the most important ones, 

since the rest of the development depends on the 

artifacts they produce [6]. 

1

2

3

4

5

6

Effort

1 2 3 4 5 6
Number of 
products

Single product

Product line

Lower costs 
per product

SPL 
Early 
stage 
end

SPL 
Early 
stage 
start

 
 

Figure 1. Cost of a SPL development 

  

Since SPL platform framework is used by many 

products, the emphasis should be on maintaining its 

quality attributes at the early stage, rather than trying 

to enforce quality at the later stages, as it will directly 

impact the quality of the final SPL products.   

At this time no metrics for measuring the 

“responsibility” of the SPL platform framework 

exists. One of the reasons for this is the lack of 

appropriate mechanisms for measuring the properties 

of software product lines [7]. Many software 

engineering researchers have used measurement as 

means of improving software quality [8]. The 

objective of this paper is to define a metric for 

software product line platform framework for 

measuring “responsibility” of the platform framework 

(PR) in the context of already developed product from 

the SPL. The metric may be used as an early indicator 

of product stability which is an important external 

quality attribute of a product. The metric would also 

serve to improve the quality of the resulting software 

products by helping to predict the possible quality of 

the final system and improve the resource allocation 

process based on these predictions [9]. The rest of this 

paper is structured as follows. In section 2, we 

introduce the context of proposed metrics. Section 3 

explains quality characteristics of platform 

frameworks. Section 4 provides set of “responsibility” 

metrics and its details. 

 

2 The context of proposed metrics 
 

Software product line engineering is concerned with 

capturing the commonalities, universal and shared 

attributes of a set of software-intensive applications 

for a specific problem domain [5]. In terms of costs, 

as stated by [5] SPL offer benefits when producing at 

least a certain number of products.  

To set the context of this paper, we begin with an 

overview of software product line for business 

applications. Suppose that we want to develop 

business applications for a specific problem domain 

such as banking. The process of the development of 

business applications from a SPL is divided in two 

main tasks: Domain Engineering and Application 

Engineering as illustrated in Figure 2 [2]. Domain 

engineering refers to the creation of shared assets 

from scratch or from existing products, whereas 

application engineering refers to the process of 

developing individual products from those assets. The 

development of shared assets is continuous and lasts 

through the life time of the SPL but the core of the 

shared assets are developed at the early stage of a SPL 

as shown in Figure 1.  
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Products

 
 Figure 2. Domain and application engineering 

processes 

 

A platform framework is a group of components and 

services that provide a coherent set of functionalities 

through inheritance, interfaces and specific design 

patterns. A product application derived from a given 

platform framework may use these services without 

worrying about how those services are implemented. 

The application development process should be 

concerned with the business requirements rather than 

with the low level APIs or external component's 

interaction rules. Platform framework needs to ensure 

the application development process independence by 

taking the „responsibility“ to interact with  external 

third-party components. By external components we 

refer to a non-development components developed by 

a third party organizations and used by the SPL 

platform framework or by a products spawned from it,  

illustrated in Figure 3. Referencing an external 

component directly from a business application 

product makes the product less stable and harder to 

develop or change. The product line platform 

framework should take as much as possible of the 

„responsibility“ to interact with external components. 

Among other mechanisms, the design patterns such as 

Strategy [4] can be used as a variability mechanism to 

enable use and replacement of different external 

components or its versions. Thus, the external 

components can be changed or evolved without 
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affecting the core business logic while multiple 

external component types can be supported with the 

same business application product. As technology 

changes over time, the technical and implementation 

architecture can be evolved to take advantages of the 

new technologies, while still protecting the existing 

products from those changes.  

 

AppServer
RDBMS JMS

Hibernate/

JPA/Toplink

EJB 

Container

JSP/

Servlet

Rule 

Engine

Spring 

Framework

Business Application / 

Product

Business Application SPL 

Platform Framework

 
 

Figure 3. External components context 

 

Software metrics to measure quality attributes of 

architecture such as “Design Quality” metrics [10], 

metrics to measure structural soundness of product 

line architecture [11], PLA metrics [12], PLA 

architecture metrics [13] and complexity metrics for 

software product line architectures [1] do not address 

the quality of platform framework “responsibility”. 

The instability metric [10] measures the stability of a 

category by calculating the ratio between Afferent 

Coupling (number of classes outside the category that 

depend upon classes within the category) and Efferent 

Coupling (number of classes inside the category that 

depend upon classes outside the category). 

This metrics cannot be used in the context where we 

measure coupling between SPL and external 

components, since external components do not 

depend on any of internally developed components.  

The evaluation of a SPL platform framework may be 

measured by a set of metrics we propose.  

 

3 Platform framework quality  
 

SPL platform framework for business applications 

provides a set of core components to be used by 

business applications. Business applications are 

sharing a set of domain-independent generic 

components such as transaction, session, logging 

(Figure 4), and a set of domain specific components 

that can be used in applications of a particular domain 

such as banking, manufacturing, and etc.  

The domain-independent components packaged in the 

form of platform framework should be responsible for 

handling low level interface interactions to external 

components, however its “responsibility” level 

depends on the quality of its architectural design.   

 

 
Figure 4. SPL Platform Framework Feature model 

 

As Figure 5 shows, the “responsibility” (dotted line) 

of a platform framework is higher and provides a 

Better Quality Direction if a number of references 

from SPL Product to External Components and 

Environment is lower.  

 

Environment

(rt.jar)

External

Components

SPL Products

SPL Platform

Better Quality

Direction

 
 

Figure 5. SPL Platform “responsibility” 

 

The final goal for a sound platform framework is to 

take full “responsibility” for interaction to external 

components and leave the products free from low-

level interactions to the third-party external 

components (dotted arrow line shows a wanted 

direction). SPL platform framework properties have 

an important impact on spawned products stability.  

As illustrated in Figure 6 there are 5 distinct high 

level dependency metrics of a SPL for business 

applications. SPL platform framework depends on its 

environment such as Java or .NET and on a number of 

external third-party components while SPL products 

depend on its platform framework, its environment 

and on third-party external components as well. A 

sound architecture assumes a minimal dependency 

from SPL products on external components and even 

on environment or operating system APIs.  
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Figure 6. SPL Platform Framework Metrics 

 

4 Responsibility metrics 
 

A few studies for defining suitable product line 

architecture metrics have been conducted [11] [12] [1] 

[13]. Given a fact that single metric cannot capture all 

of the various aspects of complexity [8], in our study 

we propose five simple and intuitive architectural 

metrics as a measurement for software product line 

platform framework quality based on the architectural 

elements dependency. 

Software dependence is a relationship between the 

two pieces of code, such as a data dependency, call 

dependency, etc. [14]. Here we use the reference 

dependence where each distinct reference to an 

element is counted. For example, a relation (X, Y) 

between elements X and Y signifies that X references 

Y. Given these two elements X and Y, Y may be 

referenced by X more than once. The reference count 

is 0 or more, depending on total number of references 

from X to Y.  

  A dependency analysis for a product which is 

spawned from a SPL platform can be performed to 

ensure the stability of spawned products. The 

dependencies that are computed can potentially be 

viewed from more different angels: dependencies 

between product and SPL platform, product and 

external components, product and environment (e.g. 

Java RTE), SPL platform and external components, 

SPL platform and environment, projects, packages, or 

types (classes and interfaces). The responsibility, 

interdependence and stability of a category can be 

measured by counting the dependencies that interact 

with that category [10]. We use SPL product and SPL 

platform as a dependency category. The proposed 

SPL platform „responsibility“ metric uses the three 

dependencies metrics:  

 

D3: Platform Afferent Coupling: The number of 

distinct references outside the Platform that depend 

upon classes within the Platform.  

D4:  Product Efferent Coupling: the number of 

distinct references inside the product that depend 

upon classes within environment components (e.g. 

Java RTE). 

D5: Product Efferent Coupling: The number of 

distinct references inside the product that depend 

upon classes within external components. 

 

Here we use the data from the dependency analysis to 

calculate five metrics: 

 

Measure 

type 

Measure name 

Size Number of Platform/environment 

(language) class dependencies (D1)  

   

 Number of Platform/external components 

class dependencies (D2)  

   

 Number of Product/Platform class 

dependencies (D3)  

   

 Number of Product/environment (language) 

class dependencies (D4) 
 

   

 Number of Product/external components 

class dependencies (D5)  

Complexity Platform framework responsibility (PR)  

 

Table 2. Dependencies metrics 

 

 

PR: Platform Responsibility: (D4+D5 / (D3+D4+D5): 

The range for this metric is from 0 to 1, where PR=0 

indicates that SPL platform used by product makes 

the products more stable and protected from frequent 

changes to the external third party components, while 

the SPL platform serves the products by taking the 

responsibility to interact with external components. 

PR=1 indicates a completely irresponsible SPL 

platform where products are directly referencing 

external components while SPL platform does not 

help to improve their stability. Figure 7 shows a 

dependency counts from Eclipse Java sample project.  

Dependencies between the elements are displayed as 

directed lines (lines with arrows at either one end or 

both in case of mutually dependent elements). The 

elements are divided into three groups, SPL elements 

(ceciis2013 product and ceciis2013 platform), 

external elements (itext.zip, jxl.jar) and environment 

element (rt.jar).  

 
Figure 7. SPL Product dependencies 
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We assume there are no mutually dependent elements, 

since they would be an early sign of not using even 

the basic principles of the SPL approach. A quick 

glance at this graph (Figure 7) shows 4 dependencies 

between SPL Product and SPL Platform, 3 

dependencies between SPL Product and external 

components, 3 dependencies between SPL Platform 

and rt.jar, 5 dependencies between SPL Platform and 

external components and 3 dependencies between 

SPL Product and rt.jar.  

Figure 8 show the difference between Efferent 

Coupling (Ce) defined by Robert Martin and D3 

metrics which we use here. According to Ce (the 

number of classes inside the category that depend 

upon classes outside the category) the counter would 

be 3, but since we use number of references instead of 

number of classes and we may count 4 dependencies. 

Also, we count references at the first level of 

abstraction which is a number of relationships among 

the classes. The second level dependency where a 

number of class and data references are counted is not 

used here. Number of first level references (we count 

arrows) from left to right side classes as shown below 

is four while number of second level references where 

class and data references are included is five (2,1,1,1).  

 

 
Figure 8. SPL Product class references 

 

PR: Platform Responsibility calculated from the 

elements on figure 7 is shown in table 3. Calculation 

of the PR metric: D4+D5 / (D3+D4+D5) = 3+3/ 

(4+3+3) = 0,6 shows that product derived from the 

platform is instable while the platform framework is 

not fully responsible for interactions with the external 

components and the environment API. 

 
Dependency (D1) 3 

Dependency (D2) 5 

Dependency (D3) 4 

Dependency (D4) 3 

Dependency (D5) 3 

Platform Responsibility [0-1] 0,60 

 

Table 3. PR calculation 

 

The dependency metrics, proposed by Robert Martin, 

measure the responsibility, independence and stability 

of a category. According to Martin, a category can be 

at different levels of granularity: projects, packages, 

or types. In the context we analyze here in this paper 

we add to the levels, and we view a software product 

line business application (product) as a level of 

granularity. Also, the common components of a 

product line which are produced within the domain 

engineering process in the form of the SPL platform 

framework are viewed as a category in the context of 

dependency analysis. Categories in this paper are the 

SPL platform framework and the products derived 

from it. 

The most responsible product lines are those that are 

both (D4, D5) independent and responsible (D3).  

Figure 9 illustrates the case where the product 

dependencies on external components are transferred 

to the platform framework. Platform framework takes 

the responsibility of interactions to the external 

components and helps to make a product more stable.  

 
Figure 9. SPL Product dependencies 

 

Calculation of the PR metric for a product derived 

from a product line (Figure 9):  

 

PR =D4+D5 / (D3+D4+D5) = 3+0 / (4+3+0) = 0,43 

 

The calculated result shows that product derived from 

the platform is stable while the platform framework is 

responsible for interactions with external components. 

 
Dependency (1) 3 

Dependency (2) 5 

Dependency (3) 4 

Dependency (4) 3 

Dependency (5) 0 

Platform Responsibility [0-1] 0,43 

 

Table 4. PR calculation 

 

We can calculate a total Platform Responsibility (PR) 

for a product line platform framework by taking in 

account all of the products spawned from it through 

the following equation: 

𝑃𝑅 = ∑  
D5i + D4i

D3i  +  D5i +  D4i

n

i=1

 

 

where n is the number of products spawned from the 

platform framework. The PR can be calculated for 

each product or for all of the products spawned from 

the product line. Table 5 shows the calculation of the 

PR for three products (P1, P2, and P3). The early 

stage for a product line ends when the third product 

has been developed. At that time, the calculation of 

total “responsibly” for all products may be used as a 
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validator for the platform framework. Let’s assume 

that PR <= 0,5 indicates that platform framework is 

responsible enough and the new products may be 

developed. In case PR > 0, 5 it indicates that the PR 

measure of platform framework does not indicate a 

new products based on it should be developed before 

the platform is improved. 

 

  D3 D4 D5 PR 

P1 4 3 3 0,60 

P2 4 3 0 0,43 

P3 4 0 0 0,00 

Total 12 6 3 0,43 

 

Table 5.  Total Platform Responsibility 

 

The proposed metrics may be analyzed within the 

framework of measurement theory such as the 

Distance framework [15] and framework based on 

desirable properties which serves guidance provided 

to define proper measures for specific problem [6]. 

These frameworks ensure that the metrics developed 

using these guidelines are tested to be valid and that 

they can be used as measurement instruments. The 

Distance framework proposes a set of mandatory 

properties, such as: identity, non-negativity, 

triangular inequality and symmetry that are 

mandatory for any metric in order to be considered as 

an acceptable measure. Property-based measurement 

framework provides a set of properties for metric 

types such as: complexity (additivity, identity, 

monotonicity, non-negativity, and symmetry), length 

(identity, monotonicity, non-negativity, null-value) 

and size (null value, aditivity, non-negativity).  

Table 6 shows that proposed metrics respect the four 

mandatory properties required by the Distance 

framework. Furthermore, Table 6 shows that metrics 

for size respect the properties defined by property-

based measurement framework.   

 

Properties Size Complexity 

  D1-D5 PR 

Non-negativity Y Y 

Null value Y Y 

Symetry Y Y 

Non-increasing monotonicity NA Y 

Identity Y Y 

Non-decreasing monotonicity NA Y 

Additivity Y Y 

Triangular inequality Y Y 

 

Table 6. Theoretical properties of defined metric 

 

The complexity metrics defines five desirable 

properties while the metrics respect all five of them.  

Given the introduction of a set of theoretically valid 

software metrics for software product line platform     

responsibility, an empirical validation of their 

usefulness can be done in the future research work. 

 

5 Related works 
 

The major research in the area of product line 

architecture have been done by [16] where they have 

developed a class of closely related metrics that 

specifically target product line Architectures such as 

metrics base on Provided Service Utilization (PSU) 

and Required  Service Utilization (RSU). The metrics 

are based on the concept of service utilization and 

explicitly take into account the context in which 

individual architectural elements are placed. 

However, such metrics are based on concept of 

service that is defined as any public accessible 

resource and do not consider dependencies on 

external components and its influence on the quality 

of the final products 

Rahman [11] proposes a component based product 

line architecture metrics to measure PLA quality 

attributes like observability, customizability, interface 

complexity, modularity, service utilization, and 

maturity. This metrics can contribute to better 

understand the product line quality attributes but do 

not measure the “responsibility” of core assets from 

the perspective of spawned products. 

Aldekoa [17] extended the Maintainability Index 

where the maintainability index of each features is 

measured.  The metric is based on the average of the 

McCabe’s Cyclomatic Complexity value. However, it 

is based on the generated code and not on the 

structure of dependencies among set of classes which 

are used by final product spawned from a software 

product line. 

Oliviera et al. [1] proposed a measurement suite for 

product line complexity quality attributes 

(ComplPLA) and empirically validated them. The 

proposed metrics measure complexity of interfaces, 

variation points, variability, but does not address the 

platform framework stability and responsibility 

contribution to the over all stability and 

maintainability of products. 

 

5 Conclusions  

 
A sound software product line for business 

application’s architecture in the form of platform 

framework is the main foundation to build the 

products within time, quality and budget constraints. 

Since platform framework serves as base for deriving 

many applications from a software product line, its 

quality influences the final properties of the 

developed applications. Therefore it is important to 

consider ensuring the quality of platform framework 

at the early stage of its development. The early stage 

of product line architecture is the period when 

platform framework is developed from scratch or 

from initial products. The platform framework is 
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developed all the time product line is alive. The 

external quality of the final products spawned from 

the product line depends on the “responsibility” of its 

platform framework. For this reason, we have 

proposed and theoretically validated a platform 

“responsibility” and its related metrics.   

Given the introduction of a set of theoretically valid 

software product line metrics for evaluation of its 

platform framework, in the future we will do an 

empirical validation of their usefulness for quality 

assessment in practice. The advanced statistical 

analysis techniques will be used to evaluate the 

efficiency of these metrics for external quality 

attributes prediction such as stability, maintainability, 

error prediction, and etc. 
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Abstract. International standardizations efforts as a 

systematization and enhancement of the best practices 

have valuable impact on software product quality 

assurance. Software product quality and its different 

aspects are goals of all software development life 

cycle phases.  

The international standards selected and 

described in this paper comprise 1) those defining 

software (development) life cycle processes (ISO/IEC 

12207) and its information products i.e. related 

documentation (ISO/IEC 15289), 2) those defining 

quality models/different quality views (internal 

quality, external quality and quality in use) and 

quality (sub)characteristics and metrics (ISO/IEC 

9126 parts 1-4), and 3) those defining software 

products evaluation (ISO/IEC 14598 parts 1-6). 

In the paper it is proposed too how the mentioned 

international standards could be used through 

software development life cycle phases to plan, check 

and gain software quality. 

 
Keywords. software product quality, international 

standard, software development life cycle, ISO/IEC 

12207, ISO/IEC 15289, ISO/IEC 9126, ISO/IEC 

14598 

 

 

1 Introduction 
 
From early 1990′s a lot of efforts have been put into 

standardization of software engineering area and 

promotion of quality aspects and importance. In 

Software engineering body of knowledge [3] it is 

stated that “a software engineer should understand the 

underlying meanings of quality concepts and 

characteristics and their value to the software under 

development or to maintenance”. In software 

engineering and other related (information 

technology) standards the best practices and software 

quality models are incorporated. They address at least 

three levels (aspects) of quality: the quality of 

(software) organizations, the quality of software 

(development) processes and finally, the quality of 

software products. Software product quality was 

represented by early models by Boehm and McCall 

[3] in 1970-es while the first software product quality 

international standard ISO/IEC 9126: Software 

engineering - Product quality was introduced in 1991. 

It is obviously that the issue of software product 

quality has a quite long history (for ICT). 

In the paper it is described how some of the 

international (software engineering) standards could 

be used through software development life cycle 

phases to plan, check and gain software quality. 

 

 

2 Software development life cycle 

models and related standards 
 
There is no good product without the well defined and 

implemented processes of its production. 

Software is developed according the chosen 

software development life cycle model, while all 

corresponding processes (on system and software 

level) are defined and described in ISO/IEC 15288 

and ISO/IEC 12207 standards. 

 

2.1 Software development life cycle 

models 
 
In ISO/IEC 12207 [4, 4] life cycle is defined as 

“evolution of a system, product, service, project or 

other human-made entity from conception through 

retirement”, while life cycle model is defined as 

“framework of processes and activities concerned 

with the life cycle that may be organized into stages, 

which also acts as a common reference for 

communication and understanding” 

SDLC or Software Development Life Cycle 

represents conceptual model in project management 

with defined following activities or steps [22]: 

- Planning: requirement gathering or requirement 

analysis from which a document is created in which 

the scope of the project is determined and 

documented. 

- Implementation: code writing according to the 

requirements. 
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- Testing: finding defects or bugs in the created 

software. 

- Documentation: documenting every step in the 

project. 

- Deployment and Maintenance: deploying the 

software after it has been approved for release. 

- Maintaining: maintaining and improving the 

software (according new requirements/change 

requests). 

Some definitions offer four stages model i.e. 

planning, analysis, design, and implementation. 

ISO/IEC 15288 and ISO/IEC 12207 have defined life 

cycle processes in their structures. 

According to the generic or classic lifecycle model 

[21], consisting of six stages (requirements, analysis, 

design, coding, testing and acceptance) numerous 

lifecycle models have been developed [20], such as 

water fall, iterative, spiral, prototype, RAD (rapid 

application development), Cocomo, V-model, fish 

model, component assembly model, etc. 

SDLC helps us to achieve our goals in project 

management, enables tracking of progress, requires 

lot of formal documentation for easier maintaining, 

and keeps project clean, minimizes time, risk and 

cost. 

There is no the best or the worst SDLC model in 

general. Every model is specific and has strengths and 

weakness for specific project. Choosing right SDLC 

model is important and difficult because wrong model 

selection has several impacts. 

According to Pundhir and Mishra [19, 21-22] 

“The selection of a suitable model is based on the 

following characteristics: Requirements, 

Development team, Users, Project type and associated 

risks.” 

The authors elaborate various models through 

previous criteria’s and his conclusion is that there are 

many existing models for software development of 

different project sizes and requirements, waterfall and 

spiral models are used commonly, each model has 

advantages and disadvantages, and nowadays 

software industry likes to implement “V-model”. 

In another interesting study the authors compare 

different SDLC models [2] and conclude that for 

frequently requirement changes and smaller projects 

the best choice is “Agile model”, for the large projects 

with clear requirements the best choice is “Waterfall 

model”, while for large projects with  requirement 

changes the best choice is “V-model”. 

 

2.2 System and software cycle processes: 

ISO/IEC 15288 and ISO/IEC 12207 
 

Software development and life cycle processes 

described in previous chapter can be successfully 

managed using standards. Usage of standards ensures 

coverage of communication between acquirers and 

suppliers, all software life cycles stages definition, 

quality and uniformity. Two main standards used in 

this role are ISO/IEC 15288 and ISO/IEC 12207. 

Process models in both standards are similar, only 

ISO/IEC 12207 is more software specialized and 

software oriented. 

ISO/IEC 15288 [7]: “establishes a common 

framework for describing the life cycle of systems 

created by humans. It defines a set of processes and 

associated terminology. These processes can be 

applied at any level in the hierarchy of a system’s 

development. ISO/IEC 15288 concerns those systems 

that are man--made and may be configured with one 

or more of the following: hardware, software, 

humans, or processes.” 

ISO/IEC 15288 initial planning started in 1994, 

scheduled to be published in August 2002 [7]. The 

version from 2002 has been superseded in 2008. 

ISO/IEC 15288 specific purpose is coverage of 

life cycle of kind systems created by humans, 

ISO/IEC 12207 relates software life cycle, ISO/IEC 

9126 covers software quality model, while ISO/IEC 

15504 (SPICE) covers software capability through 

maturity model of processes (Figure 1).  

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Aspects of software standards 

 

In ISO/IEC 15288 [8] there are four groups of 

processes. The first group Agreement consists of 

Acquisition and Supply processes. The second group 

is Organizational Project-Enabling with Life Cycle 

Model, Infrastructure, Project Portfolio, Human 

Resource and quality Management processes. Project 

processes constitute the third group and they are 

Project Planning, Project Assessment and Control, 

Decision, Risk, Configuration and Information 

Management processes, and Measurement Processes. 

The last groups are Technical Processes: Stakeholder 

Requirements Definition, System requirements 

Analysis, System Architectural Design, 

Implementation, System integration, System 

Qualification Testing, Software Installation, Software 
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Acceptance Support, Software Operation, Software 

Maintenance and Software Disposal Process. 

ISO/IEC 12207standard was initiated in 1989, 

published in 1995 and revised in 2008. 

It describes three groups of all together 18 

processes through their names, purposes, outcomes, 

activities and tasks (Table 1). 

Table 1. The structure of ISO/IEC 12207 process 

Process: 

7.a.b The process name 
   a. the process group 

      b. the process 

Purpose: 

7.a.b.1 The process purpose 

Outcomes: 

7.a.b.2 The process purpose 

Activities and Tasks: 

7.a.b.3 The process activities and tasks 

7.a.b.3.1 The first activity of the process 

7.a.b.3.1.1 The first task of the first activity of the process 

7.a.b.3.1.2 The first task of the first activity of the process 

... 

7.a.b.3.n The nth task of the first activity of the process 

7.a.b.3.n The nth activity of the process 

7.a.b.3.n.1 The first task of the nth activity of the process 

7.a.b.3.n.2 The second task of the nth activity of the process 

... 

7.a.b.3.n.m The mth task of the nth activity of the process 

 

The first group Software Implementation 

consists of Software Implementation, Requirements 

Specification, Architectural Design, Detail Design, 

Construction, Integration and Software Qualification 

Testing processes. In the second group of Software 

Support there are the following processes: Software 

Documentation and Software Configuration 

management processes, Software Quality Assurance, 

Software Verification and Validation processes, 

Software Review and Audit Processes, and Software 

Problem Resolution Processes. The last Software 

Reuse processes group consists of Domain 

Engineering, Reuse Asset Management and Reuse 

Program Management processes. 

 

2.3 System and software life cycle 

information products (documenta-

tion): ISO/IEC 15289 
 
ISO/IEC 15289 is a system and software engineering 

standard first published in 1995 while the newest 

edition (the second one) has been published in 2011. 

The standard deals with life cycle data and 

information items, it describes life cycle data, records 

and documents characteristics, defines generic types 

of information items and its generic contents, explains 

how information items are mapped to the life cycle 

and service management processes, gives generic 

content of records and specific information items 

(document) content. 

Generic types of information items are [9, 10]: 

description, plan, policy, procedure, report, request, 

and specification. 

In the standard for each system life cycle process 

defined in ISO/IEC 15288 and each software life 

cycle defined in ISO/IEC 12207 typical input and 

output information items are defined and mapped to. 

 
 

3 Software quality standards: 

ISO/IEC 9126, ISO/IEC 14598 

and SQUARE 
 

3.1 Software quality: the levels 
 
Quality of every product is affected by the quality of 

production processes and the quality, i.e. capability of 

production environment (organization). The same 

applies to software product. Figure 2 illustrates the 

levels of software product quality and related (quality) 

international standards and methodologies. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Levels of software product quality 

 

 

3.2 Software quality models and metrics: 

ISO/IEC 9126 
 
The international standard which deals with software 

quality models and metrics is ISO/IEC 9126. From 

the first version published in 1991 of 13 (in total 18) 

pages it expanded in four parts of the standards of all 

together 232 pages. 

The first part [11] describes software product 

quality model based on external, internal and quality 

in use and related software quality 

(sub)characteristics. 

Software organization quality 
 

ISO/IEC 9001 

ISO/IEC 90003 

Software process quality 
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ISO/IEC 15504/SPICE 

Bootstrap 

Software product quality 
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External quality is based on typically static 

measures of products that are being developed, 

internal quality on typical measurement of behavior in 

the execution of code, while quality in use is based on 

the fact that a goal or purpose of a product is that it 

has the required effect in particular, the specific 

context of use. 

External and internal quality related characteristics 

are Functionality, Reliability, Usability, Efficiency, 

Maintainability and Portability, while the 

characteristic of quality of use is described with help 

of subcharacteristics Effectiveness, Productivity, 

Safety and Satisfaction. 

ISO/IEC 9126-1 standard also introduces the other 

parts of the standard giving us the example external 

[16], internal metrics [17] and quality in use metrics 

[18]. 

 

3.3 Software quality evaluation process: 

ISO/IEC 14598 
 
ISO/IEC 14598 Information technology – Software 

product evaluation is a set of international standards 

consisting of 6 parts: 1. General overview, 2. Planning 

and management, 3. Process for developers, 4. 

Process for acquirers, 5. Process for evaluators, and 6. 

Documentation of evaluation modules. 

Part 1 of ISO/IEC 14598 [5, 9] introduces the other 

parts of the standard and defines software evaluation 

process through following steps and related actions: 

- Establish evaluation requirements – establish 

purpose of evaluation, identify types of product(s), 

and specify quality model; 

- Specify the evaluation design the evaluation – select 

metrics, establishing rating levels for metrics, 

establish criteria for assessment; 

- Design the evaluation – produce evaluation plan; 

- Execute the evaluation – take measures, compare 

with criteria, and assess results. 

Evaluation is planned and managed activity with 

its description in second part of the standard [12]. In 

this part of the standard are described requirements, 

recommendations and guidelines for software 

evaluation from planning, where is necessary to 

specify objectives, develop plan and manage 

experiences, until carrying out evaluation process, 

collecting results with corresponding technology. This 

part of standard the importance of the process of 

collecting evaluation experiences is emphasized too 

because these experiences are foundation to improve 

further evaluations. Support for project management, 

evaluation planning, promotion, evaluation projects 

and collection of the evaluation results are also 

described and in Annex A of the standard 

Quantitative Evaluation Plan Template is given. 

ISO/IEC 14598-3 [13] should be used by 

organizations that are planning to develop a new 

product or enhance an existing product and intending 

to perform product evaluation  using  members  of  its  

own technical staff [5, 6] such as developers, project 

managers, software designers, quality assurance and 

maintainers, software acquirers etc. Full quality usage 

of standard assumes that standard should be used 

from early project stages, and involvement of the 

organization is needed as it is described earlier. This 

part ensures internal quality, describes evaluation 

process requirements from general, organizational and 

project, through establishment of evaluation, 

specification of internal and external requirements, 

design of evaluation, execution of evaluation and 

feedback of evaluation to organization. 

Evaluation process for acquirers is described in 

Part 4 [14] and it should be used by organizations that 

are planning to acquire or reuse an existing or pre-

developed software product, to decide on the 

acceptance of the product or for selecting a product 

from among alternatives [5, 6]. 

Part 5 of ISO/IEC 14598 [6] describes evaluation 

process for evaluators (test labs, suppliers, acquirers, 

certification authorities...) where an independent 

assessment of existing product or product in 

development is described. Initial agreement is entry 

point to establish evaluation process, standard defines 

parties involved in process, characteristics of the 

evaluation process (activities, input, output), 

requirements of the evaluation process through steps 

of implementing evaluation and gives at the end 

conclusions for further actions. 

ISO/IEC 14598-6 [15] defines documentation of 

evaluation process, formats, characteristics, 

interpretation of results, etc., and gives examples of 

evaluation through annexes where are described 

informative examples of evaluation. 

 

3.4 Software product quality 

requirements and evaluation 

(SQuaRE) process: ISO/IEC 25000 
 
After some time the need to consolidate both ISO/IEC 

9126 and 14598 standards has emerged. ISO/IEC 

started to produce new, extensive set of standards 

SQuaRE (Software product Quality Requirements 

and Evaluation), or ISO/IEC 25000 set of standards. 

SQuaRE set of standards consists of the following 

divisions: 

• 2500n - Quality Management Division, 

• 2501n - Quality Model Division, 

• 2502n - Quality Measurement Division, 

• 2503n - Quality Requirements Division, and 

• 2504n - Quality Evaluation Division. 

Numbers from 25050 to 25099 are reserved to be 

used for SQuaRE extension International Standards, 

Technical Specifications, Publicity Available 

Specifications (PAS) and/or Technical Reports (10, 

iv). 

Planed and already published SQuaRE standards 

are shown in Table 2. 

 

 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 287 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



4 Software product quality 

international standards through 

software development life cycle 
 
In each part of ISO/IEC 9126 standard there is an 

Annex B (Informative) showing an example usage of 

the ISO/IEC 9126 Quality model and related metrics 

during the software development and implementation 

to achieve a quality product that meets user’s 

specified requirements. 

In given example of the software development life 

cycle (SDLC) there are 8 steps/phases which can be 

used but these steps can be mapped into different 

SDLC models. These steps/phases are Requirement 

analysis, Architectural design, Software detailed 

design, Software coding and testing, Software 

integration and software qualification testing, System 

integration and system qualification testing, Software 

installation, and Software acceptance support, and 

they are mapped to the key life cycle processes from 

the ISO/IEC 12207 standard (and some ISO/IEC 

15288 too). 

For every step standard defines actual measures, 

key deliverables of the step, and metrics that can be 

used in the particular step. Every step of life cycle 

produces documentation that can be managed using 

ISO/IEC 15288 standard. ISO/IEC 15288 also helps 

evaluators to identify documents that are necessary to 

define and provide successful evaluation, to define its 

content, purpose, plans and schedule, and it helps to 

use other standards in developing of documentation 

and ensure management of this documentation. 

Deliverables of every life cycle step are described 

in outcomes of every process in ISO/IEC 12207 

standard. In section 6 of standard and its subsections 

are described system specific processes while section 

7 and its subsections describes software specific 

processes and their purpose, outcomes, activities and 

tasks. These key deliverables may be measured for 

quality with help of ISO/IEC 9126 related 

metrics/measures convenient to the particular SDLC 

phase, while the software evaluation processes and 

related documentation are defined and described in 

ISO/IEC 14598 set of standards. 

The usage and connection of international 

standards mentioned above through SLCP is shown in 

Figure 3. 

In ISO/IEC 9126 standard Annex B the Quality 

Approach Steps related to the steps of evaluation 

process from ISO/IEC 14598-1 are suggested: 

- Goal quality - for each of the 7 quality 

characteristics and sub-characteristics the goal quality 

(relative, e.g. high, medium, low ) weights should be 

determined (in a form of quality measurement table); 

- Set measure and required level - for each of the 7 

characteristics and sub-characteristics the measure to  

be applied should be identified and their required 

levels to achieve the previously set goal qualities; it is  

suggested to do it for each of the phases in the SLCP 

and for each of the measurement categories that may 

be performed; 

- Identify deliverables for management & applicable 

metrics - a measurement plan (similar to suggested 

Table B.4) should be developed containing the 

deliverables that are measured, and for each 

deliverable metrics that are to be used and the criteria 

for determining the actual level in assessment; it is 

suggested to do it for each of the phases in the SLCP 

and for each of the measurement categories that may 

be performed too; it should be mentioned again that in 

each of the ISO/IEC 9126 parts containing metrics – 

parts 2, 3 and 4, in the metrics tables for some metrics 

there is a ISO/IEC 12207 reference which links 

ISO/IEC 9126 and ISO/IEC 12207; 

- Update the quality measurement table – after 

completing all measurements the results should be 

mapped onto the quality measurement table and 

conclusions, together with identified areas where 

quality improvements are required/possible for the 

product to meet the goal quality should be put in the 

form of a report. 

In Annex C (informative) of ISO/IEC 14598-5 

there is the list of proposed types of (product) 

information that may be used for an evaluation 

mapped to particular product of SLCP, and described 

in more detail in ISO/IEC 15289. 

Practical approach from viewpoint of developer, 

acquirer or evaluator is described in ISO/IEC 14598 

(Parts 3, 4 and 5), where standard contains SLCP 

through evaluation of product divided into three parts. 

Every participant of SLCP uses part of ISO/IEC 

14598 standard for corresponding stage of life cycle 

in evaluating product quality.  

From perspective of SLCP, ISO/IEC 9126 and 

ISO/IEC 12207 have many relations in 

implementation of SLCP and strong relationship. 

According Al-Qutaish [1] in ISO/IEC 9126 and 

ISO/IEC 12207 standards many cross-references exist 

in SLCP and author proposes set of measures to 

improve mapping of both ISO/IEC standards. In 

ISO/IEC 12207 some processes doesn’t have 

corresponding metrics in ISO/IEC 9126, some metrics 

in ISO/IEC 9126 can’t be clearly identified according 

to SLCP described in ISO/IEC 12207, and this is the 

lack of the ISO 9126 standard. 

Author [1] gives numerous suggestions to be built 

into ISO/IEC 25000 and improvements of ISO/IEC 

9126 standard to avoid cross-references and cover all 

processes and corresponding measures of the SLCP. 

Some comments are: nonexistent metric for 

“organizational processes”, confusion between 

“system integration” and “software integration” in 

ISO/IEC 12207 for ISO/IEC 9126 user, etc. 

At the end author [1] proposes investigation and 

analyzing of data collection points for ISO/IEC 9126 

in ISO/IEC 12207 SLCP. 
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Table 2. SQuaRE planed and published standards (June 2013) 

Planed Published Revises 
2500n – Quality Management 

25000: Guide to SquaRE (NP) 

ISO/IEC 25000:2005 

Software Engineering – Software product Quality Requirements and 

Evaluation (SQuaRE) - Guide to SQuaRE 

 

25001: Planning and 

management 

ISO/IEC 25001:2007 

Software engineering - Software product Quality Requirements and 

Evaluation (SQuaRE) - Planning and management 

ISO/IEC 14598-2:2000 

2501n - Quality Model 

25010:Quality model and 

guide (Rev) 

ISO/IEC 25010:2011 

Systems and software engineering - Systems and software Quality 

Requirements and Evaluation (SQuaRE) - System and software 

quality models 

ISO/IEC 9126-1:2001 

 

ISO/IEC 25012:2008 

Software engineering - Software product Quality Requirements and 

Evaluation (SQuaRE) - Data quality model 

 

2502n - Quality Measurement 

25020:Measurement reference 

model and guide (NP) 

ISO/IEC 25020:2007 

Software engineering - Software product Quality Requirements and 

Evaluation (SQuaRE) - Measurement reference model and guide 

 

25021:Measurement primitives 

(NP) 

ISO/IEC 25021:2012 

Systems and software engineering - Systems and software Quality 

Requirements and Evaluation (SQuaRE) - Quality measure elements 

ISO/IEC TR 25021:2007 

25022:Measurement of 

internal quality 
  

25023:Measurement of 

external quality 
  

25024:Measurement of quality 

in use 
  

2503n - Quality Requirements 

25030: Quality requirements 

and guide (NP) 

ISO/IEC 25030:2007 

Software engineering - Software product Quality Requirements and 

Evaluation (SQuaRE) - Quality requirements 

 

2504n - Quality Evaluation 

25040:Quality evaluation 

overview and guide 

ISO/IEC 25040:2011 

Systems and software engineering - Systems and software Quality 

Requirements and Evaluation (SQuaRE) - Evaluation process 

ISO/IEC 14598-1:1999 

25041:Evaluation modules 

ISO/IEC 25041:2012 

Systems and software engineering - Systems and software Quality 

Requirements and Evaluation (SQuaRE) - Evaluation guide for 

developers, acquirers and independent evaluators 

ISO/IEC 14598-3:2000 

ISO/IEC 14598-4:1999 

ISO/IEC 14598-5:1998 

25042:Process for developers   

25043:Process for acquirers   

25044:Process for evaluators   

 

ISO/IEC 25045:2010 

Systems and software engineering - Systems and software Quality 

Requirements and Evaluation (SQuaRE) - Evaluation module for 

recoverability 

 

ISO/IEC 25050-25099 

 

ISO/IEC 25051:2006 

Software engineering - Software product Quality Requirements and 

Evaluation (SQuaRE) - Requirements for quality of Commercial 

Off-The-Shelf (COTS) software product and instructions for testing 

ISO/IEC 12119:1994 

Revised by: ISO/IEC 

DIS 25051 (under 

development) 

 

ISO/IEC TR 25060:2010 

Systems and software engineering - Systems and software product 

Quality Requirements and Evaluation (SQuaRE) - Common Industry 

Format (CIF) for usability: General framework for usability-related 

information 

 

 

ISO/IEC 25062:2006 

Software engineering - Software product Quality Requirements and 

Evaluation (SQuaRE) - Common Industry Format (CIF) for usability 

test reports 
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Figure 3.Software product quality and related international standards through software development life cycle
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5 Conclusion 
 

Usage of ISO/IEC 9126, ISO/IEC 14598 and other 

standards related to software quality is not easy 

because there are too many relationships between this 

standards, too many cross-references, different types 

of SLCP-s, etc. 

Projects of synchronization of related standards 

such as SQuaRE are one of possible solutions for this 

problem. Some investigations proposed from authors 

mentioned above may lead to new organizational, 

functional and clear usage of these standards. Purpose 

of standards is to clear confusion, give the right 

direction, not to make things complicated. 
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Abstract. The abstract is to be in fully-justified 
italicized text, at the top of the left-hand column as it 
is here, below the author information. Use the word 
“Abstract.” in 10-point Times, boldface type, left 
positioned, initially capitalized, followed by the 
abstract in 10-point, single-spaced type, up to 100 
words long. 

Leave one blank line after the abstract, and then 
begin the keywords. Use the word "Keywords." in 10-
point Times, boldface type, left positioned, initially 
capitalized, followed by up to ten keywords in 10-
point, separated by comma, as below.  

Leave two blank lines after the keywords, and then 
begin the main text. 
 
Keywords. CECIIS, conference paper, template 
 
 
1 Introduction 
 
This is an example of a Central European Conference 
on Information and Intelligent Systems (CECIIS) 
submission. These guidelines include complete 
description of the paper style including formatting, 
fonts, spacing, and related information for producing 
your proceedings manuscripts.  

This template can be used to create your own 
paper but if you have any troubles or if in doubt do 
not hesitate to contact us via e-mail: 
ceciisoo@foi.hr or through the conference web site 
at http://www.ceciis.foi.hr.  

 
 
2 Paper organization and for-

matting 
 
All papers should be written in English, up to 8 pages 
long (approximately 20 000 characters), and arranged 
in the following order: 
- Main title 
- Author(s), affiliation(s), full and e-mail 

   addresses, 
- Abstract 
- Keywords 
- Main text 
- Footnotes 
- Acknowledgements 
- References 

All printed material, including text and figures, 
must be kept within a print area of 16 cm (6.3") wide 
by 24.7 (9.7") high. Do not write or print anything 
outside the print area. Paper size is A4: 21x29.7 cm 
(8.3x11.7"). Margins (top, bottom, left, right) are 2.5 
cm (1"). All text must be in a two-column format. 
Columns are to be 7.7 cm (3") wide, with a 0.6 cm 
(0.24") space between them. Text must be fully 
justified. Indent each paragraph by 0.5 cm (0.2"). 

A format sheet with the margins and placement 
guides is available in LaTeX, OpenOffice.org Writer, 
PDF and Microsoft Word format. It contains lines and 
boxes showing the margins and print areas. If you 
hold it and your printed page up to the light, you can 
easily check your margins to see if your print area fits 
within the space allowed. 

The use of LaTeX is strongly encouraged, but 
other formats are acceptable. The final submission has 
to be submitted in a single PDF file with all fonts that 
are used embedded, and also the source file 
(Microsoft Word, LaTeX - zip original files and 
images, or OpenOffice.org Writer). 
 
 
3 Main title 
 
The main title (on the first page) should begin 3,5 cm 
from the top edge of the page, centered, and in Times 
18-point, bold face. Capitalize the first letter of nouns, 
pronouns, verbs, adjectives, and adverbs; do not 
capitalize articles, coordinate conjunctions, or 
prepositions (unless the title begins with such a word). 
Leave a blank line after the title. 
 
 

Central European Conference on Information and Intelligent Systems____________________________________________________________________________________________________Page 294 of 296

 
Varaždin, Croatia
____________________________________________________________________________________________________ 

Faculty of Organization and Informatics
 

September 18-20, 2013



4 Author name(s) and affiliation(s) 
 
Author names and affiliations are to be centered 
beneath the title and printed in Times 10-point type. 
Author names should be in bold face. Multiple 
authors shall be grouped by affiliation as shown in the 
title above. Include also e-mail addresses in 9-point 
Courier/Typewriter face. Follow the author 
information by two blank lines before main text. 
 
 
5 Type-style and fonts 
 
Wherever Times is specified, Times Roman, Nimbus 
Roman or Times New Roman may be used. If neither 
is available on your word processor, please use the 
font closest in appearance to Times that you have 
access to. Please avoid using bit-mapped fonts if 
possible. True-Type 1 fonts are preferred.  

Also make sure that all fonts in the final PDF 
file are embedded. Thus we strongly encourage the 
use of Latex especially if you use non-standard fonts 
for formulas for example. You can make sure that 
your fonts are embedded by opening the PDF file in 
some PDF viewing program and taking a look at the 
properties of the document. 
 
 
6 First-order headings (may extend 

to the next line) 
 
For example, “1 Introduction”, should be Times 14-
point boldface, initially capitalized, flush left, with 
two blank lines before, and one blank line after.  

Don't use periods (“.”) after the heading number, 
use them only in lower order headings to separate 
them from higher order headings. For long headings 
use a hanging indent aligning the text to the right of 
the heading number as shown above. 

All paragraphs in the text should be indented 
except for the first paragraph in a section. 

 
6.1 Second-order headings 
 
As in this heading, they should be Times 12-point 
boldface, initially capitalized, flush left, with one 
blank line before, and one after. Use a hanging indent 
for long headings. 
 
6.1.1 Third-order headings  
 
Third-order headings, as in this paragraph, are 
discouraged. However, if you must use them, use 10-
point Times, boldface, initially capitalized, flush left, 
with one blank line before, and one after. Use a 
hanging indent for long headings. 
 

7 Main text 
 
Type your main text in 10-point Times, single-spaced. 
Do not use double-spacing. All paragraphs should be 
indented 0.5 cm (0.2") except for the first paragraph 
in a section. 

Be sure your text is fully justified—that is, flush 
left and flush right. Please do not place any additional 
blank lines between paragraphs.  
 
7.1 Figures 
 
All figures are to be included within the text. Figure 
captions are to be below the figures, in 10-point 
Times (or a similar serif font), normal face. Initially 
capitalize only the first word of each figure caption.  

Figures are to be numbered consecutively with 
Arabic numerals throughout the paper, for example: 
“Figure 1. Database contexts”, and are referred to in 
the text as Fig. 1, Fig 2, etc.  
 
7.1.1 Illustrations, photographs and graphs  
 
Illustrations, photographs and graphs are considered 
as figures. All graphics should be centered. Your 
artwork must be in place in the article (preferably 
printed as part of the text rather than pasted up). If 
you are using photographs and are able to have 
halftones made at a print shop, use a 100- or 110-line 
screen. Supply the best quality photographs and 
illustrations possible.  

Penciled lines and very fine lines do not 
reproduce well. Remember, the quality of the book 
cannot be better than the originals provided. The 
conference proceedings will be printed in gray scale, 
but you can provide images in color since the papers 
will also be published on the web site of the 
conference. 

 

 
 

Figure 1. Times, 10 points, normal face 
 

7.2 Tables 
 
All tables are to be included within the text. Table 
titles are to be above the tables, in 10-point Times (or 
a similar serif font), normal face. Initially capitalize 
only the first word of each table title. Tables are to be 
numbered consecutively with Arabic numerals 
throughout the paper, for example: “Table 1. Input 
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data”. and are referred to in the text as Table 1, Table 
2, etc. Column headings should be as brief as 
possible. 
 
7.3 Equations 
 
Equations should be numbered serially on the right-
hand side by Arabic numerals in parentheses, and 
referred to in the text by eq. 1, eq. 2 etc. 
 

0233x3x2 =+ −                         (1) 
 
7.4 Footnotes 
 
Use footnotes sparingly (or not at all!) and place them 
at the bottom of the column on the page on which 
they are referenced.1 
 
 
8 Acknowledgments 
 
Acknowledgments, if necessary, should appear in a 
separate paragraph preceding the references. 

1 Use Times 8-point type, single-spaced. To help your readers, 
avoid using footnotes altogether and include necessary peripheral 
observations in the text (within parentheses, if you prefer, as in this 
sentence). 

List and number all bibliographical references, 
alphabetically sorted, in 10-point Times, single-
spaced, with a hanging indent, at the end of your 
paper. Use 12-point paragraph spacing after each 
reference. When referenced in the text, enclose the 
citation number in square brackets, for example [2] or 
[1, 56] where 56 is the page number of the cited 
reference. 

Below you will find examples of citations for 
different types of bibliographical entities.  
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