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Abstract: This article explores the impact that cybercrime has on businesses, with a focus on 
small and large businesses, as well as proactive measures that can mitigate the risks of cyber 
threats and specifically deals with cyber risk insurance as an extra tool to transfer risk. I 
argue that companies need to adopt a proactive strategy for managing cyber-attacks to 
protect their infrastructure and ensure its viability in the market. If this is achieved, cyber 
insurance can be a part of the overall business strategy for risk reduction. 
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PREFACE 

In today’s highly informatics and electronic dependency age, corporations are 
becoming more and more exposed to various types of cyber-attacks. Fraudulent and other 
cybercrime events like cyber espionage, cyber warfare , cyber terror, cyber bullying caused by 
both internal or external breaches, have devastating consequences and great impact on 
companies, their employees, customers and third parties. Such actions may lead to intellectual 
property theft, compromising corporate strategy, pilfering or manipulating confidential and 
regulated data and could even threaten a company’s very existence. As cybercrime events 
have increasingly impacted organizations, cyber security has transformed from just a problem 
of companies IT department but rather one of strategic risk where the executive management 
must take ownership. In its Global Risks Report for 2011, the World Economic Forum (WEF) 
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reported that concerns about cyber-security were one of the top five global risks along-side 
demographic challenges and weapons of mass destruction identified by senior executives and 
decision-makers [1]. 

CYBER-INCIDENTS 
AND THEIR IMPACTS 

There are three main compelling motivational factors behind the rising tide of 
cybercrime: first, it is anonymous; second, there is a low risk of getting caught; and third, 
there can be big rewards. Drive-by exploits, worms, code injections, exploit kits and botnets 
are all rising in prominence. It is now perfectly possible to buy toolkits from the darknet8 that 
enable criminals to commit fraud, some of which can even be purchased with IT support. 
They are not expensive and are commonly available. Obviously these are not purchased using 
traditional methods of payment which is one of the reasons behind the rise of alternative 
forms of commerce such as Bitcoin9. There is a growing interest in the darknet, such as Tor 
(The Onion Router), where is virtually impossible to trace users [4]. 

In 2011 cyber-attacks on Sony involved the theft of personal data that include 
names, passwords and addresses from more than 100 million accounts on its PlayStation 
Network and Sony Online Entertainment services [5]. Expected cleanup costs reached 171 
mil $ [6], but the full costs of data breach could reach billions of dollars [7]. Despite having 
cyber liability coverage through CGL (Commercial General Liability) policy at Zurich 
American Insurance Company, Sony did not received compensation for the damages caused 
by the breach. The CGL policy covered actions taken by Sony. Since the breach was caused 
by third-party hackers, therefore Zurich American was not obliged to reimburse Sony. The 
judgment is pronounced as acts done by a third party hackers which do not constitute oral 
or written publication in any manner of the material that violates a person’s right of 
privacy in the Coverage B (personal and advertising injury coverage) under the CGL policy 
issued by Zurich [8]. 

In December 19, 2013, Target Corporation announced a data breach resulting from 
a cyber-attack on its systems. The breach affected two types of data: payment card data, 
which affected approximately 40 million Target customers, and certain personal data, which 
affected up to 70 million Target customers [9], [10]. To date, Target has reported data 
breach costs of $248 million. Independent sources have made back-of-the-envelope esti- 
mates ranging from $240 million to $2.2 billion in fraudulent charges alone. This does not 
include additional potential costs to consumers concerned about their personal information 
or credit histories; potential fines or penalties to Target, financial institutions, or others; or 
any costs to Target related to a loss of consumer confidence. The breach was among the 
largest in U.S. history [11]. 

                                                 
8 Darknet is private network where connections are made only between trusted peers using non-standard  
   protocols and ports. These include what others might term the ‘deep web’, consisting of unindexed web pages  
   that you can find only by knowing about them [2]. 
9 Bitcoin is an innovative payment network and a new kind of money. Bitcoin uses peer-to-peer technology to  
   operate with no central authority or banks; managing transactions and the issuing of bitcoins is carried out  
   collectively by the network. Bitcoin is open-source; its design is public, nobody owns or controls Bitcoin and  
   everyone can take part. Through many of its unique properties, Bitcoin allows exciting uses that could not be  
   covered by any previous payment system [3]. 
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In 2014 Sony suffered another powerful cyber-attack. Attackers released confidential 
data belonging to Sony Pictures Entertainment. The data included personal information about 
Sony employees and their families, e-mails between employees and customers, information 
about executive salaries at the company, copies of unreleased Sony films, and other informa- 
tion. Major costs for the attack by unidentified hackers include the investigation into what 
happened, computer repair or replacement, and steps to prevent a future attack. Lost produ- 
ctivity while operations were disrupted will add to the price tag. The attack, believed to be the 
worst of its type on a company on U.S. soil, also hits Sony's reputation for a perceived failure 
to safeguard information, with estimated costs for Sony could stretch to $100 million [12]. As 
revealed in the Ponemon Institute 2014 Cost of Data Breach Study: Global Analysis, spo- 
nsored by IBM, the average cost of data breach to a company was $3.5 million in US dollars 
and 15 percent more than what it cost the year before [13]. 

Business giants are not the only ones vulnerable to devastating cyber-attacks. It is the 
data that makes a business attractive, not the size – especially if it is delicious data, such as 
lots of customer contact info, credit card data, health data, or valuable intellectual property 
[14]. Smaller companies are attractive because they don’t have same resources as bigger 
companies thus tend to have weaker cyber security strategy. Because of low sales costs they 
are doing more business online and via different cloud services. Those services are using 
weak security protection and weak encryption technology so they are more vulnerable to wide 
range cyber-attacks. The Verizon Communications 2013 Data Breach Investigations Report 
found that close to 62% of data breaches that year were at the SME (Small and Medium-sized 
Enterprises). Among the weaknesses that make SMEs attractive to criminals, cited by 
multiple experts are [15]:  

− Lack of time, budget and expertise to implement comprehensive security defenses. 
− No dedicated IT security specialist on the payroll. 
− Lack of risk awareness. 
− Lack of employee training. 
− Failure to keep security defenses updated. 
− Outsourcing security to unqualified contractors or system administrators 
− Failure to secure endpoints. 

Besides that, in todays interconnected world small businesses are involved in more 
complex networks, mobile connections and clouds with their customers and partners. If small 
company in its portfolio has big companies as partner or customer, than they are very 
attractive targets allowing to enter at more lucrative market through the back door. 

CYBER THREATS IN CROATIA AND SERBIA 

In view of this, the logical conclusion is that companies operating in Croatia and 
Serbia are also not immune to cybercrime. Most companies operating in these areas 
according to US standards falls within the SME segment, although for its size in the mother 
countries belong to large companies. In Croatia, in the earlier years were sporadic incidents 
of cyber-attacks, but joining the EU according to publicly published data about shown 
incidents, this number has increased dramatically, and the attacks have become a larger on 
scale and more systematic.  



The role of cyber unsurance in managing 
 and mitigating cyber security risk 

Zbornik radova                                                          Danijel Bara; Sanja  Ćorić; Goran Jurišič 

38 

 

In 2014, after six months of frequent cyber-attacks on users of internet banking in 
Croatia, Head of Office of Public Relations CNB (Croatian National Bank) said that 
according to available data, really ultimately alienated and paid was less than six percent of 
the potentially unauthorized default transactions, totaling almost 1.8 million [16]. In mid-
March 2015, Croatia has been again the target of intense cyber-attacks. The attacks came via 
multiple vectors of which one relates to the e-mail message, and the second one to online 
banking. What is problematic in these attacks is that it occurs via an exploit that is served 
through the promotion via the largest Croatian providers of internet promotion [17]. 

In Serbia, there is lack of official data on the dimension of cyber-attacks. In Serbia it 
was observed a greater number of cybercrime attacks annually and that need greater 
engagement of all social institutions and the media in the prevention of these crimes [18]. 

Cyber security experts expect cyber security threats to continue in 2015, with 
innovative attacks. Cybercrime is profitable and the risks for the criminals to be caught or 
punished are still negligible. 2015 is likely to see more copycat crimes as well as increased 
sophistication in attacks [19]. In a recent study, 52% of directors ranked IT strategy and risk 
as the issue for which they need better information and processes – behind only strategic 
planning [20].  

CYBER RISK 

Security breaches can be categorized by a triad of confidentiality, availability and 
integrity, as shown in Figure 1 [21]. 

Figure 1: Security triad  

 

Source: EY, 2015. 

The potential losses deriving from cyber-attacks or non-malicious IT failures fall into 
the following 11 categories as shown in Figure 2 [22]. 

Preventing the disclosure of 
information to unauthorized 
individuals or systems 

Maintaining and assuring the 
accuracy and consistency of 
systems and data Making sure that the 

computing systems, the 
security controls, and the 
communication channels 
are functioning correctly 

Security 
model 
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Figure 2: Loss categories deriving from cyber-attacks and non-malicious IT failures 

 LOSS CATEGORY DESCRIPTION 

A  A Intellectual property (IP) 
theft 

Loss of value of an IP asset, expressed in terms of loss of revenue 
as a result of reduced market share. 

B  Business interruption  
Lost profits or extra expenses incurred due to the unavailability 
of IT systems or data as a result of cyber-attacks or other non-
malicious IT failures. 

C  Data and software loss  The cost to reconstitute data or software that has been deleted or 
corrupted. 

D  Cyber extortion  The cost of expert handling for an extortion incident, combined 
with the amount of the ransom payment. 

E  Cybercrime/cyber fraud  
The direct financial loss suffered by an organization arising from 
the use of computers to commit fraud or theft of money, 
securities, or other property. 

F  Breach of privacy event  

The cost to investigate and respond to a privacy breach event, 
including IT forensics and notifying affected data subjects. Third-
party liability claims arising from the same incident. Fines from 
regulators and industry associations. 

G  Network failure liabilities  
Third-party liabilities arising from certain security events 
occurring within the organization’s IT network or passing 
through it in order to attack a third party. 

H Impact on reputation  
Losses of revenues arising from an increase in customer churn or 
reduced transaction volumes, which can be directly attributed to 
the publication of a defined security breach event. 

I Physical asset damage  First-party loss due to the destruction of physical property 
resulting from cyber-attacks. 

J.  Death and bodily injury  Third-party liability for death and bodily injuries resulting from 
cyber-attacks. 

K Incident investigation and 
response costs 

Direct costs incurred to investigate and “close” the incident and 
minimize post-incident losses. Applies to all the other 
categories/events. 

Source: Marsh, 2015. 

CYBER INSURANCE 

The financial implications of a cyber-incident could have significant impact on the 
company balance sheet – the actual damage caused, the costs of notification, potential fines 
for losses and damage, and added to all this, the damage to reputation. Additionally firms are 
potentially opening themselves up to liability if they don’t adequately cater for cyber risks 
(either by buying insurance or by some other risk mitigation strategy). Should an event occur 
then stakeholders will be asking why the appropriate insurance and/or risk management 
strategies were not in place and properly implemented [4]. 
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In the wake of numerous recent data breaches, much has been published on cyber 
liability insurance. Professional liability policies for companies providing computer hardware 
and software services have grown to include not just technology providers but all those 
collecting, storing and processing electronic data from their customers. The market for cyber 
liability insurance has been around for over a decade, but only recently has it experienced a 
spike in demand. The variety of recent high-profile data breaches have cast light on the 
importance of having coverage should a cyber-attack strike a business. No business is 
immune to a cyber-attack, which can wreak havoc not only on the IT environment, but also on 
the bottom line. Despite all of this, cyber insurance is a product still in its infancy. While there 
is a wide array of cyber insurance coverage options available, they can be very limited 
because a standardized assessment of cyber risk does not yet exist. This is where having the 
right cyber risk intelligence information can help make more informed decisions around 
organization’s unique cyber risks, the potential impact and where to focus security efforts and 
budget when it comes to selecting the proper cyber liability insurance [23].  

The government in the UK has offered a solution to the problem of standardization 
of risk assessment with Cyber Essentials scheme. It has been developed by Government and 
industry to fulfill two functions. It provides a clear statement of the basic controls all 
organizations should implement to mitigate the risk from common internet based threats, 
within the context of the Government's 10 Steps to Cyber Security. And through the 
Assurance Framework it offers a mechanism for organizations to demonstrate to customers, 
investors, insurers and others that they have taken these essential precautions. Government 
believes that implementing these measures can significantly reduce an organization's 
vulnerability. However, it does not offer a silver bullet to remove all the cyber security risk; 
for example, it is not designed to address more advanced, targeted at tacks and hence 
organizations facing these threats will need to implement additional measures as part of their 
security strategy. What Cyber Essentials does to is define a focused set of controls which will 
provide cost-effective, basic cyber security for organizations of all sizes [24].  

An insurance policy cannot reduce the risk but it can act as a valuable risk transfer me- 
chanism that protects the balance sheet from a serious financial shock. Most insurers also provide 
additional services such as access to forensic IT specialist who can help both pre- and post-loss, 
and advise on the appropriate policies and procedures to ensure the best information security [4]. 

While insurance may seem a narrow and non-technical way to approach such a complex 
and far-reaching threat, it adds a valuable perspective to cyber risk [25] as it is seen in figure 3. 

Figure 3:  Insurance as a valuable perspective to cyber risk 

Perspective reason Description 

Premium cost 
Insurance places a cost on company’s cyber risk through the premium they 
pay, and the prospect of a reduced premium then encourages firms to take 
steps to mitigate the risk. 

Loss prevention 
Insurance goes arm-in-arm with loss prevention. Insurers will help firms 
reduce their losses by providing insight from claims and near misses across 
their client base. 

Knowledge and 
experience 

Insurers bring their knowledge and experience of more established risks 
that can be applied to cyber.  

Source: Surf Watch Cyber in Sight, 2014 
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The picture for SMEs (see Figure 4) shows that for this segment of company’s 
insurers see a higher incidence of cybercrime. SMEs are also considered to be at a greater risk 
of data/software damage. This reflects the belief that SMEs are more vulnerable to attack and 
lack the back-up disaster-recovery solutions of larger firms. On the other hand, with the 
exception of those working on innovative technologies, most SMEs are considered less likely 
to suffer from losses connected to damaged reputation or IP theft. At present, within the 
insurance sector, the cyber threat is not well defined, with confusion surrounding definitions 
based on different causes and consequences.  

Figure 4: Risk profile for SMEs 

 

Source: Marsh, 2015. 

The insurance industry underwrites cyber risk by forming a view of the severity and 
frequency of cyber events. Figure 4 summarizes that view for the different loss categories for 
SME businesses, noting that one event can trigger more than one loss category. Furthermore, in 
almost all cyber events, the company incurs incident investigation and response costs, which can 
account for around 10% -20% of the cost of a cyber-security breach for a large business [22].  

Insurance companies in the Croatian and Serbian insurance market, in its portfolio of 
services, do not offer special cyber insurance products, although it is evident that there is a 
need for this form of insurance. Therefore, companies in these two countries should devote 
maximum proactive approach to problem solving cyber security, and if it is not itself able to 
do, seek the help of specialized companies for security. Croatian experts in security and 
forensics are among the best in Europe [16], and their knowledge is necessary to use in order 
to maximize protection against cyber threats. In addition, hiring security professionals and 
their firms when developing safety profile of the company which is necessary insurance, would 
certainly speed up the now poor cyber insurance market in Croatia and Serbia. Examples of 
such partnerships between the companies for security and insurance companies already exist 
and thus facilitated the transfer of risk. Cyber insurance is not a substitute for establishing and 
maintaining a secure environment. However, cyber insurance is perhaps what is needed to 
avoid or reduce the impact of the attack, and give you compensation in case of loss. 
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CONCLUSION 

In order to reduce corporate risk, today's modern business requires from companies a 
proactive approach to the problem of cyber security. This consequently means proportionately 
greater investment in the very security infrastructure, and increases their chances of detecting 
potential threats. At the same time, it is desirable that the company analyzes the currently 
valid insurance policy, their coverage and to make an assessment of exposure to cyber risk. 
Finally, managers should decide whether to invest in some form of cyber security. By 
increasing the level of corporate security, together with additional protection in the form of 
cyber insurance policy, the company will raise their level of competitiveness and become 
attractive to investors.  

Croatian and Serbian insurance market is underdeveloped in terms of cyber 
insurance, and in this segment lays great potential for development. To meet the needs of its 
customers to reduce losses due to cyber-attacks, insurance companies in Croatia and Serbia 
will have to follow the example of the developed insurance markets and to offer cyber 
insurance services. Maybe it is absolutely necessary to minimize the risks of cyber threats and 
minimize losses. 
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