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Abstract	  
The research is positioned in the context of the responsibility of archives to preserve important records in 
an increasingly changing technological environment, and focused on the impact of cloud solutions on 
archival theory and practice. The authors address several questions, which they consider crucial for 
archival science and its community. Results of the survey on the usage of private clouds are given. In view 
of that, the authors examine if the concept "Archiving-as-a-Service" will require redefinition of archival 
practice in the new technological and organizational context. Finally, they suggest the need for a 
transition from a postcustodial to a "postcustodial 2.0" paradigm. 
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1.	  Introduction	  

A paradigm is the leading form of a specific science and its institutional position and practice in a certain 
period, where explicit ideas became dominant theoretical framework. Other theories come to be included 
in the newly-born paradigm. Then the paradigm-creation period is followed by the formation of "normal 
science" and its practice, which influences various institutional practices. However, and this is not in line 
with Kuhn’s model of development of natural and technical sciences, paradigms in humanities and social 
sciences can be seen as marketplaces of ideas or islands of coexistence of similar ideas.1 Drastic cuts of 
paradigms are less often noticed in models of development of humanities and social sciences, theories 
pertaining to these domains can be cumulative and knowledge can be built on previously known 
knowledge - if the differences are not radical. Differences between paradigms in archival science are 
more distinct than in social sciences in general, but they do not have all of the characteristics of the 
scientific revolution model. Paradigms in archival science that can be noticed, at least in its scientific 
period, can be described as codification of archival science (Dutch archivists and Jenkinson), modern 
archival science (Schellenberg and followers) and postmodernism or, as John Ridener2 stated, the 
"questioning" paradigm. Principle and observation of changing paradigms can be applied also to archival 
institutions and their activities and interactions with the creators; a good example of this is the difference 
between custodial and post-custodial archives. Notion of post-custody, from Gerald Ham onwards, from 
distributed custody methods to broader connotation of the term that includes new functions of archival 
institutions and services are related to the latest archival paradigm. 
 Criteria for identification of a possible new archival paradigm are the difference between the basic 
theoretical framework (with which we can tie the largest number of archival theories in a certain period, 
theories that significantly affect the practice and methodology, like, for example, emergence of other 
forms of archival description) and its practical results. Development of archival science is not fully in 
accordance with the scientific revolution model, as it could be expected, since archival science pertains to 
social sciences. Thus, the phenomenon of accumulation of knowledge, together with its reinterpretation 
and reuse can be detected. However, a professionally recognized body of theories grouped under the same 
paradigmatic umbrella is different compared to previously known theories. There are paradigmatic 
differences in basic definitions, like definitions of archives, the role and importance of professionals in 
the archives, and their basic methodological principles. Postmodern archival theorists raised derridian 
question of what is external to archives but organizes its practice. Today’s question is similar – we may 
ask ourselves what is external to archives but aims to influence its practice. This is the reason to start 
reflecting on today’s and future services that can support archival functions. That is why the notion of 
archiving and cloud computing should be seen in light of the latest paradigm, even as its contemporary 
enhancement like "post-custody 2.0" or similar. 
 The records continuum model places the object of archival preservation in a specific temporal and 
spatial relationships of the primary and any other institutional, business, or social context in order to 
describe broader preservation responsibilities. Can cloud services and archiving organized as cloud 
services be considered as a means of fulfilling those responsibilities? Can they be “mapped” to 
dimensions and axis of the records continuum model? Cloud services can support organization needs of 
                                                        
1 Thomas S. Kuhn, The Structure of Scientific Revolutions (Chicago: University of Chicago Press, 3rd ed., 1996). 
2 John Ridener, From Polders to Postmodernism: A Concise History of Archival Theory (Duluth, Minn.: Litwin 
Books, 2009). 



 3 

creators and institutions with limited and uncertain IT resources and thus they can facilitate better 
availability of records and archives to future users, assuming good management of the service. Cloud 
service can also support recordkeeping functions of different but linked creators, group their archives, 
document their wider purpose, and facilitate creation of collective memory. Today’s archival experts are 
active members of the information community so they should actively think about new storage and 
(potential) archiving possibilities and plan their responses to the challenges. And challenges are 
approaching quickly due to quick technological development. We are witnessing constant technological 
change and until now, with the proliferation of cloud services, the postcustodial practice did not have a 
great challenge. However, it seems that archival science will have to approach the archiving in the cloud 
issue. 

2.	  Digital	  Preservation	  Environment	  

"With the current global economy facing financial pressure, organizations are compelled to reduce 
operational costs and streamline their efficiency. Responding to this imperative, it is estimated that more 
than 20 percent of organizations have already begun to selectively store their customer-sensitive data in a 
hybrid architecture that is a combined deployment of their on-premises solution with a private and/or 
public cloud provider in 2011. (...) At year-end 2016, more than 50 percent of Global 1,000 companies 
will have stored customer-sensitive data in the public cloud."3 Gartner's prediction is showing a trend of 
business change towards cloud-based storage. Since there are several approaches to provision of cloud 
services and organization of cloud storage it is necessary to distinguish between them in order to better 
understand their functionalities. This will help better understanding of necessity and possibilities of 
archival intervention. 
 The cloud computing paradigm (which can be regarded as part of the questioning paradigm or as 
"post-custody 2.0" in the context of archives and archival science) includes a spectrum of many models, 
developers and reference designs as well as several essential characteristics, as mandated by the National 
Institute for Standards and Technology, which include: on-demand self-service, broad network access, 
resource pooling, rapid elasticity and measured service4.  

In the standard classification of cloud infrastructures one differentiates between several deployment 
models with subsequent service models as follows: 
 

• Software as a Service (SaaS) - ability to deliver applications from cloud-based physical 
infrastructure, accessible via various client software tools or devices. The user has no awareness 
or control of the underlying physical components or software configuration capabilities outside 
the delivered application. 

• Platform as a Service (PaaS) - ability to deliver complete environments (operating systems and 
required tools) for testing or development of external applications. The user, however, has no 
control over the configuration settings of the application-hosting environment. 

                                                        
3 "Gartner Reveals Top Predictions for IT Organizations and Users for 2012 and Beyond," Gartner, December 1 
2011, http://www.gartner.com/it/page.jsp?id=1862714.  
4 The NIST Cloud Computing Project, accessed August 8 2012, 
http://csrc.nist.gov/nice/states/maryland/posters/cloud-computing.pdf 
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• Infrastructure as a Service (IaaS) - ability to deliver complete virtual datacenters to the user who 
is then able to configure and deploy virtual machines and other relevant/corresponding virtual 
components according to their personalized requirements. 
According to the deployment models cloud implementations include: 

• Private cloud: where it is implied that the cloud infrastructure is built and provisioned for private 
use by a single organization. Private clouds in practice tend to be service-oriented with specific 
roles and requirements. 

• Community cloud: where the physical infrastructure is implemented, administered, and operated 
by several organizations in a certain community of consumers from organizations that have 
shared goals and requirements. 

• Public cloud: the cloud infrastructure is intended for "rent" by the public users, as delegated by 
the provider usually for profit or other means of compensation for the provider. 

• Hybrid cloud: the combination of two or more physical cloud infrastructures from different 
branches of the above listed deployment models that are physically separate but are connected via 
the means of mutual data and application portability or management hierarchies. 

 
 Most initial, real world private cloud implementations tend to focus on either SaaS or IaaS 
methodology and features, or the combination of those two, since the role of PaaS is limited to a very 
specific set of users, mainly in software development where they deliver computing platform or a solution 
stack as a service, often consuming cloud infrastructure and sustaining cloud applications. 

To adequately address increasing examples where combinations of these concepts are merged on 
both the physical and logical level in order to create a specific service (such as the proposed Archiving as 
a Service model) it is possible to resort to a form of reclassification of the standard paradigms and 
definitions in the cloud computing service environment, where these combinations are described and are 
given adequate alternate labels depending on the specific service they are ultimately intended to offer. 
 On the other hand, since most contemporary installations and implementations of both private and 
public cloud infrastructures resort to various underlying hardware technologies, software solutions as well 
as logical models, in order to create the all-encompassing concept of XaaS or "Everything as a service", 
within which all other services and usage models can be compartmentalized, one can view the attempt to 
adequately describe archival service and digital preservation as a method of selecting required 
components and features within this base umbrella model. 
 It is possible to explain and define the concept of cloud computing as an additional security layer 
superimposed on virtualization technologies, allowing users a degree of self service and disassociating the 
underlying physical components from the end-user experience. So in the context of "digital preservation 
as a (cloud) service", the cloud infrastructure would provide all the components that can be utilized 
towards the goal of enabling successful and efficient preservation of digital data. 
 Virtualization allows high availability schemes as well as safety mechanisms from data corruption 
due to hardware malfunction to be implemented. "The key here is replication of the storage system so 
that, in an emergency situation, the remote location can independently take over all the operating 
components of the primary."5 

                                                        
5 Ivor Milosevic and Hrvoje Stancic, "Usage of Virtualization Technologies in Long-Term Preservation of Integrity 
and Accessibility of Digital Data," in INFuture2011: Information Sciences and e-Society, ed. Clive Billenness et al. 
(Zagreb: Department of Information Sciences, Faculty of Humanities and Social Sciences, 2011) 397-406. 
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 It is certainly impossible to separate digital preservation solutions and particular technology 
completely, but the key for successful preservation is in using and switching to available technologies. 
The principle was put out in OAIS RM6 concept and standard – to observe technological environment and 
act proactively, to enable replacement of components and concepts (that is why OAIS is a reference 
model, implementation is always based on selected technologies). Technological environments and 
solutions on the market should be seen as currently available tools and the archival experts’ assignment 
would be to estimate what are the best tools at the moment that can be used in and for creators’ 
recordkeeping programs. In this way, archival experts should assess the value and risks of archiving in the 
cloud environment and act according to their professional evaluation.  

3.	  Transition	  to	  Cloud	  Services	  

In order to better understand the tendency of transition to cloud services one should consider their 
possible advantages over the earlier, i.e. still the most dominant, information infrastructure organization 
like server consolidation. Putting aside the advantages of availability of data from any place with an 
internet connection or availability through mobile or tablet clients, cloud services could offer 
(semi)automatization of digital preservation functionalities. For example, cloud services based on storage 
of creators’ content could offer, for a start, some analytical functionality that can run through the content 
and provide information on formats and versions of the stored data in order to provide possible adequate 
reaction in time. If potentially obsolete file formats are found a service provider could alert its clients that 
their content could become unusable. This analytical tool could enable the provider to offer additional 
service. This second step could be, for example, automated conversion of client’s content into higher or 
more stable formats, migration to advanced media (when necessary), emulation (if necessary) and re-
authentication or validation of authenticity of the content.7 That means that the cloud solution could 
(semi)auto regulate itself against obsolescence of its contents. These mechanisms could be tested and 
implemented and become parts of cloud services’ best practices. Of course, the same approach could be 
implemented on the local storage, but having a service, in some cases outsourced, with fully implemented 
preservation mechanisms could be the reason to choose one cloud service provider over another.  
 It would be misleading to expect that creators insist on using just standardized formats for their 
content. On the contrary, they are usually creating, receiving and working with various and 
unstandardized (or not preservation-appropriate) types of content. Creators do not always possess specific 
knowledge of maintaining the content, and that is one of the reasons for paying external service. Entity of 
origin is not always able to ensure quality and sustainability of the content. Additionally, archival 
institutions that are monitoring some of creators, namely creators from the state, regional and public 
spheres, have little or no control over dislocated contents stored in the cloud services. If the creators 
delegate custody of their content to the providers and archival institutions have limited or indirect 

                                                        
6 Reference Model for an Open Archival Information System (OAIS). Blue Book (CCSDS 650.0-B-1) (Washington, 
DC: Consultative Committee for Space Data Systems, NASA, January 2002). 
7 Hrvoje Stancic et al, "Creation of OAIS-Compliant Archival Packages for Long-Term Preservation of Regulatory 
Metadata, Records and Dossiers," in eTELEMED – The Fourth International Conference on eHealth, Telemedicine, 
and Social Medicine, ed. Lisette van Gemert-Pijnen et al. (IARIA, 2012), 105-110. 
Hrvoje Stancic, Arian Rajh and Kresimir Pavlina, "Long-term Preservation Solution for Complex Digital Objects 
Preserved as Archival Information Packages in the Domain of Pharmaceutical Records," in eTELEMED – The Third 
International Conference on eHealth, Telemedicine, and Social Medicine, ed. Lisette van Gemert-Pijnen et al. 
(IARIA, 2011), 13-21. 
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influence on preservation processes that take place in the cloud, it would be a step back from the already 
achieved level of custody. Archival community should recognize that expanding horizons of service 
providers is very important for preservation processes today. Archival community is required to be a key 
factor in preservation, to transfer methodology and to ensure maintenance of the preserved content. The 
key actor in this case is not entity of origin itself, but the provider of preservation service. It would be 
easier to deploy adequate preservation services by influencing providers of services through their best 
practices and guidance documents then by influencing content creators themselves.  

4.	  Research	  

Archival institutions shifted from a custodial acquisition model, due to hyper production of (electronic) 
records, requirements which were necessary to meet to ensure the readability of files, and capacities of 
archival institutions’ repositories, to post-custodial activities like supervision and consultation of 
categorized records creators and to commercial services like providing archival arrangement to creators. 
Categorized creators of public records, with the guidance of archival institutions, started to function as 
archives for their specialized archival holdings and data assets, but hyper production and infrastructure 
problem inevitably reached them too. Although storage becomes affordable, recordkeeping services and 
procedures within repositories become more specialized and more complicated for records creators. Bluin 
Jr. and Rosenberg described processes of enriching connotation of records from purely transactional 
(evidence of transactions and vested rights) to social and political, when they become accumulated in 
repositories of archival institutions.8 This is basically the goal of archiving. Preservation of records 
implies preservation of records and their organizational, business and wider social context. With 
prerogative of long-term preservation (LTP) of records, as long as they have to exist for legal and 
business reasons, according to the records continuum model, and with difficulties in protecting and 
preserving authenticity of complex electronic objects, creators are more and more interested in outsourced 
archival services that can support protection and long-term preservation of their electronic archival 
holdings. Therefore, postcustody or delegation of the custodial function has reached the next step.   
 Basic requirement that providers of archiving services in a cloud environment have to meet would 
ensure the confidence of internal and external users in entity of origin and its archival holding. That 
means that provided service is safe and stable. A provider of services should follow all professional and 
technical regulations and plans or at least enable long-term preservation practice over entrusted digital 
objects. Objects intended for long-term preservation should remain accessible by usage of methods such 
as migration, typed object conversion or other digital preservation methods systematized by Thibodeau,9 
ideally performed within the provided service. A provider of archiving services should be aware that the 
service is not reduced to providing mere repository for storing digital documents. Services should 
encompass proactive archival management of (complex) digital objects, their organizational context and 
provenance. It should guarantee continued usage of archived objects as authentic and trusted sources of 
evidence for creator and information for present and potential wider user community. The links between 
this basic requirement (of a safe and stable environment that provides confidence in the creator and its 

                                                        
8 Francis X. Blouin Jr. and William G. Rosenberg, Processing the Past: Contesting Authority in History and the 
Archives (Oxford, New York: Oxford University Press, 2011). 
9 Kenneth Thibodeau, "Overview of Technological Approaches to Digital Preservation and Challenges in Coming 
Years," in The State of Digital Preservation: An International Perspective (Washington, D.C.: Council on Library 
and Information Resources, July 2002), 4-31.  
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archival holding) and additional requirements are scalability and long-term preservation proactiveness of 
service. Most creators have legal or business needs for preserving authentic digital objects as resources or 
results of their business processes, but no professional or technical knowledge how to perform these tasks 
in the long-term perspective. Although creators are rarely interested in renting just storage space, some 
creators have very strict requests related to care for authenticity and probative value of their information 
holdings and they require additional LTP mechanisms and services.    
 Providers of such services should respond to creators' current needs, offer more than just dislocated 
storage, and become successful players in this new market. In order to provide adequate services they 
should satisfy requirements like high availability of cloud services, security mechanisms, protection of 
holdings and data assets like backup and recovery procedures, protection of records and data, contextual 
links with creators, protection of records and data authenticity, long-term preservation mechanisms, 
readability protection mechanisms, availability and restrictions mechanisms, distribution mechanisms, 
financing and insurance models that support long-term preservation, etc.  

5.	  Survey	  Results	  

The need for enumerated requirements has motivated us to conduct a survey in order to examine what is 
included in already available cloud services for (archival?) storage on the market today. The results that 
follow show the present state of affairs in private cloud infrastructure among the seven survey 
respondents: from a global corporation with offices in 58 countries (1), USA (1), Great Britain (1), 
Slovenia (1), Croatia (2 + 1 local branch of an international corporation).  
 

 

Figure 1. How familiar are you with the concept and/or technology implementation of private clouds? 
 

 As is to be expected, most answers fall into the "very familiar" category since all of the surveyed 
companies have "in production" implementations of private clouds as well as technical staff with the 
expertise needed to maintain and operate such systems. 
 

71%	  

29%	  
0%	  0%	  0%	   Very,	  from	  practical	  

deployment	  and	  /or	  
operating	  experience	  

Moderately,	  in	  
theoretical	  concepts	  or	  
implementation	  
models	  

Somewhat,	  from	  
general	  knowledge	  and	  
news	  articles	  
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Figure 2. What is the primary purpose of your existing private cloud infrastructure? 
 

 The purpose of the private cloud is implicitly versatile, although it is apparent that the focus is 
either on supporting internal company operations or hosting external services rather than both. The main 
reason for that lies in the fact that an implementation that would satisfy both types of users would create 
various access, security and maintenance issues. 
 

 

Figure 3. Does your private cloud implementation deal with sensitive data or copyrighted materials? 
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 It is obvious that hosting internal services, server consolidation and similar operational purposes 
are the mainstay of a private cloud infrastructure, however, its extreme flexibility allows for adaptation to 
practically any purpose even when dealing with sensitive data. Data stored on the cloud include 
information e.g. about employees with their personal data taken for HR purposes. This shows confidence 
in security and authenticity mechanisms of the cloud infrastructure, which is on par with more traditional 
IT infrastructure implementations. 
 

 

Figure 4. What methods for data protection and access control are you currently utilizing? 
 

 In the "Other" category respondents indicated the usage of digital certificates and built-in access 
controls in a content management system. The comment: "We are not posting confidential information, 
such as contact information (...), online even with access restrictions" shows that the users are still careful 
in trusting cloud solutions. Nevertheless, it is obvious that customers and service providers are investing a 
lot of effort in data security in private cloud implementations since many of the proposed methods for 
data protection and access control are implemented in a majority of surveyed companies. 
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Figure 5. What type of backup technologies are you using within your private cloud? 
 

 Enterprise level cloud-based solutions for state or image backup are becoming increasingly reliable 
and have reached a maturity state where they are gaining ground to the more traditional OS-based backup 
solutions. With their inclusion into standard enterprise license offerings these solutions provide rapid 
disaster recovery as well as file level and incremental backups, therefore becoming an all-encompassing 
recovery tool especially useful in private cloud implementations. 
 

 

Figure 6. Do you currently have any of the following disaster recovery, accessibility technologies for your 
private cloud? 
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 Some of the more advanced features of virtualization clusters and cloud infrastructures (such as 
HA, or DRS systems)10 are obviously one of the main attractors to implementing services in the cloud, 
since many of them are readily available for installation with the selected virtualization software. It is not 
unusual that most of the interviewed companies have chosen to implement them in their private clouds. 
Some of the more costly ones requiring offsite or redundant datacenters are logically the "luxury" of 
financially more capable institutions while on the other end of the same scale, in the "Other" category, 
one respondent indicated usage of "backup stored on-site on labeled DVDs, with a README file on 
installing the backup on a server". The results show diversity of used approaches but still the trend 
towards the more advanced solutions can clearly be seen.  
  

                                                        
10 HA - High Availability - provides cost effective, automated restart within minutes for all applications in the event 
of hardware or operating system failures (High Availability, URL: 
http://www.vmware.com/solutions/datacenter/business-continuity/high-availability.html)  
DRS - Distributed Resource Scheduling - continuously monitors utilization across a resource pool and intelligently 
allocates available resources among virtual machines according to business needs (VMware vSphere, URL: 
http://www.vmware.com/products/drs/overview.html)  
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Figure 7. Do you currently have any type of security policy regulating infrastructure usage, access, 

password policies or long-term preservation of data? 
 

 The big issues with cloud implementations are security and usage policies. Although most replies 
state that there is some form of official policy in place, less than half represent a fully structured 
document with all the necessary specifications outlined in the appropriate manner. 
 Recordkeeping implies written policies with implementation monitoring. ISO15489 recordkeeping 
standard puts more emphasis on policy making and documenting than on building the technical part of the 
system itself. It also states that recordkeeping policies should be endorsed on managerial level and 
promulgated throughout the organization. That means that users, the key ones as well as the regular ones, 
should become familiar with recordkeeping policies and the answers from the survey show that the 
majority of employees are not familiar with them.   
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are  subsequently supervised by IT security personnel 
 
2 - Yes, a set of guidelines which are somewhat enforced by 
technical staff 
 
3 - No, the security policies are not officially listed and are 
handled by individual infrastructure maintainers and system  
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Figure 8. Do you plan to use or presently use your private cloud infrastructure for the following purposes? 
 

 A great benefit of owning a private cloud is the implicit versatility. Respondents, for example, 
indicated their intention to implement an intranet in the cloud as well as a digital library. Overall, the 
survey answers here show that although server consolidation is still the primary and most widespread way 
of information infrastructure organization, a private cloud is being utilized as well. However, depending 
on specific interests, all other areas of information infrastructure are included too. 
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Figure 9. Would you agree with these frequently listed concerns about private cloud? 
 

 Concerns regarding private clouds vary greatly according to specific institution needs and 
requirements. Standardized or out-of-the box solutions rarely cover all concerns and companies are often 
required to draw on internal technical staff in order to customize one or several solutions to their liking. 
Therefore private cloud implementers are still weary of the features, workload, skill and applicability 
problems with such technologies – analogous to their internal staff, operation procedures, technology 
capabilities and reliability. One respondent bluntly commented on the concern for shortage of necessary 
skills: "There is not available talent to do something in-house which multiple staff can understand and 
maintain." Lack of relevant industry and other standards is still a big issue and this gap could be filled by 
issuing best practices that could be followed by more and more providers in order to enhance cloud 
services and implementations. 
 

 

Figure 10. Does your private cloud host any type of data repository / archival storage service? 

0	   1	   2	   3	   4	   5	   6	   7	  

Funding	  /	  budget	  related	  

Application	  compatibility	  issues	  

Lack	  of	  relevant	  industry	  

Inadequacy	  of	  management	  tools	  

Shortage	  of	  necessary	  skills	  

Confusing	  marketing	  and	  PR	  

Other	  

0	   1	   2	   3	   4	   5	   6	   7	  

Personal	  storage	  space	  

Shared	  storage	  space	  

Public/searchable	  content	  

SpeciKic	  type	  of	  content	  (indexable	  
Kiles,	  scientiKic	  papers	  or	  similar)	  

Other	  



 15 

 The results show that cloud solutions are dominantly used for shared storage space and storage of 
specific types of content. This means that the cloud is still not used as a full grown business solution but 
as expansion and/or upgrade of the needed services for certain types of content. From this it can be 
concluded that storage and archiving in cloud environments are upcoming services. This is an issue that 
should be covered by archival professionals and their contributions could be included in best practice 
documents. Their skills in the fields of organization, indexing, classification and registration, as well as 
their preservation related knowledge and experiences, should be added and used in the design phases, i.e. 
before implementation of the cloud environment itself. 
 

 

Figure 11. What types of mechanisms are used in order to ensure data authenticity/integrity? 
 

 Interestingly, all surveyed institutions have one or more mechanisms for ensuring data authenticity 
or integrity implemented, and no institution is using any mechanism other than those listed in the survey. 
Under "Versioning" the usage of "audit trail with rollback" was indicated and "lots of provenance 
information" under "Metadata" category. This shows that users recognize the importance of content 
authentication and addition of metadata in order to provide long-term preservation and interpretability of 
content. The goal should be to preserve authentic content that could be used for evidence and wider-
interpretable purposes. Carefully designed metadata is the key for long-term preservation. It is 
recommended that metadata be selected according to the relevant metadata standards and adjusted to the 
specific content. This is also the issue that should be addressed by the archival experts.   
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Figure 12. What type of content do you support with your service? 
 

 Both static and dynamic content were represented in the respondents’ answers. Static content, like 
documents usually created by word processors and office applications, is easier to preserve over the long-
term while multimedia and dynamic interactive content require special methods of accumulation, 
organization and preservation.11  
 

 
 

Figure 13. Do you offer one of the long-term preservation mechanisms as part of the service provided? 
 

 Although long-term preservation is indirectly very compatible with private cloud implicit 
technologies, it is in the process of being introduced as a cloud-based service. Some of the more explicitly 
applicable technologies are already being used for this purpose, while others are still being explored as 

                                                        
11 For additional information on types of content see Martine Cardin, “Part Two—Records Creation and 
Maintenance: Domain 1 Task Force Report,” [electronic version] in International Research on Permanent Authentic 
Records in Electronic Systems (InterPARES) 2: Experiential, Interactive and Dynamic Records, ed. Luciana Duranti 
and Randy Preston (Padova, Italy: Associazione Nazionale Archivistica Italiana, 2008), 9. 
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alternatives or additional components of the cloud-based long-term preservation mechanisms. The results 
show that the importance of preservation planning is recognized among users and providers as well. 
 

 

Figure 14. Is there any limit in the size (GB, TB...) of the cloud storage that can be allocated to any 
particular user? 

 
 Since cloud technologies imply indefinite scalability, all the surveyed companies recognized this 
and did not set or predefine a limit to the storage capacity that is to be allocated to their private cloud 
users. This is how the cloud technologies should be implemented if financial and other considerations can 
be met. 
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Figure 15. Please indicate the charging options of your cloud service. 
 

 As "Other" it was indicated that either the respondents do not charge for the service (3) or that there 
is a "fair use" limit for processing and a charge if exceeded (1). 
 When asked to leave a comment on the survey one respondent indicated: "The two absolute best 
things for library repositories would be: 1) Awareness in the library community of the value of 
interoperable metadata, and 2) Easy to implement (i.e. built into content management systems) tools for 
using checksums to monitor for bit rot." This comment from the users' perspective excellently shows that 
the cloud service providers should cooperate more with the designated communities and experts in the 
field of archival science in order to be able to offer services tuned up to the specific archival needs and 
requirements, i.e. quality, preservation-aware services. 

6.	  Discussion	  	  

The concept of archiving in the cloud environment or, as it could be called, "archiving-as-a-service 
(AaaS)" expands the definition of postcustodial archival practice in the new technological and 
organizational context. This could be seen as a transition to the next stage of postcustodial archival 
practice. The notion of post-custody presumes that a creator is responsible for its own records and that 
archival institution supervises the creator. What could happen with the notions of responsibility and 
control during this technological shift? Who should perform supervisory activities, to what level do they 
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extend and who should be subjected to supervision? In the case of archiving in the cloud environment, 
where archiving practice is taken by service providers, several scenarios could occur: 
 

a) Service providers are responsible for control of archived content without much interference and 
additional control taken by creators and archival institutions;  

b) Creators invest much effort in additional control of unstandardized services;  
c) Services are standardized through best practices and creators recognize the importance of 

choosing providers consistent to these practices; 
d) Archival community is actively involved in the new concept of archiving and influence providers' 

practices.  
 

 The last scenario is probably the best way to ensure long-term protection, preservation and usage of 
electronic content created and archived today. This also implies updating of the concept of custody (see 
Diagram 1). Characteristics of this new "postcustodial 2.0" stage would be comparable to positive shift in 
the public institutions’ records management in the first half of 20th century when previously codified 
methodology entered into practice and made public records usable outside boundaries of their primary 
context.  
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Diagram 1: Changes of archival practice 

7.	  Conclusions	  and	  Future	  Work	  	  

Custodial archivists from archival institutions had carried out custodial tasks on behalf of creators. 
Postcustodial archive monitored creators during creators’ custodial activities. Today, custody is 
outsourced and the archival community should direct its postcustodial advisory (if not supervisory) efforts 
to the new providers of custody. Therefore, it becomes much harder for the archival institutions to 
monitor and influence archival procedures. With the switch to the cloud services the records creating and 
preserving practice starts to elude the postcustodial influence of the archival institutions since it became 
technologically more difficult to achieve the sufficient level of supervision either over the quality of the 
services in the Archiving-as-a-Service (AaaS) approach or over the fully blown cloud service in which the 
records are both created and archived. Therefore, the archival community should persuade various 
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recordkeeping service providers to prevent content obsolescence by adding additional functionalities such 
as content analyses and preparation for migrations and/or emulations. A wider approach could be an 
active involvement in production of best practice documents (and standards in time) for cloud 
implementations. Archival community should recognize the cloud computing discourse and contribute as 
well as add archival notions and terms to crucial zones of the new discourse. A good way to get archival 
notions implemented is through cooperation with experts in cloud computing and provision of cloud 
services, and through their best practices (in lack of standards for this particular area). The goal of the 
archival community, and that is safe and secure long-term preservation of authentic, reliable and reusable 
content, should also be the target for providers of cloud services who want to rise above the competition 
and offer a better level of service. The archival community should therefore act proactively and impose 
itself as a key factor in the formation of the new, preservation-aware cloud services. 
 Planned future research and actions consist of detection of further trends in providing cloud 
services with implemented archival requirements as discussed in this paper. Also, the plan is to raise 
awareness both within the archival community for the need to require archival level cloud services as well 
as within cloud service providers for the need to implement the appropriate mechanisms. It is planned to 
include this problematic in the graduate level curriculum of the Study of archival science at the Faculty of 
Humanities and Social Sciences, University of Zagreb.  
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