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Abstract: This paper compares two short-term 
prediction models of the expected number of faults in 
broadband telecommunication networks (BB 
network). These faults occur due to various causes. In 
order to improve the functionality, various routine or 
special maintenance (upgrades, replacement of 
equipment, add new functions, ...) are often carried 
out in the BB networks on various network elements 
that may cause unintended and unexpected 
degradation of services. On the other side of the 
access and customer part of the network are 
susceptible to errors induced by various causes, 
which in the same manner increases the number of 
faults in the system. This degradation in some cases is 
not recognized immediately from the systemic 
alarms, but later they appeared in the form of 
random disturbances reported by the users of these 
services. This study examines the prediction of faults 
by using two different models, Hidden Markov 
Model (HMM) and the Kalman filter. The model is 
made on the basis of one-year monitoring of 
broadband faults analyzed by the services and the 
exact time of appearance. Assessment of the accuracy 
of both models is made by comparing the results 
obtained by modeling and the actual data. 

 

1. INTRODUCTION 

 

Fault prediction in telecommunications networks is a 

complex process that requires a lot of input data and a 

powerful OSS, BSS systems for their analysis and use. 

Input data for the prediction of the expected number of 

faults are different, and it can be obtained from different 

sources: performance management, fault management, 

data about users habits, data warehousing, data about 

external influences on the network and data about 

various network related announced events. Including all 

of the above, we can do many different predictions. The 

aim of this work is the creation of a support system for 

predictions. In the paper we use data from the fault 

system and part of the archival data. The obtained results 

will be used later for the larger model for predictions. 

 The appearance of faults can be considered as a 

statistical process in time and we can show it with 

ordered time series. Sampling is carried out in equal 

intervals, it could include one-minute or 5-minute time 

intervals, so that interval sequences have a cumulative 

feature, and is considering as a series of discrete time 

parameter. We can say that these are statistical or 

stochastic series because by the members of this series 

we can estimate the future state, and exactly calculation 

as in the case of a deterministic sequence is not possible. 

The telecommunication system, in real time, can get a 

discrete number of faults. So the process of  occurring of 

the faults in the BB network can be described as a 

process characterized by discrete values that the value 

takes on the discrete moments of time. Example of a 

time series of a randomly selected day is shown in the 

following picture (Figure 1). 

 

 
Figure 1. Number of faults in a randomly selected day 

 

 

If we put plenty of measurements in a graph, separate 

data by the service (ADSL and IPTV) and add mean 

values we get diagram as in the Figure 2. 
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Figure 2. Variations of faults over a large period 

 

2. RELATED WORK AND MOTIVATION 

 

The perception of customers about the quality of 

service (QoE) has a major impact on customer 

satisfaction (Customer Loyalty). Prediction of fault 

appearance provides us information (estimation) of what 

number of faults could appear in the near future and in 

that way we get some time for preparation and proactive 

action. 



 

Kalman filter is used in various industrial plants for 

identification and isolation of faults, and also property of 

Kalman filter is used to reduce the number of false 

alarms in the systems which work in noisy condition, 

[11]. Kalman filter is used in many applications to 

increase the system resistance on the system changes, 

such as the impact of jumps on the work of the 

estimation [10]. Many authors have dealt with similar 

problems in the early defect detection in the systems [8] 

[9] and monitoring the traffic [7]. All of these works 

were the motive for taking the Kalman filter as a model 

for fault prediction in this paper. Anyway, Kalman filter 

is optimal in terms of minimizing errors, for all the 

problems that have been subjected to the Gaussian 

distribution. 

Hidden Markov model is often used for applications 

based on the principles of diagnosis and forecasting [4], 

[5]. The process of error progression usually consists of 

a series of degraded states (sequence), such as [12]. 

HMM in diagnostic uses can occurs in combination with 

other models such as Principal Component Analysis 

[20], Factor Analysis and Bayesian networks, such as 

[13]. These processes can be described by a 

mathematical model of hidden Markov model (HMM) or 

hidden Markov chains which can be observed through a 

set of stochastic processes that generate a sequence of 

observations. HMM’s applications in manufacturing, 

where on the basis of states we can monitor the quality 

of each product [18] are common. Also, we predict a 

fault on the basis of recognition of previously recognized 

state changes which are leading to failure [19]. Because 

of all mentioned above HMM was used in this study as a 

second analyzed model. 

 

3. DESCRIPTION OF THE 

TELECOMMUNICATIONS NETWORK UNDER 

ANALYSIS 

 

The basic picture of broadband telecommunications 

network is shown in Figure 3. 
 

 

 
Figure 3. IP telecommunication network 

 

Broadband network is comprised of 3 main 

components: IP / MPLS core (number 1 in figure) is 

located at the center of a broadband network based on 

Multiprotocol Label Switching-in or technology for 

overlapping labels, this part also includes head-ends to 

provide services to users, such as internet access, access 

to video services, VOIP telephony service, and so on. 

Another important part of the network is access part 

(number 2 in figure), the DSLAM architecture is used as 

link to the Ethernet aggregation. The third part of the 

network includes customer premises equipment (CPE), 

that part of the network is spatially most abundant. 

4. PROBLEM FORMULATION 

 

Generally speaking, faults in the broadband network 

can be identified in two basic ways, first way to detect 

using a variety of surveillance systems that monitor 

network operation, another method deals with customer 

reports. These two sets of data are more or less 

overlapped. Union set includes those faults that have 

been reported by users, and those that have been 

recognized by the supervisory system at the same time. 

But there are problems on services that won’t be 

detected neither by surveillance system nor by customer 

(Figure 4) and their value can only be assumed. 
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Figure 4. Kinds of a faults annotation 

 

 

It is interesting to quantify the time dependency of user 

reactions to a malfunction in a broadband network. 

These data can be obtained by linking data from alarms 

on network elements and time log of reported faults. The 

following graph (Figure 5.) depicts dependencies 

between the number of reported faults and the time that 

have past from the alarm indication on the network 

elements. 

It is evident that this function has a maximum between 

3 and 4 hours from the moment of breakdown of the 

network elements. Function that adequately describes 

the dependence is subjected to Erlang probability 

distribution (1). 
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Graph (Figure 5.) shows Erlang function fitted in the 

real data (red curve) and cumulative function of Erlang 

distributions (blue curve), which is subject to equation 

(2).  
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Figure 5. Time distribution of reported faults 

 

 

Number of faults noted by the customer depends on 

the kind of service. The complexity of services is higher,  

the number of faults is greater. 

For example, the following problems are commonly 

reported for IPTV service: Tiling, Error Blocks 

Jerkiness, Ringing, Quantization Noise, Aliasing Effects, 

Artifacts, Object Retention, Brightness, Contrast, Slice 

Losses, Blurring and Color Pixelation [23], [24]. 

Forecasting is the basis for quick action in the fault 

repairing process. Accurate prediction increases the 

quality of service. 

 

5. PROBLEM SOLUTION - MODEL 1 - HMM  

 

In general, the HMM can be described with the 

expression λ = (A, B, π), where matrices A and B 

represent the matrix of state transition probability 

distribution and the matrix of the probability of the 

observed symbols, and π is the distribution of the initial 

state. In these cases, HMM handles with discrete states 

and thus it is necessary to modify data in a way that it 

has to be quantized on the appropriate number of  

quantized values, such as [14], [3]. To reduce amounts 

of errors values are not quantized, but the differences 

between consecutive values are quantized. In that way 

the differences are quantized to 7 levels, as Figure 6 

shows. 
  

 
Figure 6. Quantization of differences 

  

 

Differences between the amount of faults at the times 

tn and tn-1 for each n after performed quantization shows 

Figure 7. 
 

 
Figure 7. Quantization of differences 

 

After the quantization has done, we can follow a series 

of states or sequence, and count the highest probability 

occurrence of sequences. Over the past 35 years various 

algorithms whose purpose is to train and calculate the 

transition matrixes have been developed, such as Baum-

Welch algorithm, which is slightly modified and 

adjusted in this paper. 

Variable γ is introduced and it symbolizes the 

probability that the system at time t was in a certain 

condition, and the variables α and β are also introduced 

(forward and backward variables) [6]. By using formulas 

(3), (4) and (5) of [31] in the iterative procedure we can 

get the estimated value of the coefficient of matrix A and 

B. It’s called the learning process, and it is conducted on 

historical data. 
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Here we want to calculate the most likely sequence of 

states, which can be efficiently solved using the max-

sum algorithm, it is in the context of hidden Markov 

model known as the Viterbi algorithm [31]. With the 

previously calculated matrix A and matrix B (calculation 

based on the previous day in the given example) and 

using the Viterbi algorithm adapted to the state of started 

cycle, we can calculate the maximum likelihood of 

continuing sequence and thus make prediction of faults. 

It can be called chain decoding. The obtained results are 

shown in the following picture, Figure 8. while Figure 9. 

shows the results of error estimation.  



 

 
Figure 8. Results of prediction using HMM 

 

 
Figure 9. Estimation error - HMM 

 

6. PROBLEM SOLUTION – MODEL 2 – KALMAN 

FILTER 

 

Kalman filter is the optimal filter for the estimation of 

variables in dynamic systems. For the linear systems it 

gives estimation without discrepancy. In our case the 

state vector contains the variable that is dynamically 

changing and it describes the current number of faults. 

The model includes two types of noise, systematic noise 

and measurement noise. Stochastic process includes the 

noise collected in the system. Systematic noise is already 

incorporated in the process of diagnosis, process of 

waiting, decision making and reporting of problems. 

Measurement noise is incorporated in the process of 

fault receiving, entering into the system and monitoring. 

Each of these steps is characterized by its own noise due 

to various disorders. System is realized by the equations 

[1] for prediction: prediction the state ahead (6), 

prediction of the error covariance ahead (7) and 

estimation: Kalman gain computation (8), updating 

estimate with measurement data (9) and updating the 

error covariance (10). 

 

The equations for prediction: 

 

11
ˆˆ



  kkk BuxAx      (6) 

QAAPP T

kk  



1      (7) 

The equations for correction: 
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The results obtained in fault prediction for a randomly 

selected day are shown in Figure 10, while Figure 11 

shows estimation error. 

 

 

 
Figure 10. Results of prediction using Kalman filtering 

 

 

 
Figure 11. Estimation error - Kalman filtering 

 

 

7. SIMULATION RESULTS AND 

PERFORMANCE EVALUATION 

 

Comparison of calculated results for both models was 

made on the basis of comparing the data obtained by the 

prediction and actual data. The scale of accuracy of 

prediction is expressed by using mean square error 

(MSE). Cumulatively Mean square error (over the time) 

is shown in Figure 12, and also in Table 1. 

 



 

 
Figure 12. Comparison of results - MSE 

 

 

Performance 

measures 

Min  

MSE 

Max  

MSE 

Total  

MSE 

HMM performance 0,0093 33963 4128 

Kalman performance 0,0002 20460 3348 

Table. 1 Results – MSE comparison 

 

8. CONCLUSION 

 

Comparing these two models for prediction, we can 

come to the conclusion that better results were achieved 

by Kalman filter. Kalman filter as a powerful noise 

reduction tool shows here respective efficiency and 

achieves better results. Due to the random nature 

occurring of the fault, that was expected. Hidden 

Markov models, even though it was in the initial 

advantage because A and B transition matrixes were 

learned beforehand on the test data from the previous 

day, did not achieve good results in total. Describing 

random time series using HMM's doesn’t give the 

desired results. This method is based on the calculation 

of regularity in the stochastic series. But in the time 

series it is very difficult to make an accurate prediction 

of the sequence. Also, the quantization process 

introduces some additional error, it deteriorates the 

results of HMM model even more. We could try to make 

some improvements on the HMM model to examine 

another variant of the model, or other programming 

algorithm. 
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