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Abstract. This research presents analysis of 
UNIX/Linux open source solutions for routing 
and filtering regular and VLAN network traffic. 
Also, it includes developing new software and 
combining it with existing solutions for network 
protection. 

Developed firewall is functional in real 
environment, which includes: support for stateful 
inspection, support for routing between different 
VLANs, additional features (web administration 
interface, address translation, proxy arp, log 
records, intruder protection). Also, it is fully 
adjustable compared to existing solutions which 
are not fully adjustable mainly because of code 
protections. 
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1 Introduction 
 

Internet security threats range from curious 
prowlers to well-organized, technically-
knowledgeable intruders that could gain access 
to private information or interfere with legitimate 
use of the system. Firewall is a security 
mechanism that allows limited access to a 
computer or a network from unauthorized 
networks, allowing approved traffic in and out 
according to a thought-out plan. That includes 
selecting the services appropriate to business 
needs and barring others that may have 
significant security holes. 

While home users protect themselves using 
end point firewalls that are installed on their 
computers, business users, i.e. companies are 
obliged to use network firewall(s) that don't only 
control incoming network traffic but also manage 
internal traffic. 

Today, for controlling outgoing, incoming 
and internal network traffic, business users 
combine firewalls and VLAN technology based 
on 802.1Q standard. Virtual local area networks 
(VLANs) are often used in company networks 

where connected devices aren’t necessarily 
physically connected to the same segment. While 
devices are located anywhere on a network, they 
are grouped together by VLAN technology. 

The main goal of this project was to develop 
open source firewall with support for routing 
between different VLANs, which must be fully 
adjustable for administration and rule definition. 
Developed firewall software must provide not 
only firewall functionality, but it should also give 
the option to be combined with servers if 
required. Also, it must have features necessary 
for working in real environment. Linux open 
source tools will be used for modifying the 
existing software and new components will be 
developed using C/C++ and PHP language in 
combination with Linux shell scripts. 

 
2 IEEE 802.1Q standard 

 
The IEEE 802.1Q standard defines the 

operation of VLAN Bridges that permit the 
definition, operation and administration of 
Virtual LAN topologies within a Bridged LAN 
infrastructure. Standard was developed to 
address the problem of how to partition large 
networks into smaller logical parts because in 
smaller networks broadcast and multicast traffic 
doesn’t occupy more bandwidth than necessary. 
The standard also suggests some measures for 
providing a higher level of security between 
segments of internal networks by isolating 
groups. 

Network devices on a logical segment belong 
to a group called VLAN group. All devices can 
belong to one or more groups and device in one 
group can communicate with others in the same 
group. But, devices in the same VLAN group 
cannot communicate directly. Traffic must first 
go through an 802.1Q-compliant L2 switch or a 
router.  

Having more VLANs on one or more 
switches is achieved by inserting a tag with a 
VLAN identifier (VID) into each frame. By 



assigning the same identifier to VLANs on many 
switches, one or more VLANs can be extended 
across a large network so distant machines can 
communicate between themselves as if they are 
members of the same segment and nearby 
machines as if they are members of different 
network segments. 

Communication between devices over a 
VLAN switch is illustrated in Fig. 1 If one 
device addresses another one that belongs to the 
same VLAN group, switch will allow traffic 
from one device to another without forwarding 
traffic to router. Only a router can route traffic 
between stations in different VLAN groups if 
such traffic is allowed in its routing tables. 

 

 
 

Figure 1 VLAN communication 
 
By inserting VLAN identifier into a frame the 

maximum legal Ethernet frame size for tagged 
frames was increased in 802.1Q standard from 
1,518 to 1,522 bytes. Because normal network 
interface cards are usually not 802.1Q-compliant, 
they do not understand tagged frames and they 
drop the tagged frame if they receive it. 

VLAN support for Linux operation systems 
was developed and is still being developed by 
Ben Greear [4].  

 
3 Linux stateful inspection firewall 

 
Using Linux as a firewall platform has many 

benefits, because existing open source programs 
provide administrator possibility to develop 
firewall according to organization’s needs. The 
main existing framework used in developing 
firewall in this project is IP Tables [1]. IP Tables 
are building blocks of a framework inside Linux 
2.4.x and 2.6.x kernel. This framework enables 
packet filtering, network, port and address 
translation and other packet modifications. Main 

reason for using IP Tables rather than other 
programs is that it provides support for stateful 
packet filtering of Internet Protocol version 4 
(IPv4) traffic. Unlike static packet filtering, 
which examines a packet based on the 
information in its header, stateful inspection 
tracks each connection traversing all interfaces of 
the firewall and makes sure they are valid. A 
stateful inspection firewall also monitors the 
state of the connection and compiles the 
information in a state table. Because of this, 
filtering decisions are based not only on 
administrator-defined rules (as in static packet 
filtering) but also on the context that has been 
established by prior packets that have passed 
through the firewall. As an added security 
measure against port scanning, stateful 
inspection firewalls close off ports until 
connection to the specific port is requested. 
 
4 Methods 
 

The firewall was planned to be fully 
adjustable for administration, without limitation 
and the development should be done in a way 
which takes full advantage of the embedded 
tools. It has similarity with some commercial 
firewalls [2]. Those firewalls are based on Linux 
and they use IP Tables as main filtering tool, but 
they don’t provide the functionality of limiting 
traffic for each filtering or address translation 
rule. Without this functionality a situation where 
some protocols are using nearly all system 
resources and thus decrease system performance 
may arise, especially if those protocols are the 
subject of an attack. If the functionality for 
traffic limitation is supported, administrator can 
decide for each rule separately, precisely how 
many packages can go through the firewall in 
seconds, minutes, hours or days. 

Most commercial firewalls are developed 
only to work as firewalls. They are adjusted only 
for that and binding purposes. In such case, even 
administration has to be done from another 
machine. Our firewall was planned to be 
adjustable to user needs. It is developed as a 
program that can be installed on every Linux 
system, i.e. an http or ftp server with local users 
and firewall can be implemented on the same 
hardware. Also, a user can easily adjust Linux 
system so firewall can work halted – with file 
systems turned off. This way attacker cannot 
insert malicious code nor do something similar 
because all processes necessary for that are 
down.  



4.1 System tools and organization 
 
  Firewall is developed for Linux systems 

with kernel versions >=2.4.x. X windows 
interface support is not required because firewall 
management can be done remotely, but in that 
case Linux system must provide support for 
secure HTTPS protocol. 

Newly developed software can be divided 
into three main parts. First part consists of shell 
scripts that manage IP Tables and other Linux 
system commands. Second part consists of 
C/C++ executable programs used for shell scripts 
editing. Third part of the developed software is 
support for web interface realised by PHP 
scripts/ web pages, which enables administrator 
to execute C/C++ programs and system scripts. 
The whole process is shown in Fig 2. 

 

 
 

Figure 2 Program execution 
 

Web interface also enables administrator to 
enter configuration parameters that are used as 
input parameters for C/C++ programs. Based on 
those parameters C/C++ programs create new 
system scripts which are then automatically 
executed. 

Existing open source programs and services 
are used for building this solution. Those are 
Apache web server with PHP 4 or 5 modules 
included, IP Tables for packet filtering and 
address translating, vlan package with vconfig 
command for adding virtual interfaces, sudo for 
executing shell scripts over web server, syslogd 
for collecting log records and standard Linux 
system commands. C/C++ programs are used to 
execute iptables, vconfig and standard Linux 
commands (route, arp, modprobe and ifconfig) in 
system scripts. Those scripts are executed by 
sudo program that gives them super user 
authorization required for changing system 
configuration. They add, remove and define 

network interfaces and gateway. Also, they 
define routing and ARP (Address Resolution 
Protocol) tables and load modules. 

Simplified system organization with 
developed and used programs is shown in Fig 3. 

 

 
 

Figure 3 System organization 

4.2 Controlling network traffic 
 

Developed firewall works on the 2nd, 3rd and 
4th layers of OSI model. On the 2nd layer firewall 
detects for which VLAN network frame is 
addressed. On the 3rd layer IP addresses are 
detected and on the 4th layer TCP and UDP 
parameters are detected. 

It is possible to configure firewall without 
VLANs when it should be connected between at 
least two networks. If it is necessary all the 
traffic between those two networks can be 
checked. However if the firewall is used for 
controlling VLAN network than it must be 
connected to 802.1Q-compliant L2 switch and it 
can only be connected to the switch as presented 
on Figure 1. Furthermore, firewall can be set in a 
way that it could filter both VLAN and regular 
traffic. 
 
5 Results 
 

The firewall was developed for use in real 
environment. To accomplish that goal, the 
firewall was built so its full functionality, 
including numerous features, can be adjusted 
according to administrator’s needs. Developed 
firewall has support for stateful inspection packet 
filtering, NAT and masquerading, proxy ARP, 
VLANs, basic intruder protection, logging 
network packets and it also provides user 
friendly web interface for local or remote system 
administration which is presented in Fig 4. 



5.1 Packet filter 
 
Packet filtering is accomplished using IP 

Tables. With IP Tables it is possible to control 
protocol type, destination and/or source IP 
addresses or networks, destination and/or source 
ports, incoming and/or outgoing interface. 

Packet filtering on firewall is divided in three 
groups: 

• Incoming traffic – packets for firewall 
(INPUT chain) 

• Forwarding traffic – incoming packets 
for another machine (FORWARD chain) 

• Outgoing traffic – generated by firewall 
(OUTPUT chain) 

 

 
 

Figure 4 Web administration interface 
 
For every group it is possible to define global 

rule of rejecting (group with accepting rules – 
white list) or accepting unrecognized packets 
(group with rejecting rules – black list). Filtering 
of every group is divided in three different 
groups based on the protocol type: 

• ICMP traffic 
• TCP/UDP traffic 
• All traffic – all protocols 

As mentioned before, for every defined rule it 
is possible to limit the number of packets for 
which the rule will be applied. Also, it is possible 
to define if the rule will be logged or not. 

5.2 Stateful inspection 
 

The firewall's superior protection is the result 
of its stateful inspection technology. This unique 
architecture allows only packets permitted by the 
firewall strategy to enter the network. Also, it 
automatically opens only the ports necessary for 
internal packets to access the Internet. Because 
stateful inspection operates on the lowest layer of 

the protocol stack, illegal packets for allowed 
services are prevented from passing through the 
firewall and through numerous network layers on 
the firewall or internal network devices. Also, 
throughput is increased and targeting 
applications remain completely isolated from 
illegal packets. 

Stateful inspection is accomplished using IP 
Tables. Only network packets that are allowed 
according to filtering rules can begin connection. 
All others must be part of some existing 
connection. The rule for accepting those packets 
in every chain before all other rules are applied 
can look as follows: 
iptables -A chain -p ALL -m state 
  –-state ESTABLISHED,RELATED  
  -j ACCEPT 
Rule for achieving stateful inspection support 

is inserted automatically by C++ program at the 
beginning of rules for every chain. 

5.3 Address translation 
 
Features, that are essential for professional 

use of the firewall, is NAT (Network Address 
Translation) and address masquerading. By using 
iptable_nat and ipt_MASQUERADE modules 
firewall is able to use IP Tables commands and 
to change destination (DNAT) and source 
(SNAT, masquerading) addresses. While NAT 
changes an address into a predefined address, 
masquerading replaces an address with an IP 
address of outgoing interface. This creates a 
slightly bigger overhead than SNAT because a 
check for the IP address to use has to be 
performed, as opposed to SNAT where the target 
is the single configured IP address. 
Masquerading is used in combination with 
Dynamic DHCP IP addresses. Address 
translations are made in PREROUTING and 
POSTROUTING chains.In those chains it is 
possible to change source and destination ports 
as well. 

Developed firewall is able to change ICMP 
number for ICMP packets, source and 
destination port for TCP/UDP packets and 
addresses for all packets. Also, it is possible to 
change one address or one port into range of 
addresses or ports and new value will be chosen 
as continuously.  

5.4 Proxy ARP 
 

Support for Proxy ARP is embedded in Linux 
systems (kernel versions >= 2.4.x). Firewall can 



have Proxy ARP support on one or more network 
interfaces. Also, it is important to put IP address 
of a particular hidden machine in firewall’s 
routing table. 

5.5 Virtual LANs 
 

Linux systems (kernel versions >= 2.4.x) are 
able to support VLAN truncated packages using 
8021Q module and vconfig command. Vconfig 
creates virtual interfaces on the network interface 
– one for each different VLAN group. When 
VLAN network packet arrives on a network 
interface, it is accepted by the corresponding 
virtual interface. Firewall is able to add virtual 
interfaces to normal ones. It creates a system 
script with appropriate commands and executes 
it. Furthermore, during its operation the firewall 
checks if some interface is removed and if it is, 
the firewall removes that interface definition and 
all rules referencing that interface. All 
commands for adding VLAN interfaces should 
be similar to the one for adding interface for 
VLAN group 5 shown below: 
ifconfig eth0 0.0.0.0 up 
vconfig add eth0 5 
By using IP Tables it is possible to filter and 

translate addresses of VLAN packages as if they 
were normal packages. VLAN mangling is done 
using VLAN interfaces ethX.1- ethX.4094 where 
X is interface number. 

5.6 Log records 
 

Logging network packages was realized 
using syslog daemon. Records can be viewed in 
log files or over the web interface (Fig 5). 
The firewall has a few programs that operate on 
log records. During installation a program 
modifies Linux system file for system log 
records so all kernel debug log records can be 
saved in a separate file. All log records are saved 
on debug level that is defined by a program in 
system scripts using IP Tables rules. Also, a C++ 
program which reads the main log file and copies 
defined logs into a new log file is executed in the 
background every hour.  

5.7 Intruder protection 
Firewall still isn’t developed to register 

network attacks on it or on other machines, but it 
is able to deny some attacks.  

The first one is IP Spoofing attack based on 
changing the source IP address of a malicious 

packet. It is eliminated by including rp_filter on 
Linux system. 

 

 
 

Figure 5 Log records 
 

Second group of attacks are those that result 
with denial of service of firewall or servers. SYN 
flood attack is based on sending large number of 
network packets with SYN flag on in a short 
period, to which firewall or another machine 
would normally reply spending its resources 
while attacker would drop answers. ICMP flood 
attack is based on sending large number of echo-
request packages that disable work of an 
unprotected machine. Last flood attack is the one 
based on UDP packages. Constructed firewall is 
able to limit effects of mentioned flood attacks 
by limiting the number of packages per second, 
minute, hour or day. For that purpose, an 
interface for limiting TCP, ICMP and UDP 
incoming and forwarding traffic was developed.  

Last defence is against port scan attacks. 
Using stateful inspection rules firewall can deny 
most port scan attacks that use irregular 
packages. Firewall creates new chain 
bad_tcp_packets for inspecting TCP packets. In 
that chain firewall rejects packets that could be 
part of a port scan attack, like those with SYN 
and FIN flag on or SYN and ACK flag on, or 
those without any flag. 

5.8 System performance 
 
Because firewall is based on IP Tables rules, 

system performance is directly related to IP 
Tables throughput. Throughput depends on the 
number of rules and the frame size. If frame size 
is smaller more comparing operations between 
network packets and defined rules occur and the 
throughput is smaller. Same happens if the 
number of rules is larger which also decreases 
the throughput. IP Tables throughput depending 
on frame size and rule number is shown in Fig 6. 



Developed firewall has similar throughput 
performance compared to other open source 
solutions based on IP Tables (for example Astaro 
Security Linux) . 

 

 
 

Figure 6 IP Tables throughput  
 

6 Further work 
 
Work on the firewall has not been finished 

yet. Next step in developing the firewall is to 
combine the firewall with a database, which 
would enable more complex queries on log 
records. It was planned to develop software for 
analyzing log records in search for malicious 
activities. Furthermore, it is planned to merge the 
developed firewall with some open source 
software for virus and spam protection. The last 
necessary element of the firewall is VPN (Virtual 
Private Networks) support. 

 
7 Conclusion 

 
Developed software is able to work in real 

environment. Its user-friendly interface and 
many useful features make it acceptable even for 
administrators not accustomed to Linux systems. 
One of many advantages of this software is 
stateful inspection packet filtering which opens 
the minimum of necessary ports and can 
recognize which packet is the part of an 
established connection which has the increased 
throughput as a result. 

Enabled VLAN support can be of great 
importance for many companies. There are 
several benefits to using VLANs. It increases 
performance by reducing the size of collision 
domains and limiting the broadcast traffic. 
VLANs make large networks more manageable 
by allowing centralized configuration of devices 

located in physically diverse locations. Also, 
VLANs provide independence from the physical 
topology of the network by allowing physically 
diverse workgroups to be logically connected 
within a single broadcast domain. VLANs have 
the ability to provide additional security by 
allowing the network administrator to segment 
users requiring access to sensitive information 
into separate VLANs from the rest of the general 
user community regardless of physical location. 
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