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Abstract: Hybrid threats are not new security challenges, but they are becoming more 
and more pronounced, primarily due to the situation in Ukraine, where multiple hybrid 
activities are underway by Russia. As central actors in the European security architecture, 
the European Union and NATO recognise that both organisations, their member states 
and other countries in Europe are exposed to various forms of hybrid threats. However, 
this ability to recognise hybrid threats and especially the development of counter ‑hybrid 
solutions is an open question for some smaller countries. In order to investigate the 
above, this paper focuses on hybrid threats and counter ‑hybrid solutions by analysing 
the state of affairs in Croatia, North Macedonia, and Bosnia and Herzegovina. Our goal 
is to explore this area and answer the following research questions: What hybrid threats 
are Croatia, North Macedonia, Bosnia and Herzegovina exposed to? How do they deal 
with them? What counter ‑hybrid solutions are being developed?

Key words: Hybrid threats, counter ‑hybrid solutions, Croatia, North Macedonia, 
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Introduction

Modern states are exposed to numerous security risks and challenges every day. 
One of the phenomena they encounter also applies to hybrid threats. According 
to the European Commission (2022a):

A hybrid threat refers to when, state or non ‑state, actors seek to exploit the 
vulnerabilities of the EU to their own advantage by using in a coordinated way 
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a mixture of measures (i.e. diplomatic, military, economic, technological), while 
remaining below the threshold of formal warfare. Examples are the hindering of 
democratic decision ‑making processes by massive disinformation campaigns, 
using social media to control the political narrative or to radicalise, recruit and 
direct proxy actors.

The North Atlantic Treaty Organisation has a similar definition:
Hybrid threats combine military and non ‑military, as well as covert and 

overt means, including disinformation, cyberattacks, economic pressure, and 
deployment of irregular armed groups and use of regular forces. Hybrid activi‑
ties are often used by adversaries because they realise they cannot prevail in 
a conventional conflict with NATO, or broadly with the West, or even compete 
politically, militarily or economically (Cattler 2021).

On the same track is the European Centre of Excellence for Countering 
Hybrid Threats (2022):

The term ‘hybrid threat’ refers to an action conducted by state or non ‑state 
actors, whose goal is to undermine or harm a target by influencing its decision‑
‑making at the local, regional, state or institutional level. Such actions are 
coordinated and synchronized and deliberately target democratic states’ and 
institutions’ vulnerabilities. Activities can take place, for example, in the politi‑
cal, economic, military, civil or information domains. They are conducted using 
a wide range of means and designed to remain below the threshold of detection 
and attribution.

At the beginning of the research, we must point out that by studying hybrid‑
‑base literature, we did not find a unique definition of hybrid threats, but rather 
collective characteristics of different measures that together pose a severe threat 
to specific entities (usually states that are threatened, but it can also be different 
organisations’ and institutions’ critical infrastructure facilities, etc.).

It is important to distinguish different ‘hybrid’ terms:
Hybrid threat is a phenomenon resulting from convergence and intercon‑

nection of different elements, which together form a more complex and multi‑
dimensional threat. Hybrid conflict and hybrid war are two specific categories 
whereby some hybrid tactics are used by a state to achieve its strategic ends. 
Hybrid conflict is a situation in which parties refrain from the overt use of 
armed forces against each other, relying instead on a combination of military 
intimidation (falling short of an attack), exploitation of economic and political 
vulnerabilities, and diplomatic or technological means to pursue their objec‑
tives. Hybrid war is a situation in which a country resorts to overt use of armed 
forces against another country or a non ‑state actor, in addition to a mix of other 
means (i.e. economic, political, and diplomatic) (Think Tank of the European 
Parliament, 2015).

While most countries are exposed to certain types of hybrid threats, some – 
like Ukraine at the time of writing – are at risk of open hybrid warfare.
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The following should be taken into account when considering hybrid threats:
Hybrid always describes a combination of two or more tools or actions. 

Hence, we should not use the term when we are just describing a series of cy‑
berattacks or a single disinformation effort. Only when several tools are applied 
together is the word ‘hybrid’ really appropriate (Rühleu 2021).

As the most obvious examples of hybrid threats, we can cite a few examples:
Terrorism: Terrorist organisations like Boko Haram, Al ‑Qaeda in the Ara‑

bian Peninsula (AQAP) and ISIL/Da’esh operate across the territories of many 
countries, and employ a variety of economic, military and technological tools 
to achieve their political goals.

Cybersecurity: The operations of state ‑affiliated hackers from Russia and 
China and the use of cyber ‑weapons are facilitated by difficulties with the at‑
tribution and the absence of norms of state behaviour in cyberspace.

Organised crime: Armed criminal groups and drug cartels in Mexico resort 
to violence in the fight over territory and economic profits. Erosion of security, 
in turn, has a negative impact on the Mexican economy.

Maritime disputes: China is pursuing its aims in the South China Sea by 
combining economic and military pressure with extensive land reclamation 
projects in the Spratly archipelago.

Space: Constraints on use of orbital space (and access to satellites) resulting 
from space debris – created, among other things, by anti ‑satellite missile tests.

Resource scarcity: Resource ‑dependency between countries is increasingly 
used for political purposes. In 2010, China blocked exports of raw materials to 
Japan in response to the arrest of a Chinese fishing boat. In 2011, India’s refusal 
to adopt a water ‑sharing agreement with Bangladesh put additional pressure 
on bilateral relations.

Covert operations: Russia’s strategic use of special forces (i.e. ‘green men’) 
and information in Ukraine. (Think Tank of the European Parliament, 2015)

As can be seen, hybrid threats are realised in many areas and different parts 
of the world. Due to their geostrategic and geopolitical position, some regions 
are more exposed to hybrid threats; one such region being Southeast Europe 
and, more specifically, the Western Balkans, where countries are struggling 
with numerous internal challenges (such as severe corruption, weak and inef‑
ficient state institutions, unfinished transition processes, slow development, 
demographic aging, permanent emigration of young population, etc.) and 
external pressures coming from global and regional powers that project their 
interests in the area. In such circumstances, hybrid threats pose a significant 
additional security challenge for all states. Moreover, this area is subject to vari‑
ous influences due to its specifics. ‘Few regions in the world can claim a cultural, 
religious and demographic diversity richer than the Western Balkans’ (NATO 
Parliamentary Assembly 2018: 1).
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Hybrid threats are visible in Southeast Europe and, more specifically, in 
the Western Balkans: the debt trap diplomacy of China, Turkish authoritarian 
propaganda, violent extremism supported by the Gulf countries and Iran, dis‑
information warfare conducted by Russia, as well as the rising far right violent 
extremism identified in Serbia, Bosnia and Herzegovina, and Croatia (Rruste‑
mi et al. 2019: 3). According to the NATO Strategic Communications Centre 
of Excellence (2020: 34–35), Montenegro is vulnerable to hybrid threats and 
hostile information campaigns; in North Macedonia there is a visible presence 
of hybrid threats coupled with underdeveloped societal resilience; Kosovo is 
assessed as not being resilient enough to face hybrid threats; Serbia also lacks 
resilience to hybrid threats; Bosnia and Herzegovina has ineffective state actions 
against hybrid threats. Miroslav Mitrović (2018: 39) states that Balkan states 
are exposed to non ‑military but hybrid influence of outside powers. Kosovo has 
zero resistance against possible future hybrid attacks; Albania, and Bosnia and 
Hercegovina are vulnerable regarding hybrid threats; Montenegro and Romania 
are potentially under hybrid influence campaigns; Bulgaria, Croatia, North Mac‑
edonia and Serbia are exposed to similar hybrid acts. Lack of resilience differs 
from country to country, but overall author conclusions indicate that all four 
abovementioned countries are potentially exposed to hybrid actions. Moreover, 
Slovenia has the most developed resilience capabilities.

Based on various sources, the main hybrid actor in Southeast Europe and, 
specifically in the Western Balkans, is Russia, but it is not the only one. Hybrid 
influence, or hybrid threats, come from Russia, Turkey and Saudi Arabia in the 
EU enlargement process of the Western Balkan countries (Falon et al. 2018: 
9). ‘The Western Balkans constitute quite a welcoming ground for Russian soft 
power efforts and propaganda, the aim of which is both to enhance Russia’s im‑
age as an influential player and when possible to undermine its rivals’ leverage’ 
(Ibid: 38). Leaked intelligence documents have suggested that Russian state‑
‑sponsored agencies in the Western Balkan region have worked with Russian 
intelligence in an effort to sow discord in North Macedonia and put a brake 
on this country’s rapprochement with the West (Harding et al. 2017). Russia 
is involved in carrying out hybrid warfare against pro ‑Western authorities in 
Montenegro, North Macedonia and Kosovo while its support for Bosnia’s Serb 
separatists poses a threat to state structures. The Kremlin’s undertakings are 
aimed at drawing Serbia away from Western institutions (Warsaw Institute 2019: 
3). Probably the strongest example of Russia’s hybrid activities in the region 
is its involvement in the 2016 coup attempt in Montenegro and preventing it 
from joining NATO (Guardian 2016; Hopkins 2017; BalkanInsight 2018; Warsaw 
Institute 2019: 13; Greene et al. 2020: 14–15).

According to the review so far, we can conclude that all the countries in the 
observed region are exposed to various forms of hybrid threats. Due to academic 
precision, it should be noted that hybrid threats do not come only from the ac‑
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tors mentioned so far, but have also been recorded from ‘friendly’ countries, 
as well as countries in the region. To give a focus to the research, the paper 
will provide a comparison between Croatia, North Macedonia, and Bosnia and 
Herzegovina (three countries in the same region, where Croatia is a member of 
the EU and NATO, North Macedonia is a member of NATO, while Bosnia and 
Herzegovina has not yet achieved membership in any of these organisations), 
with the following research question: What hybrid threats are Croatia, North 
Macedonia, and Bosnia and Herzegovina exposed to? How do they deal with 
them? What counter ‑hybrid solutions are being developed?

In order to structure the research, the Introduction is followed by a second 
part titled Methods, in which the research design of this paper will be pre‑
sented. The next part is Case Study: Croatia, which will analyse the state of 
hybrid threats and counter ‑measures in Croatia. What follows is Case Study: 
North Macedonia, which, as in the previous case, will analyse the state of hybrid 
threats and counter ‑measures in North Macedonia. Finally, the same approach 
will be used for the part on Case Study: Bosnia and Herzegovina. Discussion is the 
following chapter where key research results will be presented and compared. 
After the analysis, the aggregate indicators and comparison will be presented 
in the Conclusion.

Methods

The research design of this paper consists of a comparative qualitative analysis 
of a case study of Croatia, North Macedonia, and Bosnia and Herzegovina. 
‘Comparative design is one of the most important research designs in political 
science, but the main difficulty with comparative design is finding comparable 
cases’ (Burnham et al. 2006: 58–59). To respond to the stated challenge of de‑
signing comparative research, researchers opt for two basic designs: first, the 
most similar cases design; second, the most different case design (Ibid: 65). 
Qualitative research methods are a generic term that refers to a whole range of 
techniques, such as observations, participatory observations, interviews with 
individuals and/or focus groups, and other techniques. These methods seek to 
explain the context, meaning and different processes (Devine 2005). Regarding 
case study, Yin (2007) states that the case study is an empirical study referring 
to a contemporary phenomenon within its real ‑life context. An approach will be 
used as a comparative analysis of the most similar cases design because Croatia, 
North Macedonia, and Bosnia and Herzegovina have multiple features in com‑
mon, i.e. all three countries have very similar political paths and histories – they 
were all socialist republics within the former Yugoslavia. With the disintegra‑
tion of Yugoslavia, all three socialist republics followed a difficult path of inde‑
pendence, state and institution ‑building, as well as joining the Euro ‑Atlantic 
integration. Geographically, they belong to the same region, while the size of 
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the territory and the number of inhabitants are pretty similar. These are small 
countries with limited levels of capabilities but also opportunities. Therefore, 
their comparison through most similar design cases is justified. The qualita‑
tive analysis will include official documents, academic and media sources for 
each country. In addition, in ‑depth interviews with security experts from each 
country analysed will be included in the analysis.

Case Study: Croatia

An analysis of the hybrid threats Croatia is exposed to will be presented through 
a three ‑level analysis. The first level is Official Acknowledgement of Hybrid 
Threats; the second level is Potential Hybrid Threats; and the third level is Activi‑
ties that may be Related to Hybrid Threats. The analysis ends with a cross ‑section 
of Planned and Undertaken Counter ‑Measures of the state.

Official Acknowledgement of Hybrid Threats

Official Acknowledgement of Hybrid Threats represent threats that the state’s of‑
ficial institutions have qualified as such. We use official documents to analyse 
those. The National Security Strategy of the Republic of Croatia recognises hybrid 
threats as a part of activities that take place in the wider area to which Croatia 
belongs, but also the Strategy in two places states that Croatia is as well directly 
threatened by hybrid threats. In the first case, ‘in some countries a defamatory 
campaign directed against Croatia has been underway for years, with all the 
characteristics of hybrid and special action, meaning planned, permanent and 
systematic activities supported by state bodies’ (Croatian Parliament 2017: 13). 
In the second case, ‘Croatia is exposed to various forms of hybrid operations 
that include elements of non ‑conventional, asymmetric, and cyber actions, both 
independently and as a part of the Euro ‑Atlantic integrations. The objective of 
such operations is to exploit Croatia’s vulnerability, weaken its sovereignty and 
independence, undermine democratic values and freedoms, destabilize state 
institutions and damage the reputation and influence of Croatia’ (Ibid: 14). The 
next significant source of insight into hybrid threat exposure is Croatian Security 
and Intelligence Agency Public Reports. Starting from the last published Pub‑
lic Report to the earlier ones, we will highlight the key parts related to hybrid 
threats. In Public Report 2020/21 hybrid threats are mentioned in the economic 
sphere and exposure of Croatia to ‘the risks associated with intelligence and hy‑
brid operations directed against Croatian or common European interests under 
the guise of legitimate economic activities’ (Security and Intelligence Agency 
2021: 22). In the second case, where Russia is directly mentioned as a hybrid 
actor that threatens the West (which means that this also applies to Croatia), it 
is stated that: ‘The relations with the West have been strained because of indi‑
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cations of Russian engagement in physical elimination of political opponents, 
hybrid operations directed at Western states, and cyberattacks originating on 
Russian territory’ (Ibid: 27). In Public Report 2017, Croatia’s exposure to hy‑
brid threats is stated in the context of foreign intelligence activities which are 
‘directed at decision ‑making in the Republic of Croatia. These activities bear 
elements of hybrid warfare, including broadcasting “fake news” into the public 
arena and attempts to undermine the international reputation of Croatia’ (Secu‑
rity and Intelligence Agency, 2017: 12). Other Security and Intelligence Agency 
Public Reports mention hybrid threats and other forms of hybrid activities in 
a broader context, not mentioning Croatia’s direct exposure, but certainly link‑
ing it through the threats faced by the organisations (EU and NATO) to which 
it belongs.

Potential Hybrid Threats

Potential Hybrid Threats represent assumptions about possible hybrid threats 
that have been developed within the academic community and have not been 
confirmed by official institutions. Nikola Brzica (2019: 27–28) believes that 
during the War of Independence (‘Homeland War’) from 1991 to 1995, Croatia 
was exposed to hybrid threats and hybrid war by Serbia and its proxy forces in 
Croatia, and Bosnia and Herzegovina. Željko Crvtila (2017: 14–17) agrees that 
Croatia was exposed to hybrid threats and a hybrid war by Serbia during the War 
of Independence. The same author cites recent examples of the use of hybrid 
threats against Croatia, such as an attempt to portray the country as a pro ‑fascist 
state, prevention of the appointment of a Defense Minister by insinuating the 
war crimes he commanded during the War of Independence, all the way to the 
takeover (purchase) of public media and media in Croatia by companies and 
individuals who come from (un)friendly countries and who then undermine 
Croatia in the media space (Ibid: 14–17). Gordan Akrap (2019: 39) connects 
hybrid threats to Croatia, among other things, with the threats to national 
critical infrastructures.

Hybrid Threats

Activities that may be Related to Hybrid Threats refer to a set of different pro‑
cesses and measures that have indications to be characterised by hybrid threats, 
but they need to be researched and reviewed, and above all, it should be proven 
that they belong to hybrid threats. We should be especially careful not to call 
things by the wrong name. Therefore, everything that is stated in this section 
represents hypothetical assumptions that serve for open discussion. We will 
give two examples, the first of which refers to the activities carried out by the 
official policy of Hungary towards Croatia. The Hungarian state oil company 
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MOL, by purchasing a controlling stake in INA (the state oil company of Croa‑
tia), has started managing INA in a way that some experts believe is targeted 
to reduce its value, does not invest enough in the development of capacity and 
capabilities, and tries to stop the work of individual plants. In this way, from 
a once respectable regional company that was present in several countries, INA 
became a subsidiary which is completely dependent on the decisions made in 
Budapest. In connection with the above, it is necessary to point out the lawsuit 
before the Croatian courts in which the former Croatian prime minister was 
convicted of ‘selling INA’ to the Hungarians by a criminal act of corruption 
in cooperation with the president of the board of MOL. The president of the 
board of MOL is inaccessible to the Croatian judiciary for questioning, while 
Hungary refuses to extradite him, as well as refusing to actively participate in 
supporting the trial process. Furthermore, top Hungarian politicians (such as 
the prime minister himself) occasionally present theses in the media as well as 
‘historical maps’ in which they allude to having pretensions and appropriate 
parts of Croatian territory.

Another example refers to the activities of certain groups or individuals 
from Italy who also show ‘interest’ towards the parts of the territory of Croatia. 
Similar to the Hungarians, they sought a stronghold in historical circumstances 
and the fact that during certain periods of Italian imperialism, parts of Croatia 
were under Roman rule. It is especially important to highlight the position of 
the president of the European Parliament, Antonio Tajani (Italian politician, 
journalist and former Italian Army officer, who served as president of the Eu‑
ropean Parliament from 2017 to 2019), from February 2019 when he finished 
his speech on the National Memorial Day of the Exiles and Foibe commemo‑
ration in Basovizza (Trieste) with the conclusion that the Croatian regions of 
Istria and Dalmatia belong to Italy (Veljković 2019). Just like Croatia, Slovenia 
is exposed to the challenges from historical maps published in Hungary and 
Italy from time to time by various institutions, groups and individuals showing 
parts of the country as the territory of Hungary and Italy. The prime minister 
of Slovenia, Marjan Šarec, reacted to this with the following words: ‘A blind 
person is one who does not see that Nazism and Fascism are being reborn in 
our neighborhood’ (Šoštarić 2019).

Planned and Undertaken Counter ‑Measures

Planned and Undertaken Counter ‑Measures refer to the development of the 
ability to counter all forms of hybrid threats to which Croatia, its institutions, 
critical infrastructure, society and citizens are exposed. On that trail, ‘national 
capabilities will be developed to counter and defend against hybrid operations 
carried out either by states, organisations or individuals across a wide spectrum 
(diplomatic, political, information, military, economic, financial, intelligence 
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and legal)’ (Croatian Parliament 2017: 27). As an example, we can highlight the 
establishment of the Security and Intelligence Agency Center for Cyber Security, 
with the aim of protecting the national cyberspace throughout 2019. It can be 
assumed that hybrid threats coming through cyberspace will be monitored and 
analysed in the mentioned centre. It is especially important to point out that 
due to its own limited capabilities in all areas, Croatia pays significant attention 
to cooperation, ‘enhanced through existing frameworks intended for building 
resilience against hybrid threats in NATO and the European Union’ (Ibid: 27). 
In 2019, Croatia became the 19th member of the European Centre of Excellence 
for Countering Hybrid Threats (Hybrid CoE), which admits only EU and NATO 
member states. In 2020, Croatia participated in the international NATO exercise 
‘Cyber Coalition 2020’, which included defence against malware and hybrid 
challenges, and in 2021 in the EU exercise ‘Integrated Resolve’, which aimed 
to train reactions in case of hybrid warfare.

Case Study: North Macedonia

An analysis of the hybrid threats North Macedonia is exposed to will also be 
presented through three levels. The first level is Official Acknowledgement 
of Hybrid Threats; the second level is Potential Hybrid Threats; and the third 
level is Activities that may be Related to Hybrid Threats. The analysis ends with 
a cross ‑section of Planned and Undertaken Counter ‑Measures of the state.

Official Acknowledgement of Hybrid Threats

Official Acknowledgement of Hybrid Threats refers to threats that the official 
institutions of the state have qualified as such. Upon their review, we will use 
official documents adopted by state institutions. Namely, according to the 2020 
Defence Strategy of the Republic of North Macedonia, ‘the most significant risks 
we [North Macedonia] face are from asymmetric, hybrid and cyber threats and 
other non ‑military threats, including those posed by non ‑state actors, natural 
disasters, technological disasters, epidemics and climate change’ (Ministry of 
Defence 2020: 6). With respect to the identified security challenges, threats 
and risks, the defence system of the Republic of North Macedonia will build 
capacities and capabilities to respond accordingly (Ibid). Another important 
source of insight into the exposure of hybrid threats is the 2021 Strategy for 
Building Resilience and Tackling Hybrid Threats, which states that ‘hybrid threats 
refer to a combination of malicious and subversive activities, conventional and 
unconventional methods (diplomatic, military, economic, technological) which 
are utilized in a coordinated manner by state and non ‑state entities in achiev‑
ing specified goals’ (Government of the Republic of North Macedonia 2021: 5).



384 Hybrid Threats and Counter ‑Hybrid Solutions … Robert Mikac, Marina Mitrevska and Mirza Smajić

Potential Hybrid Threats

Potential Hybrid Threats have been detected on several occasions in North 
Macedonia, and they have been used as an ‘umbrella’, covering a wide range 
of emerging forms of security threats that may come from either state or non‑
‑state actors, and for which there is difficulty in proving their attribution and 
accountability. The first example is the fact that a great deal of misinformation 
and fake news is circulating in the information space in North Macedonia. This 
is being confirmed by the cyberattacks during the election cycle for the 2020 
parliamentary elections, when the target of the attack was the State Election 
Commission and its website, which did not work for three days, and therefore, 
the public did not have access to the voting results. Hristijan Ilievski (2022: 
1) believes that in the past 2–3 years, North Macedonia has been the target of 
cyberattacks aimed at penetrating the institutions, which has contributed to 
an erosion of citizens’ trust in them. He argues that other such examples were 
the attempts for hacking the National Bank website, as well as the websites of 
the Ministry of Education and Science, and the Ministry of Health. The same 
author also cites a specific example of potential hybrid threats towards North 
Macedonia, such as the veto from neighbouring Bulgaria and the issue of Eu‑
ropean integration of North Macedonia. Ilievski further states that support for 
the European Union membership in recent years has declined from 92 % in 
2011 to just under 70 % in 2022. Keeping in mind these numbers, the forces 
that oppose the accession of North Macedonia into the European Union will 
undoubtedly use the dissatisfaction of the population and the ‘enlargement 
fatigue’ of the European Union to their advantage, in order to achieve influence 
within political frameworks. Additionally, we can take an actual example of this 
from neighbouring Bulgaria, where Prime Minister Petkov started the topic of 
the Russian Federation interfering in the destabilisation of Skopje ‑Sofia rela‑
tions through their spies and intelligence officers who worked in the Bulgar‑
ian Security Agency and aimed to block EU enlargement in this area. Marjan 
Nikolovski (2020) believes that hybrid threats would directly endanger security, 
and one of the ways is communication with top politicians. An example is the 
non ‑existent telephone conversation between prime minister Zoran Zaev and 
a third party. Marjan Zabrčanec, the advisor to prime minister Zoran Zaev, an‑
nounced that a hybrid attack on the prime minister’s office was discovered, in 
which the identity of the young eco ‑activist Greta Thunberg was abused. Russian 
pranksters Vovan and Lexus had published a fictional conversation between 
prime minister Zoran Zaev and activist Greta Thunberg.
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Activities that may be Related to Hybrid Threats

In North Macedonia, there are a set of different processes and measures that 
have indications to be characterised as hybrid threats. We will list a few which are 
present in the country and have been demonstrated so far through several sec‑
tors, and could be systematised as threats coming through diplomacy, economy, 
the information and telecommunication sector, and the security sector. In terms 
of diplomacy, the Macedonian authorities have so far officially expelled several 
Russian diplomats for whom, according to the authorities, there was evidence of 
direct involvement in activities that do not comply with international standards 
and generally accepted principles of conduct and work of diplomatic representa‑
tives. In terms of economy, the most recent and authentic example is perhaps 
the case from Veles, about the involvement of young Macedonian citizens and 
companies in disseminating information that allegedly had an impact on the US 
presidential elections in 2016. Although the young people were not the direct 
organisers, the weak regulations, and above all the shadow economy, were used 
and abused to push them into activities, for which they paid due taxes to the 
state, but caused an effect that had political repercussions. Regarding the infor‑
mation and communication sector, it is already widely known that the country, 
as well as many other countries in the region, is a victim of misinformation, 
which is mainly generated through Sputnik, in Serbia, where the information 
is downloaded and disseminated through local portals in the country. Another 
example is the involvement of foreign nationals in the events of 27 April 2017 
in the Parliament of North Macedonia, where they tried together with domes‑
tic protesters to cause a crisis in the country. Namely, regardless of the level of 
involvement, even being physically present, they failed to cause destabilisation 
in order for the Agreement with Greece not to be signed.

Planned and Undertaken Counter ‑Measures

North Macedonia, as a NATO member, has an obligation to prepare the institu‑
tions and enhance resilience to hybrid threats, and for that purpose, the National 
Strategy for Building Resilience and Tackling Hybrid Threats was adopted. Coop‑
eration with NATO in the security sector is one of the key steps that are being 
undertaken in relation to this issue. What is of great help is also the fact that 
the Alliance asked North Macedonia to establish a team for countering hybrid 
threats, aiming to prepare media in the country to deter disinformation cam‑
paigns from Russia (Kamcev 2020). Furthermore, the Cybercrime and Digital 
Forensics Sector in the Ministry of Interior singles out the Distributed Denial 
of Service or DDoS attacks as the most common hybrid threats to institutions 
and individuals (Nikolovski 2020). In 2020, the Army of North Macedonia 
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took part, as an observer, in several online sessions of the international NATO 
‘Cyber Coalition 2020’, which encompasses defence from malware and hybrid 
challenges, and ever since 2021 has an active role in tackling hybrid threats.

Case Study: Bosnia and Herzegovina

Just as in the previous two cases, the main research subject deals with the 
analysis of hybrid threats in Bosnia and Herzegovina through several sections: 
Official Acknowledgement of Hybrid Threats; Potential Hybrid Threat; Activities 
that may be Related to Hybrid Threats; and Planned and Undertaken Counter‑
‑Measures.

Official Acknowledgement of Hybrid Threats

This subsection should present a set of hybrid threats that are recognised or 
qualified by official state institutions. However, the analysis shows that Bosnia 
and Herzegovina (B & H), although an aspirant for EU and NATO membership, 
currently neither has a publicly available document dealing with hybrid threats, 
nor a comprehensive strategic approach to address hybrid threats. In this regard, 
it is impossible to review or present official documents and sources. However, 
in 2019 only, as a member of international organisations and international 
commitments, with the aim of establishing certain strategic and normative 
frameworks, B & H proceeded to drafting the Guidelines for a Strategic Cyber‑
security Framework in Bosnia and Herzegovina (OSCE, 2019), with the help 
of the OSCE Mission to B & H. However, this document does not mention or 
analyse hybrid threats or hybrid dangers to B & H. The lack of political will to 
establish a strategic and normative framework for combating hybrid threats is 
clearly visible in the European Commission’s Report on Bosnia and Herzegovina 
for 2021, stating: ‘On hybrid threats, the EU has offered Bosnia and Herzegovina 
a research on hybrid risks in order to identify key weaknesses, which would be 
addressed through EU assistance. To date, the authorities have not expressed 
interest in participating in the research’ (European Commission 2021: 113).

Potential Hybrid Threats

Although in recent years there has been some academic agreement that Bosnia 
and Herzegovina is exposed to hybrid threats, this analysis shows a deficit of 
professional and (academic) scientific identification/literature on potential 
hybrid threats to Bosnia and Herzegovina. In this regard, our main sources 
rely on individual and specific international studies that provide insight into 
potential hybrid threats. Therefore, Kico and Kapetanović (2019: 87) believe 
that ‘almost all forms and aspects of social life, constitutional order, institutions 
of political, economic, judicial and security systems, as well as institutions of 
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religious, national, linguistic, educational and other forms cultural identity of 
citizens and of the constituent peoples of Bosnia and Herzegovina are targets 
of hybrid activities in B & H.’ On the other hand, certain indexes place Bosnia 
and Herzegovina among the most vulnerable countries in terms of potential 
hybrid threats due to ‘the political, social and economic environment of the 
country… which incites confusion over the country’s strategic orientation’ 
(NATO StratCom 2020: 3). We also find a practical example in the study ‘War 
in Ukraine and the Western Balkans’, where the authors state that the hybrid 
war, i.e. its consequences, are visible in the communication and information 
domain of the so ‑called ‘cooked societies’, which ‘implies taking control over the 
target’s contemplation and decision ‑making processes. When you take control 
over a target’s strategy, then you take control of his decision ‑making process. 
The opponent is put in a situation to make decisions that benefit you, and are 
harmful for him’ (Kico et al. 2022: 23).

Activities that may be Related to Hybrid Threats

Due to certain internal political and security specifics and backward animosi‑
ties, Bosnia and Herzegovina is exposed to certain hybrid threats. We can take 
as an example the use of public diplomatic tools and media space to spread 
hybrid threats, which has intensified in recent years. Among the main goals of 
these activities are the paralysis of sovereignty and stopping the path towards 
the EU and NATO, as in a recent statement by Russian Ambassador Kalabukhov, 
who said that ‘Russia will react in case of B & H’s NATO membership’ (Hina 
2022). Moreover, mass disinformation campaigns against NATO and EU inte‑
grations are visible through social media and the internet, i.e. its content (e.g. 
Portal Sputnik, phrase ‘Russian World’, etc.), in order to control or change the 
political, security and social narrative. On the other hand, an example is the 
cultural ‘offensive’, which is visible through public gatherings and promotion 
of Russian interests by the organisation ‘Night Wolves’, as well as the drawing 
of certain murals with the symbol ‘Z’, anti ‑EU and anti ‑NATO propaganda, etc. 
Viewed from internal perspectives there are destabilising efforts that constantly 
generate complex and multi ‑dimensional threats. Therefore, the analyst Karup 
Druško (2021) detects complex methods of hybrid policy reflected in the ac‑
tivities of the Serb member of the Presidency of B & H, Milorad Dodik, who 
‘denies everything that is state, publicly stating that he harmonizes his views 
with Serbian foreign policy, at the same time repeatedly demanding secession, 
peaceful separation and the unification of Republika Srpska with Serbia, which 
can be more or less connected with Russian and pro ‑Russian activities in the 
Western Balkans’.



388 Hybrid Threats and Counter ‑Hybrid Solutions … Robert Mikac, Marina Mitrevska and Mirza Smajić

Planned and Undertaken Counter ‑Measures

This section should offer the development of Bosnia and Herzegovina’s insti‑
tutional capacity to counter all forms of hybrid threats, but due to the lack of 
an institutional ‑strategic framework, it is difficult to provide an overview of 
future activities and their capacities. However, in recent years there has been 
some interest, and also international assistance, to launch a unified approach 
to the development of basic strategic documents that would cover the area of 
hybrid threats. Following this, a series of workshops and exercises were held to 
strengthen the capacity of the state of Bosnia and Herzegovina in countering 
hybrid threats, especially cyberattacks. For example, based on the Good Practices 
Guide on Non ‑Nuclear Critical Energy Infrastructure Protection from Threats Ema‑
nating from Cyberspace, OSCE organised an exercise to assess the risk, level of 
readiness and protection of critical energy infrastructure for public and private 
institutions in B & H from terrorist attacks, with a focus on threats coming from 
cyber space (OSCE, 2013). Most experts agree that Bosnia and Herzegovina is 
one of the most vulnerable countries in terms of hybrid threats in the region, 
and the lack of an institutional and strategic framework makes it even more 
vulnerable. In this regard, future planned counter ‑measures are reflected in the 
urgent adoption of necessary legal and other norms that will create national 
and international conditions for a greater degree of resilience and adaptation 
to Euro ‑Atlantic integrations.

Discussion

This part of the research is dedicated to the comparison of previous findings 
from the individual researches of each of the three countries (Croatia, North 
Macedonia, and Bosnia and Herzegovina), taking into account the categories 
by which the analysis was done.

Table: Comparison of the of hybrid threats in Croatia, North Macedonia, and 
Bosnia and Herzegovina

Croatia North 
Macedonia

Bosnia and 
Herzegovina

Official Acknowledgement of Hybrid Threats Yes Yes No

Potential Hybrid Threats Yes Yes Yes

Activities that may be Related to Hybrid Threats Yes Yes Yes

Planned and Undertaken Counter-Measures Yes Yes No
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The comparison of the research results shows that in all four categories of 
analysis (Official Acknowledgement of Hybrid Threats; Potential Hybrid Threats; 
Activities that may be Related to Hybrid Threats; Planned and Undertaken 
Counter ‑Measures) there are certain activities in the three analysed countries, 
even though the content and actors involved are different.

In the case of Croatia, there are the most elements that indicate that state 
institutions not only recognise the exposure to hybrid threats, but also specify 
them by topic and hybrid actors. While in North Macedonia, in official docu‑
ments, it is stated that the country is exposed to hybrid threats, but it is not 
specified which exactly and from which hybrid actor the greatest threat is. 
Meanwhile, the activity of international organisations is noticeable in Bosnia 
and Herzegovina, which instruct state institutions that it is necessary to start 
dealing with this area, where they offer them help and support, but without an 
adequate response from the other side. More forward, in the case of all three 
countries, there are recognised – primarily in the academic world – potential 
hybrid threats, and activities that may be related to hybrid threats which have 
not been confirmed by state institutions, but can certainly be very relevant for 
the discussion of whether in reality they represent hybrid threats, a danger of 
some other nature or whether they should be rejected from the discussion. As 
far as planned and undertaken hybrid counter ‑measures are concerned, the 
comparative analysis shows that Croatia implements the most concrete meas‑
ures at the level of the three compared countries. North Macedonia also tries to 
implement a certain number of measures, while we note the complete absence 
of official measures that would be publicly available and visible in the case of 
Bosnia and Herzegovina.

Conclusion

All countries worldwide are more or less exposed to different forms, dynamics 
and strengths of hybrid threats. The three analysed countries are not excluded: 
Croatia, North Macedonia, and Bosnia and Herzegovina. The analysis showed 
that all three countries are exposed to hybrid threats. Official documents have 
confirmed that Croatia is exposed to the following hybrid threats: defamatory 
campaigns; elements of non ‑conventional, asymmetric, and cyber actions; in‑
telligence and hybrid operations in the economic sphere; foreign intelligence 
activities; and ‘fake news’ campaigns. For North Macedonia, official documents 
noted that the country is exposed to various forms of hybrid threats, but which 
one is not specified. In the case of Bosnia and Herzegovina, there are no of‑
ficial positions of the competent institutions regarding the exposure to hybrid 
threats; the interviewed experts working in the institutions responsible for the 
implementation of security activities stated that the state is exposed to such 
threats. In order to supplement this insight, for all three countries we analysed 
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the available academic and professional literature sources from international 
as well as Croatian, Macedonian and B & H experts. All sources consulted 
agree that all three countries are exposed to different forms of hybrid threats 
to a greater extent than stated in official documents.

The answers to the part of the research question about how they deal with 
hybrid threats are different. Croatia and North Macedonia are developing and 
publishing documents discussing hybrid threats and how the state should deal 
with them. It is noticeable that Croatia is more focused and direct than North 
Macedonia. That should be attributed to longer tenure in NATO and full mem‑
bership in the European Union. This is relevant because under the influence of 
discussions and activities in these organisations, states have the opportunity 
to exchange views, learn, upgrade the existing corpus of knowledge and skills, 
and develop new mechanisms. So, although this was not the interest of the 
research, the positive significance and impact that full membership in the EU 
and NATO gives to each member state can be confirmed. As far as Bosnia and 
Herzegovina is concerned, unfortunately, there was no official activity in the 
form of publicly available information related to the activities of the competent 
institutions in this area. Despite this, it is clear that there is no political will to 
establish a strategic and normative framework for combating hybrid threats.

Regarding the discussion of counter ‑hybrid solutions that countries are 
developing, yet again the solutions found are very different. For the cases of 
Croatia and North Macedonia, we can point out that they actively participate 
in exercises organised by the organisation to which they have access – both 
participate in NATO exercises, and Croatia also participates in EU exercises. In 
this way, they learn and hone their skills, abilities and capabilities. In addition, 
Croatia is a member of the European Center of Excellence for Countering Hybrid 
Threats, and has recently established the Security and Intelligence Agency Center 
for Cyber   Security, which, among other tasks, deals with hybrid threats coming 
from cyberspace. For Bosnia and Herzegovina, we must emphasise once again 
that there are no developed counter ‑hybrid solutions and most likely there are 
no solutions which are in the development phase.

In conclusion, the analysis showed that all three countries are exposed to 
different forms of hybrid threats, they treat them differently and have differ‑
ent approaches to developing counter ‑hybrid solutions. The most significant 
number of activities was recorded in the case of Croatia, followed by North 
Macedonia, while in the case of Bosnia and Herzegovina, according to publicly 
available sources, there are no significant activities in this area. With that, the 
central research question of this paper is answered. In addition to its primary 
purpose, the research is additionally significant because it compared the activi‑
ties and solutions of the three countries that were part of a larger political entity 
until 30 years ago (all three were socialist Republics in the former Yugoslavia) 
and showed that the country’s stability, built and functional state institutions, 
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membership in international organisations (with some additional factors) are 
significant prerequisites for dealing with hybrid threats. Also, the research 
highlighted certain well ‑known points, such as facing any security challenge 
requires a lot of effort and joint work of many actors in each society, so this 
paper may encourage some of them to engage in more activities. In addition, it 
is essential to provide other researchers of these and similar topics worldwide, 
with the opportunity to see the state of affairs in small countries with limited 
resources, what solutions they approach and how they achieve them or not.
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