
POLITICS IN CENTRAL EUROPE 18 (2022) 3 355

Determination and Development of Definitions 
and Concepts of Hybrid Threats and Hybrid Wars: 

Comparison of Solutions at the Level 
of the European Union, NATO and Croatia

ROBERT MIKAC

Abstract: Political, professional and academic circles, as well as the general public, 
are increasingly using different terms like hybrid threats and hybrid wars in everyday 
circumstances, describing different phenomena and processes. This trend became more 
prominent in Europe after the events in Ukraine in 2014, and it has especially been 
more emphasized since the attack of the Russian regime on Ukraine in 2022. For this 
reason, the central organisations of the European security architecture – the European 
Union and NATO, as well as their member states – pay more and more attention to 
research, conceptualisation and explanation of what different forms of hybrid dangers 
represent, what their scope is and how to effectively oppose them. This is a necessity 
because only by adequately addressing the problem and defining key definitions and 
concepts, the development of appropriate and effective response measures can be 
achieved. This paper aims to comparatively research and present the development of 
this area at the level of the European Union and the NATO Alliance, and specifically 
for Croatia, analyse the use of the relevant terms with a special focus on two terms: 
hybrid threats and hybrid wars. The first term, because it is the most general and most 
common hybrid term used, the second because it is the term with the strongest mean‑
ing and consequences. The research will represent an addition to the existing body of 
knowledge and will provide guidelines for the continued development of this field at 
the policy and academic levels. Also, the research will be significant for other countries 
and researchers in order to perceive the current status of the situation in the European 
Union, the NATO Alliance and Croatia as a member state of both organisations, and to 
be able to compare the challenges and solutions in their countries.
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Introduction

In the beginning of 2022 – because of the Russian regime’s aggression against 
Ukraine, which many Russian citizens oppose – political, professional and 
academic communities, as well as the general public, began widely and mas‑
sively using terms such as hybrid war, hybrid conflict, hybrid threats, hybrid 
interference and others. These terms and concepts are used in the context of the 
efforts of one party (in this case the Russian regime) to undermine, confuse, 
hinder and affect the opposing party (Ukraine, its ability to make decisions, 
readiness and ability to oppose and defend against external influence), with 
different and multidimensional methods and approaches within the political, 
economic, diplomatic, military, media, cyber and social space, using state, non‑
‑state and proxy forces.

The first question of our interest in this paper is: Are hybrid threats old or 
new security risks? According to Giannopoulos and associates: ‘In recent years, 
the topic of hybrid threats has dominated the security landscape in Europe. 
Whereas it may be considered a new topic by several stakeholders, in fact it 
is not. It is as old as conflict and warfare, but repackaged and empowered by 
changing security environment dynamics, new tools, concepts and technologies 
targeting vulnerabilities in several domains in an unprecedented manner’ (Gian‑
nopoulos et al., 2020: 4). The above can be said for other terms and concepts, 
such as hybrid war and other hybrid terms and concepts.

The next thing that needs to be pointed out is that the development and 
direction of the debate on different forms of hybrid threats and wars in the 
modern era is mainly attributed to a few authors. Whether it is justified or not is 
a question for another discussion. The authors whose texts dominate academic 
discussions are the following: American researcher and retired member of the 
US armed forces Frank G. Hoffman; Russian army general and the Chief of the 
General Staff of the Russian Armed Forces and First Deputy Defence Minister 
Valery V. Gerasimov; and Chinese People’s Liberation Army senior colonels 
Qiao Liang and Wang Xiangsui. Additionally, in Western academic circles the 
following authors are significant: Phillip Karber, Timothy McCulloh, Richard 
Johnson, Janis Berzinš, Robert Gates, James Mattis, David Johnson, Robert 
Walker, William Nemeth, Bernd Horn, Mark Galeotti, as well as some additional 
authors, but they will not be used as sources in this research. We will use the 
first mentioned authors for this introductory part of the discussion on hybrid 
threats and wars.

Hybrid wars are not new, but they are different (Hoffman, 2009: 36). Hoff‑
man and Mattis (2005: 2) state how ‘[i]n hybrid wars we can expect to simul‑
taneously deal with the fall out of a failed state that owned but lost control of 
some biological agents or missiles, while combating an ethnically motivated 
paramilitary force, and a set of radical terrorists who have now been displaced. 
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We may face remnants of the fielded army of a rogue state in future wars, and 
they may employ conventional weapons in very novel or nontraditional ways. 
We can also expect to face unorthodox attacks or random acts of violence by 
sympathetic groups of non ‑state actors against our critical infrastructure or 
our transportation networks. We may also see other forms of economic war 
or crippling forms of computer network attacks against military or financial 
targets.’ Hoffman defines hybrid threats as follows: ‘Hybrid threats incorporate 
a full range of different modes of warfare including conventional capabilities, 
irregular tactics and formations, terrorist acts including indiscriminate violence 
and coercion, and criminal disorder’ (Hoffman, 2007: 8; Hoffman, 2009: 36; 
Hoffman, 2011: 17). Looking at the interventions of Russia (and their aides) in 
Georgia in 2008 and Ukraine in 2014, Hoffman partly modifies his definition 
of hybrid threats, and states that hybrid threats are ‘[a]ny adversary that simul‑
taneously employs a tailored mix of conventional weapons, irregular tactics, 
terrorism, and criminal behavior in the same time and battlespace to obtain 
their political objectives’ (Hoffman, 2014).

Gerasimov believes that the rules of modern wars have changed. In addition 
to military activities, ‘the role of non ‑military means of achieving political and 
strategic goals has grown, and, in many cases, they have exceeded the power 
of force of weapons in their effectiveness’. In order to achieve the goals, it is 
necessary to use a wide range of different political, economic, informational, 
humanitarian and other non ‑military measures – applied in coordination with 
the protest potential of the population. There is no longer a clearly defined bat‑
tlefield and front line of attack or defense, yet ‘the defeat of the enemy’s objects 
[objectives] is conducted throughout the entire depth of his territory. The dif‑
ferences between strategic, operational, and tactical levels, as well as between 
offensive and defensive operations, are being erased’ (Gerasimov, 2016: 23–29). 
In order for Russian forces to respond to the demands of modern conflicts, 
the author suggests the integration of all available solutions, knowledge and 
capabilities. In achieving political goals, it is necessary to modify the approach 
based on use of military forces and traditional forms and methods towards 
the use of political, diplomatic, economic and other nonmilitary measures in 
combination with the use of military forces by developing and applying new 
forms and methods (ibid, 2016: 23–29). It is interesting that Gerasimov did 
not mention terms such as hybrid war and/or hybrid threats anywhere in the 
text. However, security experts in the West characterised his interpretation of 
the modern conflict as the Russian approach to hybrid warfare and called it the 
‘Gerasimov Doctrine’.

Liang and Xiangsui, same as Gerasimov, do not use the terms hybrid war and 
hybrid threats, but describe their own understanding of the changed nature of 
conflict and war. They consider that in achieving political goals, it is necessary 
to modify the approach based on use of military forces and traditional forms and 
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methods towards the use of political, diplomatic, economic and other nonmili‑
tary measures in combination with the use of military forces by developing and 
applying new forms and methods as the new wars involve many more actors than 
the armed forces themselves. Modern conflicts are conducted using all means, 
including the armed and unarmed, military and non ‑military, lethal and non‑
‑lethal, to make the enemy accept one’s interest. They note that a specific country 
can no longer be directly blamed for the start of a crisis or conflict. Instead of 
states, this role is taken over by non ‑state actors and organisations, such as: the 
Islamic organisations pursuing a holy war; the Caucasian militias in the U.S.; the 
Japanese Aum Shinrikyo cult; up to individuals (criminals, rich people, psycho‑
logically unstable people). The means of achieving the goals represent everything 
that is available: airplanes, cannons, poison gas, bombs, biochemical agents, 
computer viruses, malware, illegal means of financing and similar agents. All 
means of recent technology can be used by an individual to carry out terrorist 
attacks, media attacks, network attacks and more. Most of these attacks are not 
of a military nature, but they can still be seen as acts of warfare that force other 
entities and even states to subject to external influence (Liang and Xiangsui, 
1999). The authors perceive modern warfare as a concept of unlimited war, where 
the one who wants to win must combine all the resources at his disposal and use 
them. When analysing the opponent, it is important to oppose the opponent in 
an optimal way in order to exploit his weaknesses, while it is necessary to avoid 
competing in areas where the opponent is extremely dominant. In addition to 
the classic approach to competition for territory, the battlefield should also be 
expanded to politics, economy, culture and way of thinking (ibid, 1999). As in 
the previous case, Western experts understood the interpretation of the men‑
tioned two authors as a Chinese approach to hybrid warfare.

We saw how authors in different parts of the world developed and described 
the phenomena, processes and activities that today in the West we consider to be 
the initial features, definitions and concepts of hybrid threats and hybrid wars. 
This is particularly important for two reasons. First, academic activity created 
a basis for discussion and development of official definitions and concepts of 
state and international institutions and organisations. Second, official defini‑
tions are a necessity so that state and international institutions and organisa‑
tions can act in accordance with them. Because if we do not define and frame 
a certain thing and situation, we cannot expect a planned and effective approach 
to action in confronting and countering the challenges we face. In addition, it 
is important to point out two more things. First, while individual authors have 
already worked extensively on the academic development of definitions, con‑
cepts and approaches to hybrid threats and hybrid wars, organisations such as 
the European Union and the NATO Alliance began to deal more significantly 
with this area only after 2014 as a result of Russian activities in Ukraine. This 
will be analysed in continuation of this research. Second, countering hybrid 
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threats relates to national security and defence and the maintenance of law and 
order, the primary responsibility lies with states, as most national vulnerabilities 
are country ‑specific. ‘However, many EU Member States face common threats, 
which can also target cross ‑border networks or infrastructures. Such threats 
can be addressed more effectively with a coordinated response at EU level by 
using EU policies and instruments, to build on European solidarity, mutual 
assistance and the full potential of the Lisbon Treaty’ (European Commission, 
2016). The above also applies to cooperation within the NATO Alliance (North 
Atlantic Council, 2016, 2018, 2021), as well as to joint cooperation between the 
EU and NATO member states (NATO, European Council and European Com‑
mission, 2016; NATO, 2016).

Research design

According to the review so far, we have seen the background of this research. 
The research problem can be described as how the lack and/or underdevelop‑
ment of key definitions and concepts of hybrid threats and hybrid wars prevents 
states, international institutions and organisations from adequately respond‑
ing to these contemporary security challenges. The subject of the research is 
derived from the research problem, which is the development of definitions and 
concepts of hybrid threats and hybrid wars and other definitions that include 
hybrid dangers. The aim of the research is to show the sequence and dynamics 
of the development of key definitions and concepts at the level of the European 
Union, NATO and Croatia. Croatia is chosen as a case study example for several 
justified reasons. It is a member of both organisations and was among the latest 
countries that gained full membership. It is a country that belongs to several 
different geopolitically and geostrategically interesting and unstable areas. It 
belongs to Central Europe, it belongs to Southeast Europe, it belongs to the 
Mediterranean. Many classify Croatia as a region of the Western Balkans, which 
the majority of Croatian citizens disapprove of and do not want to accept such 
an approach. Historically, culturally and politically, it strives towards the West, 
which the West often did not want to accept, so it has always been and remains 
in its periphery. Therefore, for different reasons, Croatia represents a relevant 
case study example for researching various phenomena. In accordance with all 
of the above, the main research question of this study is the following: What 
are the normative definitions of hybrid threats and hybrid wars at the level of 
the European Union, NATO and Croatia? After answering this question, we 
expect to be able to compare the research results and show the strengths and 
weaknesses of the development of key definitions and concepts.

In order to structure the research, the Introduction is followed by a second 
section entitled Methods, in which the research design of this text will be pre‑
sented. The next section is the Solutions on the EU level, which will provide key 
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strategic documents and their analysis. The fourth section entitled Solutions on 
the NATO Alliance level, as in the previous section, will present key strategic docu‑
ments and their analysis. The next section, Solutions on the level of the Republic 
of Croatia, will follow the logic of the previous two chapters. Discussion is the 
following section where key research results will be presented and compared. 
After the analysis, the aggregate indicators will be presented in the Conclusion.

Methods

The central theory that will be used in the research is Multi Level Theory (MLT). 
This theory models complex relationships across different levels of analysis 
(Turner et al., 2019: 187), and describe relationships among constructs (Ko‑
zlowski and Klein, 2000: 38). Constructs are the building blocks of this theoreti‑
cal approach and represent different institutions within different organisations 
and countries in our specific research. According to Klein and associates, MLT 
connects the dots, making explicit the links between constructs previously 
unlinked, and illuminates the context surrounding individual ‑level processes, 
clarifying precisely when and where such processes are likely to occur within 
organisations. Thus, MLT may explain the steps organisations actors may 
take, individually and collectively, to yield organisational benefits (Klein et al., 
1999: 243). Further, MLT has different types of theoretical models (Single ‑level 
model; Cross ‑level model; Homologous multilevel model, etc.). The model that is 
most adequate for our research is the Cross ‑level model. Cross ‑level theoretical 
models describe the relationship between different independent and depend‑
ent constructs at different levels of analysis (Rousseau, 1985 in Kozlowski and 
Klein, 2000: 42).

Solutions on the EU level

In this part, nine European Union strategies from the security field will be ana‑
lysed. First, five general strategies that deal with all key security issues of the 
European Union (2003 European Security Strategy – A Secure Europe in a Better 
World; 2010 EU Internal Security Strategy in Action: Five steps towards a more secure 
Europe; 2016 Global Strategy for the European Union’s Foreign And Security Policy; 
2020 EU Security Union Strategy; and 2022 Strategic Compass for Security and 
Defence), and then four specific strategies dealing with the areas of protection 
against terrorism and cyber protection (2005 European Union Counter ‑Terrorism 
Strategy; 2020 Counter ‑Terrorism Agenda for the EU; 2013 Cybersecurity Strategy 
of the European Union: An Open, Safe and Secure Cyberspace; and, 2020 EU’s Cy‑
bersecurity Strategy for the Digital Decade).
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2003 European Security Strategy – A Secure Europe in a Better 
World

In the first analysed strategy, The European Security Strategy – A Secure Europe in 
a Better World from 2003, different forms of threats are frequently mentioned, 
the mention of war is avoided and not a single type of risk or danger is attrib‑
uted as hybrid. At the beginning of the document it is stated how ‘twenty years 
after the Cold War, Europe faces increasingly complex threats and challenges. 
Conflicts in the Middle East and elsewhere in the world remain unsolved, oth‑
ers have flared up even in our neighbourhood. State failure affects our security 
through crime, illegal immigration and, most recently, piracy. Terrorism and 
organised crime have evolved with new menace, including within our own socie‑
ties. The Iranian nuclear programme has significantly advanced, representing 
a danger for stability in the region and for the whole non ‑proliferation system’ 
(Council of the European Union, 2003: 7). Furthermore, it is important to high‑
light the part that says how ‘globalisation has also made threats more complex 
and interconnected. The arteries of our society – such as information systems 
and energy supplies – are more vulnerable’ (ibid, 2003: 8). Altogether, the five 
biggest threats are identified and they are: Terrorism; Proliferation of Weapons 
of Mass Destruction; Regional Conflicts; State Failure; Organised Crime (ibid, 
2009: 30–32). The closest to today’s understanding of hybrid threats and wars 
and how to organise countermeasures is connected to the next part: ‘In contrast 
to the massive visible threat in the Cold War, none of the new threats is purely 
military; nor can any be tackled by purely military means. Each requires a mix‑
ture of instruments’ (ibid, 2003: 34).

2010 EU Internal Security Strategy in Action: Five steps towards 
a more secure Europe

In the next strategy, The EU Internal Security Strategy in Action: Five steps to‑
wards a more secure Europe from 2010, the state is very similar to the previous 
document. Various threats are mentioned, while war is not mentioned, and 
altogether, not a single risk or danger is linked or placed in the context of 
hybrid activities directed towards the Union, member states and European 
values. Five key threats for which countermeasures need to be created are 
singled out. These are: Serious and organised crime; Terrorism; Cybercrime; 
Strengthening the management of our external borders; and Building resil‑
ience to natural and man ‑made disasters. It is additionally emphasised how our 
world is changing, and so are the threats and challenges around us (European 
Commission, 2010: 16).
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2016 Global Strategy for the European Union’s Foreign and 
Security Policy

The next strategy, A Global Strategy for the European Union’s Foreign and Security 
Policy from 2016, began to introduce hybrid threats as part of the security risks 
that individually and in combination with other threats pose a danger to the 
Union, its values, the member states and the states partners. Hybrid threats are 
mentioned five times in examples such as the following: ‘today terrorism, hybrid 
threats, climate change, economic volatility and energy insecurity endanger our 
people and territory’ (European External Action Service, 2016: 19–20). ‘This 
means living up to our commitments to mutual assistance and solidarity and 
includes addressing challenges with both an internal and external dimension, 
such as terrorism, hybrid threats, cyber and energy security, organised crime 
and external border management’ (ibid, 2016: 20). War, but not hybrid war, is 
mentioned in the context of conflicts happening elsewhere, and the EU can help 
calm things down. While Russia is mentioned nine times as a threat, in examples 
such as the following two that are singled out. First, ‘Russia’s violation of inter‑
national law and the destabilisation of Ukraine, on top of protracted conflicts in 
the wider Black Sea region, have challenged the European security order at its 
core’ (ibid, 2016: 33). Second, ‘[w]e will not recognise Russia’s illegal annexa‑
tion of Crimea nor accept the destabilisation of eastern Ukraine’ (ibid, 2016: 33).

2020 EU Security Union Strategy

In the fourth strategy, The EU Security Union Strategy from 2020, a special space 
is dedicated to hybrid threats, which are mentioned 35 times in the document. 
At the beginning of the document it is stated how ‘[a]ttacks can come at a mo‑
ment’s notice and may leave little or no trace; both state and non ‑state actors can 
deploy a variety of hybrid threats; and what happens outside the EU can have 
a critical impact on security inside the EU’ (European Commission, 2020a). The 
definition of hybrid threats and the concept of hybrid threats is taken from an 
earlier Commission document, where it is stated: ‘While definitions of hybrid 
threats vary and need to remain flexible to respond to their evolving nature, 
the concept aims to capture the mixture of coercive and subversive activity, 
conventional and unconventional methods (i.e. diplomatic, military, economic, 
technological), which can be used in a coordinated manner by state or non‑
‑state actors to achieve specific objectives while remaining below the threshold 
of formally declared warfare’ (ibid).1 A separate section within the Strategy is 
dedicated to hybrid threats, where it is indicated that one should be aware of 

1 It is the European Commission’s Joint Framework on countering hybrid threats a European Union re‑
sponse document from 2016. In addition, the joint document of the European Commission and High 
Representative of the Union for Foreign Affairs and Security Policy, Increasing resilience and bolstering 
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how hybrid threats are constantly evolving, therefore it is necessary to expand 
its own activities, build new ones and improve existing detection and response 
capabilities against hybrid threats (ibid). War as a concept is not mentioned. 
The mention of Russia was avoided in this document.

2022 Strategic Compass for Security and Defence

The fifth, and also the last adopted strategy in the field of security, A Strategic 
Compass for Security and Defence from 2022, is so far the most focused on hybrid 
threats. It recognized that hybrid threats grow both in frequency and impact. 
Hybrid threats in different variants are mentioned 47 times (hybrid threats, 
hybrid tactics, hybrid conflicts and cyberattacks, hybrid strategies, hybrid cam‑
paigns, threats of a hybrid nature, hybrid activities, hybrid attacks). The term 
hybrid war did not find its place in this Strategy. Never more strongly, Russia 
is directly associated with hybrid threats and the application of hybrid tactics 
towards Ukraine, and in addition, such actions ‘severely and directly threaten 
the European security order and the security of European citizens’ (Council 
of the European Union, 2022: 7). This directly marks Russia as a hybrid actor 
that threatens the Union and its member states. For the first time, China has 
also been labeled as a hybrid actor that pursues its policies using cyber tools 
and displaying hybrid tactics. China represents a partner for cooperation, an 
economic competitor and a systemic rival (ibid, 2022: 8). The Strategy brings 
numerous new activities that need to be developed, proposes the expansion of 
cooperation with the NATO alliance and expands the horizon of observing hy‑
brid threats in the area of terrorism, illegal migration, maritime security and cy‑
ber space. The text strongly advocates the need to build resilience, cooperation, 
development of the EU Hybrid Toolbox, EU Hybrid Rapid Response Teams and 
the EU Playbook on countering hybrid threats (ibid). This Strategy, to a greater 
and broader extent than it has before, addresses the concept of comprehensive 
hybrid threats, it directly addresses Russia and China as hybrid actors, but it 
still does not mention or approach the concept of hybrid war.

Other strategies

Strategies in the field of prevention and suppression of terrorism – 2005 Euro‑
pean Union Counter ‑Terrorism Strategy (Council of the European Union, 2005); 
and, 2020 Counter ‑Terrorism Agenda for the EU (European Commission, 2020b) – 
does not mention hybrid threats, nor some other types of hybrid hazards or 
activities. As for strategies in the field of cyber security, in Cybersecurity Strategy 
of the European Union: An Open, Safe and Secure Cyberspace from 2013, there is no 

capabilities to address hybrid threats, from 2018 is very significant. These two documents determined 
the EU approach to hybrid threats.
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mention of hybrid threats (European Commission and High Representative of 
the Union for Foreign Affairs and Security Policy, 2013). While in EU’s Cyberse‑
curity Strategy for the Digital Decade from 2020, hybrid threats are highlighted as 
multidimensional threats that, in combination with other security risks, under‑
mine EU security and values (European Commission and High Representative 
of the Union for Foreign Affairs and Security Policy, 2020).

Solutions on the NATO Alliance level

The NATO Alliance recognises its own exposure, as well as the exposure of 
member states to hybrid threats and hybrid activities coming from state and 
non ‑state actors. As in the case of the European Union, NATO has the stance 
that the primary responsibility to respond to hybrid threats or attacks rests with 
the targeted country, while the NATO Alliance can help them in preventing and 
responding to threats or attacks. Since NATO has a much smaller number of 
policies than the European Union, it is expected to have a smaller number of 
strategic documents at the highest level in which the issues of different forms 
of hybrid threats are discussed. For the purposes of this research, we will ana‑
lyse five such texts (2016 Warsaw Summit Communiqué; 2016 Joint declaration 
with European Union; 2018 Brussels Summit Declaration; 2021 Brussels Summit 
Communiqué; 2022 Strategic Concept).

2016 Warsaw Summit Communiqué

The document Warsaw Summit Communiqué from 2016 mentions hybrid threats, 
hybrid warfare, hybrid campaign, hybrid attacks and hybrid contexts. Hybrid 
warfare is defined as a broad, complex and adaptive combination of conventional 
and non ‑conventional means, and overt and covert military, paramilitary and 
civilian measures, which are employed in a highly integrated design by state and 
non ‑state actors to achieve their objectives (North Atlantic Council, 2016: point 
72). Commitment to joint cooperation with countries and partners such as the 
European Union is emphasised, where the Alliance and Allies will be prepared 
to counter hybrid warfare as part of collective defense, where if necessary the 
North Atlantic Council could decide to invoke Article 5 of the Washington Treaty 
(ibid, point 72). NATO’s support to Ukraine, including contribution to enhance 
Ukraine’s resilience against a wide array of threats, including hybrid threats, is 
mentioned. Russia is mentioned in many places in the document (nearly 60 times 
in total), previous joint cooperation is explained, but also the change in the di‑
rection of Russia’s actions, which is increasingly becoming a destabilising actor 
that disrupts and threatens peace, stability and security in various areas in many 
parts of the world. However, Russia is not mentioned in a direct hybrid context as 
a hybrid actor that directly threatens the NATO Alliance and its member states.
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2016 Joint declaration by the President of the European Council, 
the President of the European Commission and the Secretary 
General of the North Atlantic Treaty Organisation

In Joint declaration between NATO and the European Union from 2016, it is 
emphasised that both organisations need to ‘[b]oost our ability to counter hy‑
brid threats, including by bolstering resilience, working together on analysis, 
prevention, and early detection, through timely information sharing and, to the 
extent possible, intelligence sharing between staffs; and cooperating on stra‑
tegic communication and response’ (NATO, European Council and European 
Commission, 2016). Areas in which it is necessary to develop joint cooperation 
refer to: Encourage participation by EU and NATO as well as EU Members States 
and NATO Allies in the work of the European Centre for Countering Hybrid 
Threats; Enhance staff ‑to ‑staff sharing of time critical information between the 
EU Hybrid Fusion Cell and the relevant NATO counterpart; Synchronise the two 
organisations’ parallel crisis response activities with the goal of providing coher‑
ent support in response to hybrid threats; Implement parallel and coordinated 
exercises which will include a hybrid element (NATO, 2016). These activities 
were realised in the years that followed.

2018 Brussels Summit Declaration

The document Brussels Summit Declaration from 2018, as does the Warsaw Sum‑
mit Communiqué, mentions different forms of hybrid threats, namely: hybrid 
challenges, hybrid attacks, hybrid attacks, hybrid campaign, hybrid threats, 
hybrid warfare. As in the previous document, the determination of the Alliance 
to resist hybrid challenges by all means and to assist the member states in same, 
is stated here (North Atlantic Council, 2018). In this document, there is more 
emphasis on generalised descriptions of hybrid challenges and threats, and less 
on their direct connection with war, as in the document from Warsaw Summit. 
Again, very significant space is dedicated to Russia and its aggressive actions. It 
is stated that NATO does not seek confrontation and poses no threat to Russia. 
However, the Euro ‑Atlantic security environment has become less stable and 
predictable as a result of Russia’s illegal and illegitimate annexation of Crimea, 
ongoing destabilisation of eastern Ukraine, its military posture and provocative 
military activities, including near NATO borders, its hybrid actions, including 
attempted interference in the election processes, and the sovereignty of our 
nations, as was the case in Montenegro, widespread disinformation campaigns 
and malicious cyber activities (North Atlantic Council, 2018: point 5 and 6). 
Russia is thus addressed for the first time as a hybrid actor that threatens the 
peace, security and stability of NATO and its member states.
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2021 Brussels Summit Communiqué

The next document created in Brussels three years later, Brussels Summit Commu‑
niqué, very similar to the previous two declarations, lists various hybrid threats 
and other hybrid risks that the Alliance and its members face, the readiness to 
respond and the direct responsibility of states to counter such threats; however, 
where the Alliance can assist is necessary. Commitment to joint cooperation 
with the European Union in this area, as well as support to partner states such 
as Ukraine and Georgia, was emphasised. Hybrid warfare is mentioned only 
once and in the context of how in cases of hybrid warfare, the North Atlantic 
Council could decide to invoke Article 5 of the Washington Treaty, as in the case 
of an armed attack. Russia is again the subject of the document, it is mentioned 
more than 60 times, with certain wordings being very similar or even identical 
to those in the previous two declarations (2016 Warsaw Summit Communiqué; 
and, 2018 Brussels Summit Declaration). What is different is directly addressing 
Russia as a hybrid actor that ‘intensified its hybrid actions against NATO Allies 
and partners, including through proxies’ (North Atlantic Council, 2021: point 
12). In addition, significant space is dedicated to China, in the context of Chi‑
nese activities that differ from the interests of the NATO Alliance, but currently 
not calling it a threat.

2022 Strategic Concept

The last document, Strategic Concept, which was adopted at the NATO Madrid 
Summit, 29–30 June 2022, most strongly, heretofore, describes hybrid threats 
as a direct threat to the peace and security of NATO and its members. It is stated 
how ‘[h]ybrid operations against Allies could reach the level of armed attack 
and could lead the North Atlantic Council to invoke Article 5 of the North At‑
lantic Treaty’ (North Atlantic Council, 2022: point 27); therefore, it is necessary 
to continue the development of knowledge and capabilities, cooperation and 
partnership in order to detect, address and eliminate all hybrid risks. Hybrid 
war was not mentioned, but from the previous point we draw the conclusion 
that hybrid operations can be recognised as an armed attack that will be clas‑
sified as war. Regarding Russia, it is stated how ‘the Russian Federation is the 
most significant and direct threat to Allies’ security and to peace and stability 
in the Euro ‑Atlantic area. It seeks to establish spheres of influence and direct 
control through coercion, subversion, aggression and annexation. It uses con‑
ventional, cyber and hybrid means against us and our partners’ (ibid, point 8). 
As with Russia, China is labeled as a hybrid actor that threatens NATO and its 
members. The People’s Republic of China’s (PRC) ‘malicious hybrid and cyber 
operations and its confrontational rhetoric and disinformation target Allies and 
harm Alliance security’ (ibid, point 13). Cooperation between Russia and China 
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is characterised as mutually reinforcing attempts to undercut the rules ‑based 
international order run counter to Alliance values and interests.

Solutions on the level of the Republic of Croatia

In Croatia, at the level of strategic documents, three of them are identified that 
mention the topic of hybrid threats (2017 National Security Strategy of the Repub‑
lic of Croatia; 2017 [Security and Intelligence Agency] Public Report; and, 2020/2021 
[Security and Intelligence Agency] Public Report). Other strategic documents do 
not mention this topic.

2017 National Security Strategy of the Republic of Croatia

In the National Security Strategy of the Republic of Croatia from 2017, hybrid 
threats are recognised as part of activities that take place in the wider area to 
which Croatia belongs. In addition to the general mention of the danger from 
hybrid threats, it is stated that Croatia is directly threatened by hybrid threats. 
‘In some countries a defamatory campaign directed against Croatia has been 
underway for years, with all the characteristics of hybrid and special action, 
meaning planned, permanent and systematic activities supported by state bod‑
ies’ (Croatian Parliament, 2017: 13). Also, the Strategy recognises how ‘Croatia 
is exposed to various forms of hybrid operations that include elements of non‑
‑conventional, asymmetric, and cyber actions, both independently and as a part 
of Euro ‑Atlantic integrations. The objective of such operations is to exploit 
Croatia’s vulnerability, weaken its sovereignty and independence, undermine 
democratic values and freedoms, destabilise state institutions and damage the 
reputation and influence of Croatia’ (ibid, 2017: 14). For this reason, Croatia 
will independently and in cooperation with partners (primarily within NATO 
and the European Union) develop capabilities to protect against such threats. 
In this document, hybrid war as a term is not mentioned, and the hybrid actors 
that threaten Croatia are not directly or indirectly indicated.

2017 Public Report

The next relevant document is the Croatian Security and Intelligence Agency 
2017 Public Report, from the same period as the National Security Strategy, so 
the framework and description of hybrid threats are harmonious. In the Public 
Report, Croatia’s exposure to hybrid threats is stated in the context of foreign 
intelligence activities that are ‘directed at decision ‑making in the Republic of 
Croatia. These activities bear elements of hybrid warfare, including broadcasting 
“fake news” into the public arena and attempts to undermine the international 
reputation of Croatia’ (Security and Intelligence Agency, 2017: 12). Hybrid 
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warfare is mentioned as part of hybrid activities that are interconnected with 
hybrid threats. In addition to the above, the Report further states the indirect 
exposure of Croatia to various hybrid activities connected through the threats 
faced by the organisations (EU and NATO) to which it belongs. Hybrid actors 
are not addressed in this document.

2021 Public Report

The last significant document is the Security and Intelligence Agency Public 
Report from 2021. In this Public Report hybrid threats are mentioned in the 
economic sphere and exposure of Croatia to ‘the risks associated with intel‑
ligence and hybrid operations directed against Croatian or common European 
interests under the guise of legitimate economic activities’ (Security and Intel‑
ligence Agency, 2021: 22). Hybrid war as a term is not used. While Russia is 
directly mentioned as a hybrid actor that threatens the West (which means that 
this also applies to Croatia). Russia is mentioned in the following context: ‘The 
relations with the West have been strained because of indications of Russian 
engagement in physical elimination of political opponents, hybrid operations 
directed at Western states, and cyber ‑attacks originating in the Russian terri‑
tory’ (ibid, 2021: 27).

Discussion

This part of the research presents a comparison of the use of hybrid terms in 
the strategic documents of the European Union, NATO and Croatia, as well as 
a comparison of addressing certain countries (Russia and China) as indirect and 
direct hybrid actors that threaten peace and security, stability and development 
of international organisations and states, society and individuals.

All publicly available strategic documents are included in the comparison, 
nine of them at the level of the European Union, five at the level of the NATO 
Alliance and three in the case of Croatia.

In accordance with the comparison in the Table, it is visible that the Euro‑
pean Union uses various terms (hybrid threats, hybrid tactics, hybrid conflicts, 
hybrid strategies, hybrid campaigns, hybrid activities/actions, hybrid attacks) 
to describe the hybrid risks to which its member states, citizens and the Union 
itself are exposed. It is very valuable to provide a definition of hybrid threats so 
that everyone knows what this term refers to. In addition, the avoidance of using 
the term hybrid war is noticeable. It is important to point out that in various 
documents and contexts, Russia is labeled as a threat, as an indirect and direct 
hybrid actor that threatens the goals and values of the Union and its member 
states, while China is labeled as an indirect hybrid actor that represents a po‑
tential threat. At the same time, visible in NATO documents is the wide use of 
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Table: Comparison of the use of hybrid terms in strategic documents of the 
European Union, NATO and Croatia

Term ‘hybrid’ European Union NATO Croatia

hybrid threats x x x

hybrid threats definition x

hybrid tactics x

hybrid conflicts x

hybrid strategies x

hybrid campaigns x x

hybrid challenges x

hybrid activities / actions x x x

hybrid attacks x x

hybrid contexts x

hybrid operations x x

hybrid warfare x x

hybrid warfare definition x

Russia as an indirect hybrid actor x x

Russia as a direct hybrid actor x x x

China as an indirect hybrid actor x x

China as a direct hybrid actor x

different terms (from hybrid threats, to hybrid campaigns, hybrid challenges, 
hybrid activities/actions, hybrid attacks, hybrid contexts, hybrid operations, 
all the way to hybrid warfare) which are used to describe dangers to which the 
Alliance, member states, partners and citizens are exposed. In this part, we 
find the definition of what hybrid warfare represents to be valuable, while we 
consider the absence of a definition of the term and concept of hybrid threats 
as a deficiency. Further analysis revealed that NATO interprets the term hybrid 
threats on its official website, but due to the strength of the legal arguments, 
a better solution would be if the definition was given in one of the official docu‑
ments. Additionally, in terms of hybrid actors, Russia and China are labeled first 
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as indirect, then as direct hybrid actors that pose a threat to the Alliance and its 
member states. Finally, Croatia has only three official documents of the highest 
level that mention hybrid dangers, namely: hybrid threats, hybrid activities / 
actions, hybrid operations and hybrid warfare. Although these terms are men‑
tioned, none of them are defined, which makes it difficult to understand and 
develop countermeasures. In terms of hybrid actors, Russia is listed as a hybrid 
actor that directly threatens Western countries, and therefore Croatia.

Conclusion

Terms like hybrid threats and hybrid wars have become part of the vocabulary 
in the discussion of the security dangers we live with. In the contemporary time 
in Europe, the aforementioned is marked by two events and their accompanying 
effects that further encouraged the use of these terms. In the first case, it is inter‑
vention of the Russian regime in 2014 in Crimea and the eastern parts of Ukraine; 
in the second case, it is the full ‑spectrum aggression of the Russian regime on 
Ukraine and the initiation of war in the widest form and manifestations. Until 
then, this topic was almost exclusively reserved for a small number of experts 
in the academic and security community. Today, however, many use and discuss 
hybrid dangers and hybrid concepts. The above should be welcomed, because 
through the quantity in the discussion, it is possible to reach quality solutions.

In order to find answers to hybrid challenges at the level of organisations 
and countries, the first thing that is necessary is to attribute all key terms, 
define their meaning, build the same vocabulary and understanding and then 
work on solutions to meet the challenges we face. The analysed organisations 
(the European Union and the NATO Alliance) and the state (Croatia) in their 
strategic documents listed numerous hybrid risks and dangers they face, but 
without sufficiently clear and precise definitions of all hybrid terms and con‑
cepts, where special focus is placed on hybrid threats and hybrid wars. This 
represents an important challenge in framing the issues they face, as well as 
building and establishing the necessary response. In addition, Russia and China 
are labelled as hybrid actors that directly and indirectly threaten goals, values, 
peace, international order, security and stability. If key terms are not clearly 
and unequivocally defined in the West, and there are doubts and room for free 
interpretation, it certainly gives too wide a framework to officials of Russia and 
China to consider what is put on them as a burden and as guilt, and therefore 
influence their interpretation of mutual measures and countermeasures.

Additionally, after analysing the documents at the level of the European 
Union and the NATO Alliance, the impression remains that certain documents 
and the hybrid terms which are used are strongly influenced by political needs 
(i.e. the political moment in which the documents were created), without 
looking at wider dimensions, and there is also a visible inconsistency in the 
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creation of certain documents. It was already stated that before 2014 and the 
intervention of the Russian regime in part of Ukraine, the sphere of hybrid 
dangers was not present in strategic documents. After that period, at the level 
of both organisations, this topic becomes an integral part of the newly created 
documents. In the Union’s case these are the documents from 2016, 2020 and 
2022, where in documents from 2020 the mention of Russia as the hybrid actor 
is avoided, and as such, it is mentioned in 2016 and 2022. In the case of NATO, 
hybrid threats are mentioned in documents from 2016, 2019, 2021 and 2022, 
with the fact that in the document from 2016 significant space and emphasis 
is placed on hybrid warfare, while in all subsequent documents it is avoided or 
not done in such a way. After that, in the document from 2016, Russia was not 
addressed as a hybrid actor that directly threatens the Alliance and its member 
states, but it was marked as such in all subsequent documents. This is along 
with the fact that China also has such a label in the last document. Considering 
Croatia’s perspective, it is lagging behind in the development of definitions and 
concepts related to the subject area, therefore it uses certain terms and concepts 
in a general, overly broad and insufficiently precise form.

The research showed that there are strategic activities at the level of the 
observed institutions (mostly on the example of the European Union, then the 
NATO Alliance, and least at the level of Croatia), which justified the research 
design and research methods and answered the main research question related 
to the normative determination of hybrid threats and hybrid wars at the level of 
the European Union, NATO and Croatia. All three constructs (EU, NATO, Croa‑
tia) work on this area, cooperate and coordinate with each other, and strive to 
develop methods and approaches for detecting and countering hybrid dangers 
in accordance with the possibilities. In order to be more successful in that, and 
to understand them both among themselves, as well as among those who, like 
the Russian and Chinese regimes, are labeled as hybrid actors that threaten the 
key values, the recommendations are that it is necessary to further develop or 
refine already existing definitions and concepts of all hybrid terms, and define 
them unambiguously.
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