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ABSTRACT 

The pandemic period of Covid-19 introduced numerous changes in the educational system 

almost overnight, and therefore, insufficiently prepared, the entire teaching process as well as 

communication among schools, teachers, and students has been transferred online. The 

extensive use of digital technology to meet the educational needs of students has exposed 

teachers to threats in cyberspace. Microsoft's Global Threat Activity Tracker recorded a 

significant increase in cyber attacks on the educational sector during this period, in an attempt 

to obtain personal data of students and teachers or to set up malaware. The educational system 

is still the most exposed because the level of protection is not strong enough and the number of 

online users is constantly increasing. The importance of developing cyber security awareness 

has been emphasized in the Council of Europe document "The Digital Competence Framework 

for Citizens DigComp 2.2" as one of five areas of digital competence development through eight 

proficiency levels. The authors of this paper aimed to determine which data protection and 

storage procedures, device protection, and informed behavior when using social networks are 

used by masters of education in their free time and how these behaviors differ in their business 

environment. The research question the authors answer in the paper is which behaviors of 

masters of education in virtual space pose a threat to their cyber security. A questionnaire was 

used to conduct the study, which was focused on masters of education in the primary education 

system from various parts of the Republic of Croatia. The results of the research show that two 

thirds of the respondents estimate that they pay more attention to cyber security when students' 

data is included than when it comes to their personal data. What raises major concerns in the 

results of the research is that one third of the respondents do not apply behaviors and actions 

in the virtual space that ensure the security of devices, personal data, and content. The findings 

of the study can be used to develop instructional programs for educators in the field of personal 

cyber security management. 
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1. INTRODUCTION   

Regardless of the pandemic, cyber security has during the last decade become one of the major 

national security issues in the 21st century taking into account technological vulnerabilities and 

huge opportunities for its abuse, thus creating room for instability. High pace and extent of 

changes in digital technology lead to a wide range and tendency to use destructive cybernetic 

weapons for the achievement of certain goals and deliberate harm and damage (Dunn Cavelty, 

Wenger, 2022). Fast development of digital technologies and expansion of digital applications, 

tools for learning, transfer of knowledge, and communication in the educational sector have 

become even more intense during the Covid-19 pandemic, not only technologically but also 

regarding the plummeting number of users. Due to the unforeseen scenarios of Covid-19 and 

owing to the infrastructural capacity of the educational system of the Republic of Croatia, 

already established Internet networks as well as existing equipment, the transfer of the whole 
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teaching and learning process online overnight was made possible, without the previous 

preparation of teachers, learners and parents i.e. participants in the whole process of teaching, 

learning and communications. Such intensive activities in the virtual space address the aspect 

of cyber security, particularly in the educational system, which is public and transparent, whose 

users are the youngest and most vulnerable, and activities include teachers, professional 

associates, students, and parents. As the number of cyber attacks increases, cyber security 

becomes even more important implying all tools, policies, concepts, measures, activities, 

education, and technology which are used to protect the cyber environment and its users. 

(Karagozlu, 2020). The document of the Council of Europe "The Digital Competence 

Framework for Citizens DigComp 2.2" in a conceptual model of digital competence citizen 

development, as one of 5 key areas, envisages cyber security area, which includes acquiring 

knowledge with the aim of undertaking activities for the protection of devices, personal data, 

and content as well as health and environment. Cyber security as a specific segment of 

information security does not cover only eliminating threats but also understanding and 

managing risks. The fact that a person is the weakest element in the process of ensuring security, 

stresses the fact that cyber security should not be treated exclusively as technological protection, 

but we also have to understand and detect points of vulnerability (Laybatus, Tredinnick, 2016). 

In order to increase cyber security, it is necessary to dedicate more interventions to change the 

behavior of Internet users. These modifications will constantly be adapted and improved in 

accordance with specific and continuously changing methods of attack, types of perpetrators 

and victims, and targets of attack (Young, H. et al., 2018). Manipulating people to reveal 

confidential information or access content unavailable to predators, poses great challenges to 

cybersecurity experts, especially when it comes to activities and behaviors on social networks 

(Borovac, Velki, Šolić, 2018). Threats come in different forms, from different sources, and with 

different motives. Perpetrators from the outside always find system vulnerabilities and track 

user’s digital clues as to how to obtain passwords using social engineering, password list, or 

operating system vulnerabilities (Datt, 2016). The European Commission's document "2030 

Digital Compass: the European way for the Digital Decade" (European Commission, 2021) also 

emphasizes how the crisis, because of multiply increased frequencies and number of Internet 

users, has revealed all shortcomings and vulnerabilities in digital space and has led to an 

increase in cyber threats, attacks, and theft. One of the 6 rights and principles which the 

European Commission points out are security and protection and, in that sense, the directions 

and paths of digital transformation are envisaged with the aim of providing safe and protected 

digital space to all users, from children to the elderly. Cybernetic security, information security, 

digital competencies, and digital skills terms are strongly connected, high contextual and 

demand simultaneous development in all segments, the same dynamics, following constant 

technological development, quantity, and types of activities in digital space (Luić, Švelec-

Juričić, Mišević, 2021). Everyone should care about cyber security, but it is not enough that 

employees in the education system only have a developed awareness of the necessity of cyber 

security, because even good practice does not guarantee one hundred percent security. The need 

to develop an awareness of teachers’ cyber security is already given as they teach students and 

transfer their knowledge to them (Caparino, 2018). This work is based on assumptions that 

masters of education who work as primary school teachers in schools in the Republic of Croatia, 

with their behaviors in an online environment, endanger their own cyber security. The aim of 

the research was to determine which behaviors of masters of education in the virtual space 

represent a threat to their cyber security by determining the correlation between variables that 

determine masters of education behavior and variables used in examining the levels of their 

security in the virtual space.  
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Starting from the problem and defining the goal of the research, the question which we want to 

answer is to determine which protection procedures, data storage protection, informed behavior 

while using social media masters of education use in their free time and how much these 

behaviors differ in business environment. 

 

2. METHODOLOGY  

The research was conducted on a sample of masters of education who are primary school 

teachers in the Republic of Croatia using the questionnaire method. It was used to research the 

elements of personal cyber security that the masters of education apply in their free time as well 

as in the business environment in terms of data storage and protection, device protection, as 

well as informed behavior while using social media. In the introductory part of the survey, along 

with the identification of the researcher, the purpose and goal of the research are presented. 

Three questions about sociodemographic structure are included in the survey's 29 questions 

(gender, age, and the county in which they live). The closed-ended questions are a mix of 

multiple-choice and questions based on the notion of a five-degree interval scale (Likert scale), 

with 1 (one) being the lowest value and 5 (five) being the highest. The survey was created in a 

Google form. Between April 25 and May 6, 2022, a survey was conducted. A link to the survey 

was sent to masters of education to their official email addresses asking them to complete a 

questionnaire. The masters of education who are primary school teachers filled out the 

questionnaire of their own free will.  

 

3. RESULTS AND DISCUSSION 

245 masters of education (N = 245) who work as primary school teachers in the Republic of 

Croatia completed the survey, with 87% of women and 13% of men. Respondents came from 

all counties in the Republic of Croatia, with the majority hailing from the City of Zagreb (26%), 

Varaždin County (18%), and Split-Dalmatia County (18%). (14 percent). The majority of 

respondents (66%) are between the ages of 41 and 60, while 22% are between the ages of 31 

and 40. The youngest respondents (7%) are under 30 years old, and the oldest are over 60 years 

old (5%). 

 

3.1. Level of application of device protection security measures 

When asked what strength of passwords they use to access services and applications, 64% of 

respondents answered that they use simple passwords composed of a combination of letters and 

numbers that do not provide the expected protection against cyber attacks. Only 13% of masters 

of education use a password composed of 10 characters with a combination of letters, numbers, 

and special characters, and 8% of respondents use a password consisting of more than 10-

character combinations of letters, numbers, and special characters. Of the surveyed, 15% of 

them use the simplest passwords such as a personal name related to their family or words which 

provide extremely weak protection, making them vulnerable in the virtual space and possible 

targets of cyber attacks. 

 

 

 

 

Table following on the next page 
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  f % 

a password made up of a combination of letters and numbers 155 63,3 

10-character password a combination of letters, numbers, and special 

characters 
32 13,1 

my name and / or date of birth or details of my family members 32 13,1 

password of more than 10 characters combinations of letters, numbers 

and special characters 
20  8,2 

   a word in Croatian or English 6 2,4 

Total 245 100,0 

Table 1: Password strength for accessing services and applications  

used by masters of education 

(Source: Authors' research) 

 

When it comes to the level of security of using a password to access Internet services, almost 

two-thirds of respondents (69%) answer that they have several passwords that they use for many 

services and applications. Only 17% of masters of education apply the highest level of 

protection, access to each service or application with a different password. The weakest level 

of protection, the use of the same password for all services is applied by 15% of respondents. 

According to the results of the respondents on the frequency of changing the password, more 

than half of them (53%) change the password when they suspect the possible possibility of 

misuse. Almost a third of respondents (32%) do not change their password once while using a 

particular service or application, thus exposing themselves to the risk of any form of data 

misuse. A small proportion of respondents (15%) apply procedures and behaviors that provide 

a higher level of security such as changing the password every few months or once a year. 

 

 

Figure 1: Password change frequency 

(Source: Authors' research) 

 

3.2. Level of application of data protection and storage security measures 

When leaving a device in a room where they know people, in order to prevent unwanted access 

to their digital devices, less than half of respondents (45%) say that all their devices are 

password protected. As no one would be able to access their devices, 21% of respondents say 

they turn off the device when they leave the device in a room where people are familiar to them. 

Almost a third of respondents answer that they leave the device on because they trust their 

friends and acquaintances and thus allow unhindered unwanted access to their devices, content, 

and data. 
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Figure 2: Preventing unauthorized access to digital devices 

(Source: Authors' research) 

 

When it comes to actions they take to preserve the content they are currently working on, 58% 

of respondents say that they save changes regularly, during their work. Less than a third of 

respondents (23%) include automatic cloud storage, while the weakest security measures, 

storage when finished, are used by 19% of respondents. When asked how often they back up 

the content they have on their computer, 46% of respondents answered that they do not back 

up content at all. On a weekly and monthly basis, 17% of masters of education work on backup 

content, thus protecting content from loss, unauthorized use, or compromise of content by 

viruses, while 37% of them say that they backup content several times or once a year. 

 
 f % 

I don't do content backup 112 45,7 

several times a year 46 18,8 

once a year 44 18,0 

monthly 27  11,0 

   weekly 16   6,5 

Total 245 100,0 

Table 2: Frequency of using safety back up 

(Source: Authors' research) 

 

3.3. The level of application of informed behaviour when using social media 

Among the 245 masters of education who responded to the survey, 28 of them (11%) do not 

have a profile on social networks, while 15% answered that they do not use their full name on 

social networks. Three-quarters of respondents (74%) answered that they have a profile on 

social networks with their full name and surname. When asked which free social networks and 

applications for messaging they use, the most surveyed masters of education (91%) answered 

that they use WhatsApp, 79% use Viber, 70% Messenger, 61% Facebook, and 37% Instagram. 

Only 1% of respondents answered that they do not use any social network or application for 

free messaging. Based on the frequency of use of social networks and applications for free 

messaging, it can be concluded that the presence and activity of masters of education in virtual 

space in private and business environment is very high, which implies an increased need to 

raise cyber security. 
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  f % 

WhatsApp 224 91,4 

Viber 194 79,2 

Messenger 173 70,6 

Facebook 149  60,8 

   Instagram 91 
  

37,1 

Table 3: The frequency of using social media and applications for free messaging 

(Source: Authors' research) 

 

The frequency of certain activities on social networks and applications for free messaging was 

examined by estimating the scale from 1 (never) to 5 (very often) for activities such as 

messaging, sharing digital materials and documents, sharing photos, posting photos, writing 

posts on Facebook, engaging in discussions in Facebook groups and writing comments under a 

false name. Respondents give the highest scores for messaging activities via Viber, WhatsApp 

and Messenger (4.51), photo sharing (4.05), and digital material and document sharing (3.87). 

Masters of education are less likely to post photos on Facebook and Instagram (2.69) and write 

posts on Facebook (2.50). Respondents very rarely or never get involved in discussions on 

Facebook (1.91) and write comments under a false name (1.05) for which the activity of 95% 

of masters of education gave the lowest score 1. 

 

  
% M SD 

1 2 3 4 5   

messaging (Viber, Whatsapp, 

Messenger) 
1,2 0,8 3,3 34,7 60,0 4,51 0,71 

exchange of digital material 

and documents (Viber, 

Whatsapp, Messenger) 

2,4 8,6 19,6 38,0 31,4 3,87 1,02 

photo exchange 2,4 4,9 15,9 38,4 38,4 4,05 0,97 

post photos (Facebook, 

Instagram) 
20,4 24,9 28,6 15,9 10,2 2,69 1,24 

writing posts on Facebook 27,7 24,5 25,7 13.9 8,2 2,50 1,25 

engaging in discussions in 

Facebook groups 
44,9 29,8 16,7 5,7 2,9 1,91 1,04 

writing comments under a false 

name 
96,0 2,4 1,6 0,0 0,0 1,05 0,29 

Table 4: Frequency of activities of masters in social media and free messaging apps 

(Source: Authors' research) 

 

3.4. Procedures for personal data protection applied by masters of education 

In case of suspicion or detection of cyber attacks on personal data of respondents such as their 

name and surname, personal identification number, cell phone number, bank details via private 

e-mail address or private computer 65% of masters of education answered they would report 

such attacks to the police, and 22% would report it to the Personal Data Protection Agency, 

while 8% would inform all people from their mailing list. Only 4% of respondents would not 

do anything. 
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Figure 3: Procedures of masters of education in case of suspicion of cyber attacks on 

personal data 

(Source: Authors' research) 

 

When it comes to students' personal data and the suspicion or detection of cyber attacks with 

the risk of theft, threat, or misuse of students' personal data, more than a third of respondents 

(35%) would take at least 3 out of 5 actions. Almost 60% of respondents said they would report 

such an attack on students' cyber security to the principal, 42% would inform the student's 

parents, 40% would report to the school technical support expert, 37% would inform the school 

IT specialist, and 26% would report the case to the school's professional service. The results 

additionally show that more than half of the respondents would take at least two or more actions 

in case of suspicion or detection of cyber attacks on personal data of students, from which it 

can be concluded that the level of awareness of masters of education is very high. To the 

question of whether they protect students' personal data better than their own, masters of 

education on a scale from 1 (I do not agree at all) to 5 (I completely agree) answered with a 

high score of 4.25. Additionally, the data on the percentage of individual grades shows that 

77% of masters of education claim that they protect students' personal data better than their 

own, giving a score of 4 and 5, which also contributes to the conclusion of high awareness of 

the need to protect students' personal data. 

 

% M SD 

1 2 3 4 5   

2,0 2,9 18,0 22,9 54,3 4,25 0,98 

Table 5: Assessment of masters of education on student data protection in relation to their 

own  

(Source: Authors' research) 

 

When asked if they verify the security of their email account on the "Have I been pwned?" 

website, over a quarter of respondents (23%) say they are unaware of such a service, while 38% 

of masters of education say they do not check whether their email address has been 

compromised. A small percentage of respondents (21%) check when they detect an e-mail 

threat, and 14% of masters of education check when they receive an e-mail that appears to be 

threatening to them. Only 4% of masters of education who took part in the poll said they check 

their e-mail address for possible compromise on a regular basis. 

 

 

 

 

Figure following on the next page 
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Figure 4: Compromised Email Address Check 

(Source: Authors' research) 

 

The majority of masters of education (70%) working in elementary schools in the Republic of 

Croatia who participated in the research were not victims of identity theft or any other type of 

data misuse, according to the results displayed in Figure 5. A small percentage of respondents 

(14%) are unsure whether they have been victims of personal data theft, while 16% say they 

have been victims of personal data, identity theft, or other forms of data misuse. 

 

Figure 5: The percentage of responders who were victims of personal data theft 

(Source: Authors' research) 

 

3.5. Masters’ of education knowledge and application of cyber security knowledge 

The masters of education who took part in the study rated their understanding of cyber security 

on a scale of 1 to 5 (lowest to highest). The average ranking for their level of cyber security 

expertise is a poor 3.35. Furthermore, the percentage figures show that the majority of 

respondents (76%) evaluated their level of awareness regarding cyber security as 3 or 4, while 

only 9% believe their level of knowledge is the highest. 

 

% M SD 

1 2 3 4 5   

3,3 12,2 39,2 36,7 8,6 3,35 0,92 

Table 6: Assessment of cyber security knowledge of masters of education 

(Source: Authors' research) 

 

When it comes to the application of cyber security knowledge, masters of education give 

assessments that are nearly indistinguishable from assessments of their degree of knowledge on 

a scale of 1 to 5.  
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The average score is 3.45, with the majority of respondents (75%) giving their knowledge 

application ratings of 4 or 5, and only 12% believing they fully apply their cyber security 

knowledge. 

 

% M SD 

1 2 3 4 5   

2,9 10,6 36,7 37,6 12,2 3,45 0,94 

Table 7: Assessment of the application of cyber security knowledge of masters of education 

(Source: Authors' research) 

 

4. CONCLUSION  

The acts and behaviors in cyberspace, as well as their level of cyber security, were linked using 

the findings of a study of 245 masters of education who work as primary school teachers in the 

Republic of Croatia. Only one-fifth of the surveyed masters of education use passwords 

consisting of 10 or more characters of combinations of letters and numbers, from which it can 

be concluded that 80% of masters of education are exposed to cyber attacks every day by using 

weaker passwords thus becoming vulnerable and exposed to cyber attacks in virtual space. 

More than half of masters of education update their passwords only when they sense a probable 

threat, indicating that they do not pay enough attention to regular password changes. Regular 

content backup is a critical process for content protection that nearly half of the respondents do 

not practice at all, implying that they expose their data and content to cyber risks, attacks, and 

potential for compromise. Given the results that reveal the high frequency of activities of 

masters of education on social networks and applications for free messaging, insufficient 

implementation of security measures for the protection of devices and content provides a 

persistent risk of attack on their personal data. According to research, at least a third of masters 

of education engage in behaviors that leave them vulnerable and easy targets for cyber attacks, 

as indicated by the fact that 30% of them have been victims of identity theft or are unsure 

whether they have been victims of identity stolen data. The findings of the study reveal that 

masters of education have a high level of knowledge of the need to protect students' personal 

data as a result of legislation, as well as their willingness to act in the event of a threat to 

students' personal data. These findings demonstrate that masters of education are aware of their 

obligations and are highly professional. The results of the assessment of knowledge and 

application of knowledge on cyber security of masters of education obtained by this study are 

almost indistinguishable, but their average value indicates the need to include in systematic 

education that would be institutionalized and mandatory at the level of the entire education 

system with the aim of raising the level of cyber hygiene. The results of this research can form 

the basis for designing a conceptual framework for educational programs in the field of personal 

cyber security management of educators. 
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