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Abstract. The goal of this survey is to establish how have the for-
mal methods been applied to Supervisory Control and Data Acquisi-
tion (SCADA) systems in order to verify critical properties relevant to
SCADA to a high degree of assurance. We analyze and dissect published
research that attempts to formally specify and verify SCADA commu-
nication protocol or other components relevant and specific to SCADA
systems. We identify areas that would benefit most from analysis by
formal methods.
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1 Introduction

Supervisory Control and Data Acquisition (SCADA) systems control and moni-
tor critical distributed infrastructure such as power generation and distribution
systems, oil and gas fields, water pipelines, manufacturing plants, etc. Such sys-
tems are often distributed over a large geographic area, but allow operators at
a central location fine-grained control over individual devices such as valves,
switches, and pumps. Moreover, SCADA systems collect, aggregate, visualize
and analyze data from individual devices and sensors.

Originally, SCADA systems were isolated from the outside world and usu-
ally used legacy protocols for communication between system components and
devices. However, in recent decades, SCADA systems have transformed into het-
erogeneous systems where devices communicate over various wired and wireless
networks using standardized protocols. Common deployment recommendations
(e.g., [28]) include warnings not to connect the system or devices to the Inter-
net, but experience shows that such air gaps are not realistic in practice [3], and
examples such as Stuxnet [25] show that even air gaps cannot contain persistent
threats.
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Due to the critical nature of the infrastructure, it is of utmost importance
that the SCADA systems function as expected, i.e. that the commands sent to
the devices are executed in a timely and reliable manner and that the status
messages received from the devices reflect the actual condition. Moreover, these
characteristics should hold even in the face of a malicious and persistent adver-
sary. This makes the SCADA system and its building blocks an excellent target
for analysis using formal methods.

Formal methods are used for mathematical modelling of hardware and soft-
ware systems with the aim of specifying and verifying their properties. The high
degree of mathematical rigour used in formal methods leads to a high degree of
confidence in the verified properties, but makes the modelling and analysis of
complex systems difficult and tedious. Sometimes formal methods are equipped
with tools ranging from model checkers that can find counterexamples and verify
properties by searching a finite state space, to full-fledged theorem provers that
can provide machine-verifiable proofs of desirable properties.

The aim of this paper is to give a comprehensive and critical evaluation of
research results in the area of applying formal methods to the specification and
verification of critical properties of SCADA systems. Part of that process is the
evaluation of research results which analyze security or functional requirements
of SCADA systems. We also aim to find critical areas in SCADA systems that
have not received attention from the research community and where the formal
methods approach could have the most immediate and significant impact. This
paper makes the following contributions to these goals:

– We conduct a comprehensive review of published research in which SCADA
systems or their components have been analyzed using formal methods.

– We identify which parts of SCADA systems have had their critical properties
verified in a formal way and what flaws and attacks were discovered during
the analysis.

– We identify challenges in formal verification and also critical components
that were not formally analyzed or if there are formal models but no attempts
to verify their critical security properties.

The remainder of this paper is organized as follows. First, we give the neces-
sary technical background on SCADA systems and formal methods in Section 2.
We define our methodology and the scope of the survey in Section 3. Section 4
contains the main results of the survey. In Section 5 we give a further discus-
sion on SCADA and formal methods. We address related work in Section 6 and
conclude in Section 7.

2 Background

2.1 SCADA systems

First, we give an overview of the architecture of SCADA systems (shown in
Figure 1) and list the main components of such systems. At the lowest level,
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Fig. 1. A simple SCADA system layout (taken from [21])

we find field devices that either collect data (e.g., temperature sensors), directly
manage the physical elements (e.g., control valves), or both. Field devices are
controlled via a digital or analog interface by programmable logic controllers
(PLCs) or remote terminal units (RTUs). Both PLCs and RTUs serve as inter-
mediaries between the central controller and the field devices and can control
a large number of individual devices. In the context of SCADA systems, the
roles of PLCs and RTUs overlap. However, RTUs typically provide a richer set
of functions, while PLCs are simpler devices that can nevertheless individually
perform complex industrial tasks.

At the level above, we find the master terminal unit (MTU), connected to a
human-machine interface (HMI). The HMI is linked to the SCADA supervisory
computer. System operators in a central location use the HMI to monitor and
control the behavior of the overall system, including configuring and overriding
the normal operation of RTUs, PLCs, and even individual field devices. In addi-
tion to communicating with the MTU, PLCs and RTUs can communicate with
other PLCs/RTUs in a peer-to-peer fashion. In general, system components can
be connected in different topologies, e.g. series, series-star, point-to-point, and
multi-drop.

Note that in the larger context of operational technology (OT) and industrial
control systems (ICS), there are other system configurations such as distributed
control systems (DCS) that aim to control infrastructure in a smaller geographic
area (e.g., a single facility) and where, among other differences, data gathering is
de-emphasised when compared to SCADA. Also, in comparison to IT systems,
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SCADA is specific because it is an OT system (meaning it controls physical
processes). This survey is targeted exclusively on SCADA systems.

SCADA system components communicate over various types of networks us-
ing different protocols. Protocol analysis has been a fruitful application area of
formal methods for many decades and therefore it is not surprising that our re-
search shows that the protocols used in SCADA systems are the components that
have been the target of most attempts of formal verification. Communication pro-
tocols can be categorized by low-level network infrastructure into fieldbus-based
protocols, Ethernet-based protocols, and serial protocols [21]. Fieldbus is a net-
work system used to connect field devices (sensors, actuators, etc.) to associated
controllers. Common fieldbus protocols are BITBUS, PROFIBUS, and World-
FIP. Popular Ethernet based network protocols used in SCADA are Distributed
Network Protocol 3 (DNP3), International Electrotechnical Commission (IEC)
61850, PROFINET, and EtherCAT. Serial protocols are protocols based on serial
communication, which means that only one bit of data is sent sequentially over
a bus or communication channel. A popular industrial serial protocol is Modbus
(we distinguish between Modbus Serial and Modbus TCP/IP). Of the serial-
based protocols, we also mention IEC 60870. Finally, it is important to know
about the Open Platform Communication Unified Architecture (OPC-UA) pro-
tocol - an industrial protocol that is newer than Modbus and provides unified
semantics at all levels: field, controller, and cloud. We refer the reader to the
survey by Pliatsios et al. [21] for comprehensive and detailed descriptions of the
protocols used in SCADA systems.

2.2 Formal Methods

Formal methods are mathematically rigorous techniques for modeling hard-
ware and software systems, specifying and verifying their properties. Formal
approaches include model checking, theorem proving, equivalence checking, as-
sertion based verification, etc. The mathematical model of a system can be based
on logic, multiset rewriting, computational or symbolic model of cryptography,
process algebra, etc. The result of the formal analysis can be a counterexample
showing that the properties do not hold, or formal proof. In the case of com-
munication protocols, properties that we can describe and verify using formal
methods are: secrecy, authenticity, delivery, confidentiality, integrity, availability,
authorization, and others.

While formal analysis can be done in an pen-and-paper setting, it is most
practical and beneficial when it is supported to some extent with automated
tools. Tools that have been used for analysis of SCADA systems or components
include: The Tamarin Prover (used in [5], [6]), PVS Specification and Verification
System (used in [7]), Symbolic Analysis Laboratory (SAL) toolkit (used in [7]),
SPIN - Promela (used in [19]), AVISPA (used in [8]), ProVerif (used in [4], [23]),
CPN state space analysis (used in [2], [1]), CPN Tools (used in [27]), UPPAAL
(used in [15], [18]), Prolog programming language (used in [4]), VEDA (used in
[22]), Observer-Based Prover (OBP) Explorer (used in [9]) and Z3 (used in [24]).
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3 Methodology

The papers included in the survey work were found using the Scopus database
and the Google Scholar search engine. We started the papers that contain the
keywords “SCADA” and either “formal methods”, “formal analysis”, “formal ver-
ification” in the title or somewhere in the text of the paper. Additionally, we
used the same sources and searched for the same keywords with the name of a
concrete communication protocol used in SCADA system, including all fieldbus-
based protocols, Ethernet-based protocols, and serial protocols from the survey
by Pliatsios et al. [21]. Starting from that initial group of papers we performed
both forward and backward snowballing procedures. More precisely, we select a
paper P from the initial set, we looked at all its citations and references, and
manually selected the relevant papers. We repeated this procedure until no new
papers were discovered.

We have to note that formal methods are used for modeling and verification of
PLC hardware and software [29], but we decided not to include that area in this
survey. That is because PLCs can be viewed as separate generic components and
they are a research area for themselves. Similarly, there are other generic com-
ponents commonly used in SCADA (for example the Transport Layer Security
(TLS) protocol), but we do not include the formal analysis of such components
in our survey.

For each included paper our goal was to answer the following questions: What
is the target of the formal modelling or analysis? What is the mathematical foun-
dation of the formal model? What, if any, problems or attacks were discovered
or fixed by the formal analysis? What, if any, properties were formally verified
by the analysis?

4 Applying formal methods to SCADA

In this section, we identify and describe all research efforts that apply formal
reasoning to analyze SCADA systems and SCADA system components.

We find out that only few papers that we considered have entire formal model
public (whether it be described in the paper or somewhere on the Internet). This
includes input to the tool and output of the tool, if the tool is used. Those papers
are [13], [18]. There are few papers that have almost the whole model described
in paper like [5] (missing the required updates for asymmetric lemmas), [9], [24].
The rest of papers have formal model described in more or less detail, but we
could not find the entire formal model and, hence, these results may not be easily
reproducible. .

Table 1 gives the summary of formal methods usage with respect to SCADA
system and the results of the survey. We categorize the analysis targets into three
main groups: SCADA protocols, attack detection, and SCADA architecture. In
this section we address the central questions of the survey for each paper (those
questions have been indicated at the end of the Section 3).
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Table 1: This table shows the differentiation of how formal methods
are used with respect to SCADA system and obtained results

Paper Analysis
target

Mathematical
formalism

Attacks /
problems
discovered

Verified /
analyzed
properties

Tool(s) used New
discovery
regarding
analyzed
proper-
ties

[6] Modbus
and

OPC-UA
protocols
variants

multiset
rewriting
rules

MITM authentication,
delivery

The
Tamarin
prover

yes

[7] Modbus
protocol

high-order
logic

- - PVS
Specification

and
Verification
System,
Symbolic
Analysis

Laboratory
(SAL)
toolkit

no

[19] Modbus
protocol

Dynamic
State

Machine
(DSTM),

computation
tree logic
(CTL)

MITM - SPIN -
Promela

no

[8] Modbus
TCP and
Serial

temporal
logic of
actions
(TLA)

MITM confidentiality,
integrity

AVISPA no

[27] Modbus/TCP Colored
Petri nets
(CPNs)

MITM,
DoS

integrity,
authenticity

CPN Tools no

[23] OPC-UA
protocol

a-π calculus MITM authentication,
secrecy

ProVerif yes

[2] DNP3
protocol

colored
Petri nets
(CPNs)

DoS availability,
integrity

CPN state
space

analysis tool

yes

Continued on next page
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Paper Analysis
target

Mathematical
formalism

Attacks /
problems
discovered

Verified /
analyzed
properties

Tool(s) used New
discovery
regarding
analyzed
proper-
ties

[1] DNP3
protocol

colored
Petri nets
(CPNs),

computation
tree logic
(CTL)

MITM integrity CPN state
space

analysis tool

yes

[5] DNP3
protocol

multiset
rewrite rules

spoofing,
replay,

eavesdrop-
ping

authentication,
confidential-

ity of
keys

The
Tamarin
prover

yes

[26] DNP3
protocol

standard
XACML

(eXtensible
Access
Control
Markup

Language),
logic

- authorization - no

[15] IEC 61850
protocol

timed
computation
tree logic
(TCTL)

- - UPPAAL no

[13] PROFINET
protocol

timing a-π
calculus

- - - no

[4] fieldubs
protocols

and
SCADA

architecture

a-π calculus DoS injective
agreement,

non-
injective
agreement

ProVerif,
Prolog pro-
gramming
language

yes

[17] WorldFIP
protocol

process
algebra,
abstract

data types
(ADTs)

- - - no

[22] PROFIBUS
protocol

extended
finite state
machine
(EFSM)

- - VEDA no

Continued on next page
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Paper Analysis
target

Mathematical
formalism

Attacks /
problems
discovered

Verified /
analyzed
properties

Tool(s) used New
discovery
regarding
analyzed
proper-
ties

[16] PROFIBUS
protocol

process
algebra,
extended
finite state
machines
(EFSMs)

- - - no

[18] attack
detection

timed
temporal
logic

(TCTL)

underflow
or overflow

attack

underflow or
overflow
property

UPPAAL yes

[9] SCADA
architecture

security
patterns

expressed in
logic

- safety,
authenticity,
availability,
integrity

Observer-
Based
Prover
(OBP)
Explorer

yes

[24] SCADA
architecture

satisfiability
modulo
theories
(SMT)

attacks on
observabil-

ity

k-Resilient
observabil-

ity,
k-Resilient
Secured

observability

Z3 yes

4.1 Formal analysis of protocols used in SCADA systems

Most of the papers we discovered are aimed to analyzing some aspect of a pro-
tocol used in SCADA systems [6], [7], [19], [8], [27], [23], [1], [5], [26], [15], [4],
[17], [22], [16]. As mentioned before, this is not surprising since protocol analy-
sis has been an active area of application of formal methods for several decades.
The protocol can be used for communication between SCADA components (e.g.,
between the MTU and the RTUs, between RTUs and field devices). Protocols
that were analyzed by papers discussed in this section are: Modbus ([6], [7], [19],
[8], [27]), OPC-UA ([6], [23]), DNP3 ([2], [1], [5], [26]), IEC 61850 ([15]), field-
bus protocols ([4]), WorldFIP ([17]) and PROFIBUS ([22], [16]). The common
feature about Modbus, OPC-UA and DNP3 is that although they are different
protocols, they all involve communication between client (master) and server
(outstation).

Most papers attempt to verify the security properties of protocol (for ex-
ample: secrecy, integrity, authentication). If paper uses an attacker model that
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model is always some variant of the so called Dolev-Yao attacker where the
cryptography is assumed perfect and the attacker has complete control over
the network. Hence, no published research attempts to verify the properties of
SCADA systems in more complex models (e.g. the computational attacker model
in cryptography).

4.2 The Modbus protocol

Dreier et al. [6] analyzed two notable industrial protocols: Modbus and OPC-
UA. The formal model they used is based on the multiset rewriting rules and
the attacker model is the Dolev-Yao attacker model. They defined and verified
security properties for different versions of the same protocol. These security
properties are: non-injective message authenticity, non-injective message deliv-
ery, injective message authenticity, injective message delivery, flow authenticity,
flow delivery. They obtained results regarding the security of protocols: Mod-
bus, Modbus Sign, Modbus MAC, OPC-UA None, OPC-UA Sign, OPC-UA
SignAndEncrypt. They also consider scenarios when the protocols are used over
an insecure network and over resilient communication channels. The analysis
was performed in an automated fashion by The Tamarin Prover tool and it re-
vealed that some security properties do not hold in for some protocol variants.
Specifically, they demonstrate that man in the middle (MITM) attacks such as
message reordering and replay attacks are possible depending on the variant of
the protocol and the assumptions on the underlying communication channels. A
new discovery in this paper is that - if we assume a resilient channel (messages
are always delivered) then we can guarantee formally that some properties are
valid for a protocol, and those same properties are not valid if a resilient channel
is not assumed. For example, for Modbus MAC variant flow delivery property
is satisfied if a resilient channel is assumed and otherwise that property is not
satisfied.

Dutertre [7] develops two formal models of the Modbus protocol. They use
the PVS Specification and Verification System to build an executable model
of the Modbus protocol as specified by the Modbus standard. The executable
model can now be used as a reference when testing a specific implementation of
the protocol. Their second model is based on the Symbolic Analysis Laboratory
(SAL) toolkit. The authors use SAL to build a state machine model of require-
ments for the purpose of automated test case generation. Hence, this analysis
is aimed towards verifying functional rather than security requirements of the
Modbus protocol. Consequently, there is no attacker model and no properties of
the protocol are verified.

Nardone et al. [19] use model checking techniques to generate counterex-
amples with respect to the security property being checked. Again, the protocol
analyzed in this work is the Modbus protocol. The formal model of the protocol
is based on Dynamic State Machines (DSTM). A model checker (SPIN) is used
which can analyze the Promela notation, which means that the formal analysis
is automated. The analysis formally demonstrates the existence of the MITM
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attack on the protocol — a known weakness of Modbus given the lack of security
mechanisms.

Edmonds et al. [8] use formal methodology for modelling of multilayer
SCADA protocols. They aim to capture subtle interactions between higher layer
protocols such as Modbus and the lower layer protocols such as TCP/IP or the
serial transport. The formal model is based on the use of High Level Protocol
Specification Language (HLPSL) — a language that is used to describe security
properties. HLPSL is based on the temporal logic of actions (TLA). This is a
logic which is used for specifying and reasoning about concurrent systems. The
AVISPA tool uses the HLPSL language. In summary, the security goals they have
in mind for SCADA are translated into HLPSL, which can later be used by the
AVISPA tool. The MITM attack is analyzed for Modbus Serial and the Modbus
TCP protocol. The goal of the analysis was to find attacks and see how we can
mitigate them. The authors demonstrate that MITM attacks can be mitigated
with asymmetric encryption. The encryption ensures the confidentiality of the
message, but for integrity we need to use (for example) a hash function.

Siddavatam et al. [27] explore testing and validation of Modbus/TCP pro-
tocol for secure SCADA communication and they use formal methods for that
purpose. The formal model they used is based on colored Petri nets (CPNs)
and tool used is CPN Tools. The attacker is modeled as a MITM attacker.
Specifically, they analyzed and modeled formally deception attack which is a
combination of MITM and Denial of Service (DoS) attack and they did that
using the tool CPN Tools. Security properties are not analyzed as such, but it
is concluded that since deception attack on Modbus/TCP is possible that in-
tegrity (of the data) can be compromised. Also, Modbus/TCP server does not
authenticate client, so we can conclude authentication can be compromised.

4.3 The OPC-UA protocol

Puys et al. [23] give a detailed analysis of OPC-UA. Specifically, they ana-
lyze the OpenSecureChannel and CreateSession sub-protocols. For both sub-
protocols, they consider several variants depending on the cryptographic primi-
tives used. These variants (or security modes) are None, Sign, SignEnc. In None
mode, no encryption is used. In Sign mode, messages are only signed, but not en-
crypted. In SignEnc mode messages are both signed and encrypted. Additionally,
they propose a new signing mechanism for the OpenSecureChannel sub-protocol
that provides additional security guarantees. The formal method is based on
using applied π-calculus. The formal analysis is automated and the authors use
the ProVerif tool that can verify security properties of a protocol such as se-
crecy and authentication. Again, the attacker model is the Dolev-Yao model.
The analysis uncovers new attacks on secrecy and authentication for both rel-
evant modes: Sign and SignEnc (mode None trivially doesn’t provide either
secrecy or authentication). The authors also propose mitigations for discovered
attacks — authentication is fixed by explicitly adding the server’s public key to
the messages. The problem with authentication was that identity of the server
was not mentioned in the message itself, so an intruder could perform a MITM
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attack where it acts as the server from the client’s point of view and like the
client from the server’s point of view. With the proposed modifications, the at-
tacks are shown to be impossible. The secrecy problem is addressed by using
the key wrapping mechanism. The proposed change is that the servers nonce
is encrypt using the server’s private key, and that the client nonce is encrypted
analogously. For the CreateSession sub-protocol, the authors show by automated
analysis that the use of the key wrapping mechanism in the security mode Sign
is crucial — attacks are possible otherwise.

In Section 4.2 we already discussed paper by Dreier et al. [6] in which
authors analyze Modbus and OPC-UA protocol.

4.4 The DNP3 protocol

Amoah et al. [2] perform a formal analysis of the DNP3 protocol. DNP3 is
a protocol used for communication between master stations and outstations in
power grids. They distinguish between aggressive challenge response and non-
aggressive challenge response (NACR) as modes of DNP3 protocol. The mathe-
matical basis for the analysis is a formal modelling methodology called coloured
Petri nets (CPNs). The formal analysis is automated using the CPN state space
analysis tool. Using CPNs, they were able to translate the high-level descrip-
tion of DNP3-NACR into a formal model. They identified a DoS attack on the
DNP3 protocol. The existence of this attack was demonstrated through a formal
analysis with a CPN model and it was found that the model contains unsafe
states that an attacker can exploit. It has been demonstrated that the security
properties - integrity and availability can be compromised in the DNP3-NACR
mode of the DNP3 protocol.

Amoah et al. [1] also perform a security analysis of the DNP3 protocol. The
protocol has a security mechanism called Secure Authentication, which we refer
to as DNP3-SA. The authors create a formal model of DNP3-SA using colored
Petri nets (CPNs). The formal analysis is automated by using the CPN state
space analysis tool. They were able to formally define the authentication property
using computation tree logic (CTL) which is supported by the CPN tool. The
attacker is modeled as a MITM attacker. The authors use the CPN based model
to uncover a successful attack on DNP3-SA protocol, and propose hash-based
message authentication code (HMAC) improvements to the protocol to prevent
this type of attack. The attack is based on the fact that the attacker can convert a
valid HMAC tag (from an old message) from one mode of operation to another,
which allows him to execute commands on the outstation in the power grid.
Two solutions are proposed to prevent such an attack: one is to use HMAC for
challenge data in the protocol, and the other involves removing randomization
in requests in the protocol.

Cremers et al. [5] have DNP3 protocol as analysis target. The formal model
is based on using multiset rewriting rules. The attacker model is Dolev-Yao at-
tacker. Analyzed properties are properties that authors named AUTH1, AUTH2,
CONF. AUTH1 and AUTH2 are different authentication properties. If AUTH1
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property is satisfied spoofing attack is prevented, and if AUTH2 property is sat-
isfied replay attack is prevented. CONF is the confidentiality of keys property
which means all the relevant keys (used in protocol DNP3) are confidential with
respect to eavesdroppers. Their analysis in The Tamarin prover has formally
verified all three of these properties. This means that they showed that attack
which was claimed in paper [1] is not possible in standard as defined. Hence,
Cremers et al. [5] demonstrate that the attack described in Amoah et al. [1] is
due to the lack of details in the formal model is not possible in implementations
of the standard.

Rysavy et al. [26] analyze the DNP3 protocol. They use the industry stan-
dard XACML (eXtensible Access Control Markup Language) — a declarative
language for access control policies that can be used for an authorization frame-
work. Thus, the goal of this paper is to improve authorization (specifically for
DNP3) using role-based access control (RBAC) and it also uses formal meth-
ods as a help to achieve that goal. RBAC is an access control mechanism that
is policy neutral and defined around roles and privileges. In the authorization
framework proposed in this paper, each critical command is surrounded with
security assertions before the command is sent to the outstation node (from
the master node). Examples of such assertions exist in the SecPAL language.
The SecPAL language is a logic-based declarative language for security policies.
Therefore, formal analysis is automated because the SecPAL language is used
for assertions.

4.5 The IEC 61850 protocol

Kunz et al. [15] created a formal methodology to model the requirements
of IEC 61850 real-time communication standard. The formal model is based
on logic — they use timed computation tree logic (TCTL) and the UPPAAL
model checker tool. Hence, the formal analysis is automated. The aim of the
work is not to analyze the attacks on the IEC 61850 protocol, but to present
a systematic and formal methodology that can help us to correctly implement
the communication requirements of the protocols. Therefore, the focus is the
functional rather than the security requirements of the standard. The Generic
Object Oriented Substation Event (GOOSE) mappings are part of the IEC 61850
protocol. The authors demonstrate that timed automata models can be used to
model protocol components by creating a timed automata model for GOOSE
Publisher and GOOSE Subscriber.

4.6 The PROFINET protocol

Jin et al. [13] modeled PROFINET actions formally. They did this using
the timing π-calculus, a variant of the π-calculus presented in the paper. The
claimed benefit of the timing π-calculus is that it can deal with time elapsing
and timer events. This paper does not attempt to verify the security properties
of PROFINET. Instead, the authors hope that the formal framework established
in the paper can facilitate the reliability and consistency analysis of PROFINET.



Survey: Formal Methods in Analysis of SCADA Systems 13

The properties of actions are also not analyzed (this is considered to be a future
task).

4.7 Fieldbus protocols

Cheminod et al. [4] perform an analysis of networked fieldbus systems, consid-
ering both: low-level communication protocols and architecture of the system.
In the target protocols secrecy, authentication, and integrity properties protec-
tion are achieved by symmetric key cryptography and the key system they use
is hierarchical. When it comes to protocol analysis, formal models of protocol
agents are specified in this paper using the mathematical formalism of applied
π-calculus. The models are, then, analyzed in an automated fashion using the
ProVerif tool. With ProVerif they prove that (in this protocol model): injective
agreement is not true, non-injective agreement is true, and that some specifically
defined properties ("the response must be considered valid only if it is a response
to the original request" and non-injective version of that property) are not true.
The attacker model is the (standard) Dolev-Yao. With manual reasoning, the
authors discover DoS attacks on the protocol. In the rest of the paper, Prolog is
used to model the entire system infrastructure, and the focus in this part is to
analyze the vulnerabilities of a particular network configuration. They created a
model of the system, a model of the user security protocol, a case study of a small
scenario that included one user and three elements in the field network. Also,
they created an analysis of the property violations of the previously mentioned
system, and a consideration of the scalability of the analysis. Importantly for
this paper, it deals with formal verification of both: protocols and architecture.

Mariño et al. [17] analyze the WorldFIP protocol. The formal model is
based on the use of abstract data types (ADTs) and the Language Of Tempo-
rary Ordering Specification (LOTOS). LOTOS is a formal specification language
based on process algebra. Again, the focus of the work is the analysis of func-
tional properties rather than security properties. The authors do not verify any
protocol properties in this paper, but rather consider the model to be a founda-
tion for future work.

Poschmann et al. [22], build a formal model of the PROFIBUS protocol.
The formal model is based on the use of Estelle — a formal description tech-
nique based on the extended finite state machine (EFSM) model. The validation
of the model is done using the tool VEDA, which supports only a subset of Es-
telle (which is taken into account when they created the model in Estelle). The
goal of the analysis is to show how formal methods can improve the protocol
development cycle.

Mariño et al. [16] formally specify the PROFIBUS protocol. They build two
models based on the use of LOTOS and the Specification Description Language
(SDL), respectively. LOTOS is based on process algebra and SDL is based on
the use of Extended Finite State Machines (EFSMs). The goal of the analysis
is not verification of protocol properties, but a comparison of models in two
different formalisms — the authors discuss the advantages and drawbacks of
both approaches.
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4.8 Formal methods in attack detection

Mercaldo et al. [18] use formal methods to analyze SCADA logs for traces
of undesirable events and conditions. The goal of the paper is to find attacks,
not to prove the correctness of the system. The idea of the paper is to take
SCADA system logs, do a discretization of the data and build a formal model
(for that day). Then, for each day and each corresponding formal model, they
check whether the relevant formula describing the attack is satisfied. To put it
more clearly, the attacker model is a formula that checks whether an overflow
or underflow attack is in progress. These attacks refer to the water level in
relevant tanks in the water distribution system. For model checking, they used
UPPAAL and created relevant formulas with timed temporal logic (TCTL) -
they extended computation tree logic (CTL)/branching time logic with time
constraints on modalities.

4.9 Formal methods applied on SCADA architecture

Fadi and Dhaussy [9] build a secure architecture for a SCADA system based
on an insecure architecture and they do that by using formal tools and com-
bining security patterns. The formal model is based on having security patterns
expressed in logic. There are 3 main elements for formal verification of secu-
rity pattern composition and 3 corresponding tools: 1. Language to model the
SCADA system - Format for the Embedded Distributed Component Architec-
tures (FIACRE), 2. Formal representation of properties that would ensure the
fulfillment of system requirements - Context Description Language (CDL), 3.
Model explorer to explore the model and verify the properties - for this purpose
Observer-Based Prover (OBP) explorer is used. Possible attacks on SCADA are
mentioned in the paper, but the attacker model does not exist. However, the
paper deals with verification of properties (safety, authenticity, availability, in-
tegrity) and we find out for which component certain property holds.

Rahman et al. [24] use formal methods to analyze SCADA topology models.
The assumption is that IEDs or RTUs can fail due to cyber attacks, and we wish
to analyze what happens to the overall system behavior in those circumstances.
Specifically, the paper introduces k-Resilient Observability — observability even
when k field devices are not available. A related property is k-Resilient Secured
Observability — assured observability is guaranteed even when k field devices
are unavailable due to technical failures or cyber-attacks. The authors use satis-
fiability modulo theory (SMT) formulas to describe these properties and the Z3
SMT solver to verify them. The goal of the SMT solver is to find satisfactory
associations of variable values with standard constraints. Using the approach the
authors can find scenarios such as “If RTU12 fails, there is no way to observe
the system”.

5 Discussion

Here we summarize the findings regarding the application of formal methods in
modeling and analysis of protocols used in SCADA systems.
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There is a solid body of research dedicated to security analysis and the appli-
cation of formal methods to the Modbus protocol (it has been studied in papers:
[6], [7], [19], [8], [27]). The papers, in general, use a model which is based on
the Dolev-Yao model and demonstrate similar attacks on the Modbus protocol.
None of the results are surprising since Modbus does not come with any security
mechanisms or guarantees by default.

The OPC-UA protocol has received some attention in [6], [23] and has been
analyzed with sufficient depth in these papers (especially in the context of Dolev-
Yao attackers). However, since OPC-UA is a complex protocol (its specification
has over 1000 pages and is still updated), and there should still be more room
for analyzing it with formal methods.

Popular Ethernet-based protocols include DNP3, IEC 61850, PROFINET,
and EtherCAT. We find that there are works that combine formal methods
and DNP3 (through the papers [2], [1], [5] and [26]), which implies that formal
methods are quite sufficiently used for this purpose. Amoah et al. [2] prove that
it is possible to make DoS attack on the NACR mode of a DNP3 protocol.
Amoah et al. [1] deal with secure authentication and MITM attackers. Cremers
et al. [5] comes to conclusion that attack claimed by Amoah et al. [1] is not
possible. Rysavy et al. [26] deal with the authorization framework and do not
analyze attacks on DNP3. There is some work that connects IEC 61850 and
formal methods, like [15], but it does not analyze attacks on IEC 61850, so for
protocol IEC 61850 we can say that formal methods are underused. PROFINET
was analyzed in Jin et al. [13], but only actions were modeled. PROFINET
was not analyzed in the security context and, hence, this is one of the critical
components that could benefit from security analysis by formal methods. We
did not find any relevant work connecting the protocol EtherCAT and formal
methods.

There are some other SCADA (fieldbus) protocols (which we mentioned in
Section 1) such as BITBUS, PROFIBUS, WorldFIP. We have not found any
papers that attempt to apply formal methods to BITBUS. For PROFIBUS there
are papers [22] and [16], which are good examples of the use of formal methods,
but do not analyze attacks on PROFIBUS. WorldFIP (in the sense of formal
methods) is (only) analyzed in [17] and attacks on WorldFIP were not analyzed
there, which means that there is an opportunity for further formal analysis of
WorldFIP. The paper [4] gives a direction on how formal methods can be applied
to fieldbus systems, and it seems that it just opens a whole new area of research.
Note that the papers analyzing PROFIBUS ([22], [16]) and WorldFIP ([17]) are
not so recent, which means that research in this area is not so active anymore.

We distinguish between SCADA legacy protocols and newer standard pro-
tocols. Examples of legacy SCADA protocols are: Modbus RTU, PROFIBUS,
RP-570, and Conitel. All of these protocols (except Modbus) are SCADA vendor
specific, but are widely adopted and used. Modbus has been sufficiently analyzed
using formal methods. PROFIBUS was analyzed, but not as extensively as Mod-
bus, and these analyzes did not examine possible attacks on protocol communica-
tions. RP-570 and Conitel were not analyzed using formal methods. Examples of
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standard SCADA protocols are: IEC 60870, PROFINET, IEC 61850, and DNP3.
The IEC 60870 protocol was not analyzed with formal methods. PROFINET
protocol was analyzed only in paper [13] written by Jin et al., so there exists
an opportunity to explore in more depth with formal methods. The IEC 61850
protocol was analyzed with formal methods, but not sufficiently. Note that there
is a technical specification IEC 62351 [12] which deals with IEC 61850 protocol
security, but we found no research efforts that try to formally verify proposals of
that specification. The protocol DNP3 was analyzed with formal methods and
the formal methods were used in above average amount (in comparison to other
protocols from this paper) for this purpose.

There is no published research that addresses the verification of the proper-
ties of some SCADA protocols, and some SCADA protocols are not sufficiently
analyzed with formal methods. We see the use of formal methods to analyze
such protocols (including legacy protocols and newer standard protocols) as a
promising area of research. That work could also be challenging since some of
those protocols are not so easy to model formally (because they are complex
or composed of multiple subprotocols). Also, one could argue that it could be
challenging to formally analyze some protocol for the first time, since there is no
reference work, and it could be hard to gather initial resources for such a purpose.
This is the case for the protocols: RP-570, Conitel, IEC 60870, and EtherCAT.
Also, it could be hard to analyze formally protocols: PROFINET, WorldFIP,
PROFIBUS, and IEC 61850 in the context of their security for the first time
(they were analyzed formally, but not in the context of security properties).

Outside of protocol analysis, specifically, SCADA systems and their compo-
nents have only been analyzed using formal methods in three published papers
dealing with attack detection or system architecture analysis at a higher level
of abstraction. Besides these three examples, no research papers attempt to for-
mally verify properties of a large system comprised of many different components
— they all focus on the properties of specific components. It is well known that
security properties do not compose by default and, hence, the system can have
critical flaws even if all individual components are correct. We feel that this
could be a great opportunity for the application of formal methods.

6 Related work

To the best of our knowledge, this is the first survey work that deals with the use
of formal methods in SCADA systems. In [11], Gnesi and Margaria give examples
of usage of formal methods in the more general area of industrial critical systems.
The examples are in a number of critical industrial examples such as avionics,
aerospace, and railway signaling. It deals with all aspects of formal methods —
specification, implementation and verification, but there is a clear emphasis on
model checking. Our survey is narrower in scope compared to that work and
most of the papers we discussed are not included in the mentioned survey.

We must note that formal methods are extensively used for modeling and
verification of PLC hardware and software, but, as mentioned earlier, we have
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chosen not to include this area of research in this survey. See [29] for a review
dealing with the use of formal methods in the context of PLC code, more specif-
ically it deals with attacks on industrial control logic and defenses based on
formal verification.

There are several surveys related to the general area of securing SCADA
systems. Ghosh and Sampalli [10] provide a classification of possible attacks on
SCADA based on network protocol layers and security requirements. Attacks
can be categorized as: attacks on hardware, attacks on software, and attack on a
network connection. Nazir et al. [20] provide an overview of tools and techniques
that we need to discover SCADA system vulnerabilities. These tools and tech-
niques include: scanning tools, penetration testing, machine learning, network
intrusion detection systems, intrusion prevention systems, honey pots, security
information and event management, ethical or white hat hacking, forensic sci-
ence. Johnson [14] gives survey of SCADA security challenges and potential
attack vectors. He explores SCADA system security weaknesses and current se-
curity techniques. He also proposes new tools and methods to address SCADA
system security. Pliatsios et al. [21] provides an overview of the general SCADA
architecture. It also gives us a description of SCADA communication protocols.
They present a large number of SCADA communication protocols and arrive at
the classification of SCADA protocols that we also use in this review. They also
address the known security properties and issues in these protocols.

7 Conclusion

The aim of this paper is to give an overview of the application of formal methods
in relation to SCADA systems. We conduct an extensive literature search and
classify discovered research results in three categories — protocol analysis, attack
detection, and architecture analysis. We find that the area of protocol analysis is
most fruitful. However, there are both legacy protocols and new standards that
have received none or very little attention from the research community. There
are very few research results outside protocol analysis. We identify only three
examples that deal with attempting to detect attacks and analyzing a SCADA
system architecture or topology at a higher level of abstraction.
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