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Abstract—The motivation for the research in this paper is gath-
ering valuable information to develop a DFT-based steganographic
method using an existing DFT-based watermarking technique.
Specifically, different image dimensions will be tested to find out
how the difference in dimension affects the ability to decode a
watermark from an image successfully. The goal is to determine
the smallest possible image dimension that still produces successful
decoding. Determining that image dimension is critical to examine
to develop a steganographic method with the highest capacity
possible. Several experiments are conducted to draw conclusions
in terms of image quality, detection rate, and robustness. In
this research, tests have been conducted in the digital domain
exclusively. The results show that image dimensions play a critical
role in watermark detection, and further development of the
method is needed in order to be able to use images of smaller
dimensions. The watermarking method showed robustness for
several image attacks and showed enhanced performance when
specific filters are applied on images.

Keywords—DFT, image steganography, digital image water-
marking, robustness, image quality, image attacks

I. INTRODUCTION

This paper’s goal is to determine the feasibility of extending
the DFT-based watermarking method for steganographic appli-
cations. The detection of watermarks from images of smaller
dimensions will be tested to do so. Conclusions from these
tests will provide a deeper understanding of the watermarking
method’s limits, which will, in turn, help to develop a usable
and optimal steganographic method.

The watermarking method examined in this paper, as pro-
posed in [1], is implemented in the Frequency domain and
uses the Discrete Fourier Transform (DFT) to embed the
watermark in the cover image. As the method is intended
for application in the print domain, where aggressive image
attacks such as print-scan occur, a stronger embedding of the
watermark is needed. However, stronger embedding often leads
to more visible artifacts, which results in low imperceptibility
of the watermark. Gray Component Replacement (GCR) is
used to hide those visible artifacts. GCR is primarily used in
print to achieve ink savings. However, when combined with
watermarking, it can be used as a tool for hiding visible artifacts
and improving the overall quality of images [1], [2].

Combining DFT-based watermarking and GCR provides a
solid groundwork for further research. GCR successfully keeps
high imperceptibility and image quality, while a DFT-based ap-

proach provides high robustness to geometrical image attacks,
as determined in [3], [4].

II. APPROACH

The existing DFT-based watermarking method has a zero-
bit capacity, which means the decoder only checks if the
watermark is present in an image or not. In order for the
method to become a steganographic one, the capacity of the
method needs to increase. By increasing the capacity, the
method would transfer multiple bits of information. One way
to achieve that would be to pursue a block-based approach to
embedding multiple watermarks in an image. Using a block-
based approach to embed multiple watermarks is not novel and
recent state-of-the-art examples proved it can be a successful
tool [5]–[7]. To achieve the maximum capacity possible, blocks
used for embedding should be as small in their dimension as
possible. Determining that block size is the central goal of this
paper. Even though the end-goal is to develop a steganographic
method used in the print domain, this initial research will only
be done in the digital domain.

III. EXPERIMENTAL

The experimental part of this paper is organized as follows.
As explained in III-A, tests are conducted to determine how
the scaling of an image affects its overall quality. In III-B,
images embedded with a watermark and masked with GCR
will be subject to several attacks. The process is illustrated
in Fig. 1. The method’s robustness across all image sizes is
evaluated after applying image attacks using the true detection
of the watermark TDr. False detection rate FDr will also
be measured. A dataset of 20 CMYK images is used for all
experiments.

A. Quality

This first experiment will provide information about the
loss of quality during scaling. As in many recent articles [1],
[5], [8]–[12], Peak Signal To Noise (PSNR) and Structural
Similarity Index Measure (SSIM) metrics will be used to
objectively measure the similarity between the original and the
re-scaled image. Mathematical expressions of both PSNR(1, 2)
and SSIM(3) are displayed below.

PSNR = 10 log
d2

MSE
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Fig. 1. Steps of input image processing.
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(Oi,j − Si,j)
2 (2)

where PSNR denotes quality in decibels, d denotes the maximal
possible value of an image pixel, m and n denote image size,
Oi,j and Si,j denote pixel value at the coordinate (i, j) of an
original and a re-scaled image, respectively.
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where µx and µy are the mean intensity values of images x
and y. σ2

x is the variance of x, σ2
y is the variance of y and σx2y

is the covariance of x and y. c1 and c2 are the two stabilizing
parameters, L is the dynamic range of pixel values and the
contents k1 = 0.01 and k2 = 0.03.

Tested input images will be as small as 16×16 pixels, up to
512×512 pixels. Each input image will be scaled to 512×512
pixels, at which point the input image and the re-scaled image
will be compared to compute both the QPSNR and QSSIM

values.

B. Robustness

Even though it is considered a more prominent attribute
in watermarking than in steganography [9], robustness is still
an essential characteristic of every steganographic method. To

test the robustness of the proposed method, previously marked
images will be subject to a series of image attacks regularly
used in state-of-the-art examples [1], [3], [4] - rotation, unsharp
filter, blur, and noising. Even though Discrete Cosine Transform
(DCT) is usually a better method for surviving JPEG compres-
sion [4], [13]–[15], it will also be tested. The experiment will be
conducted for images of the same dimensions as in III-A. The
metric Pearson product-moment correlation coefficient between
corresponding vectors will be used to measure the method’s
robustness.

IV. RESULTS

The similarity of input and re-scaled images is displayed in
Figs. 2 and 3. QPSNR and QSSIM values show a substantial
rise when input image dimensions are larger than 300 × 300
pixels. It can be concluded that input images of those dimen-
sions show no signs of degradation after the scaling process. For
images of even the smallest dimensions, QPSNR and QSSIM

both maintain reasonable values. Fig. 4 shows median Pearson’s
r coefficient ρ values for each of the image attacks. The metric
is explained in the equation below(4).

ρX,Y =
cov(X,Y )

σxσy
(4)

where cov is the covariance, σX is the standard deviation of
X , and σY is the standard deviation of Y .

First, let us examine the examples that use the correct seed
in the decoder. When compared to ρ values for images with
no attacks being applied, applying unsharp and noise filters
increases said ρ values, but only for an insignificant amount. On
the other hand, applying rotation, blur, and JPEG compression
negatively affects ρ values. It is important to notice that input
images of dimensions >160 × 160 pixels maintained high ρ
values after unsharp and noise filters, as well as images with
no attacks applied. High ρ values after rotation, blur, and JPEG
attacks were maintained only for images of dimensions >400×
400 pixels.

When examining examples that use the wrong seed at the
decoder, the results are similar for all image attacks, with little
difference between image dimensions.

Pearson product-moment correlation coefficient ρ is also
used to calculate the detection rate in this experiment. Fig. 5
displays True Detection Rate TDr (correct seed at the decoder)
and False Detection Rate FDr (wrong seed at the decoder).
Similar to results in Fig. 4, the application of unsharp and
noise filters enhanced the images, so TDr values are higher
for those attacks, as well as for images with no attacks applied.
Again, those images showed high performance for dimensions
>160 × 160 pixels. Images that were subject to rotation, blur
and JPEG compression showed high TDr values for dimension
>240× 240 pixels.

When examining FDr, it can be seen in Fig. 5 that, for all
image attacks except blur, values stay low or zero for all image
dimensions. Even for high image dimensions, blurred images
show significant FDr values, which leads to a conclusion that



the blur attack is too aggressive for the method to perform
properly.
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Fig. 2. QPSNR values for all tested image dimensions.
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Fig. 3. QSSIM values for all tested image dimensions.

V. CONCLUSION AND FUTURE RESEARCH

This paper has provided important information for further
developing a DFT-based steganographic method.

Results from the first experiment proved that there are no
constraints when choosing the smallest image dimension, as far
as degradation caused by scaling alone is concerned. QPSNR

and QSSIM values hold up reasonably well for the smallest
image dimensions. The assumption is that QPSNR and QSSIM

values could be further enhanced for all image dimensions by
adjusting the watermark’s implementation strength.

However, the second experiment proved that some image
dimensions are not suited for the current DFT-based watermark-
ing method. This experiment shows that currently, only images
of dimensions >160× 160 pixels can be used as input images
for successful watermarking. Another important takeaway is

Fig. 4. Median Pearson’s r coefficient ρ for each image attack, across all tested
image dimensions.

Fig. 5. DR for each image attack, across all tested image dimensions.

that unsharp and noise filter enhance the method’s performance
at the decoder, providing the same ρ and TDr values while
decreasing FDr. On the other hand, rotation, blur, and JPEG
compression turned out to be too aggressive of attacks for
the current watermarking method to sustain the degradation.
In Fig. 5, high FDr values are noticeable for images that



were subject to blurring, with the difference being significantly
higher in comparison with other attacks. High FDr values lead
to a conclusion that blur is not to be used within the current
watermarking method, as it, even for large image dimensions,
does not allow a successful performance at the decoder.

With incorporating a block-based approach to the current
DFT-based watermarking method, multiple bits of information
would be transferred within a single image. To maximize that
method’s capacity, the blocks should be as small as possible.
Hence, future research will aim to lower the current image
dimension limit of 160 × 160 pixels. Some state-of-the-art
methods are able to use blocks as small as 8 × 8 pixels [5],
so the current limit of the proposed method should be able to
decrease significantly. One way to do that could be maximizing
the positive effects of noise and unsharp filters. Changing
the watermark’s implementation strength could also prove to
be a tool for enhancing the method’s performance without
compromising the quality of images. Finally, adjusting both
the watermark’s length and frequency’s modified magnitude
coefficients could provide better performance.
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