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Uncertainty of Integral System
Safety in Engineering
The probabilistic safety analysis evaluates system reliability and failure probability by
using statistics and probability theory. However, it cannot estimate the system safety
uncertainties due to variabilities of probabilities in different system states. The article
first summarizes how the information entropy expresses the probabilistic uncertainties
due to nonuniform probability distributions of system states. Next, it argues that the con-
ditional entropy of system operational and failure states appropriately describes both
system redundancy and robustness. Finally, the article concludes that the probabilistic
uncertainties of reliability, redundancy, and robustness jointly define the integral system
safety. The concept of integral system safety allows for more precise definitions of effi-
cient system functional properties, system configuration evaluation, optimal component
selection, optimization, and decision making in engineering. [DOI: 10.1115/1.4051939]
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1 Introduction

The common term uncertainty requires more precise mathemat-
ical elaboration for engineering purposes. The article tackles inte-
gral system safety (ISS) as a viable measure of safety
uncertainties that account not only for probabilities of system
operational and failure states but also for their uneven probability
distributions.

The advances in probabilistic system reliability analysis [1–3]
have related the random events to the uncertain environmental
and operational properties of components and systems in service
[4–7].

The entropy concept emerged in the information theory [8] for
the definition of the term unexpectedness [9] and the assessment
of the amount of information yielded by an event [10]. The con-
cept of entropy found its place in the probability theory for the
definition of probabilistic uncertainties of systems of events
[11–13].

Comprehension of operational safety of complex systems in
service also implies two system properties: robustness and redun-
dancy. Robustness is commonly perceived as the strength or stur-
diness concerning vulnerabilities due to uneven distributions of
strengths and weaknesses under different failure modes. It also
implies functional properties that are not sensitive to a variety of
disturbance factors or a wide range of changes of uncertain envi-
ronmental effects [14]. System redundancy normally implies suffi-
cient residual operational capacity after some component damages
and it is often considered as availability of warning before a total
collapse [15] and [16]. The majority of engineering systems are
planned to be no less than reliable but they are also often expected
to be robust and serve resiliently and to be redundant to serve at
least as “fail-safe” or “damage-tolerant”.

System safety and its conceivable improvements are of lasting
interest in system analysis, design, and optimization [17–19] as
well as the mathematical modeling of safety and reliability
[20–23].

Considerations on safety and reliability sometimes imply either
redundancy [24–26] or robustness [27,28] and [29]. The common
approaches to system safety consider all the three criteria inde-
pendently, for example, in the structural analysis [30] and [31].
However, this article aims to distinguish the ISS as the inherent
compound system property articulated jointly by reliability,

redundancy, and robustness that mathematically expresses the
overall system probabilistic uncertainty by the information
entropy.

The ISS concept presented in this article is rooted in the event
oriented system analysis (EOSA) [32] and redundancy and robust-
ness of systems of events [33]. Redundancy and robustness are
viewed as capabilities to eliminate disproportions in the nonuni-
formly distributed probabilities of system operation and failure
modes. Both properties are expressed by the probabilistic entropy
conditioned on probabilities of operational and failure modes,
respectively. Since complex systems provide both redundancy and
robustness to some extent, the two properties are linked just as the
system reliability and failure probability are complementary to
system safety. In addition, the ISS investigates different system
configurations of discrete components by using combinatorial
enumeration of all or important operational and failure states for
system functional analysis. The article also brings forward more
comprehensive objectives for ISS evaluation so that the ISS math-
ematical model can be used as a practical computational tool for
system functional analysis and Multi-Criteria Decision Making
(MCDM) based on three criteria: reliability, redundancy, and
robustness (3R).

The EOSA has been applied in the investigations of series
structural systems [34] and of fail-safe objects [35], and [36]
accounting for the changes of the intact system configuration
and load redistribution after a component failure. The redun-
dancy defined as the entropy of failure path was found useful
in the safety assessment of lifeline systems under seismic
risks [37] and [38] and in mechanics [39]. The robustness
definition was used in strength problems in shipbuilding [40]
and [41].

The article presents an overview of the events analysis and the
uncertainties of engineering systems regarding redundancy and
robustness Next, it elaborates the relations of ISS and defines the
properties of efficient systems. In the end, it applies the multicrite-
ria ISS analysis on selected examples.

2 Events Analysis of Engineering Systems

Events E are in general regarded as abstract concepts and the
relationships of events are axiomatic.

A system of N events E1, E2, . . , EN represents a complete sys-
tem of events if the next three axioms hold

Ek 6¼1 ðk ¼ 1; 2; � � �;NÞ (1a)
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EjEk ¼1 ðfor j 6¼ kÞ (1b)

E1 þ E2 þ � � � þ EN ¼ I (1c)

In event algebra the “” in Eqs. (1a) and (1b) means an impossible
event and “I” in Eq. (1c) denotes a sure event. The fact expressed
in Eq. (1b) that Ej and Ek are exclusive is essential in the axio-
matic approach. The (1c) means that at least one of the events
occurs, Ek, k¼ 1, 2, .., N,. The algebraic properties of the set of
events lead to Boolean algebra, for example, Renyi [12], when the
set algebra notation can be applied.

2.1 Combinatorial Enumeration of Events in Engineering
Systems of Events. The discrete systems under consideration
consist of c individual components. Each component can perform
several functional modes M (for example, intact, operating, fail-
ing, collapsing, yielding, buckling, fatigue, fracture, etc.). The
integral systemic behavior emerges from the interaction of all n
functional modes Mi, i¼ 1,2,…, n.

All functional modes M can be represented by simple alterna-
tives Mi ¼ ðAi

�Ai Þ according Khinchin [11] of operational event
Ai and complement �Ai ¼ I � A representing the failure of a mode.

Each of the N system states denoted Es
j ; j ¼ 1; 2;…;N is a

compound event of all n functional modes. The appropriate sys-
tem states can be defined by enumeration over of all n functional
modes Mi, for example, Rao [4]

Es
j ¼ \

n

i¼1

Ai if Mi operational

�A if Mi non� operational

(
(2)

The number N of combinations representing all system states of
all n functional modes (2) theoretically equals to

NðnÞ ¼
Xn

i¼0

ð n
i
Þ ¼ 2n (3)

The critical step is the decision about the system’s state status (s).
The status may be, for example, either intact (i) or operational (o),
or transitive (t) or failed (f) or collapsed (c) depending on the serv-
ice modes and effects analysis.

The use of reliability block diagrams and fault trees encom-
passes cut sets or tie sets, for example, Rao [4]. Minimal cut sets
and tie sets are useful for the analysis of complex reliability block
diagrams or fault trees. Cut sets are unique combinations of mem-
ber faults that can trigger system failure. Tie sets represent system
failure if any one of the components fails as it is part of a series
arrangement. The enumeration identifies operational and failure
modes by comparing each combination of all possible componen-
tial functional modes either with cut sets, tie sets, or both, for
example, Kececioglu [6] by using conditional probability meth-
ods, for example, Rao [4]. The term Eq. (3) illustrates the combi-
natorial “explosion” of the number of system states E by
increasing the number of functional modes M. Large systems of
events require intense computing power for combinatorial enu-
meration and status identification of each system state. Therefore
it makes sense to consider only the most important system states.

2.2 Systems of Events in Engineering. All the constituent n
simple alternatives Mi, i ¼ 1; 2;…; n, of operational and failure
modes enter the definition of system states by disjoined random
events Es

j ; j ¼ 1; 2;…;N with respect to their statuses s. These
states configure a system S of events E in a form of N-element
finite scheme of system states according to Khinchin [11] as shown

S¼
Es

1 Es
2 � � � Es

j � � � Es
N

p1¼ pðEs
1Þ p2¼ pðEs

2Þ � � � pj¼ pðEs
j Þ � � � pN ¼ pðEs

NÞ

0
@

1
A

The probability of all the events of system S represents the system
probability of all known or important events

pðSÞ ¼
XN

j¼1

pj (4)

The system probability Eq. (4) is not necessarily equal to unity for
incomplete systems S according to Renyi [12] when some of the
events are not known or if they are of less importance to the ISS.

System S may consists of L subsystems denoted Ss
j , j ¼

1; 2; � � �; L according to Khinchin [11] and Renyi [12]. Each jth
subsystem is comprised of Lj events with probabilities sji,
i ¼ 1; 2; � � �; Lj. The probabilities of jth subsystems are
pðSs

j Þ ¼ sj1 þ sj2 � � � þsjLj
. Subsystems Ss

j can be grouped in sys-
tem of subsystem denoted as S0 ¼ ðSs

1 Ss
2 � � � Ss

LÞ.
The system status depends on individual and groups states col-

lected in subsystems with common status s.
The most favorable system state in engineering and elsewhere

in the intact state denoted by status s¼ i as Es¼i when all the func-
tional modes are operational. The probability of an intact system
is denoted as Si is pðSiÞ ¼ pðEiÞ.

The most undesired system state is denoted by status s¼ c and
represents the system collapse Es¼c when all critical functional
modes are failed with a probability of system collapse Sc denoted
as pðScÞ ¼ pðEcÞ.

The intact and the collapse states jointly define the basic sub-
system S

ic that characterize the system states prior to any compo-
nent damages and after collapse of all components Sic ¼ ðSi; ScÞ
with a probability denoted as

pðSicÞ ¼ pðSiÞ þ pðScÞ (5)

Technical systems can be in operational and damaged states aside
from intact and collapsed states [32].

The system states still operational in case of any component
damages denoted by status s¼ o comprise the subsystem So ¼
ð po

1 ¼ pðEo
1Þ � � � po

No ¼ ðEo
NoÞ Þ of No states with operational

probability defined as

pðSoÞ ¼
XNo

j¼1

po
j (6)

The system states which are no more operational in case of com-
ponent damages denoted bay status s¼ f comprise the subsystem

Sf ¼ ð pf
1 ¼ pðEf

1Þ � � � pf
Nf ¼ pðf

Nf Þ Þ of Nf states with probabil-

ity of system failure

pðSf Þ ¼
XNf

j¼1

pf
j (7)

The system reliability is commonly described by intact and opera-
tional states

RðSÞ ¼ pðSiÞ þ pðSoÞ (8)

The failure probability concerns with failure and collapse states

FðSÞ ¼ pðScÞ þ pðSf Þ (9)

The common probabilistic reasoning that at least one event of the
system must occur ascertains the relation of probability conserva-
tion for the system reliability (8) and the failure probability (9) for
incomplete systems (4)

pðSiÞ þ pðSoÞ þ pðSf Þ þ pðScÞ ¼ RðSÞ þ FðSÞ ¼ pðSÞ (10)
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The system S encompasses all system states including basic intact
S

i and collapse states S
c as well as operational S

o and failure
events Sf (10). For complete systems is p(S) ¼ 1.

The identification of operational and failure modes provides
additional knowledge about system’s service. The system S’ is the
system service profile of basic Sic, operational So, and failure Sf

events defined as finite schemes of subsystems of three elements
S0 ¼ ðSi;So; Sf ; ScÞ or S0 ¼ ðSic;So;Sf Þ.

There are some other operational states that can be regarded as
transitive modes to another level of operational modes S

t with
probability p(St) in case of damaged components denoted where
necessary by status s¼ t.

3 Uncertainties of Engineering Systems

The uncertainty of a random event A with probability p¼ p(A)
is defined by the entropy HðpÞ ¼ uðAÞ ¼ �log2pðAÞ defined by
Wiener [9] and can be regarded either as a measure of information
yielded by the event or how unexpected the event was according
to Renyi [12] (Fig. 1). The uniqueness theorem by Khinchin [11]
states that entropy is the only function that measures the probabil-
istic uncertainty of systems of events in agreement with the
human experience of uncertainty.

The uncertainty of a single functional mode M is expressible
by the entropy of a simple alternative of operational and failure
modes. The entropy HðMÞ ¼ �p log p� ð1� pÞlogð1� pÞ
defined on a two-element finite scheme is the weighted sum of
expectedness and unexpectedness of occurrence of a functional
mode M of a system.

The unit H(M) ¼ 1 for p¼ 1/2 is the uncertainty of two equally
probable events like the tossing of an ideal coin.

The unexpectedness of the jth system state Ej ¼ a1 \ a2 \ � �
� \ ai � � � \an�1 \ an; j ¼ 1; 2;…;N of n (2) functional modes ak

in terms of Wiener’s definition [9] is the sum of all unexpected-
nesses of modes uðEjÞ ¼ �log pðEjÞ ¼ �

Pn
i¼1 log pðaiÞ where

ai ¼ Ai for operational and ai ¼ �Ai for nonoperational mode.

3.1 Uncertainties of Systems of Events in Engineering.
More important than unexpectedness of a single stochastic event
are the uncertainties of systems of N events. The functional uncer-
tainty of a complete system S of N events with probability (4)
p(S) ¼ 1 can be expressed as the weighted sum of unexpectedness
by the Shannon’s entropy investigated in Refs. [10–12] and [13]
as

HNðSÞ ¼ �
XN

j¼1

pj log pj (11)

The functional uncertainty of an incomplete system S of N events
can be defined as the limiting case of the Renyi’s entropy of order
one (R1) [12] using (4) and (11), as it is shown

HR1
N Sð Þ ¼ � 1

p Sð Þ
XN

j¼1

pj log pj ¼ �
XN

j¼1

pj

p Sð Þ
log

pj

p Sð Þ
þ p Sð Þ

(12)

The unit of uncertainty according to Renyi [12] is arbitrary just
as the choice of the unit of some physical quantity. The unit of
entropy is called one “bit” when the logarithm base in Eqs. (11)
and (12) is two; it is appropriate to the uncertainty of a system of
two equally probable events like a flipping of an ideal coin.

Outcomes with zero probabilities do not change the uncertainty.
By convention, 0 log 0¼ 0.

Some characteristics of the probabilistic uncertainty measures
and properties of the entropy are summarized next. The entropy
HN(S) is equal to zero when the state of the system S can be surely
predicted, i.e., no uncertainty exists at all. This occurs when one
of the probabilities of events pi, i¼ 1,2,..,N is equal to one, let us
say pk ¼ 1 and all other probabilities are equal to zero, pi ¼ 0, i 6¼ k.
The entropy is maximal when all events are equally probable and
each probability is equal to pi ¼ 1/N, for i¼ 1, 2, .., N, and it
amounts to Max[HN(S)] ¼ log N, that is the Hartley’s entropy [8].
Hartley’s entropy corresponds to Renyi’s entropy of order zero [12].
The entropy increases as the number of events increase. The entropy
does not depend on the sequence of events: Hn(p1,p2,..,pN) ¼
Hn(pk(1),pk(2),..,pk(N)), where k is an arbitrary permutation on
(1,2,..,N).

The entropy concept in probability theory outlines the uncer-
tainty of the system states that turns into information in informa-
tion theory when the outcomes become observable. Renyi’s
opinion is that entropy is an objective measure of uncertainty
since it doesn’t depend on anything else but only on the system
properties [12].

Aczel and Daroczy [13] mentioned the average number of
equally probable events NeðSÞ of a system of N events with aver-
age probability peðSÞ derivable from (11) or (12) as an alternative
uncertainty measure

NeðSÞ ¼ 1=peðSÞ ¼ 2HNðSÞ (13)

The average numbers of events NeðSÞ jointly with the average
probability peðSÞ are not dependent on the selected base of applied
logarithm in the definition of entropy and define an equivalent
uniform probability distribution that provides the same uncer-
tainty as to the originally observed distribution of N members
(Fig. 1).

Uncertainties of distinguishable and undistinguishable sys-
tems are exemplified by an example of flipping two ideal
coins each with equal probabilities of getting head (H) and
tail (T).

For two distinguishable coins the uncertainty of all four equally
probable outcomes (HH HT TH TT) is H(4) ¼ 4 (�1/4 log1/4) ¼
2 bits, that is Ne¼22¼4 outcomes.

For two undistinguishable coins, outcome HT is not distinguish-
able of TH, and the uncertainty of three observable outcomes is
H(3) ¼ 2 (�1/4 log1/4)�2/4 log2/4¼ 1.5 bits, that is Ne¼21.5 ¼
2.83 outcomes.

Relative uncertainty measures can be appropriate, for example,
with respect to the maximal attainable values such as the relative
entropy hNðSÞ ¼ HNðSÞ= log N or the relative average number of
events neðSÞ ¼ NeðSÞ=N.

The entropy can be used for continuous systems, for example,
Khinchin [11], Renyi [12], Aczel and Daroczy [13].

Fig. 1 Probability, unexpectedness, uncertainty, and average
number of events of a simple alternative
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Introduction of the information entropy in probability theory
for definitions of unexpectedness and probabilistic uncertainty
revealed a very specific and mathematically founded explanation
of the colloquial term “uncertainty”.

3.2 Uncertainties of Subsystems of Events in Engineering.
The entropy of systems of events (11–13) is important in the
understanding of system uncertainties. However, for dealing with
practical aspects of operational and failure conditions, the uncer-
tainties of subsystems of events are even more important and have
to be defined.

Let us consider a system S consisting of L subsystems Sj, j ¼
1; 2; � � �; L following [11] and [12]. Each jth subsystem is com-
prised of Lj events with probabilities sji, i ¼ 1; 2; � � �;Lj. The prob-
abilities of jth subsystems are pðSjÞ ¼ sj1 þ sj2 � � � þsjLj

and the
entropy of system S conditioned on the probabilities of subsys-
tems Sj is

H S=Sj

� �
¼ �

XLj

i¼1

sji

p Sjð Þ
� log

sji

p Sjð Þ
(14)

The entropy of the system of subsystems S0 ¼ ðS1 S2 � � � SLÞ
can be represented as shown

HLðS0Þ ¼ �
XL

j¼1

pðSjÞ � log pðSjÞ (15)

The theorem of mixture of distributions [12] provides the condi-
tional entropy of a plausibly incomplete system S relative to the
system of subsystems S0 using (11), (12), (14), and (15) as
follows:

H S=S0
� �

¼ 1

p Sð Þ
�
XL

j¼1

p Sjð Þ � H S=Sj

� �
¼ 1

p Sð Þ
HN Sð Þ � HL S0ð Þ
� �

¼ HR1
N Sð Þ � HR1

L S0ð Þ
(16)

The proof follows from arithmetic expansion of the left-hand side
of the Eq. (16).

Note here how the additional knowledge of division of system
S to subsystems S0 in Eq. (16) reduces uncertainty (11) for an
amount of (15) and how the system incompleteness pðSÞ � 1
increases the system uncertainty (16).

4 Integral System Safety Relation 3R of Engineering

Systems

The ISS relates reliability, redundancy, and robustness to the
intact, operational, and failed system states of all system compo-
nents (see Sec. 2.1).

4.1 Basic Uncertainty of Intact and Collapse System
States. The conditional entropy of a subsystem Sic expresses the
basic uncertainty with respect to the simple alternative of the two
states of the system S, intact S

i and collapsed S
c, denoted by status

s¼ic, according (14) and using (5) as

H2 S=Sic
� �

¼ � p Sið Þ
p Sicð Þ � log

p Sið Þ
p Sicð Þ �

p Scð Þ
p Sicð Þ � log

p Scð Þ
p Sicð Þ (17)

The maximal certainty of operation corresponds to minimal
entropy (17) defined by maximal probability of the intact state
and minimal probability of the collapse state, jointly indicating
the minimal uncertainty with respect to the most favorable intact
system. The maximal uncertainty in Eq. (17) is for equally proba-
ble intact and collapse states.

4.2 Uncertainties of Subsystems of Operational States in
Damaged Conditions. The common grasp of the redundancy of a
subsystem So of operational states of damaged modes suggests
first that if there are no alternative operational modes or if there is
only one operational mode among all, there is no redundancy, that
is, redundancy may be considered as zero. Secondly, redundancy
is highest if all the operational states are of the same probability
and of the same operational capacity. The highest redundancy can
be related to all operational states of damaged modes of equal
probability and operational capacity. The conditional entropy (14)
of a subsystem S

o of No operational states conditioned on the sys-
tem S itself, represents the system uncertainty of being operational
in damaged condition [33] that expresses the system redundancy
as considered above, as follows:

HNo S =Soð Þ ¼ RED Sð Þ ¼ �
XNo

i¼1

po
i

p Soð Þ � log
po

i

p Soð Þ (18)

If no or only one of the operational modes occurs redundancy is
REDðSÞ ¼ 0. The maximal attainable value of redundancy is if all
the operational states are of equal probability and amounts to
Max½REDðSÞ� ¼ log No. Accordingly, redundancy increases by
number of operational events No. The normalized redundancy is
expressed relative to maximal value as redðSÞ ¼ REDðSÞ=
Max½REDðSÞ�. The equivalent number of equally probable states

that provide the same redundancy is NeðSoÞ ¼ 2REDðSÞ. For two
equally probable operational states is REDðSÞ ¼ 1.

4.3 Uncertainties of Subsystems of Failure States. If there
are no failure states or if there is only one or, robustness may be
viewed as zero.

Robustness is highest if all the failures states have the same
probability and failure level. The highest robustness can is for the
set of failure states with the same probability and failure level.
The conditional entropy (14) of a subsystem S

f of Nf failure states
if the system S itself is failed, defines the robustness of a system
of events S considered as the ability to respond uniformly to all
failures expressed by the uncertainty of all damaged modes [33]:

HNf S=Sf
� �

¼ ROB Sð Þ ¼ �
XNf

i¼1

pf
i

p Sfð Þ � log
pf

i

p Sfð Þ (19)

If only one of the failure states can occur robustness is
ROBðSÞ ¼ 0. The maximal value of robustness is if all the failure
states are equally probable and amounts to Max½ROBðSÞ�
¼ log Nf . Accordingly, robustness increases by number of plausi-
ble failure events Nf. The normalized robustness is expressed rela-
tive to maximal value as robðSÞ ¼ ROBðSÞ=Max½ROBðSÞ�. The
equivalent number of equally probable states that provide the

same robustness is NeðSf Þ ¼ 2ROBðSÞ. For two equally probable
failure states is ROBðSÞ ¼ 1.

4.4 Uncertainties of Systems Service Profile. The uncer-
tainty of the service profile (15) of three subsystems Sic, So, and Sf

using (5), (6), and (7) is

H3ðS0Þ ¼ �pðSicÞ � log pðSicÞ � pðSoÞ � log pðSoÞ � pðSf Þ

� log pðSf Þ (20)

The overall system uncertainty expresses the diminution of the
system uncertainty HNðSÞ due to the additional knowledge
involved by the service profile uncertainty H3ðS0Þ (20). This is
evident from the entropy of incomplete system S conditioned on
the service profile S’ (16) employing (4), (11), and (15), as it is
shown

021201-4 / Vol. 8, JUNE 2022 Transactions of the ASME



H S=S0
� �

¼ 1

p Sð Þ
HN Sð Þ � H3 S0ð Þ
� �

¼ HR1
N Sð Þ � HR1

3 S0ð Þ (21)

4.5 Uncertainty of Integral System Safety. The general
relation of uncertainty of ISS follows from the theorem of the
mixture of distribution [12] for incomplete systems by employing
(5, 6, 7, 17, 18, and 19) as well as (11, 12, and 21) as

pðSicÞ � H3ðS=SicÞ þ pðSoÞ � HNoðS=SoÞ þ pðSf Þ � HNf ðS=Sf Þ

¼ pðSÞ � ½HR1
N ðSÞ � HR1

3 ðS0Þ�
(22)

The relation (22) represents the ISS as the conditional entropy
HNðS=S0Þ of the system profile S’ [11] relative to the whole sys-
tem S. It can be also rewritten in terms of redundancy and robust-
ness [33] (17, 18, and 19)

pðSicÞ � HNðS=SicÞ þ pðSoÞ � REDðSÞ þ pðSf Þ � ROBðSÞ
¼ HNðS=S0Þ (23)

The special case of the general ISS relation (23) for simple system
profile S0 ¼ ðSo;Sf Þ where the operational modes imply intact
state RðSÞ ¼ pðSiÞ þ pðSoÞ (8) and the failure modes imply the
collapsed state FðSÞ ¼ pðScÞ þ pðSf Þ (9) or in normalized form,
defined earlier in Ref. [32], is as follows:

RðSÞ � REDðSÞ þ FðSÞ � ROBðSÞ ¼ HNðS=S0Þ (24)

R Sð Þ � RED Sð Þ
HN S=S0
� �þ F Sð Þ � ROB Sð Þ

HN S=S0
� � ¼ 1 (25)

Relations (23–25) represent the ISS including the sum of Redun-
dancy RED(S) and Robustness ROB(S) weighted by Reliability
R(S) and Failure probability F(S), respectively.

The ISS relation at the right-hand side expresses the overall sys-
tem probabilistic uncertainty, i.e., information expressed by the
conditional entropy of system S with respect to the service profile
S’ (21).

The redundancy index RI defined earlier [15] may be inter-
preted in terms of EOSA as the probability of the system’s resid-
ual strength pðStÞ conditioned by the first component failure pðSf Þ
as shown

RI ¼ pðSt=Sf Þ ¼ pðStÞ=pðSf Þ (26)

The residual strength in Eq. (26) can be regarded as the overall
strength pertinent to the transitive modes S

t which brings the
intact state to the second level of operationality after the first com-
ponent failure Sf .

4.6 Grouping of States by Importance. Some system states
have common properties and can be considered as groups of
events of particular importance. The intact state Si is usually a
single-mode system.

Consider next no groups of states with component damages but
still operational in case of one So

1, two So
2, and so on to So

no compo-
nent failures with probabilities po

i, i¼ 1,2,… no, denoted
So ¼ ðSo

1 So
2 … So

noÞ.
Consider also nf groups of states with component damages but

not operational in case of one S
f
1, two S

f
2 and so on to S

f
nf , compo-

nents failures with probabilities pf
i, i¼ 1,2,… no denoted

Sf ¼ ðSf
1 S

f
2 … S

f
nf Þ. At the end consider the collapse state Sc

which is normally a single mode system.
The involvement of additional knowledge of system partition-

ing into groups of states of particular interests provides a more
detailed system profile with more subsystems of modes

S0 ¼ ðSic;So
1;S

o
2; � � �So

no ; S
f
1;S

f
2; � � �;S

f
nf Þ.

The redundancy of a group of operational states is calculated as
the conditional entropy

H So=So
i

� �
¼ RED So

i

� �
¼ �

Xno

i¼1

po
i

p So
i

� � log
po

i

p So
i

� � (27)

The robustness of a group of damaged states is calculated as the
conditional entropy

H Sf =S
f
i

� �
¼ ROB S

f
i

� �
¼ �

Xnf

i¼1

pf
i

p S
f
i

� � log
pf

i

p S
f
i

� � (28)

The general relation 3R for no operational and nf failed groups of
states then holds as it is put down next

pðSicÞ�HðS=SicÞþ
Xno

i¼1

pðSo
i Þ�REDðSo

i Þþ
Xnf

i¼1

pðSf
i Þ�ROBðSf

i Þ

¼HðS=S0Þ (29)

The entropy of the more detailed service profile (15) increases to
HðS0Þ ¼ �

P
pðSiÞ � log pðSiÞ for all i.

The conditional system entropy (16) is reduced with respect to
the system profile for HðS=S0Þ ¼ HðSÞ � HðS0Þ.

5 Efficient Systems

The importance of efficient system properties follows from ISS
definitional Eqs. (22–24). Maximization of system reliability on
the one hand and balancing of the uncertainties of probabilities of
operations and failures on the other may lead to safer, more resil-
ient and less vulnerable systems. The design and optimization
based on ISS enable more adequate system evaluation and selec-
tion by adequate distributions of component reliabilities (Fig. 2).

The favorable properties of a system of N(n) systems states (3)
of n functional modes built up of c discrete components concern-
ing to the generalized ISS relation 3R are summarized below:

1. The system uncertainty is increasing by number N of system
states (3) also indicating growing of system complexity.

2. The operation analysis imposes that the system reliability
R(S) (8) is to be as great as possible, which implies
2.1 Maximal probability of intact mode p(Si).
2.2 Maximally attainable probabilities of No alternative

operational modes p(So) (6) in damaged conditions.
3. The failure analysis imposes that the failure probability

F(S)¼1-R(S) (9) has to be as low as possible, which implies:
3.1 Minimal probability of system collapse p(Sc).
3.2 Minimally attainable probabilities of Nf failure modes

p(Sf) (7).
4. The following requirements are important concerning to

system redundancy and robustness:

4.1 The efficient redundancy RED(S) (18) of the system rep-
resents the maximal resiliency that also implies the most
uniform distribution of the highest attainable probabilities
p(So)/No of most importantalternative operational modes
in damaged states. It also implies maximally attainable
number No of operational modes of N possible.

4.2 The efficient robustness ROB(S) (19) of the system rep-
resents the minimal vulnerability that implies the most
uniform distribution of least attainable probabilities
p(Sf)/Nf of most unfavorable failure modes. It also
implies maximal attainable number Nf¼N�No of failure
modes concerning to number N of system states.

The ISS approach imposes desired but possibly conflicting
requirements on efficient system performance.

Conflicting criteria requires compromising reliability, redun-
dancy, and robustness in the 3R decision space spanned by system
state probabilities as decision variables. These circumstances lead
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to Multiple-Criteria Decision-Making (MCDM) in systemic anal-
ysis. Compromising may include subjective preferences concern-
ing to desired combinations of 3R system properties more
appropriate to specific engineering problem goals of ISS require-
ments in different service conditions and expectations of system
functions instead of a unique solution for a single goal.

6 Multi-Criteria Integral System Safety Analysis,

Optimization and Decision Making in 3R Approach

The study takes on the concept MCDM for solutions of ISS
problems within the three (3R) criteria space with respect to ideal
solutions representing the best attainable compromising or pre-
ferred solutions.

The utopia or the ideal in the 3R criteria approach is the maxi-
mal reliability RðSÞ ¼ 1 that implies also the minimal failure
probability, FðSÞ ¼ 0, the maximal normalized efficient redun-
dancy (18) redðSÞ ¼ 1 and the maximal normalized efficient
robustness (19) robðSÞ ¼ 1 what is practically not attainable.

The multicriteria optimization in this study takes on three types
of weighted (w-weights) distances (norms) in the 3R normalized
criteria space nearest to maximal attainable criteria values (ideal,
utopia)

Minimum Euclidean ðsquareÞ norm L2

¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
w1 � ½1� RðSÞ�2 þ w2 � ½1�redðSÞ�2 þ w3 � ½1� robðSÞ�2

q
(30)

Minimum Manhattan ðTaxicabÞ norm L1

¼ w1 � ½1� RðSÞ� þ w2 � ½1�redðSÞ� þ w3 � ½1� robðSÞ� (31)

Minimum ðChebyshevÞ norm L1 ¼ Minfw1 � ½1� RðSÞ�;
w2 � ½1� redðSÞ�;
w3 � ½1� robðSÞ�g

(32)

7 Examples

The basic concept of ISS (Secs. 2–6) is illustrated by the fol-
lowing introductory example.

A common city bicycle consists of two identical wheels of
equal capabilities C (strength, durability) (Fig. 3). However, the

Fig. 2 System states probability distributions and definition of
efficient system properties

Fig. 4 Functional flow diagrams of different system configurations of four elements

Fig. 3 Load distribution on wheels
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demand D (load, pressure) on the rear wheel is at least lF/lR � 1.5
times greater (Table 1).

The uncertainties are presented by mean values of C and D,
appropriate standard deviations rC and rD and by correlation
coefficient q between C and D (Table 1). The Cornell’s safety
index [42] is by definition as follows:

b ¼ ðC� DÞ=
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
r2

C þ r2
D þ rC � rD � q

q
(33)

Let the failure probabilities of system states for components be
from normal distribution p ¼ U(-b) (Table 1).

The system of events representing bicycle loading is S(pi,
pfF, pfR, pc) and the system of subsystems representing the
service profile is S’(pi, pf, pc) of probabilities pf ¼ pfF þ pfR

(Table 2).
Under these conditions, the rear wheel has a lower safety

index b, higher probability of damage pfR (column 3, Table 1),
and bigger differences in probabilities of failure modes (col-
umn 3, Table 2). Findings (Table 2) indicate high certainty of
failure of rear-wheel that also means a significant lack of
robustness.

The appropriate capability C of the rear wheel for maximal
system robustness ROB(S) is determined by Microsoft Excel
standard solver using general reduced gradient algorithm (Table
3).

In conclusion, by increasing the capacity (strength, durability) of
the rear wheel from 1 to 1.485 (Table 1) relative to the front wheel,
the probabilities of two failure modes (Table 2) became equal
pfF¼ pfR which set the robustness to its optimal (maximal) value of
ROB(S) ¼ 1 bit (Table 3). The reliability of the intact state
increases from 0.901 to 0.996 (Table 2). Since it is a fully serial
system there is no available redundancy RED(S) ¼ 0 (Table 3).

7.1 System Configurations of Four Components. This
example considers ten different feasible system configurations of four
components ranging from fully serial to fully parallel arrangements
presented in the form of functional flow diagrams, Fig. 4, Table 4.

Each of the members performs a single functional mode M of
operational and failure modes Aj; �Aj j ¼ 1; 2; 3; 4. The Nð4Þ ¼
24 ¼ 16 system states Ei; i ¼ 1; 2;…; 16 are generated by a com-
binatorial enumeration on all components.

The status of each state is determined by service modes and
effect analysis, Table 4. The states are defined as Ei ¼

a1 \ a2 \ a3 \ a4 (2) with probabilities pðEiÞ ¼
Q4
j¼1

pðajÞ (3) where

aj ¼ Aj for operational modes and aj ¼ �Aj for damaged modes,

Table 4. The intact state is denoted with I, the No operational
states with O, the Nf failure states with F, the transitive states with
T, and the collapse state with C (Fig. 4, Table 4).

7.2 System Configuration Evaluation, Ranking, and Selec-
tion. A fair platform for ordering various systems with respect to
their redundancy and robustness is to assume equal probability of
the intact state pðEiÞ for all configurations.

The example illustrates the 3R procedure for reliability pðAjÞ ¼
0:99 for all components Aj, j¼ 1, 2, 3, 4 of same properties, which
assure the probability of the intact state pðEiÞ ¼ pðAjÞ4 ¼ 0:994 ¼
0:9606 for all systems, Table 5.

The 3R calculations provide probabilities (8), (9), (Table 5) and
uncertainties (18–25), Fig. 5, Table 6.

7.3 Optimal Member Selection. The goal of the following
example is the selection of two different component types A and
B of the configuration 6 (Fig. 6) with appropriate reliabilities that
assure probability of intact state p(Ei) ¼ c (Fig. 6).

The first step is to determine the optima of individual goals by
optimizing separately the redundancy RED(S) (18) and the robust-
ness ROB(S) (19) by using the f single criterion optimization pro-
gram for each criterion:

Find reliabilities p(A) and p(B) (free variables) for two-member
types A and B of the configuration 6 (Fig. 6) that maximize the
system redundancy RED(S) (18) or the robustness ROB(S) (19)
(objectives) for a given probability of intact state p(Ei)¼0.99
(equality constraint).

The member selection procedure indicates different solutions
for components A and B based on efficient redundancy and effi-
cient robustness criteria (Fig. 6).

Fig. 5 Ordering of ten systems of four members (Fig. 1) with
respect to redundancy

Table 1 Component reliability calculation

q ¼ 0.15 Front Rear R optimal

C 1 1 1.485
D 0.4 0.6 0.6
f¼C/D 2.50 1.67 2.48
rC 0.05 0.05 0.05
rD 0.2 0.3 0.3
b (33) 2.860 1.299 2.910
p 2.12 � 10�3 9.69 � 10�2 1.80 � 10�3

Table 2 System states probability calculations

States Modes p p optimal

pi Intact F \ R 0.901 0.996
pfF Failure F �F \ R 9.67 � 10�2 1.80 � 10�3

pfR Failure R F \ �R 1.91 � 10�3 1.80 � 10�3

pc Collapse �F \ �R 2.05 � 10�4 3.26 � 10�6

Table 3 System uncertainty calculations

bits Initial Optimal

H(S) 0.481 0.044
H(S’) 0.465 0.039
H(S/S’) 0.016 0.004
RED(S) 0.000 0.000
ROB(S) 0.138 1.000
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The next step is to find the compromise solution using the bi-
criterial optimization of redundancy RED(S) (18) and robustness
ROB(S) (19) (Fig. 6) with the next optimization program based on
L2 norm (30).

Find reliabilities p(A) and p(B) (free variables) for two member
s A and B for the configuration 6 (Fig. 4) that provide compro-
mise solution of two criteria RED(S) (18) and ROB(S) (19) (30)
from the ideal (utopia) for required probability of intact state
p(Ei) ¼ 0.99 (equality constraint).

The ideal (utopia) for the selected configuration 6 are RED(S)
¼ 2.019 and ROB(S) ¼ 1.617 bits. The compromise solution is

RED(S)¼1.862 and ROB(S) ¼ 1.656 bits (Fig. 6(a) criteria space
and Fig. 6(b) normalized criteria spoce) attained with p(A) ¼
0.99688 and p(B)¼0.99325.

7.4 Multicriteria System Selection. The ideal (utopia) is the
maximal redundancy and robustness of all 14 possible operational
or failure modes for all 10 configurations excluding the intact and
collapse states REDuðSÞ ¼ ROBuðSÞ ¼ log2ð14Þ¼ 3; 807 bits.

The ideal solutions for each configuration are REDidealðSÞ ¼
log2ðNoÞ and ROBidealðSÞ ¼ log2ðNf Þ.

The compromise solutions for all 10 configurations (Fig. 4) are
obtained by simultaneous optimization of the three criteria based

Table 4 Operational and failure states for ten configurations built up of four members (Fig. 4)

Configuration 1 2 3 4 5 6 7 8 9 10

States Compound mode p(Ei) u(Ei) I-intact, O-operational, T-transitive, F-failure, C-collaps

E1 A1 \ A2 \ A3 \ A4 0.9606 0.06 I4/4 I4/4 I4/4 I4/4 I4/4 I4/4 I4/4 I4/4 I4/4 I4/4

E2
�A1 \ A2 \ A3 \ A4 0.0297 6.69 F1/4 F1/4 F1/4 F1/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4

E3 A1 \ �A2 \ A3 \ A4 0.0297 6.69 F1/4 F1/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4
E4 A1 \ A2 \ �A3 \ A4 0.0297 6.69 F1/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4
E5 A1 \ A2 \ A3 \ �A4 0.0297 6.69 F1/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4 T3/4

E6
�A1 \ �A2 \ A3 \ A4 0.0498 13.32 F2/4 F2/4 F2/4 F2/4 F2/4 T2/4 F2/4 T2/4 T2/4 T2/4

E7
�A1 \ A2 \ �A3 \ A4 0.0498 13.32 F2/4 F2/4 F2/4 F2/4 O2/4 T2/4 O2/4 T2/4 T2/4 T2/4

E8
�A1 \ A2 \ A3 \ �A4 0.0498 13.32 F2/4 F2/4 F2/4 F2/4 F2/4 F2/4 O2/4 T2/4 T2/4 T2/4

E9 A1 \ �A2 \ �A3 \ A4 0.0498 13.32 F2/4 F2/4 F2/4 O2/4 F2/4 T2/4 O2/4 T2/4 T2/4 T2/4
E10 A1 \ �A2 \ A3 \ �A4 0.0498 13.32 F2/4 F2/4 F2/4 O2/4 O2/4 F2/4 O2/4 T2/4 T2/4 T2/4
E11 A1 \ A2 \ �A3 \ �A4 0.0498 13.32 F2/4 F2/4 O2/4 O2/4 F2/4 F2/4 F2/4 T2/4 T2/4 T2/4

E12
�A1 \ �A2 \ �A3 \ A4 0.0699 19.95 F3/4 F3/4 F3/4 F3/4 F3/4 O1/4 F3/4 O1/4 O1/4 O1/4

E13
�A1 \ �A2 \ A3 \ �A4 0.0699 19.95 F3/4 F3/4 F3/4 F3/4 F3/4 F3/4 F3/4 O1/4 O1/4 O1/4

E14
�A1 \ A2 \ �A3 \ �A4 0.0699 19.95 F3/4 F3/4 F3/4 F3/4 F3/4 F3/4 F3/4 F3/4 F3/4 O1/4

E15 A1 \ �A2 \ �A3 \ �A4 0.0699 19.95 F3/4 F3/4 F3/4 F3/4 F3/4 F3/4 F1/4 F3/4 F3/4 O1/4
E16

�A1 \ �A2 \ �A3 \ �A4 0.0710 26.57 C4/4 C4/4 C4/4 C4/4 C4/4 C4/4 C4/4 C4/4 C4/4 C4/4

Note: The superscripts indicate the number of zeroes before the first valid digit.

Table 5 Probabilities of the systems of four members (Fig. 4)

Configuration 1 2 3 4 5 6 7 8 9 10

Nt (Table 1) 0 2 4 6 6 8 8 10 12 14
Nf (Table 1) 14 12 10 8 8 6 6 4 2 0
pðEiÞ (Table 1) 0.9606 0.9606 0.9606 0.9606 0.9606 0.9606 0.9606 0.9606 0.9606 0.9606
RðSÞ Eq. (8) 0.9606 0.9800 0.9898 0.9900 0.9996 0.9997 0.9998 0.9999 0.999998 1–10�6

FðSÞ Eq. (9) 0.0394 0.0200 0.0102 0.0100 0.0004 0.0003 0.0002 0.0001 0.000002 10�6

pðStÞ 0.0000 0.0194 0.0291 0.0291 0.0388 0.0391 0.0388 0.0393 0.0394 0.0394
pðSf Þ Eq. (7) 0.0394 0.0199 0.0101 0.0100 0.0004 0.0003 0.0002 0.0001 0.000002 0.0000
pðEcÞ (Table 1) 10�8 10�8 10�8 10�8 10�8 10�8 10�8 10�8 10�8 10�8

Table 6 Uncertainties of the systems of four members (Fig. 4)

Configuration 1 2 3 4 5 6 7 8 9 10

H(S) bit Eq. (11) 0.3232 0.3232 0.3232 0.3232 0.3232 0.3232 0.3232 0.3232 0.3232 0.3232
H(S’) bit Eq. (15) 0.2395 0.2790 0.2721 0.2718 0.2427 0.2421 0.2414 0.2406 0.2396 0.2395
H(S/S’) bit Eq. (16) 0.0836 0.0442 0.0511 0.0514 0.0804 0.0811 0.0818 0.0826 0.0836 0.0836
MaxRED(S) ¼ log(No) 0.0000 1.0000 2.0000 2.5850 2.5850 3.0000 3.0000 3.3219 3.5850 3.8074
RED(S) bit Eq. (18) 0.0000 1.0000 1.6121 1.6658 2.0406 2.0611 2.0808 2.1011 2.1214 2.1221
Ne(S

o) (13) 1.00 2.00 3.05 3.17 4.11 4.17 4.23 4.29 4.35 4.36
RI (26) 0 0.5 0.75 0.75 1.00 1.01 1 1.02 1.015 1.015
MaxROB(S) ¼ log(Nf) 3.814 3.5850 3.3219 3.0000 3.0000 2.5850 2.5850 2.0000 1.0000 0.0000
ROB(S) bit Eq. (19) 2.1221 1.2409 0.3954 0.2438 2.0808 1.6658 1.1601 0.2380 1.0000 0.0000
Ne(S

f) Eq. (13) 4.35 2.36 1.31 1.18 4.23 3.17 2.23 1.17 2.00 1.00
L2 norm Eq. (30) 1.0943 0.6542 0.9021 0.9852 0.3718 0.4737 0.6306 0.9546 0.4083 1.0936
L1 norm Eq. (31) 1.4820 0.6739 1.0851 1.2843 0.5174 0.6689 0.8578 1.2486 0.4083 1.4442
L1 norm Eq. (32) 0.04 0.00 0.01 0.01 0.0004 0.0003 0.0002 0.0001 0.0000 1 � 10�8

021201-8 / Vol. 8, JUNE 2022 Transactions of the ASME



on the Euclidean norm L2 (30): reliability (8), redundancy (18),
and robustness (19) (Fig. 7), according to the following optimiza-
tion program:

Find reliabilities of all system components p(Aj), j¼ 1, 2, 3, and
4 (free variables) that minimizes the Euclidean distance L2 (30)
of R(S) (8), red(S) (18), and rob(S) (19) from the (objective)
which satisfies the prescribed constant probability c of the intact
state p(Ei) ¼ c (equality constraint).

Configuration 5 (Fig. 7) has the shortest distance from the maxi-
mally attainable goals (30) indicating compromise solution with
red(S) ¼ 0.536 and rob(S) ¼ 0.546 for a given probability of intact
state p(Ei) ¼ 0.99 (Fig. 7) and calculated reliability R¼ 0.999604
among all system configurations.

The system reliability for probability of intact state p(Ei) ¼
0,99 is changing from R¼ 0.960596 for configuration 1, that is the
fseries system with maximal robustness rob(S) ¼ 1 but without
redundancy to maximal R¼ 0.9999999 for configuration 10, that
is the parallel system with maximal redundancy red(S) ¼ 1 but
with no robustness (Fig. 7).

7.5 Grouping of Events. The next example illustrates the
application of ISS 3R analysis to groups of events of different

operational and failure levels of the optimized configuration 6
(Fig. 7), Table 7. The basic intact/collapsed alternative is S

ic ¼
(E1, E16). There are three groups with 3, 2, and 1 operational com-
ponents. There are two groups of 2 and 3 components failed
denoted. The group redundancies (27) and group robustness (28)
are given in Table 7.

The additional knowledge of system partitioning into groups of
modes endows with a compound system profile S0 ¼ ðSic; S3o

1 ;
S2o

2 ; S1o
3 ; S

2f
1 ; S

3f
2 Þ. The entropy of the service profile (21) reduces

the system uncertainty (22–24) due to additional knowledge of
system functionality and confirms the 3R relation for groups of
events (29), Table 7.

7.6 Optimal Redundancy and Robustness Based Design.
This illustrative example demonstrates the application of probabil-
istic redundancy and robustness based design to a structure of
required reliability R(S) on four piles with uncertain cross-
sectional areas Ai built of materials of uncertain strength S under
nonuniformly distributed correlated random axial forces Fi, i¼ 1,
2,3, and 4 with assumed common correlation factor qL, subjected
to compressive yielding, Fig. 8, Table 8.

This example illustrates how to improve ISS by assuring uni-
form distribution of structural safety under nonuniform loading
conditions by applying the ISS procedure (Sects. 2–6). The struc-
ture is considered as fail-safe since it is assumed that in a case of
any single (first) pile failure, the remaining three piles (see events
E2, E3, E4, and E5 (Table 4)), are capable to maintain the struc-
tural stability until repair can take place (Fig. 8). In case of more
failures of more piles the structure collapses.

The Cornell’s safety index [42] is used for reliability analysis
for each pile as it is put down:

bi ¼ ðAi � S� FiÞ=ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
r2

S þ r2
Ai
þ r2

Fi
þ rFi

� rFj
� qF þ rFi

� rFk
� qF þ rFi

� rFl
� qF

q
(34)

Fig. 6 The compromise solution of member selection in criteria space (a) and in normalized space (b)

Fig. 7 Configuration selection of ten systems of four members
(Fig. 6) using three-criterial L2 norm in spanned by redundancy
and robustness depending on reliability (3R) (8, 18, 18) for
required probability of intact state p(Ei) 5 0.99

Table 7 Redundancy and robustness of groups of operational
and failure modes for the configuration 6

Groups of modes Modes pðSÞ uðSÞ REDðS=So
i Þ ROBðS=S

f
i Þ

Si ¼ (E1) I4/4 0.9900 0.014 0 0
S3o

1 ¼ (E2,E3,E4,E5) T3/4 0.0388 4.69 2 0
S2o

2 ¼ (E6,E7,E9) T2/4 0.0003 11.73 1.58 0
S1o

3 ¼ (E12) O1/4 0.0716 19.94 0 0
S2f

1 ¼ (E8,E10,E11) F2/4 0.051 15.70 0 1.58
S3f

2 ¼ (E13,E14,E15) F3/4 0.053 18.36 0 1.58
Sc ¼ (E16) F4/4 0.071 26.57 0 0

Entropy HðS=S0Þ ¼ HðSÞ �HðS0Þ ¼ 0:3232� 0:2446 ¼ 0:0786 bits
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The appropriate failure probabilities for each pile are then
Uð�biÞ, i¼ 1, 2, 3, and 4.

The compromise solution is obtained by bi-criterial optimiza-
tion of redundancy and robustness using the Manhattan norm L1

(31) (weights are assumed as one) by using the following optimi-
zation program:

Find cross-sectional areas A1, A2, A3, and A4 of all piles (free
variables) by maximizing the norm L1 ¼ RED(S)þROB(S) (31)
(objective) for predefined system reliability R(S) ¼ 0.99999999
or failure probability F(S) ¼ 10�8 (equality constraint).

The design optimization for given reliability provides different
cross-sectional areas Ai for all piles under unsymmetrical loadings
with same safety indices bi ¼ 3.94 (R¼ 0.99996, pf ¼ 0.00004),
Table 8.

The efficient redundancy attains its maximal value of RED(S)
¼ 2 bits (18); that is equivalent to flipping two coins, or to the
uncertainty of four equiprobable events since the structure has the
same reliability in case of anyone pile failure despite different
loads. The efficient robustness of ROB(S) ¼ 2.59 bits (19) is dom-
inantly influenced by the possible failure of any two out of all
three remaining piles after any first pile failure.

The system entropy H(S) ¼ 0.0026 (11) and of the system
profile is H(S’) ¼ 0.0023 (20) give the conditional entropy of the
system of four piles concerning operational profile H(S/S’) ¼
H(S)-H(S’) ¼ 0.0003 bits (21).

8 Conclusion

The article advocates that the concept of ISS that brings
together the three decisive criteria of reliability, redundancy, and

robustness (3R) adequately may tackle the safety concerns of dis-
crete engineering systems. Probabilistic uncertainty is uniquely
expressed by the information entropy of systems and subsystems
of operational and failure states and appears as a comprehensive
safety indicator. The ISS provides additional safety evidence to
other deterministic and probabilistic single safety criteria such as
safety factors, reliabilities, safety indices, and partial safety fac-
tors. The examples in the article show that the information
entropy-based mathematical model may be a practical tool for the
evaluation of complex system safety in engineering. It enables
multicriteria decision-making for engineering system survivability,
ordering, optimal member selection, system reliability, optimization
of redundancy, and robustness. It is useful for compromise or pre-
ferred solutions within the limited nonideal design choices and
often conflicting requirements.

Nomenclature

A, A ¼ components, modes
E ¼ events, states

F(.) ¼ probability of failure
L2, L1, L1 ¼ Euclidean, Manhattan and Chebyshev norms

N, n ¼ number of events, subsystems
Ne ¼ equivalent number of equally probable events

H(.) ¼ entropy
p(.) ¼ probabilities
R(.) ¼ reliability

RI ¼ redundancy index
RED(.), red(.) ¼ redundancy
ROB(.), rob(.) ¼ robustness

S(…) ¼ systems of events
Si(…) ¼ subsystems of events
S’(…) ¼ system profile

u(.) ¼ unexpectedness

Superscript

s¼ status
i ¼ intact
c ¼ collapsed
o ¼ operational
f ¼ failed
t ¼ transitive
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