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ABSTRACT
The Internet has become an integral part of people's lives, more and more daily activities are
being digitized and automated. So far, the Internet has been proposed for interaction between
people. Internet of things (IoT) goes a step further and includes things to the Internet. The first
section describes the historical development of IoT and explains the concept of IoT, the second
one shows challenges of IoT which need to be resolved before the implementation of IoT. The
third section elaborates on the IoT architecture from edge devices to Cloud computing. Then
the application of IoT on a specific example such as a smart parking system is described in the
fourth section, implementation needs are also specified, and implementation methods are
outlined. Section 5 emphasizes the need to process the collected data and provides one way of
data processing using contextualization.
Keywords: Cloud, Contextualization, Edge devices, Internet of Things (IoT), Raspberry PI,
Sensors, Smart parking system

1. INTRODUCTION
The Internet was developed as a global network to connect people and it soon became an
important part of everyday life. Now everything is digitalized, mobility and the availability of
information have become a priority to people, especially in the business world where the most
important thing is to know the right information at the right time. Internet of Things (IoT) goes
one step further by connecting everything that is yet not connected to the Internet. A future
global network will consist of people and intelligent objects that will be able to communicate
and interact together. Intelligent objects will be able to collect data from the environment using
sensors, make decisions based on collected data, and exchange data with other connected
devices. Also, people will be able to manage intelligent devices remotely (Hanes, Salgueiro,
Grossetete, Barton, Henry, 2017, pg. 42). The beginning of IoT is between 2008 and 2009 when
the number of connected devices to the Internet outnumbered the number of people in the world
but the concept of IoT was first mentioned by Kevin Ashton in 1999. He said that in the 20th
century computers depended on humans, and by the 21st century, computers will get
independent (Hanes, Salgueiro, Grossetete, Barton, Henry, 2017, pg. 43).

2. CHALLENGES FOR IOT
IoT represents the fourth phase of Internet development that will add intelligent devices to the
existing network. The Internet as we know it today has been developed as a global network for
connecting computers to exchange data using the TCP/IP protocol and it has its limitations.
Connecting every device around us to the Internet, the network will become congested which
leads to a decline in the quality of service. By reducing the data rate, the network becomes
inefficient. Along with the exponential increase of connected devices to the Internet, the
constant broadcasting of data by intelligent devices is also a problem. As an example, for the
V2X (Vehicle to everything) use case, it is estimated that a vehicle will generate more than 25



gigabytes of data in one hour. Therefore, a system is required to effectively manage the
collected data. IoT is not just about connecting things to the Internet, the main purpose is to
effectively manage the collected data and make decisions based on them. IoT consists of
numerous heterogeneous devices that collect data from the environment and exchange them on
the Internet. The main characteristics of IoT devices are low memory capacity, limited
processing capabilities, and low power consumption, which makes them very vulnerable to
exploit. In addition, these devices are constantly unattended and mostly communicate via
wireless technology. Exploiting IoT devices can have fatal consequences, so IoT must ensure
privacy, confidentiality, and integrity of exchanged data. (Hanes, Salgueiro, Grossetete, Barton,
Henry, 2017, pg. 64-66). Authentication and authorization of IoT devices are required to ensure
secure communication of devices in the network. This means that each device needs to have a
unique identifier. Also, every device must have an IP address in order to be connected to the
Internet. So far, IPv4 has been used to assign IP addresses, which allows about 4.3 billion
unique IP addresses. Adding things to the Internet requires changing to IPv6 that uses 128 bits
instead of 32 to assign IP addresses. Therefore, before the full implementation of IoT, it is
necessary to make some changes to the existing network.

3. ARCHITECTURE
The architecture of the Internet is designed in the 1970s and IoT brings many changes because
the current network cannot handle that big increase in data traffic. Figure 1 shows the basic
model of IoT architecture that can be divided into two main parts based on the functionality and
these are core and data stack.

Figure 1: IoT architecture (Hanes, D., Salgueiro, G., Grossetete, P., Barton, R., Henry, J.,
2017, p. 83)

3.1. Things (sensors), network, and applications layers
The whole IoT architecture is based on smart devices that collect data from the environment or
another smart device and make decisions based on them. The first layer of IoT architecture is
represented by sensors and other devices that collect data and pass it to the upper layers. Before
implementing the sensor, it is necessary to think about the type, the amount of the data and how
often the sensor will report. The second layer, i.e. network or transmission layer, receives data
from sensors and passes it to the application layer. The important thing is to enable
compatibility and data transfer between different devices and technologies. The application
layer makes the value of IoT because it analyzes the data collected from previous layers. There
are two types of applications, analytics and control, but most commonly used is a combination
of both because of the complexity of the requirements. Analytical applications process the
collected data from different IoT sources and present the results, which are most often statistical
reports. In addition to analytical applications, control applications allow control over smart
things (Hanes, Salgueiro, Grossetete, Barton, Henry, 2017, pg. 84-107).



3.2. IoT Data Management and Computer Stack
Upper layers of IoT are responsible for managing and storing data. Every day, sensors generate
a huge amount of unstructured data that needs to be processed and stored. In some cases, the
information from multiple different smart devices is needed, so the data have to be centralized
prior to processing. The data can be centralized in the Cloud, but there is a problem of data
volume, latency, and efficiency of data processing. For example, for V2X, it is important to
gather all data around the vehicle and also process them in real-time, so latency should be as
low as possible. Sending all data to the Cloud requires high network bandwidth, so that is where
fog computing comes in. FaaS (Fog as a Service) has the same functionalities as Cloud, and
those are data processing and storage services. The main difference is that the fog is a
geographically widespread computing architecture which reduces latency when transmitting
data. The closer the edge device is to the fog, the lower the latency. Figure 2 shows how to
forward data from a Cloud to an edge device. All individual processing should be done closer
to the edge of the network while processing based on the entire network, history data, and big
data analysis should be done in the Cloud (Atlam, Walters, Wills, 2018, pg. 2-8) (Hanes,
Salgueiro, Grossetete, Barton, Henry, 2017, pg. 107-115).

Figure 2: Hierarchical division of IoT data (https://www.mobiloitte.com/blog/wp-
content/uploads/2018/02/IoT-Fog-Computing-2-Mobiloitte.png )

4. APPLICATION OF IOT: SMART PARKING SYSTEM
Today, most cities have significant problems with finding free parking spaces and traffic jams.
The amount of cars has grown exponentially, so that the efficiency of commuting, such as going
to work, becomes questionable. Also finding a free parking space becomes an impossible
mission, it is estimated that the search for a parking space daily burns about one million barrels
of oil, which is a share of 30% in total traffic (IMB, 2011) (Gupta, Kulkarni, Jathar, Sharma,
Jain, 2017, pg. 113-119). Another survey shows that an average of 25% of total city travel time
is spent searching for a parking spot, which is estimated at 8 minutes (Ávalos, Gómez, Guzmán,
Ordóñez-Camacho, Román, Taipe, 2019, pg. 55-62). Global warming is a bigger problem, and
according to NASA's GISS measurements since 1880, the earth's temperature has increased by
0.8 degrees, two-thirds of which occurred after 1975. (NASA: NASA Earth observatory, 2010).
The cause is the increase in greenhouse gases in the atmosphere, and one of the most well-
known is CO2 caused by the combustion of fossil fuels. The transport system makes 30% of
total CO2 emissions, of which 72% is road transport (European Parliament News, 2019). These
are some of the main reasons for the need to implement smart parking systems to improve the
transport system. The main purpose of a smart parking system is to display free parking spaces
in real-
addition to the basic features, additional features improve the automation and efficiency of the
parking system. Applying BI (Business Intelligence) over current and historical data enables
strategic management of parking spaces.



For example, such a dynamic system allows for greater flexibility in pricing and thus can
optimally regulate the parking system. Most articles highlight the need to reserve a parking
space to prevent multiple drivers from coming to the same parking space (
2006, pg.1666-1681). The system consists of sensors that collect data, the method of data
collection may be different and depending on the situation. Considering the advantages and
disadvantages of technologies, it is necessary to choose the most suitable one depending on the
parking area.

4.1. Image processing
Most garages have video surveillance, which opens the possibility of implementing a smart
parking system on existing infrastructure. Unlike sensors with limited capabilities, that can only
detect if an object is in front or not, video processing can detect whether it is a car or another
object with SIFT (Scale Invariant Feature Transform) technique. The advantage of such a
system is that it can analyze a larger area at the same time and not just one parking space (Al-
Kharusi, Al-Bahadly, 2014, pg. 55-65) (Kianpisheh, Mustaffa, Limtrairut, Keikhosrokian,
2012, pg. 51-58). The process of identifying occupied places consists of three steps:
1) First step: system initialization - taking a picture of an empty parking space and marking

each parking space with unique tags
2) Second step: convert the images (initialization and current parking image) from the RGB

(Red, Green, Blue) to a black and white binary image
3) Third step: comparing current parking image to initialization picture using the technique

threshold comparisons, if there is an increase above the threshold the place is occupied

Figure 3 shows the result of image processing, green spaces represent vacant and red occupied
parking spaces. Problems with this method of data collection are possible in open-air car parks,
with the identification of lighter colors of cars in the bright sun or the reading of shadows as
very dark cars, and weather conditions may impede the accuracy of the system (Kianpisheh,
Mustaffa, Limtrairut, Keikhosrokian, 2012, pg. 51-58).

Figure 3: Smart parking system based on image processing (Acharya, Yan, Khoshelham,
2018, pg. 38)

4.2. Sensors
Another way to detect occupied places is with the help of sensors. Some garages have installed
a sensor that counts car ins and outs, and based on that, they show the number of free parking
spaces, but this is not enough, this information should constantly be available on applications
to the drivers. Figure 4 shows how the sensor-based smart parking system works, above each
parking space, there is a sensor and a light that signals if the parking place is free, busy or
reserved. The information is sent to the Raspberry, which passes it to the Cloud.



To implement this simulation, we used:
Hardware:
- Raspberry Pi 3 (model B) It is designed as a small computer with Raspbian operating

system which is based on Debian and has over 35,000 packages and programs installed,
such as Python that is used in this project. GPIO (General Purpose Input/Output) pins
allow you to connect the Raspberry to other electronic components such as sensors
(WatElectronics, 2019)(Raspbian, 2019).

- HC-SR04 sensor - is a sensor that measures the distance from an object using ultrasonic
waves. The sensor transmits high-frequency sound waves that cannot be heard by the
human ear, which then bounce off the object to form a reflected wave. The sensor
calculates the distance of the object by measuring the speed and time interval from
broadcasting to receiving the reflected signal (Burnett, 2019.)

- Resistors, jumpers, etc.
Software:
- Python and Dropbox (as Cloud) - Raspberry is the link between the sensor and the

Cloud, and the scripts written in Python realize that. The script activates pins and sends
a high-frequency signal of one nanosecond and measures the time between sending and
receiving the signal. The distance is obtained from the multiplication of the interval and
the speed of the ultrasonic signal (34300cm/s) divided by two. If the sensor is mounted
on the ceiling, we can determine the approximate distance required for the parking space
to be occupied. After that, the data is sent to the Cloud because Raspberry cannot
process large amounts of data, while the Cloud has data for the entire network and not
just for one garage.

Figure 4: a) Smart parking system based on sensors (Khanna, Anand, 2016, pg. 268); b)
Project realization

5. PROCESSING OF COLLECTED DATA
As mentioned above, the goal of IoT is not just to connect devices to the Internet, it is about
collecting and sharing data among devices and making decisions based on them. Today, about
14 trillion or 0.06% of things are connected to the Internet, CISCO predicts it will increase to
50 billion by 2020 (Hanes, Salgueiro, Grossetete, Barton, Henry, 2017, pg. 108), which means
that large amounts of unstructured data from different sources will be generated daily, these are
also characteristics of Big Data.

a) b)



The basic part of a smart parking system is that by location, the system reports where the free
parking space is, but that is not enough to make drivers fully satisfied with the service because
every driver has different needs and desires. The parking system is complex because various
factors affect the amount of occupied parking space. Most often they are place and time, but it
can also be affected by weather, holidays, events, days of the week, etc. In addition, each driver
has own criteria that are important to him when choosing a place. Although there are standard
sizes of parking spaces, deviations are always possible, so it is not enough to know if the parking
space is vacant but it is necessary to consider the characteristics of the parking space and the
vehicle. In conclusion, additional information such as driving experience and preferences,
vehicle and parking characteristics and the location of the driver from the parking space should
be considered. The amount of parking space is variable, so when there is more than one parking
space available, drivers need to be able to choose a parking space according to their preferences.
Currently, the best solution is contextualization, context is information about all entities
relevant to the smart parking system. Applying contextualization reduces data complexity and
speeds up decision making, and the process itself consists of:
1) Collecting data from users
2) Contextualization information is first filtered by context and then aggregated.

Aggregation is to merge multiple filters into one, creating a new context.

Figure 5 shows an example of a contextualization model, user data is filtered by location,
driver's license, car type, and preferences. Filter aggregation creates a user context, such as the
Melbourne location, which means that information about other non-eligible parking spaces will
be excluded from processing. To implement such systems, contexts need to be stored in N-
tuples that will describe data in the form <subject, predicate, object, id>. For example, <P01,
is, occupied, 123> which means a parking space with tag P01 is occupied, 123 is a unique
context identifier (Yavari, Jayaraman, Georgakopoulos, 2016, pg. 3). The University of
Melbourne has done a simulation of such a system. They used actual parking data in Melbourne
and generated data for 50,000 users. According to their research, the contextualization of IoT
data for the smart parking system reduces query time bymore than 3 times compared to standard
mode, as shown in Figure 6 (Yavari, Jayaraman, Georgakopoulos, 2016, pg. 1-5). It should be
emphasized that context-specific priorities should be implemented for the model, depending on
the number of available parking spaces.

Figure 5: Contextualization (Yavari, Jayaraman, Georgakopoulos, 2016, pg. 2)



Figure 6: Contextualization query duration (Yavari, Jayaraman, Georgakopoulos, 2016, pg.
4)

6. CONCLUSION
IoT is based on smart devices that collect data from the environment and send it to higher layers
for processing. Data centralization gives an overview of the entire network on which action
decisions can be based. Due to the latency, part of the data processing takes place at the edge
devices thus reducing network congestion. The application of IoT is exemplified by a smart
parking system. The system will inform the users where the free parking space is located. In
this example, it can be seen that it is not enough to inform users only about the free parking
space, but other parameters such as vehicle dimensions, parking characteristics, driver
preferences must also be taken into account. Contextualization has been proposed as a solution,
which also significantly speeds up the query execution. Besides data processing, the emphasis
is also placed on security. Most end devices are unattended and collect personal information
about users that could be abused. From the work, it is evident that IoT is not a new technology
but is based on existing technologies such as Cloud computing, Big Data, Business Intelligence.
The synergy of all these technologies creates an independent smart network.
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