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ABSTRACT  

In today's world, most everyday interactions happen on the Internet. Almost all devices connect 

to the Internet, information is constantly being shared so much that we are not aware of it. But 

the Internet is not always secure and reliable. It is easy to come across incorrect information, 

be fooled or attacked and feel insecure about it. The question is whether there is technology 

that ensures the credibility of the data, which is difficult to cheat or hack. Closest to that is 

blockchain, a relatively new technology that has gained its popularity through Bitcoin, today's 

most famous cryptocurrency. Blockchain is becoming more and more familiar with technology, 

but given that it is a novelty, it begs the question of how familiar people are with the same, what 

it serves and what its further potentials are. Conducting a survey consisting of several short 

questions will determine whether respondents believe in its safety and potential  
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1 INTRODUCTION  
 

A blockchain is a list of records, called blocks, that grows continuously. The blocks are linked 

and secured using cryptography. Each block typically contains the cryptographic hash of the 

previous block, a timestamp, and transaction information. Due to its design, it is resistant to 

data change [1]. It is an "open, shared archive that effectively records transactions between two 

parties in an easily verifiable manner." For use as a "business ledger", blockchain is managed 

through a peer-to-peer network together connected to a node-to-node communication protocol 

that authenticates new blocks. As soon as they are recorded, the data in any block cannot be 

reversed without changing each subsequent block, which requires agreement by the network 

majority. 

Although at first it is no different from what is otherwise known to the world, there is a 

difference at a fundamental level. Wikipedia is an example. Articles are written by different 

people, so there is no control over information. It also uses the client-server network model. A 

user with permissions associated with his account can modify the contents of articles on a 

central server. Each time a user accesses a Wikipedia page, they receive a modified version of 

the master copy of that Wikipedia article. Database control remains with Wikipedia 

administrators who control access and permissions. [2] 

Wikipedia's digital structure is similar to the highly secure and centralized databases that 

governments, banks or insurance companies keep. Centralized database control remains with 

their owners, including upgrade management, access and protection against cyber attacks. A 

shared database made with blockchain technology has a fundamentally different digital 



structure. This is the most important feature of blockchain technology that is also the easiest to 

identify. [2] 

  Wikipedia's master copy is edited on the server and all users see the new version. In the case 

of blockchain, each node in the network comes to the same conclusion, each updating the 

records independently, with the most popular record becoming a so-called official record 

instead of having a "master copy" [2] 

Transactions are "broadcast" and each node creates its own up-to-date version of events. 

This is the difference that makes blockchain technology so useful - it represents an innovation 

in information capture and distribution that eliminates the need for a credible party that 

facilitates digital relationships. [2] 

In fact, blockchain is not a new technology but a combination of multiple technologies that 

have already been used, applied together in a new way, such as cryptographic signatures and 

peer-to-peer networks. [2]. 

 

2 THE PURPOSE AND PREDICTION OF THE FUTURE 

 

Blockchain was created by Satoshi Nakamoto in 2008, who is also the genius founder of 

Bitcoin, currently the most famous and popular electronic currency. In order to serve as money, 

bitcoin had to be able to change ownership without being diverted to the wrong account and not 

be allowed to spend it twice by the same person. In order to realize Nakamoto's dream of a 

decentralized system, avoiding such abuse had to be realized without resorting to a third party 

such as banks advocating a conventional collection system. [3] 

In Nakamoto's original work, the words block and chain were used separately, but with the 

popularization of technology, the name became blockchain. [3] 

 

  
Figure  1 number of daily Bitcoin transactions confirmed from 2010 to 2018 

 

3 SECURITY OF BITCOIN TRANSACTIONS 

Blockchain is considered to be one of the safest ways to secure transactions. As transaction 

records are created in blocks and each block is linked to the previous block through hashes, it 

is not easy to modify the data. Hash's are called block identifiers and hash is unique to each 

block. Each change on the block is recorded through a change in hash and thus the next block 

would not recognize the previous block it points to because the original hash of the previous 

block remains written on that next block, which means that changing the data in the block is no 

longer the same block . [4] 

Just using a hash does not secure the blockchain system enough. Today's computers are very 

fast and can calculate hundreds of thousands of hashs per second, so it is possible to change the 



contents of a block and recalculate all the hashes of other blocks to make the blockchain 

worthwhile again. In order to avoid blockchain, they have a mechanism called proof-of-work. 

It is a mechanism that slows down the creation of new blocks. In the example of bitcoin, it takes 

10 minutes to add a new block to the block chain. With this method, blockchain is additionally 

secured because it takes 10 minutes for the proof of work to be calculated for each subsequent 

block after the data change. [4] 

The last method to secure the blockchain even more is to use the aforementioned peer-to-peer 

network technology that decentralizes the system. Anyone can join the network. When they 

join, they get a whole copy of the blockchain. The nodes use this to confirm that everything is 

OK. When someone makes a new block, it is forwarded to everyone on the network. Each node 

then confirms the block to make sure nothing has changed. If everything is confirmed then the 

node adds that block to its blockchain. All nodes in the network create consensus because they 

agree on which blocks are credible and which are not. Those who are not credible will be 

rejected by other nodes in the network. [4] 

In order to successfully modify data in the blockchain, it is necessary to change the information 

in all blocks in the chain, re-do proof-of-work and take control of more than 50% of the peer-

to-peer network. Only then will the modified block be accepted as credible, which is almost 

impossible to do. The question is whether smaller blockchain networks are more vulnerable 

than larger networks, but this claim has never been proven. [4] 

Also, blockchain technology is constantly advancing. The latest technology in the blockchain 

is the so-called "Smart Contracts". These "contracts" are simple programs stored on the 

blockchain and are used to automatically exchange bitcoins based on certain conditions, much 

like real contracts in the real world. [5] 

 

4 USING THE BLOCKCHAIN DIGITAL MARKETPLACE 

 

Except for bitcoin, blockchain is also used for other cryptocurrencies, such as Ether, but is not 

strictly reserved for finance, and will increasingly be used for contract purposes. 

One example is the refugee crisis that began in 2014 and has had a huge impact on the world. 

Gavin Wood, founder of Etherium and Datarella, a blockchain technology company, used the 

blockchain to help thousands of refugees to receive donations in cryptocurrencies to buy food. 

[6] [7] 

The future is seen in avoiding fraud when making choices. Many have questioned the credibility 

of the 2016 US election, which was not, in fact, the first time that the credibility of an election 

has been questioned and that of democracy. In addition, the cost of elections is very high, which 

would reduce the cost of maintaining them and the long queues. [6] 

A very interesting application of blockchain would be in self-driving vehicles. Many people 

believe that such technology would be perfect at the outset, and that they would be ready for 

the market almost immediately because it would be difficult to hack blockchain technology. [8] 

Digital advertising faces many problems such as bots, fraud and lack of transparency. 

Advertisers and publishers both think they are at a loss, so blockchain would gain the necessary 

transparency and trust. By reducing fraud, good companies would grow. [8] 

Governments around the world would increase their efficiency by using blockchain, which 

would impact education, health and public benefit. Government processes are often very slow, 

poorly understood and susceptible to corruption. Blockchain technology would increase 

efficiency and security. [9] 

Ancient healthcare technology often causes unnecessary problems for patients and their health 

data. Blockchain would facilitate access to data regardless of system used, collaboration, greater 

security and privacy, less administration, and easier sharing of test and drug testing results, 



which would improve the quality of healthcare and enable additional breakthroughs in the 

healthcare field. MedRec is one of the prototypes of using blockchain in healthcare because it 

targets these problematic items and reduces the waste of time, money, and duplication of 

procedures. [9] [12] 

It can even be applied in education. The need to use paper would be eliminated because 

everything can be stored securely, certificates would be easier to issue and lifelong learning 

will be facilitated. Managing digital ownership would be simplified to make it easier to keep 

track of first issues and quotes without the need for a supervisor. This would help the quoted 

person to make money automatically. [10] [11] 

 

5 BLOCKCHAIN AND THE INTERNET OF THINGS 

 

The Internet of Things is another very popular technology that allows physical devices such as 

vehicles, household appliances or other devices to be connected to embedded electronics, 

sensors, software and connectivity to manage and exchange information over the Internet. 

The combination of blockchain and IoT has many advantages. As IoT increasingly affects the 

lives of people around the world and the industry, its quality would be further enhanced by the 

use of blockchain. The number of devices is increasing every day and questions are raised over 

the circulation of large amounts of information as they are subject to attack. These devices often 

lack authentication standards that would store data. Using blockchain as a standardized security 

measure would provide the necessary confidence. [13] 

Blockchain can be used to monitor data and prevent duplication with malicious data. IoT 

development is very complex and a shared database would provide identification, 

authentication and seamless data transfer. It also eliminates the need to use a third party to 

secure trust as it is no longer needed in the blockchain and thus reduces costs. It also enables 

the use of smart contracts, individual identity, integrity and peer-to-peer communication, thus 

increasing effectiveness. [14] 

 

6 BLOCKCHAIN MARKET RESEARCH AND ANALYSIS 

 

The study was conducted on 60 subjects, who are students at the Technical Polytechnic in 

Zagreb. 

 

Question 1: Do you think the Internet is a safe place? 

Answers: 60 respondents 

 



  
The first question is one of the main issues of today and it is related to one of the main features 

of the blockchain. 81.7% said no, which means there would be a need to increase privacy and 

security. 

 

Question 2: How often you check the credibility of the information you use? 

Answers: 60 respondents 

 

 
 

Data credibility is also a big problem today. The attached answers show that most respondents 

are aware of this fact. 

 

Question 3: Are you familiar with blockchain technology? 

Answers: 60 respondents 

 



 
 

 

The next question is one of the main questions in the research. The accompanying results show 

that blockchain is still a relatively unknown technology. 

 

 

 

Question 4: Do you consider blockchain a secure technology? 

Answers: 58 respondents 

 

 
 

The answers to this question are divided, given that many respondents are unfamiliar with the 

blockchain, it is understandable that the largest percentage of respondents answered "maybe". 

 

Question 5: Do you think the presidential election could be held online without fraud? 

Answers: 59 respondents 

 



 
 

One of the ideas for using blockchain is to use it for presidential elections, which is a very big 

and important thing, and it must function without fraud that is often suspected. The answer to 

this question is overwhelmingly no, which means that there is great skepticism among the 

respondents and that abuse could be possible. 

 

Question 6: Do you think government processes could be accelerated if the technology they 

use is modernized? 

Answers: 59 respondents 

 

 
 

A big problem is the government processes, which are too slow due to the multiplicity of 

paperwork and disconnect among the various institutions. As blockchain is a technology that 

could accelerate such processes theoretically, there is scope for application in this field. 

 

Question 7: Do you consider self-driving vehicles a thing for the near future? 

Answers: 59 respondents 



 

 
 

One of the mentioned uses is in vehicles. Most respondents said yes, which increases the ability 

to apply blockchain. 

 

7 CONCLUSION 

 

The results of the research can conclude the following: 

Although it is still relatively new technology and the cryptocurrencies that first started using it 

as the main principle of working and controlling the credibility of data and securing systems 

against unwanted attacks, Blockchain, with many of its advantages, seems to be the technology 

of the future, although research shows that it is also further unknown to many, because 51.7% 

of respondents are not familiar with the technology and are not sufficiently familiar with its 

principles and capabilities, which is not surprising given that blockchain is not yet widely used. 

When asked about blockchain security, 58.6% of respondents said yes, which is expected given 

the most common answer to the previous question. The question also shows that there is a need 

to increase security, as 81.7% of respondents said no to answering the question about Internet 

security. Regarding the credibility of the data on the Internet, 31.7% of the respondents said 

that they frequently check the credibility of the data and 35% answered that they sometimes 

check the credibility of the data on the Internet which are the most common answers to the 

question. From this it can be concluded that the respondents are aware of the possibility that 

not all the information we find on the Internet is authentic. It is also evident that the elections 

may not be held any time soon via the Internet and that they may never come to life in this field 

no matter what technology is in use because 47.5% of the respondents answered "no", which is 

not unexpected because there is many reasons why the answer is just that. It is evident that there 

is a need to improve the administrative affairs of the Government, as 83.1% of the respondents 

answered yes to the use of modern technology in administration, which benefits the blockchain 

because it is one of the possibilities for its implementation, as well as is also bringing other 

technologies to the next level. To the last question, 57.6% said yes, which means that 

blockchain could be quickly popularized because self-driving vehicles are common in fiction 

and have long been a dream of many people and if using blockchain could ensure their 

functioning then and that goes in support of the blockchain. 

In short, regardless of the unknown technology, there is a need for it or something similar and 

there is a great possibility that blockchain will become something of a big deal in Internet 

technologies over the years. 
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