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Abstract - The manufacturer or dealer is obliged to ensure 

that the device is repaired during the warranty period. In 

some countries, there is also an obligation to provide 

maintenance and spare parts for a certain number of years 

after the warranty period expires. However, the regulations 

do not specify any obligation to provide security upgrades to 

IoT and/or other devices connected to the Internet (e.g., 

household routers that connect most citizens to the Internet). 

For example, what if a serious security flaw is discovered a 

few years after purchase in the communication protocol that 

the expensive IoT device uses? The manufacturer has no 

obligation to provide safety upgrades after the warranty 

period has expired. Such practices lead to serious security 

breaches. Therefore, we believe that such a practice is not 

appropriate, neither technologically, nor ecologically, and it 

violates the fundamental principle of conscientiousness and 

honesty in obligatory relations, known since Roman law, 

according to which in dealing with the other party one should 

act with confidence and respect to the person and interests of 

the other party. In this paper, we would like to explain the 

existence of the problem of the early safety obsolescence of 

devices from the view of information security and make 

proposals for improving legal regulation that would reduce 

the rapid obsolescence of devices in terms of safety. 

Keywords – IoT, IoT safety; obsolescence of devices; 

manufacturer liability, information security 

 

I. INTRODUCTION 

There are many definitions of Internet of Things (IoT) 
currently in use. In one of our previous papers, we chose 
the one which we find practicality: “The Internet of Things, 
commonly abbreviated as IoT, refers to the connection of 
devices (other than typical fares such as for computers and 
smartphones) to the Internet.” [1] This definition seems 
good enough to us because it excludes smartphones, PC's, 
tablets and similar devices. Interestingly, the Organization 
for Economic Co-Operation and Development (OECD) 
refers to IoT as “an ecosystem in which applications and 
services are driven by data collected from devices that 
sense and interface with the physical world”. [2] 

Therefore, IoT devices cannot any longer be considered 
as "gadgets", in terms of devices used only by technology-
conscious hobbyists. Today, IoT devices are virtually part 
of every household in the developed world. IoT Analytics 
research shows that by the end of 2020, 12 billion IoT 
connections were active, surpassing non-IoT for the first 
time. Also, same source expected that by 2025, there will 
be more than 30 billion IoT connections, almost 4 IoT 
devices per person on average, and they will operate on 

their own without human interaction. New standards like 
5G/6G/7G will provide additional impetus to such 
development. [3] IoT today is a ready-made technology, 
and owning and using an IoT device, such as a personal 
assistant like an Amazon Echo or Google Home, has slowly 
become as common as owning a TV set was half a century 
ago, whereas the introduction of the current 5G mobile 
standard represents an additional impetus to IoT device.  

It is also predicted that the development of the 5G 
technologies creates the possibility to deploy enormous 
sensors in the framework of the IoT and to process massive 
data. Some authors state that the combination of IoT I 
5Gnetwork represents a new paradigm, 5G Intelligent 
Internet of Things (5G I-IoT). [4] 

The future brings us an increasing number of IoT 
devices that will perform certain functions in our 
households - from increasingly capable personal assistants 
who manage other devices (e.g., Amazon Echo that 
manages lighting), access our business or private calendar 
or email, to highly specialized devices such as a robotic 
garage door, a robotic vacuum cleaner control or a garden 
watering management system.  

Modern IoT devices, unless there are significant 
problems with the power supply or have no moving parts 
can last for many years. Current low-power technology, 
meaning low device heating and enormous know-how in 
the manufacture of electronic devices means that Mean 
Time Between Failures (MTBF) will be very long. At first 
glance, this seems very positive - the user gets a device that 
will serve him well for many years. But that device is 
connected to the Internet. This means that the user could 
become a potential victim of malicious attackers who can 
take advantage of the security vulnerabilities of IoT 
devices. Internet connectivity further means that the device 
can receive various security updates, as received almost 
daily by personal computers, smartphones, and tablets. 

It is a simple principle - if a security flaw occurs, the 
manufacturer will make a security upgrade. For example, 
manufacturers of operating systems have been doing 
security upgrade for years and additionally notified users 
about the end of the security up-grade period of a software. 
In addition to notification of termination of support, users 
are also notified of the consequences. For example, when 
support for Windows XP ceased, Microsoft announced: 
"However, please note that Microsoft Security Essentials 
(or any other antivirus software) will have limited 
effectiveness on PCs that do not have the latest security 
updates. (…) If you continue to use an unsupported version 
of Windows, your PC will still work, but it will become 
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more vulnerable to security risks and viruses. Your PC will 
continue to start and run, but you will no longer receive 
software updates, including security updates, from 
Microsoft." [5] Microsoft already published the date of the 
termination of support for Windows 8.1, which is due 
January 10th, 2023. [6]  Also, some other significant 
manufacturers published a similar note. For example, Cisco 
announced the end-of-sale and end-of-life dates for the 
Cisco Video Surveillance 4500E High-Definition IP 
Camera. In the document from 2014 Cisco announced that 
June 30, 2020, is the last date of support. According to the 
Document, that date is “the last date to receive applicable 
service and support for the product as entitled by active 
service contracts or by warranty terms and conditions. After 
this date, all support services for the product will be 
unavailable, and the product becomes obsolete”. [7]  

Such positive practice is very important, but not very 
common. Many smartphones or tablet manufacturers will 
not notify the end user when the operating system is out of 
date. As for anonymous IoT device manufacturers, the 
situation is even worse. 

Even when it comes to contracts for the home Internet 
with some of the key European Internet providers, the end 
user often gets a rooter that supports only WPA/WPA2 
(TKIP) protocol, which is no longer considered reliable. 
Usually, user will not receive note from manufacturer or 
provider with such important security information. Only 
some smartphones, like iPhone with iOS 14 will note their 
Wi-Fi has a “weak security.” that the average users need to 
Google what such message even means. [8] 

However, concern arises from a knowledge that despite 
IoT devices improve everyday life and business, they are 
also introducing new security risks. 

Ken Munro asked the question in 2018 in Electronic 
Specifier magazine: “So what happens when an IoT 
product reaches end of life or the manufacturer chooses to 
withdraw support?” He made very important point: 
“Inevitably there comes a point at which the manufacturer 
will pull the plug. Not all products are equipped to support 
OTA (Over the Air) updates, for instance, so that in the 
event of a major security vulnerability there can be little 
alternative but to can the line and move onto version 2.0. 
We’ve already seen this approach used in the consumer 
market where IoT devices are notoriously insecure.” [9] 
Now, more than three years later such questions are still not 
answered. In the meantime, we have millions more IoT 
devices, which control more and more of our everyday 
lives. 

II. WHO IS RESPONSIBLE FOR THE SAFETY OF IOT 

DEVICES? 

Recently published NOKIA Threat Intelligence Report 
2020 talks about a very worrying state of information 
security in 2020, which was significantly worsen by the 
COVID-19 pandemic.  

The COVID-19 pandemic was accompanied by rapid 
progress in the IoT industry as most jobs switched to 
remote work, requiring a significantly increased number of 
users using IoT devices that are constantly connected to the 
Internet, and since the most users use their own devices that 

usually lack endpoint protection, this only opened up the 
possibility that an increasing number of connected IoT 
devices could become more vulnerable to malware. 
Malicious software can spread indirectly through routers, 
tablets, games, and home-connected entertainment 
systems, as well as through IoT devices refrigerators, 
vacuum cleaners, ovens, smart doorbells, cameras, and 
thermostats. 

So, practically through all devices connected to the 
Internet.  

Although the pandemic continues around the world - 
and even after its eventual ending - cybersecurity experts 
must take the utmost care to avoid serious losses from 
malicious attackers. In these circumstances, additional 
precautions must be taken not only by IT and security teams 
but by entire organizations.  

So far, the pandemic has only shown how unprepared 
and uneducated we are to fight new types of 
cybercriminals, and how it will take a long time to adopt 
new cyber hygiene knowledge and how considerable 
assistance will be needed from IoT device manufacturers 
and operators to protect end-users.  [10] 

According to Threat Intelligence Report 2020 share of 
IoT infections has increased by 100%. IoT devices in 2020 
make up 32.72% of the infected devices observed. 
Compared with 2019, the share occupied by IoT devices in 
the overall device breakdown has increased by 100%, from 
a previous share of 16.17%. 

NOKIA warns that with the widespread proliferation of 
IoT devices, it is to be expected that the number of IoT 
infections will grow dramatically. Report noticed that the 
rate of success in infecting IoT devices depends 
dramatically on the visibility of the devices to the internet. 
In networks where devices are routinely assigned public 
facing internet IP addresses, they find a high IoT infection 
rate. In networks where carrier grade NAT is used, the 
infection rate is considerably reduced, because the 
vulnerable devices are not visible to network scanning. 
They also warn the introduction of 5G well underway, it is 
expected that not only the number of IoT devices will 
increase, but also will increase numbers of IoT devices 
accessible directly from the internet. [11] 

Most of IoT devices use some version of Android 
operative system, so it is interested to see top Android 
malware targets. Different so called "banking trojan", a 
specialized form of info stealer, the percentage surpasses 
50%. This trend shows the shift of the interest of malicious 
attackers toward stealing sensitive data and credentials, 
especially banking credentials. Adware remains a class 
very well represented, while infections with miners have 
decreased significantly. One of conclusion in Raport is: 
"Cybercriminals are focusing their effort on IoT and mobile 
devices." [11] 

Similar, Xerox in press release warns: "Designers, 
operators, vendors and users of today’s IoT systems no 
longer have luxury of prioritizing flexibility and 
interoperability in their IoT designs. Now, IoT security and 
privacy must be top of mind." [12] 
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Why IoT systems are so vulnerable? IoT systems 
(similar like other IT-systems) can be described using a 
basic three-layer architecture. There are: 

• Perception layer – typical external physical 
layer, which includes sensors for sensing and 
gathering information about the surrounding 
environment. 

• Gateway layer – responsible for connecting to 
network devices, interconnected smart devices 
and servers. 

• Cloud layer - represents the back-end services 
required to set up, manage, operate, and 
extract business value from an IoT system. 
[13] 

Every layer can be attacked, for example, security 
threats that is arising against Perception Layer can be: 
Denial of Service Attack, Hardware Jamming, Insertion of 
Forged nodes and Brute Force Attack. For example, on 
October 21, 2016, many of the major platforms and services 
in North America and Europe were inaccessible due to a 
Distributed Denial of Service attack (DDOS). Investigator 
discovered that this malicious DDOS traffic originated 
from IoT devices which had been compromised by the 
malware known as Mirai. For our theme is interesting that 
those malware-infected devices include cameras, printers, 
residential gateways, and baby monitors. Users of infected 
IoT devices even did not know a least thing that their 
devices were compromised. [13] 

Although downloading various cameras that become 
bots for a DDOS attack seems strange at first glance, from 
the point of view of someone interested in such attacks, IoT 
devices are a completely meaningful goal. They usually 
have lower security level and do not receive security 
upgrades like computers, and today the processors of 
simple IoT devices are strong enough for DDOS attacks. 

IoT devices can be physically attacked, some of 
IoTdevices are most of the time unattended. Also, many 
devices use wireless communication, which also can be 
hacked. [14] Communication protocol of IoT device can 
become obsolete and vulnerable. 

Security features embedded in IOT devices are not good 
enough. Some of IoT devices have weaker factory-made 
authentication features. Devices often have password 
authentication like “1234” or the password is given by the 
manufacturer by default and never changed (so if you buy 
one device – you know how to reach them all). [15] 

Solanki comes to a good observation: "Passwords are 
the lowest hanging fruit when it comes to authentication, 
and many IOT devices rely on it. Most of the IOT devices, 
moreover, have a limited user interface, with no keyboards 
or screens, which in turn makes the implementation of 
password authentication system weak by default. That is 
why smart appliances can be susceptible to brute-force or 
dictionary attacks." [15]  

We can find pages on the Internet that tell us how much 
time it takes for today's computers to break through a code. 
When it comes to simple numeric codes, we are talking 
about milliseconds. To make the whole situation worse, the 

most common codes in 2015 were: “123456” and 
“password”. [16] 

It should therefore be emphasized that the IoT devices, 
in general have some serious security issues. We can divide 
them into several categories, but for the purposes of this 
paper we suggest the following: 

1. risks arising from ignorance of the basics of 
information security (leaving the basic code or 
code type "12345" or the impracticality of the 
technology itself (e.g., it is difficult to add 
uppercase/lowercase letters or punctuation 
marks that significantly increase security)   

2. risks arising from the safety obsolescence of 
the device itself.  

The first problem is easily solved by educating users 
and advancing the interface of the device. But what about 
the issue of safety obsolescence of the device itself? 
Modern technological devices operate at low voltages and 
often have no moving parts at all. In practice, this means 
that if there is no design error that will lead to a malfunction 
in the first few weeks of operation, they can work for years. 
But in the meantime, their OS, communication protocols 
and protection against malicious attacks will become 
obsolete. 

 Their vulnerabilities will be published on the Internet, 
and even programs for easier hacking of such devices will 
also appear online. As we noted before, the Wi-Fi Protected 
Access II (WPA2) communication protocol is still widely 
used today, in 2021. Household routers with this protocol 
are still installed by Internet access service providers in 
Croatia for home wireless Internet access. The weaknesses 
of this protocol were published in 2014, [17] [18] and today 
it is generally considered insecure and has been replaced by 
the WPA3 version.  

At the level of product safety compliance level and 
given the high level of integration between devices and 
applications and the complexity of the IoT ecosystem itself, 
it is initially rather difficult to determine who should certify 
the safety and compliance od the product, the extent of the 
certification that is required, and for how long that party is 
responsible for the safety of the product. [2] Even European 
Commission flagged the mentioned issues as particularly 
complicated in its report about the IoT products in Europe. 
[19] An IoT device or application may malfunction, 
whether it was a malfunction that existed when the device 
was sold, or due to a new update or software upgrade by the 
manufacturer.  

Directive (EU) 2016/1148 of the European parliament 
and of the Council of 6 July 2016 concerning measures for 
a high common level of security of network and 
information systems across the Union, noted in Preamble 1 
that: “Network and information systems and services play 
a vital role in society. Their reliability and security are 
essential to economic and societal activities, and in 
particular to the functioning of the internal market.” Also, 
in Preamble 2 Directive text noted that “The magnitude, 
frequency and impact of security incidents are increasing, 
and represent a major threat to the functioning of network 
and information systems. Those systems may also become 
a target for deliberate harmful actions intended to damage 
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or interrupt the operation of the systems. Such incidents can 
impede the pursuit of economic activities, generate 
substantial financial losses, undermine user confidence and 
cause major damage to the economy of the Union.” [20] 
However, this document does not mention the growing 
problem of security of IoT devices and their obsolescence. 

The second problem arises when the early safety 
obsolescence of an IoT device occurs and who becomes 
responsible in that case: service provider or manufacturer?  

For example, if the end-user has signed a 2-year 
subscription/contract with the telecom operator, and the 
router he received as part of a subscription after two years, 
loses safety, who should be liable after the contract expires? 
These are issues that end-users face in everyday practice.  

Therefore, we recommend that the manufacturer 
undertakes that regardless of the length of the subscription 
with the operator, its obligation to update software for small 
devices, such as household routers and other small 
technological devices (we sometimes even forget are 
connected to Internet) should be 3-5 years, and that the 
operator must provide the end-user support for safety 
obsolescence of the software version for another year after 
the expiration of the contract.  

There are cases such as the Mirai botnet (already 
mentioned in this paper) in 2016 [21], which endangered 
IoT devices and routers for the household and jeopardized 
lives due to the fact that phone calls were not available. 
Such cases are eager to be avoided in the future and 
therefore the question of who is liable is raised.  

In its 2017 report, European Union Agency for Network 
and Information Security (further: ENISA) recommended 
that critical infrastructure operators address procedures that 
define clear safety requirements for the entire life cycle of 
products and services (e.g., from purchase to 
obsolescence). Also, the need to verify security 
functionality in supply chains should be taken into account 
and result in moving away from the “supply stimulation” 
market by strengthening foreign demand. [22] 

Apart from the problem that IoT products very often do 
not even have any basic security features, they are also not 
updated or cannot be updated, which actually exposes end-
users to cyber security risks without being able to secure 
their systems. A significant factor in cyber security is the 
ability of IoT products to be continuously updated over 
their lifespan.  

Therefore, a manufacturer would need to allow end-
users to update the software of their IoT products to ensure 
that such a product is safe and secure. Cyber-attacks are 
enabled through connected IoT products that do not have 
security protection or it has expired. It is important for end-
users to ensure that cyber security updates are not related to 
general operating system updates. For example, updating 
cyber security for a critical vulnerability that exposes an 
IoT product to a botnet attack is considered urgent. “Self-
standing” security updates are also essential to avoid early 
obsolescence.  [23] 

When devices are no longer supported for OS versions, 
end-users are often faced with a dilemma and don’t know 
what to do: buy a new device or keep an old one without 

the ability to update cybersecurity. Therefore, the 
manufacturer and providers should continue to provide 
end- users with security updates for products that do not 
have the latest OS update. In any case, end-users should be 
informed at the time of purchase of an IoT product of the 
manufacturer's policies on the ’end-of-support policy’ for 
that particular product and its related service. The problems 
also occur when IoT devices come with End-user License 
Agreements and even with different types of contracts that 
give manufacturers the right to disclaim most of the liability 
only for damage caused by the use of the product. 

   Such information should consider the expected 
lifespan of the product and should also include information 
on the date when the manufacturer will no longer provide 
security patches. [22] Also, the product should indicate its 
average lifespan and the possibility of providing support by 
the manufacturer that would apply only to manufacturers of 
IoT-based appliances.   

Outcomes of this paper are to identify sustainable 
approach which could impact on extending lifespan of IoT-
based appliances.  

As stated in the Proposal for a Regulation of the 
European parliament and of the Council on ENISA, the 
"EU Cybersecurity Agency", and repealing Regulation 
(EU) 526/2013, and on Information and Communication 
Technology cybersecurity certification (''Cybersecurity 
Act'') in Cybersecurity certification of ICT products and 
services: ''In order to establish and preserve trust and 
security, ICT products and services need to directly 
incorporate security features in the early stages of their 
technical design and development (security by design). 
Moreover, customers and users need to be able to ascertain 
the level of security assurance of the products and services 
they procure or purchase.'' [24]  

This issue goes much further than small IoT devices like 
smartwatches and pacemakers, although even those small 
IoT devices should not be underestimated because 
malicious attackers can break into their obsolete operating 
systems as well. 

But the situation can become complicated when we 
consider that autonomous cars also have IoT systems that 
will become obsolete much earlier than the vehicles in 
which they are installed will end their lifespan. And the 
situation only gets more complicated. 

For example, many of the industrial sensors necessary 
to achieve the benefits of IoT are located in hard-to-reach 
places where replacement or upgrading would be quite 
complicated, expensive, or even dangerous. Remote 
software upgrades can certainly help alleviate the problem 
in many cases, but sometimes the product itself needs to be 
physically repaired or replaced. [25] 

III. CONCLUSION 

Currently, the EU legal framework is not appropriate, 
i.e., it is not up to the problem of built-in obsolescence in 
IoT-based appliances. IoT-based devices are quite new 
technology, and it is already too early for them to become 
prematurely obsolete. Also, how can we protect them and 
indirectly protect the rights of consumers, end-users when 
they are not given the opportunity to make the average IoT-
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based connected device to endure longer than its already 
built-in or planned obsolescence that the manufacturer has 
predetermined for each product. 

We propose to the legislator, in this case ENISA, to 
accept our proposals given in this paper to protect end-
users, consumers who increasingly buy IoT-based 
appliances, and are forced after a short time to buy a new 
updated device or to conclude a new subscription with the 
operator due to early device obsolescence, which ultimately 
further burdens their already pandemic-affected budgets. 
Also, replacing the accurate devices just because they are 
no longer safely acceptable increases the amount of 
technological waste. 

Therefore, our proposals can be implemented in the 
certification scheme set by ENISA for manufacturers under 
the European cybersecurity certification scheme Article 54 
under Regulation (EU) 2019/881 of the European 
Parliament and of the Council of 17 April 2019 [26] on 
ENISA and on information and communications 
technology cybersecurity certification and repealing 
Regulation (EU) No 526/2013 (Cybersecurity Act). 

A general legal obligation for the cybersecurity of IoT 
products doesn’t exist in the EU, which is definitely not 
compatible with the obligation of the EU to provide for a 
high level of consumer protection, as written in Article 169 
of the Treaty of the Functioning of the European Union. 
[27] 

It is necessary to oblige manufacturers that IoT devices 
have a lifespan sufficient to last at least 5 years from the 
purchase of the device and to be provided with support in 
the optimal period after that period has passed, up to 7-10 
years, which is the usual duration of consumer electronics 
devices.  

We bring all the above recommendations in the light of 
the new living conditions in which we have been living for 
the past year and a half, the number of IoT home devices 
and IoT industrial devices has increased significantly, and 
the safety of our connected devices has become our own 
safety. 
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