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Abstract - Individualization of anonymous identities using 
artificial intelligence - enables innovative human-computer 
interaction through the personalization of communication 
which is, at the same time, individual and anonymous. This 
paper presents possible approach for individualization of 
anonymous identities in real time. It uses computer vision and 
artificial intelligence to automatically detect and recognize 
person’s age group, gender, human body measures, 
proportions and other specific personal characteristics. 
Collected data constitutes the so-called person's biometric 
footprint and are linked to a unique (but still anonymous) 
identity that is recorded in the computer system, along with 
other information that make up the profile of the person. 
Identity anonymization can be achieved by appropriate 
asymmetric encryption of the biometric footprint (with no 
additional personal information being stored) and integrity 
can be ensured using blockchain technology. Data collected 
in this manner is GDPR compliant.  

Keywords – artificial intelligence (AI), individualization, 
communication, biometric identity, biometric footprint, 
anonymous identity, blockchain, computer vision 

I. PERSONAL IDENTIFICATION 

A. Biometric Identity 
Humans can be identified not only by their personal 

documents, but also by some personal characteristics that 
can be recorded and kept in various digital formats. And 
while documents can be falsified, digitally recorded data 
can be made much more resistant to tampering and, for the 
most part, can be valid for long periods of time. 

There are just a few examples of such personal 
characteristics that can be recorded and later used to verify 
the identity of a person with reasonably high level of 
precision and confidence. Today, we can include biometric 
data about the fingerprints, an iris and a face in this limited 
set. An important point here is that all of these 
characteristics are being used for identification. This 
implies that there has to be a process in place following 
these basic steps: 

1. Positively identify a person using some reliable 
official documentation 

2. Record one or more personal characteristic and 
save it in a digital format 

3. Link digital information to other reference 
personal documentation 

This is a standard way to keep a record of all people in 
a country (for example) and usually only fingerprints and 
faces are being recorded although irises are already widely 
used in passports today. Once you have this information 
stored, it is relatively easy to get a proper identification of 
a person. All you need is a fingerprint (not necessarily a 
complete one) or a good face shot and matching those to a 
person in a database is a straightforward process. 
Obviously, we can argue that this digitized information 
represents a biometric identity of a person. 

An important fact related to biometric identity is that it 
is highly (very close to 100%) reliable and we can clearly 
understand when an available fingerprint or a photo of a 
person’s face, iris or even an ear lobe (to some extent) are 
good enough to establish unambiguous proof of 
identification. 

B. Personal Data Protection and GDPR 
Biometric data is clearly the most personal and private 

data that anyone may expose, and most of them can be 
collected without person’s awareness, knowledge or 
approval. Therefore, this entire area requires the 
implementation of specially designed rules to protect that 
data from any kind of wrong handling. 

The process of collecting personal biometric data may 
not always be so straightforward because there are some 
other important considerations to think about. First and 
foremost, there is a privacy issue and it is regulated by 
many laws and acts, with EU GDPR act being the most 
widely known one. There are at least two important issues 
here: collecting information and permanently saving 
information that already is or can be linked to a specific 
person. 

Collecting personal information, especially biometric 
ones, is not always allowed and even when it is, there are 
rules about the measurement and recording process that 
have to be followed. This may become particularly 
important if including brain signals patterns [1][2][3] in 
biometric identity gains wide popularity in practical 
applications. 

Image on Figure 1 (taken from [2]) shows an example 
of high-level view of a possible general EEGBS (EEG-
based Biometric System) framework that uses human brain 
signals to identify (biometric identity) or just verify 
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(biometric footprint) a person based on stored biometric 
data. 

 
Figure 1. General EEGBS framework 

Saving such information is particularly critical because, 
except in very specific purposes (registrations in official 
national police databases, for example) this can create 
explicit link between biometric data and a specific person 
which is, generally speaking, not allowed without imposing 
strong restrictions. For example, storing personal 
fingerprints in a police database is allowed, but storing the 
same fingerprints (or even asking to do so) in company’s 
HR records are forbidden unless there are some exceptional 
but valid reasons to do so. Consequently, the same logic 
applies for all biometric identity data. 

By the same token, biometric footprint (see below) data 
can, in many situations, also be considered as sensitive 
private information. 

C. Anonymous Identities 
There are also some other, non-conventional but highly 

interesting elements that could be used to define a 
biometric footprint of a person. Biometric footprint is not 
identical to biometric identity because it may not 
necessarily lead to a reliable identification of a person. The 
differences in reliability between biometric identity and 
biometric footprint may be too large to send a person to a 
court and possibly to a prison, but it could still be very 
useful in many other practical applications. Therefore, it is 
really all about the level of confidence. Whenever we have 
near 100% confidence, it is a biometric identity. Otherwise, 
it is biometric footprint and we will use it in cases where 
much lower (but still significant) levels of confidence are 
acceptable. 

Biometrics is the science of analyzing physiological, 
behavioral, or genetic characteristics specific to each 
individual in order to be able to authenticate their identity 
[4][5]. Physiological biometrics records and/or measures 
inherent physiological characteristics of a person 
(fingerprints, iris, face, height, weight, arm and leg lengths 
etc.) that could be useful for determining true or 
anonymous identities. More details about specific 
measures can be found later in this paper. 

This way, when used properly, the biometric footprint 
would not violate any personal data protection act, but it 
could still be used to identify a person, or to be more 
precise, identify an anonymous person. Although it may 
look at first like a kind of an oxymoron, it is really not. To 

understand this, we need to understand the concept of 
confidence. 

Establishing a person’s true identity using biometric 
identity data means comparing some externally available 
biometric data (fingerprints or face images, for example) 
and comparing them to previously created reference 
database that contains a mix of reliable standard and digital 
information about that person. When a match is found, a 
person is identified. This process is never 100% accurate, 
but it is still accurate enough to be widely accepted in 
highly sensitive areas such as security and criminology. 

Biometric footprint may contain not only physiological 
data about the person, but also behavioral data. We can 
measure, record and permanently save derived information 
like voice, walk, body posture, handwriting etc. Not all of 
them is equally reliable but, as we shall explain in this 
paper, they can still be good enough to have some useful 
practical applications. 

With biometric footprints we do not have any reference 
database to compare with, at least not the one with actual 
identities. But there is nothing to prevent us from keeping 
biometric footprints in a separate database and compare a 
biometric footprint recorded today with all other biometric 
footprints recorded a year ago (or any other time period), 
for example. This type of comparison will not tell us who 
the person is, but it may tell us (with a reasonable high 
confidence) that is was (or was not) the same person. 

It is also important increase data integrity as much and 
possible one of the most promising potential candidates 
today is Blockchain technology because it can significantly 
reduce risks of serious damages caused by fraudulent data 
and software. Any unauthorized and uncontrolled 
tampering with personal biometric data can be extremely 
dangerous. However, if you decided to use Blockchain 
technology, it is critical to “… never store personal 
identification information or any other sensitive data on the 
blockchain; instead, consider storing a hash of encrypted 
data on the chain and the encrypted data either in a co-
located, off-chain database or an existing source system” 
[15]. 

Recording these alternative human body characteristics 
can be done even without knowing who the person is being 
recorded. In fact, this is currently the predominant way of 
doing it. The rationale behind this idea is to have a 
reasonably reliable (with 80% of confidence, for example) 
information about individuals, but still not know who that 
individual really is. This kind of biometric footprint could 
be considered to be an anonymous identity. Confidence 
levels of anonymous identities can be further increased if 
we combine several (as many as possible) measurements 
together. 

Obviously, this type of comparison is not as strong and 
as reliable as actual identification, but it has one huge 
advantage: it does not violate any personal identification 
laws. Therefore, it can be used for many practical purposes 
and some of them are described later in this paper. 

D. De-Identification and Anonymization Process 
Sometimes, if the existing biometric data is directly 

linked to identifiable person, additional “cleaning” of such 
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data may be required. There are two approaches to this 
issue: 

• De-identification, and 
• Anonymization 
De-identification is defined as “…the process of 

removing or concealing personal identifiable information 
(shorter: personal identifiers), or replacing them with 
surrogate personal identifiers, in order to prevent the 
recognition (identification) of a person directly or 
indirectly, e.g. via association with an identifier, user agent 
or device” [6]. 

De-identification is reversible (two-directional) 
process of removing or obscuring any personally 
identifiable information from individual records in a way 
that minimizes the risk of unintended disclosure of the 
identity of individuals and information about them. It 
involves the provision of additional information (e.g. 
secrete key) to enable the extraction of the original 
identifiers in certain situations by an authorized body or by 
a trusted party [6]. 

Anonymization is slightly different as it is irreversible 
(uni-directional) process of deidentification that does not 
allow the original personal identifiers to be obtained from 
de-identified ones. Anonymized personal identifiers cannot 
be linked back to an original as they do not include the 
required translation variables to do so [6]. 

De-identification and/or anonymization of personal 
biometric data are extremely important. Such data could be 
easily misinterpreted (various profiling practices, for 
example) and cause direct damages to a person. Even 
worse, such data could be used for malicious purposes like 
revealing highly sensitive personal information about 
personal mental and health status or illegal tracking, 
surveillance and social control. 

II. ESTABLISHING BIOMETRIC FOOTPRINT 
This paper focused on physiological and behavioral 

biometrics that helps creating biometric footprint.  

A. Physiological Biometrics 
There are two ways  
Typical physiological biometrics are: 

• Fingerprint 
• Finger vein patterns 
• Hand geometry 
• The eye 
• Face shape 
• Human body shape and measures 

Fingerprint has the unique pattern that is very hard to 
copy/fake, but it is possible. Establishing biometric 
footprint fingerprint requires contact with the 
sensor/device. 

Finger vein recognition looks for unique patterns of 
veins beneath the skin that is almost impossible to fake and 
usually is combined with fingerprint but, to establishing 
biometric footprint, fingers need to have contact with 
sensor/device. 

Hand/fist geometry relates to the dimensions of fist, 
position and size of fingers, relation between fingers and 
requires contact with sensor/device. Arm geometry, on the 
other hand, can be determined with contactless approach 
with sensors like 3D (depth) camera and it will be discussed 
letter in this paper. 

The eye, specifically retina and iris can also be used for 
establishing biometric footprint. Technology for retina/iris 
recognition is contactless, but it requests long period of 
time for acquiring the data (5-15 seconds) [7].  

Facial recognition relates to specific face features, such 
as the shape of the face, position of eyes, nose and mouth, 
and distances between these features. This type of 
physiological biometrics uses contactless technology to 
establish biometric footprint. One of disadvantage of this 
recognition approach is that requires that face is clearly 
visible. 

This paper proposes additional way of establishing 
biometric footprint by using human body shape and body 
measures by using contactless technology, explained later.  

B. Digital Human Body Measurements 
Digital human body measurements uses computer 

vision to establish, without any contact (just by “looking 
at”), reference points that represents human body, they are 
similar, but different than reference points called 
anthropometric points used by “classic” (manual) method 
defined by International Biological Programme (IBP) [8]. 
For that purpose, newly proposed standard protocol for 
digital measurement (DM-I) [9] has been defined for 
assessing anthropometric dimensions of human body that 
can be used as biometrics for identifying people. Figure 2 
shows reference points for digital body measurements on 
human skeleton used in DM-I. 

 
Figure 2. Reference points on human skeleton 

1304 MIPRO 2020/CIS



 

 

Twenty-five reference points shown in Table I. are 
used as endpoints for human body measurements.  

3D camera is used to calculate distance from the 
subject (in just one second) and locate reference points that 
are used for measurement calculations. 

TABLE I.  LIST OF REFERENCE POINTS FOR DIGITAL 
 MEASUREMENTS OF HUMAN BODY 

 

No Reference point name/description 
1 Left ankle 
2 Right ankle 
3 Left elbow 
4 Right elbow 
5 Left foot 
6 Right foot 
7 Left hand 
8 Right hand 
9 Tip of the left hand 

10 Tip of the right hand 
11 Head 
12 Left hip 
13 Right hip 
14 Left knee 
15 Right knee 
16 Neck 
17 Left shoulder 
18 Right shoulder 
19 Base of the spine 
20 Middle of the spine 
21 Spine at the shoulder 
22 Left thumb 
23 Right thumb 
24 Left wrist 
25 Right wrist 

 
Physiologic biometrics of the person like height, 

forearm length, torso height, waist circumference, torso 
circumferences, shoulder circumferences, etc. [13] has 
been calculated by using those reference points as shown 
in Figure 3. 

 

 
 

Figure 3. Example of digital body measurement tool that use DM-I 

C. Reliability of digital body measurement 
Recent research and studies [9][13] that used Microsoft 

Kinect 3D camera/sensor, bring conclusion that digital 
measurements with it are not appropriate for clinical trials 
demanding extremely high precision, but it’s good enough 
to be used in most applications for sports and fashion. For 

example, reliability of Kinect sensor is excellent for 
measuring person’s height and acceptable for left forearm 
length and left lower leg length. Small errors, from 3.31%-
6.68% as stated in [9], occur due to clothing, illumination, 
sensor height and distance. This is in line with previous 
research [10] where results showed that the 3D scanning is 
highly precise for most cases. 

 

D. Digital body measurement and anonymous identities 

Previously, we have established that digital body 
measurement performed using today’s high-resolution 
stereoscopic video cameras can provide a lot of additional, 
even unconventional data about human body’s physical 
and behavioral characteristics. If we skip digital identities 
for the moment and restrict ourselves only to digital 
footprints, we will find a lot of specific measures that can 
be used to build anonymous identities and still conform to 
GDPR and similar regulations. 

Since we only know anonymous identities and not true 
person’s identities, we can start the process of tracking and 
comparing those anonymous identities without violating 
any personal rights. The process is simple and consist of 
these steps: 

• Record selected (always the same) set of 
physiological and behavioral information, 
avoiding those that could directly lead to a person’s 
identification (digital identity) 

• Save the recorded information (or even better, 
corresponding encrypted values) in some kind of a 
database system for future comparison 

• Continue recording additional sets of physiological 
and behavioral information 

• Compare the newly recorded sets with those stored 
in a database and see if some of them can be found 

• When you spot second, third (and so on) 
occurrence of the same digital footprint, assume 
that it is the same person and proceed with the 
appropriate actions 

 
This simple recipe opens the path to using anonymous 

identities in various practical applications. 

E. Human Behaviour 
Typical behavior biometrics are: 

• Voice 
• Signature/handwriting dynamics 
• Keystrokes 
• Gait 
• Body movement/gestures 
• Posture 

Voice, signature/handwriting dynamics and keystrokes 
are human behaviors that are used to identify person by 
comparing voice/signature/keystroke patterns. All these 
methods require that person has contact with sensors and 
are prone to the error due to biological reasons or light 
condition when sensors are gathering data. For hygienic 
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reasons, this may not be acceptable in many cases (like 
COVID-19 outbreak). 

Gait, body movement/gestures and posture can be 
detected with computer vision, by using the same type of 
3D camera/sensors like Microsoft Kinect. This process 
does not require any direct person to touch any sensor and 
can be combined with (digitally acquired) body measures 
to form biometric footprint. 

III. PRACTICAL APPLICABILITY OF BIOMETRIC 
FOOTPRINT 

A. Marketing applications 

Marketing is one possible application for biometric 
footprint and anonymous identities. 

Both privacy concerns (related to legal requirements 
like GDPR/ePrivacy and other) and health requirements 
(that requires non-touch technology) resulted in research 
and development of the system that allows 
individualization of anonymous identities using artificial 
intelligence (AI). Proposed solution uses biometric 
footprint constructed from persons race, age, gender, 
facial expressions and digital body measurement, persons 
gait signature, specific body movement/gestures recording 
and specific posture. It is engineered in a way that even in 
low-light conditions, algorithms can still provide high-
quality, high-accuracy results. 

One of the most common scenarios is implementing 
loyalty program that needs to comply to privacy regulation 
(GDPR or other). An example of a loyalty program is 
related to the popular soft drinks offered in shops and 
displayed in retail refrigerators with the glass door. 
Refrigerator glass door has been replaced with semi-
transparent display and 3D camera/sensor Kinect is placed 
above the door, as shown in Figure 4. 

 
Figure 4. Smart retail refrigerator with loyalty program and gamification 

The scenario goes like this: when a person approaches 
the refrigerator for the first time, her/his biometric 
footprint is taken, anonymized and recorded, after the 

person give her/his consent. Before even the consent is 
shown to the person, artificial intelligence embedded in 
refrigerator is analyzing the age group of the person and if 
it is a minor, younger than 13 years (or an equivalent 
number of legal years for the specific country of 
installation) than no consent or recording is taking place. 
For person older than required minimum age, initial 
biometric footprint is constructed, like a puzzle, from 
following attributes: age group, race, gender, digital body 
measures (starting from face to whole body figure). During 
the interaction between person and refrigerator the other 
part of the biometric footprint is constructed by analyzing 
persons gait, body movement/gestures and posture. 

Based on the anonymous, but unique identity of the 
person, AI embedded in the refrigerator counts how many 
bottles are picked-up by that person, scanned by 3D 
camera, identified by computer vision and bought in 
predefined time (this information comes from the 
integration with cash registers). Because all refrigerators 
are connected to the central cloud system, person is 
recognized in any shop in the world where refrigerators are 
placed and enjoys the same loyalty program. For example, 
when person picks and buys the 5th bottle, the 6th one is 
free of charge. 

B. Security applications 

Security is the obvious suspect when it comes to 
practical applications of biometric footprint data and 
various industries have already implemented different 
types of solutions in this area. Solid portion of them are 
trying to improve the classical problem of authenticating a 
person by utilizing some of the biometric information. This 
is commonly referred to as an adaptive authentication. 

In banking and financial business in general, for 
example, improving the security during the authentication 
process is seen as being critical by most of the users. Any 
flaws in this area may immediately turn many existing 
customers away from such faulty solution, with a good 
chance to lose them forever. Therefore, all Fintech 
industries are investing a lot of efforts and resources into 
this issue. 

The idea behind adaptive authentication solutions is to 
combine different types of information in the 
authentication process: 

• Information that a user claims to know (like 
username, password and PIN) 

• Information that is physiologically or behaviorally 
(or both) inherent to the user (biometric data) 

The first element is traditional but the second one 
reflects the effort to include biometric data and make it 
reliable enough to be used in these highly sensitive 
applications. Even more specifically, behavioral 
biometrics is often being used as an innovative approach 
to user authentication based on the creation of a unique 
profile for every single customer [14]. 

Microsoft Kinect  
3D camera used 
for gesture/hand 
motion control 
and biometric 

footprint  
 
 

Semi-transparent 
display 

integrated in the 
door  

(instead of glass) 
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Specific behavioral measures used in these applications 
may come as a surprise to most people. Due to strict 
regulations (GDPR, among others) these solutions are 
collecting, analyzing and then applying information how 
do you press keys on a keyboard or on a mobile device, 
how you use your mouse and similar. This is done with a 
help of advanced AI models and the data is not directly 
associated with a person. Instead, it is locally collected, 
stored and analyzed but never explicitly linked to a person. 
At least in theory. 

IV. CONCLUSION 

Although it may look strange at first, the idea of having 
“anonymous identities” is really an interesting approach 
that is rapidly gaining momentum in some areas. This is 
not a replacement of standard “known identities” but it 
already has some very important practical applications 
today and the number will increase over time. Virtually all 
practical examples of collecting biometric identity (for 
standard identities) or biometric footprint (for anonymous 
identities) use artificial intelligence of some kind. 
Stereoscopic cameras (like Microsoft Kinect) and 
advanced image processing algorithms are very common 
in these scenarios. 

Currently, the most popular areas for applications that 
use anonymous identities are security and marketing, but 
there are others as well. 

These new implementations are getting increasing 
attention because they can also satisfy two very specific 
conditions: 

• Compliance with GDPR (and similar) privacy 
protection regulation, and 

• Ability to establish touchless communication 
between the computer (or any other piece of 
equipment) and the person being measured (or a 
person interacting with some computerized device) 

The latter becomes very important in the current 
healthcare conditions when coronavirus disease (COVID-
19) outbreak caused global pandemic in end of 2019/first 
half of 2020. 

In spite of high reliability of recognition accuracy of 
fingerprints (99%) [11], palm print, hand/fist geometry 
[12], these technologies require contact-based approach 
which is not always possible to implement. This is 
particularly true today. Touchless measurements and user 
interface completely eliminate the need of any physical 
contact, but yet keep the functionality intact. 
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