
 

Abstract— Correlation power analysis (CPA) is a 

side-channel attack (SCA) which exploits the 

information leaked through the power supply current 

and voltage, or the electromagnetic emissions of the 

attacked digital system.  It uses statistical analysis of a 

large number of power supply measurements to 

retrieve the secrets of the digital system. Correlation 

power analysis uses a number of hypothetical secret 

keys which are correlated to the measurements of the 

attacked system. Usually correlation power analysis 

uses the Pearson correlation coefficient, but the 

intermediary values and the power supply 

measurements can have a nonlinear relationship. The 

paper investigates the application of the distance 

correlation in the correlation power analysis and 

compares it to the Pearson correlation coefficient. The 

comparison is based on a side-channel attack on a 

multiplication operation of an input message and a 

secret key. The results of the comparison show that 

the distance correlation achieves a higher prominence 

of the correct secret key than the Pearson correlation 

coefficient. 
Keywords—side-channel attack; correlation power 

analysis; distance correlation; 

I. INTRODUCTION 

Side-channel attack (SCA) is an attack on a computer 

system which attempts to retrieve its secrets based on the 

measurements and analysis of a side-channel source of 

information. The side-channel source of information can 

be e.g. the power consumption, electromagnetic emissions 

or execution timings of the computer system. Compared 

to the traditional forms of attack where weaknesses of the 

implemented algorithm are exploited, the side-channel 

attacks exploit the weaknesses of the implementation of 

the computer system [1], [2], [3]. 

The secret information of the computer system can be 

leaked via the power supply and in the case of digital 

circuits the information is leaked when the circuit is 

changing its output state. Changing the output state of the 

digital circuit consists of charging and discharging some 

parasitic capacitances which draws a current from the 

power supply. Depending on the impedance of the power 
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supply network the voltage of the power supply is 

perturbed. These perturbations can then give insight on 

the operation of the digital circuit. Side-channel attacks 

via power supply measurements use two main 

approaches: simple power analysis (SPA) and differential 

power analysis (DPA) [4]. Simple power analysis is based 

on observing and analysing a single waveform of power 

consumption of the computer system [5], [6]. Differential 

power analysis is an attack which uses statistical analysis 

of a large number of waveforms and a popular method of 

such an attack is the correlation power analysis (CPA) 

[7]. 

Correlation power analysis uses a number of 

hypothetical secrets which determine the intermediate 

values of the attacked computer system. The intermediate 

values and the power consumption model are used to 

construct the hypothetical power consumption waveform. 

The hypothetical waveforms and the power supply 

measurements of the attacked system are statistically 

tested for correlation. The most often used statistical test 

is the Pearson correlation coefficient [8], [9]. 

The multiplication operation in digital circuits is a 

complex operation and it is attacked in cryptography as a 

part of bilinear pairings [10], [11], [12] or in reverse 

engineering neural networks [13].  

The intermediary values and the power consumption 

measurements can have a nonlinear relationship, while 

the Pearson correlation coefficient exclusively identifies 

linear relationships. A correlation measure which 

identifies both linear and nonlinear relationships in the 

tested data is the distance correlation [14]. The distance 

correlation has a zero value if and only if the tested data is 

independent.   

This paper introduces the application of the distance 

correlation in the correlation power analysis and 

compares the performance of the Pearson correlation 

coefficient and the distance correlation on a test digital 

circuit which implements a multiplication operation. 

The digital multiplier circuit which is used to compare 

the correlation power analysis using the two correlation 

coefficients is described in Section II. The methodology 

of the correlation power analysis, as well as the Pearson 

correlation coefficient and the distance correlation are 

introduced in Section III. The results of the 

measurements, the correlation power analyses, and their 

comparison are presented in Section IV. The 

measurement and the comparison results are discussed in 
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Section V, which is followed by conclusions presented in 

Section VI.  

II. DIGITAL MULTIPLIER CIRCUIT 

A. Design of the test circuit 

The comparison of the correlation power analyses based 

on the Pearson correlation coefficient and the distance 

correlation is based on a side channel attack on a 

multiplication operation implemented in a digital circuit. 

The digital circuit is defined in Verilog and then 

synthesized and implemented in an Artix-7 FPGA, i.e. the 

development platform Arty A7-35T. The digital design of 

the test circuit has two main functionalities: receiving the 

message via the UART interface and then multiplying the 

message with a secret key. The test circuit implements a 

128 x 128-bit multiplication operation and its clock 

frequency is set to f = 10 MHz. 

Figure 1 shows the flowchart of the behaviour of the 

test circuit. The test circuit is implemented as a finite state 

machine which first receives the message in bytes via the 

UART interface and then alternates between multiplying 

the message and the secret key, and resetting for a defined 

amount of time. While the state machine alternates 

between multiplying and resetting, a measurement 

triggering signal is also generated. Alternating 

multiplication and resetting ensures that the side-channel 

information, i.e. power supply measurement is 

proportional to the Hamming weight of the multiplication 

operation result. 

B. Power supply measurements 

Figure 2 illustrates the side channel information leakage 

through the power supply in a digital circuit. Fig shows an 

example CMOS circuit in an Artix-7 FPGA which is 

connected to the power supply voltage VCC,INT.  

The CMOS circuit is characterized by its parasitic 

capacitance CPAR which is charged and discharged when 

the output of the circuit is changing. The charging and 

discharging of the parasitic capacitance cause 

perturbations in the power supply voltage and 

consequently leaks information with respect to the state of 

the digital circuit.  

The power supply of the FPGA core is decoupled by 

using the capacitor CDEC. In these measurements the 

decoupling capacitors connected to the power supply 

VCC,INT are removed in order to distinguish the power 

supply voltage perturbations which represent the side-

channel leakage information. 

Additionally, the multiplication and the resetting 

operations are alternated a large number of times which 

produces the measured waveform. The waveform is 

measured using the deep-memory oscilloscope Yokogawa 

DLM4038 and it is triggered by the signal generated by 

the test digital circuit.  

The waveform of the measured power supply voltage is 

segmented with respect to the period of the clock signal 

of the digital circuit. The duration of the measured 

waveform is set to m = 1000 clock cycles. The waveform 

segments are then averaged and the peak to peak value of 

the mean waveform represents the measurement value of 

the power supply voltage which is used in the correlation 

power analysis. 

III. CORRELATION POWER ANALYSIS 

A. Pearson correlation coefficient 

The Pearson correlation coefficient rH,V of the Hamming 

weight of the multiplication result H and the power 

supply voltage V is estimated using 
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where n is the number of measurement samples, hi and vi 

are the Hamming weight and the power supply voltage 

samples, while h  and v  are their mean values.  

The Pearson correlation coefficient rH,V ranges from rH,V  

= -1 which indicates a perfect negative linear relationship, 

to rH,V = +1 which indicates a perfect positive relationship. 

The Pearson correlation coefficient rH,V = 0 suggests no 

linear association, but it does not indicate that the two 

variables are independent. 

 
Figure 1.  The flowchart of the behaviour of 

the digital test circuit. 

 
Figure 2.  An example CMOS circuit in the FPGA 

with the power supply. 



 

B. Distance correlation 

The distance correlation is a dependency measure 

between two random vectors which is defined in [14]. 

Distance correlation of a sample is estimated by using the 

sample distances aij and bij which are defined as 
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where hi and hj are the Hamming weight samples, and vi 

and vj are the power supply voltage samples. The sample 

distances are then used to define the corresponding 

double centred matrices Ai,j and Bi,j by 
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where n is the number of measurement samples. The 

double centred matrices are used to define the squared 

distance covariance N2(h,v) by using  
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Finally, the squared distance correlation coefficient 

d2(h,v) of the Hamming weight of the multiplication result 

h and the power supply voltage v is estimated by 
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The distance correlation d2(h,v) ranges from d2(h,v) = 0 

to d2(h,v) = 1, where the correlation d2(h,v) = 0 only if the 

two variables are independent, i.e. if there is no linear or 

non-linear relationship between the tested variables. 

C. CPA method 

Correlation power analysis (CPA) is a statistical method 

which is uses a large sample of side-channel 

measurements to determine the secret key. The secret key 

is determined by observing a statistical measure between 

the hypothesized value, i.e. output of the digital operation 

for a given input message and secret key hypothesis, and 

the side-channel measurement. The most often used 

statistical measure is the Pearson correlation coefficient, 

while this paper also considers the distance correlation.  

Fig. 3 shows the flowchart of the correlation power 

analysis. For a given sample of input messages and side-

channel, i.e. power supply measurements, the correlation 

power analysis is done in the following manner. The input 

messages and the key hypotheses are used to determine 

the hypothetical intermediate values using the model of 

the digital operation. The power supply model uses the 

hypothetical intermediate values to determine the 

hypothetical power consumption. Finally, the hypothetical 

power consumption is statistically compared with the 

measured power traces. The key hypothesis that yields the 

highest correlation is determined as the correct secret key. 

The model of the digital operation in this paper is 

straightforward and the intermediary value is defined as a 

product of the input message and the secret key. 

The power supply model relates the intermediary value 

and the power consumption of the digital circuit, and in 

this paper the Hamming weight of the intermediary value 

is directly related to the measurements of the power 

supply. 

Fig. 3 shows a general correlation power analysis 

algorithm, while a practical attack on multiplier using 

multi-word operands consists of two steps. First step 

attacks the individual words of the operands, while the 

second step uses the results of the first step and attacks 

the complete multi-word operands [10]. Aim of this paper 

is to compare the two correlation measures and the 

example attack is based on attacking a multiplication 

operand, i.e. the input message consisting of a single 

word.  

 
Figure 3.  The flowchart of the Correlation Power Analysis 

(CPA).  Figure 4.  An example measurement of the power supply voltage. 



 

IV. RESULTS 

A. Power supply voltage measurements 

The power supply measurements on the test digital 

circuit are done N = 380 times, and the 128-bit input 

messages are generated with a uniform distribution of 

Hamming weights in the range h ∊ [1, 128]. The targeted 

secret key is set to 18610 (101110102). The secret key is 

an 8-bit number which limits the number of key 

hypotheses to 28 = 256 hypotheses. 

Fig. 4 shows an example of a measured waveform of the 

power supply voltage vcc,int, while Fig. 5 shows the mean 

value of the segmented, measured waveform shown in 

Fig. 4. It is observed that the example waveform has a 

peak-to-peak value vcc,int ≈ 15 mVPP, while the mean 

waveform has a peak-to-peak value vcc,int ≈ 1.5 mVPP. It is 

also determined that the RMS value of the example 

waveform is vcc,int = 2 mVRMS, while the RMS value of the 

mean waveform is vcc,int = 0.6 mVRMS. 

Fig. 6 shows the peak-to-peak value of the averaged 

power supply waveform with respect to the Hamming 

weight of the input message and the correct multiplication 

result. Fig. shows that the Hamming weights of the input 

messages are largely uncorrelated with the power supply 

measurements, while the weights of the correct 

multiplication results are strongly correlated with respect 

to the measurements. These results also show that the 

relationship between the Hamming weights and the power 

supply measurements are slightly nonlinear, i.e. the 

results show a concave relationship.  

B. CPA via Pearson correlation coefficient 

Fig. 7 shows the Pearson correlation coefficient r with 

respect to the key hypothesis with the highlighted target 

key. The Pearson correlation coefficient r is calculated 

using (1) for the Hamming weight of the multiplication 

operation result and the peak-to-peak value of the mean 

power supply voltage. The x-axis of the graph represents 

the binary value of the key hypothesis and the correct 

secret key is marked with a star.  

It is observed that the highest value of the Pearson 

correlation coefficient is rmax = 0.9689, while the lowest 

value is rmin = 0.7683 and the median value is rmed = 

0.9065. The highest value of the Pearson correlation 

coefficient corresponds to two secret key values: 9310 

(010111012) and 18610 (101110102). 

C. CPA via distance correlation 

Fig. 8 shows the distance correlation d with respect to 

the key hypothesis with the highlighted target key. The 

distance correlation d is calculated using (2)-(6) for the 

Hamming weight of the multiplication operation result 

and the peak-to-peak value of the mean power supply 

voltage. 

It is observed that the highest value of the distance 

correlation is dmax = 0.9671, while the lowest value is dmin 

= 0.7488 and the median value is dmed = 0.8586. The 

highest value of the distance correlation corresponds to 

two secret key values: 9310 (010111012) and 18610 

(101110102), like the case with the Pearson correlation 

Figure 5.  The mean waveform of the segmented measured waveform in 

Fig. 4. 

Figure 7.  The Pearson correlation coefficient r w.r.t. the key 

hypotheses. 

Figure 6.  The peak-to-peak value of the averaged power supply 

waveform with respect to the Hamming weight of multiplication result. 

Figure 8.  The distance correlation d w.r.t. the key hypotheses. 

 



 

coefficient.  

D. Comparison of correlation power analyses 

Fig. 9 presents the comparison between the Pearson 

correlation coefficient r and the distance correlation d 

with respect to the number of measurements n. Fig. 9 

shows the correlation values for the target key rtrgt and 

dtrgt, and the false keys with maximum correlation value 

rfalse,max and dfalse,max.  

It is observed that the target key correlations in both 

cases rapidly increase with respect to the number of 

measurements and with n = 20 measurements the 

correlations exceed r, d > 0.9800. Furthermore, at n ≈ 40 

measurements both correlations succeed at identifying the 

correct secret key, i.e. rtrgt > rfalse,max and dtrgt > dfalse,max. As 

the number of measurements increases, the target key 

correlations remain largely constant, while the maximum 

false key correlations steadily fall. It is observed that the 

decrease in the maximum false key correlation is more 

pronounced in the case of the distance correlation 

compared to the Pearson correlation coefficient. 

Fig. 10 shows the comparison between the prominence 

of the Pearson correlation coefficient Δr and the 

prominence of the distance correlation Δd with respect to 

the number of measurements n. The prominence is 

defined as a relative measure between the correlation 

values of the target key and the false key with maximum 

correlation, i.e. Δd = 1 - dtrgt/dfalse,max and Δr = 1 - 

rtrgt/rfalse,max. It is observed that the prominence of both 

correlations is negative while the number of 

measurements is n < 40, i.e. the Correlation power 

analysis yields an incorrect secret key solution. In the 

case where the number of measurements n > 40 both 

correlations succeed at identifying the correct secret key, 

i.e. Δr > 0 and Δd > 0. Furthermore, the Pearson 

correlation coefficient has a maximum prominence Δr ≈ 

5%, while the distance correlation has a maximum 

prominence Δd ≈ 8%.  

V. DISCUSSION 

The test digital circuit implements a 128 x 128-bit 

multiplication operation, but an 8-bit secret key is used in 

the measurements to limit the number of key hypotheses 

and simplify the correlation power analysis and 

consequently the comparison of the two correlation 

coefficients. This example can be extended to longer 

secret keys by extracting the individual bytes of the secret 

key using the described procedure. In that case a larger 

number of measurements would be required to complete 

the analysis and it will depend on the ratio of the number 

of tested bits and the total number of bits, and the 

measurement noise level as shown in [7]. Additionally, 

CPA becomes computationally more prohibitive as it is 

applied on longer secret keys, e.g. an 8-bit CPA consists 

of testing 256 key hypotheses, while a 16-bit CPA 

consists of testing 65536 key hypotheses. 

The measurements of the power supply voltage are 

segmented and averaged in order to separate the voltage 

perturbation due to the dynamic power consumption and 

the noise present in the measurements. The results of the 

waveform measurements and averaging show that this is 

necessary as the peak-to-peak value of the raw 

measurement is 10 times greater than the peak-to-peak 

value of the averaged waveform, while the RMS value of 

the raw measurement is approx. 3 times greater than the 

RMS value of the averaged waveform. 

The correlation power analysis shows that both the 

Pearson correlation coefficient and the distance 

correlation have high values which means that the 

measurements are highly correlated to the Hamming 

weights of the multiplication result. This is caused by the 

fact that the digital circuit only executes one operation, 

i.e. the multiplication of the input message and the secret 

key. Also, high correlation values are caused by the fact 

that the secret key is determined by a single byte. In the 

case where other operations are executed in parallel to the 

multiplication or the secret key consists of multiple bytes, 

the correlation values would be lower. 

The correlation power analysis in both cases identifies 

two secret keys with a maximum correlation. The secret 

key 9310 (010111012) is a shifted version of the secret key 

18610 (101110102). The multiplication with the secret key 

9310 (010111012) produces results which have an equal 

Hamming weight as the results of the multiplication with 

the secret key 18610 (101110102).  

Although the correlation Power Analyses using both of 

the correlation coefficients have a similar maximum 

value, i.e. rmax ≈ dmax ≈  0.97, the minimum value and in 

particular the median value of the analysis using the 

distance correlation is lower than in the case of the 

analysis using the Pearson correlation coefficient. This 

Figure 9.  Comparison of the Pearson correlation coefficient r and the 

distance d w.r.t. number of measurements n. 

Figure 10.  Comparison of the prominence of the Pearson correlation 

coefficient r and the distance d w.r.t. number of measurements n. 



 

leads to a conclusion that during the correlation power 

analysis the statistical test that uses the distance 

correlation better discriminates between the target and the 

false key hypotheses than the Pearson correlation 

coefficient. 

The relative comparison of the two correlation 

coefficients confirms the previous conclusion that the 

difference between the target and the maximum false key 

correlations is more pronounced in the case of the 

distance correlation, i.e. the result of the correlation 

power analysis using the distance correlation yields a 

more prominent  secret key solution, than the correlation 

power analysis using the Pearson correlation coefficient.  

 Further research in comparing the two correlation 

coefficients includes developing a more complex test 

digital circuit which executes parallel operations along the 

attacked multiplication. The parallel operations represent 

an interference during the correlation power analysis and 

allows for further comparison of the two correlation 

coefficients. Further research also includes implementing 

the correlation power analysis in the case of longer secret 

keys.  

VI. CONCLUSIONS 

Multiplication operation which gives a product of an 

input message and a secret key is attacked via a side-

channel. The multiplication operation is implemented in 

an FPGA and the side-channel information consists of 

measuring the perturbations of the power supply voltage. 

The measurements are averaged and further reduced to 

their peak-to-peak values. The secret key is extracted by 

using the correlation power analysis which is a statistical 

method which postulates the number of key hypotheses 

and then tests the correlation between the key hypotheses 

and the side-channel measurements, i.e. the power supply 

measurements. Two statistical measures of correlation are 

used in the correlation power analysis: the Pearson 

correlation coefficient and the distance correlation. The 

Pearson correlation coefficient is typically used in 

correlation power analysis and it is sensitive to linear 

relationships, while the distance correlation is sensitive to 

non-linear relationships as well. The two correlation 

coefficients are compared in the correlation power 

analysis  used in the side-channel attack on the secret key 

of the multiplication operation. The results show that the 

measurement is subject to a high level of noise, i.e. the 

RMS value of the raw measurement is 3 times greater 

than the RMS value of the averaged waveform and that 

the measurement averaging is necessary. Measurement 

results show that the relationship between the 

measurements and the Hamming weights of the 

multiplication result is concave. Both correlation 

coefficients used in the correlation power analysis yield 

the correct secret key and their values are high as the test 

digital circuit features only the attacked operation. The 

analysis also extracts the shifted version of the correct 

secret key. Analysis results show that the correlation 

power analysis using the distance correlation yields a 

more prominent secret key solution when compared to the 

analysis using the Pearson correlation coefficient. This 

conclusion is supported by the fact that the distance 

correlation is sensitive to nonlinear relationships and the 

measurements show that the power supply is related to the 

Hamming weight of the multiplication result in a concave 

manner. 
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