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1 Introduction

Physical and virtual infrastructure makes it possible to maintain the current level of develop-
ment of individuals, society, organizations and states, as well as their progress. It includes 
static elements such as bridges, tunnels and pipelines; dynamic elements such as numerous 
transport platforms like rail, air and road vehicles; and virtual ones such as the internet, digital 
services and their content. These and numerous other examples of infrastructure – besides 
ensuring that development, investment and quality of life make environments that have a 
better combination of individual and collective solutions more competitive than others – are 
characterized by openness, accessibility and mass use. Infrastructure is expected to be reli-
able, long-lasting, cost-effective and continuously progressing, for a modern way of life and 
constant acceleration in all social and economic processes.

Infrastructure as a term and concept concerning its essential function – to be a medium for 
the production, transmission and exchange of various products and services – is viewed from 
three fundamental perspectives. Firstly, we look at it as a series of objects, networks and sys-
tems	that	have	a	specific	and	predetermined	function	(social,	economic,	security);	secondly,	as	
providing services to numerous individual users; and thirdly, noting that all infrastructure uses 
IT	support	for	its	functioning.	The	emphasis	in	the	first	case	is	on	the	mechanical	parts	of	the	
infrastructure, in the second on the possibilities it provides, and in the third on its dependence 
on its IT component. The interactivity of these perspectives is beyond question, and for the 
sake of completeness of understanding and analysis, they should be considered together as 
much as possible.

It is important to emphasize that not all infrastructure is critical, nor is all critical infrastruc-
ture	equally	valuable.	For	the	operational	definition	of	critical	infrastructure	in	this	paper,	we	
take	a	sufficiently	broad	definition	from	the	European	Commission:	“Critical	infrastructures	
consist of those physical and information technology facilities, networks, services and assets 
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which, if disrupted or destroyed, would have a serious impact on the health, safety, security 
or economic well-being of citizens or the effective functioning of governments” (European 
Commission, 2004: p 3). Concerning responsibility for the protection of critical infrastruc-
ture, we will refer to the Council of the European Union’s conclusion: “The primary responsi-
bility for protecting critical infrastructures falls on the Member States, owners, operators and 
users	(users	being	defined	as	organizations	that	exploit	and	use	the	infrastructure	for	business	
and service provision purposes). Member States authorities will provide leadership and coor-
dination in developing and implementing a nationally consistent approach to the protection 
of critical infrastructure within their jurisdictions, taking into account existing Community 
competences. The responsibility for carrying out risk and threat assessments therefore lies 
primarily with the Member States” (Council of the European Union, 2007: p 2). According 
to the above, it is evident that the states are primarily responsible for protecting critical in-
frastructure in collaboration with owners, managers and users, while the EU can help them 
coordinate all the processes. This is an important inference for subsequent discussion.

Critical infrastructures possess, have in place, create and/or are exposed to certain security 
risks	that	are	significant	to	their	functioning	or	to	the	processes	they	enable.	These	risks	may	
be	natural	(such	as	earthquakes,	fires,	floods,	storms,	ageing,	climate	change	and	the	like);	
technical and technological (caused by processes and components in the operation of critical 
infrastructure); or intentionally or unintentionally created by humans (such as improper han-
dling, theft, vandalism, sabotage, espionage, terrorism). Risks created by people with intent 
are called threats and can be internal and external. Internal threats are generated within the 
system being protected, while external threats are generated by attackers not directly con-
nected to the critical infrastructure. This study generally focuses on the threats of terrorism, 
and	specifically	on	cyberterrorism	against	critical	infrastructure,	regardless	of	its	origin.

Terrorism	has	many	definitions,	but	for	this	paper	we	have	decided	to	use	the	following	one:	
“Criminal acts intended or calculated to provoke a state of terror in the general public, a 
group of persons or particular persons for political purposes are in any circumstance unjus-
tifiable,	whatever	the	considerations	of	a	political,	philosophical,	ideological,	racial,	ethnic,	
religious or any other nature that may be invoked to justify them” (United Nations, 1994). 
For	cyberterrorism,	we	use	the	straightforward	and	broad	definition	of	the	Merriam-Webster	
dictionary (2020): “Terrorist activities intended to damage or disrupt vital computer systems.” 
Therefore, cyberterrorism in this study represents an active threat and/or attack on the IT com-
ponents	of	critical	infrastructure	to	achieve	specific	political	goals.	However,	there	is	a	need	
to differentiate cyberterrorism from other forms of cyber-attacks to critical infrastructure and 
misuse of the internet for terrorist purposes. The main challenge of cyberterrorism is to prove 
a substantial political impact of the attack and an intention to provoke coercion against a state 
or international organization for individual political decisions. 

Of all the security risks and/or threats to the functioning of critical infrastructure, terrorism is 
one	of	the	most	significant.	It	is	essential	to	highlight	that	although	it	is	one	of	the	most	signifi-
cant it is by no means the most important, to avoid the logic trap of sectoral experts who claim 
that the jobs they are engaged in are more important than others. Catherine De Bolle, Execu-
tive Director of Europol, believed that: “In 2018, terrorism continued to constitute a major 
threat to security in EU Member States” (Europol, 2019: p 4), and for the Security and Intel-
ligence Agency of the Republic of Croatia: “Terrorism is still the most prominent and the most 
visible threat to the international security and the security of European citizens” (2018: p 10).
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However,	why	is	terrorism	one	of	the	most	significant	security	threats	to	the	functioning	of	
critical infrastructure? Because of its background, unpredictability and unexpectedness. Be-
cause it represents an act which is politically inspired, an act which involves violence or the 
threat of violence, and an act which has a strong psychological impact, as well as because of 
the consequences that arise. These consequences (manifested in human suffering, property 
damage,	 financial	 loss	 and	 damaged	 reputation)	 are	 likely	 to	 be	 of	 a	 lesser	 degree	 than	 a	
devastating natural or technical and technological event. Still, they are far more worrying for 
politicians and decision-makers, because they indicate vulnerability to human attack, the pos-
sibility of critical infrastructure being threatened by someone from the outside, and the way in 
which	national	systems	of	particular	interest	were	not	sufficiently	protected.	All	of	the	above	
concerns the subjective side of looking at and dealing with security risks and threats. We, as 
authors,	academically	and	professionally	dealing	with	various	security	fields,	are	verifiably	
aware that countries are investing far more diverse resources in counter-terrorism, which is 
most likely to cause far fewer consequences than more apparent risks (such as natural or 
technical-technological) which, if materialized, would cause far-reaching consequences. We 
have stated this to emphasize the position that not only are we aware of the threat of terrorism, 
but also that its risks should not be exaggerated.

These considerations lead us to the research problem – which we want to observe from different 
dimensions – which is, how much is critical infrastructure (honestly) at risk of cyberterrorism 
in the European Union, South-Eastern Europe and the Republic of Croatia?1 We will examine 
the above by considering the types of cyber threats against critical infrastructure, the proportion 
of cyberterrorism within the entire spectrum of threats, and how many such attacks have been 
attempted and implemented against critical infrastructure. The subject of the research we wish 
to analyze is set out to consider public policies and activities to protect critical infrastructure 
from terrorist threats at the level of the European Union, South-Eastern Europe and the Repub-
lic	of	Croatia.	The	research	objective	is	to	investigate	the	extent	to	which	the	official	policies	
of the entities under review in the area of protection of critical infrastructure from terrorist 
threats are operational in implementation. The reason behind this is the fact that protection of 
critical infrastructure is unenforceable without proactive national and international coordination 
mechanisms, as well as inter-organizational cooperation within counter-terrorism processes. 
With regard to the research objective, it should be noted that the strategies, directives and laws 
inevitably state the necessity and exigency of protecting critical infrastructure from threats of 
terrorism. Therefore, the main research question of this paper is: How much are public policies 
of protection of critical infrastructure from (cyber)terrorism operationalized in practice? The 
purpose of this research is to provide, through the results of the study, recommendations con-
cerning stronger cooperation and coordination in this area.

This research is a qualitative study that seeks to answer the problem, subject and objectives of 
the research, and the research question. We have opted for qualitative research because it aims 
to provide a more in-depth insight into the subject, to achieve a holistic approach to the research, 
and to explain the conclusions we have reached. The methodological framework of this research 
is composed of system theory and the following research methods: generalization, the deductive 
method, the inductive method, the analysis method, and the synthesis method. System theory is 
used in interdisciplinary research to study the relations and relationships of the system parts and 

1 We will explain the role of the Union later. The Republic of Croatia is used as a link between the Union and 
South-Eastern Europe, as it belongs to both entities (politically it is an integral part of the Union and geo-
graphically it is located in the region of South-Eastern Europe, where it has a shared history, numerous links 
and	significant	collaboration	in	many	areas	with	certain	countries).
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the functioning of the system as a whole. It will serve to analyze the actions of different actors 
and set-up mechanisms and processes. 

The	method	 of	 generalization	will	 be	 used	 to	 observe	 specific	 countries	 of	 South-Eastern	
Europe (Croatia, Bosnia and Herzegovina, Serbia, Montenegro, Northern Macedonia and 
Kosovo) through the prism of the Republic of Croatia, since the other countries mainly fol-
low the path and development of normative acts and operational activities (the issue of Euro-
Atlantic integration, peacekeeping missions, civil protection, critical infrastructure and so on) 
modelled on the Republic of Croatia. The other countries of South-Eastern Europe will not be 
considered	in	this	study	because	of	their	extraordinary	heterogeneity	and	significant	diversity	
from	the	specified	countries.	

With the deductive method, we will derive individual points of the view from the general 
ones. If we determine the level of normative regulation and cooperation at the level of the EU, 
we can draw an inevitable conclusion about the regulation and activities of the protection of 
critical infrastructure at the level of the Republic of Croatia. The inductive method, however, 
will lead us to general conclusions based on individual facts, which means that by analyzing 
the capacity to protect critical infrastructure from terrorism in the Republic of Croatia, we will 
come to an understanding of the coordination capacity at the level of the EU. 

The method of analysis will be used to investigate individual parts in relation to the whole 
through the breakdown of complex structures. With this method, we will analyze the entire 
system of protection of critical infrastructure both at the EU and the Croatian level by analyz-
ing the subsystems, elements and measures of protection (holders of authority, participants 
and operational forces, public policies, principles of functioning and activation within the 
system, etc.). 
We	will	use	the	synthesis	method	to	explain	specific	settings	by	compiling	simple	pieces	into	
more complex ones. That is, we will explain the system of protection of critical infrastructure 
from	terrorism	at	the	EU	and	Croatian	levels	by	linking	the	processes	of	identification,	speci-
fication	and	protection	of	critical	infrastructure,	the	application	of	sectoral	and	cross-sectoral	
benchmarks, the importance of establishing public-private partnerships, and data secrecy pro-
tection. Throughout our research based on system theory and the methods outlined above, we 
will uphold a cross-cutting approach to combine and compare the results of the research and 
ultimately to be able to provide recommendations based on the research.

Research	set	up	in	this	way	has	some	limitations.	The	first	limitation	is	in	the	selected	research	
samples, the European Union and the Republic of Croatia as representative of both the EU and 
of part of South-Eastern Europe; the analysis of these two entities will only lead to a partial pic-
ture of the subject area, since a more in-depth analysis would need to cover all the countries of 
South-Eastern Europe, which is beyond the scope of research appropriate to one article. 

The next limitation should also be explained in the light of the subtitle of this paper: Coor-
dination and Cooperation from Brussels to South-Eastern Europe and Back. The observed 
countries are highly oriented towards Brussels in many ways, including the areas of interest 
of this research. They aspire to join the European Union and the NATO Alliance (except for 
Serbia, which is militarily neutral and does not intend to apply for full membership of NATO), 
and see Brussels as a natural place for coordination and cooperation. Brussels does serve as a 
point of coordination, but without a management function, which it is important to point out. 
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This	brings	us	to	the	final	limitation,	also	partly	related	to	the	subtitle,	which	represents	a	di-
chotomy	in	the	implementation	of	official	policies	and	operational	activities	from	Brussels	to	
South-Eastern Europe and back. Countries in the EU and those seeking full membership are 
aligned with Brussels’ guidelines in the area of protection of critical infrastructure and the is-
sue	of	cooperation	in	the	prevention	and	fight	against	terrorism.	The	challenge	is	that	although	
Brussels (where all Member States are represented in the development of policies adopted in 
Brussels) sets development guidelines in both areas, it cannot affect the implementation of 
Member States’ national policies, much less those of non-members. As critical infrastructure 
and the issues of preventing and combating terrorism are areas of national security in each 
country, the countries themselves decide on their level of cooperation with other countries and 
with Brussels. Concerning Brussels itself, the multiple capital city, although both organiza-
tions (the EU and NATO) are based in Brussels and have their own policies and coordination 
mechanisms for critical infrastructure protection, we have pragmatically decided to consider 
only activities that come from the European Union, because the role of NATO is much smaller 
in this area. Likewise, we consider this area to be a predominantly civil matter, and we will 
consider it as such. We do not dispute the position and role of armed forces in the protection of 
critical infrastructure, but we also place that outside the scope of our interest in this research. 
So, when we mention Brussels, we mean the activities of the European Union.

This paper is divided into several sections. First, we introduced the foundational concepts, 
set	specific	relationships,	and	explained	the	research	framework.	The	following	section	sum-
marizes the indicators of cyber threats against critical infrastructure. This is followed by a 
section dedicated to the EU, outlining the strategic and normative framework of the critical 
infrastructure protection area, with particular reference to threats of terrorism. The section 
is accompanied by the same overview for the Republic of Croatia. Next, we analyze the 
operational level of protection of critical infrastructure at the EU level, which will be pre-
sented through the cross-sectoral activities of professional communities dealing with critical 
infrastructure and counter-terrorism, to determine their links and cooperation. The same will 
be	done	for	the	Republic	of	Croatia.	In	the	Conclusion,	we	will	summarize	the	research	find-
ings	and	propose	specific	recommendations	for	improving	cooperation	and	protecting	critical	
infrastructure from terrorism.

2 Cyber Threats to Critical Infrastructure

Cyber threats are threats of disruptions and attacks towards IT infrastructure. The European 
Union Agency for Network and Information Security (ENISA), in its Threat Landscape Re-
port	from	2018,	identified	15	main	cyber	threats	in	the	world:	malware	(malicious	software	
designed to cause intentional damage to IT infrastructure – viruses, worms, spyware, Trojan 
horses); web-based attacks (through web systems such as browsers, extensions, websites and 
web services); web application attacks (using weaknesses in web services and applications); 
phishing (defrauding information by posing as a legitimate company and sending emails and 
messages with a malicious attachment, URL, etc.); disturbed denial of service – DDoS attack 
(disruption	to	the	regular	traffic	of	a	server,	service	or	network	by	overwhelming	it	with	in-
ternet	traffic);	spam	(flooding	users	with	unsolicited	emails	or	messages);	botnets	(connected	
devices that are running bots, i.e. software applications that run automated tasks like DDoS 
attacks); data breaches (successful outcomes of cyber threats as leakage or exposure of data); 
insider threat (within a company or organization); physical manipulation/damage/theft/loss 
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(of a storage device); information leakage; identity theft; cryptojacking (or cryptomining – 
use of device processing power to mine cryptocurrencies); ransomware (ransom of blocked 
files	and	devices);	and	cyber	espionage	(ENISA,	2019:	p	9).	All	of	the	above	cyber	threats	
could be used against critical infrastructure, and if their character and consequences had po-
litical	goals,	they	could	be	identified	as	cyberterrorism.
 
Malware is the most common cyber threat (ENISA, 2019: p 26), and there have been sev-
eral well-known malware attacks against critical infrastructure across the world. Uncov-
ered in 2010, a computer worm named Stuxnet caused substantial damage to Iran’s nuclear 
programme, as it targeted supervisory control and data acquisition (SCADA) systems. It is 
widely believed to have been unleashed by Israel and the United States (Nakashima & War-
rick, 2012). Industroyer was malware used in a cyber-attack on a power grid in Ukraine on 
December	17,	2016,	which	cut	off	power	to	a	fifth	of	Kyiv.	This	attack	was	the	second	attack	
on	Ukraine’s	power	grid;	the	first	was	in	2015	(Polityuk	et	al.,	2017).	In	2017,	the	malware	
Triton was discovered in Saudi Arabia, attacking a petrochemical plant by disabling instru-
mented safety systems (ENISA, 2019: pp 28-29). Web or web application based attacks can 
also be used as an attack on critical infrastructure through an unsuspecting insider or client 
by spamming campaigns or trojans. In 2007, after a controversy about moving a communist-
era monument, the Bronze Soldier, from the centre of Tallinn to a military cemetery, Estonia 
was hit by cyber-attacks orchestrated by Russians. Attacks in the form of a spam campaign 
spreading false news sparked riots by a Russian minority, and at the same time extreme lev-
els	of	internet	traffic	took	down	the	online	services	of	government	bodies,	banks	and	media	
(McGuinness, 2017). 

A web-based attack unveiled in 2018 “abused the deep packet inspection hardware, used by 
Turks telecom, redirecting customers in Turkey and Syria to download spyware” (ENISA, 
2019: p 33). Although this does not sound as sinister as previous threats, phishing is so preva-
lent that “90% of malware infections and 72% of data breaches in organizations originate 
from	phishing	attacks”	(ENISA,	2019:	p	40).	With	spearphishing	these	attacks	are	specifically	
targeted,	like	sextortion	scams	towards	rich	or	influential	individuals,	or	individuals	with	ac-
cess to sensitive business data. Nation-state actors use spearphishing as a primary infection 
vector for espionage and disruption operations (ENISA, 2019: p 42). However, to utilize 
spearphishing,	 the	hackers	first	need	 to	get	 their	hands	on	 individual	 records,	 i.e.	perform	
data breaches. The best-known incident, Cambridge Analytica-Facebook, is one of six social 
media data breaches, while the healthcare sector leads with 27% of incidents (ENISA, 2019: 
p 64). As a direct result of global service connectivity and its dependency on the Internet of 
Things (IOTs) there is a warranted threat from DDoS attacks on nations’ critical infrastruc-
ture such as hospitals, public transport, and so on. Utilizing DDoS, botnets attacked Ricardo 
Anaya’s campaign website during Mexico’s presidential elections and the Ukraine president’s 
website, and are responsible for the failure of operations of the largest train service provider 
in Denmark (ENISA, 2019: pp 47-48). 

Insider threat accounts for 77% of data breaches in companies, exists in every government, 
organization or company, and can be a threat from (a) intentional malicious insiders, (b) neg-
ligent insiders, and (c) unintentionally compromised insiders (ENISA, 2019: p 69). Types of 
data	that	are	at	risk	of	breach	from	insider	threats	are	financials,	costumers/employees’	data	
(57%); credentials, passwords (52%); sensitive personal information (49%); trade secrets, 
research product designs (32%); employee data (31%); and network, infrastructural control 
(27%) (ENISA, 2019: p 71). Unintentionally compromised insiders make unintentional data 
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breaches by way of phishing (67%), weak/reused passwords (56%), unsecured devices (44%), 
sharing passwords (44%) and unsecured WiFi networks (32%) (ENISA, 2019: p 72). An indi-
vidual usually leaks information by unintended disclosure (72.2%), while hacking or malware 
is responsible for 27.1% of leakage and physical loss only 0.1% (ENISA, 2019: p 79). Most 
data leakage incidents happen in governmental organizations (ENISA, 2019: p 81), such as 
when	 the	fitness	 tracking	 app	Strava,	 via	 collected	 information,	 disclosed	 the	 locations	of	
US, Russian and UK secret military bases in Syria and Afghanistan (ENISA, 2019: p 82). 
Cryptojacking is a relatively new cyber threat it but has already found its way to critical infra-
structure	in	Europe:	“in	February	2018,	the	first	incident	of	cryptomining	malware	was	found	
in SCADA systems of a water utility” (ENISA, 2019: p 95).

Ransomware is a dire cyber threat that targets critical infrastructure, usually healthcare orga-
nizations, by ransoming medical devices. Unlike cybercriminals who create ransomware for 
the ransom, the assumption is that nation-state actors create ransomware as a cover for cy-
berterrorism, like they did with the WannaCry (North Korea suspected) and NotPetya (Russia 
suspected) attacks. WannaCry attacked mostly healthcare organizations, infecting more than 
200,000 computers in 150 countries and collecting more than 312 ransom payments, and the 
Boeing aircraft manufacturing company (ENISA, 2019: p 103). NotPetya mostly infected 
computers in Ukraine, including those of the National Bank of Ukraine, while the ransom-
ware PyLocky targeted European countries in 2018. Nevertheless, we must be very careful 
here about connecting cyberterrorism and states, because it raises the question of how much 
we are willing to label a country with cyberterrorism.

Cyber espionage, a nation-sponsored type of cyber-attack, has been utilized in a more sig-
nificant	amount	 in	 recent	years	against	“industrial	 sectors,	critical	and	strategic	 infrastruc-
ture across the world including government entities, railways, telecommunication providers, 
energy companies, hospitals and banks”, and “focuses on driving geopolitics, stealing state 
and	trade	secrets,	intellectual	property	rights	and	proprietary	information	in	strategic	fields”	
(ENISA, 2019: p 107). The most active and capable cyber actors in economic espionage in 
the world are Russia, China and Iran, with North Korea not far behind. Some well-known 
cyber espionage threat-groups or campaigns are ZooPark (targeted Android users in Asia 
and North Africa and an independence referendum in Kurdistan); Powerstats and Pipefish 
(targets users in West and South-West Asia, North Africa, and the Middle East); an Iranian 
campaign, Myket, via updates in the marketplace; and Operation Parliament	(infiltrating	top	
governmental, judicial, military and intelligence bodies, as well as large companies, mostly in 
the Middle East and North Africa) (ENISA, 2019: p 111). Most critical for the EU is the Rus-
sian campaign APT28, which has targeted the Emmanuel Macron campaign, the Montenegro 
Parliament, Embassies in Europe and Russia, and the European Defence Agency, as well as 
compromising the networks of the German Bundestag, the French television network TV5 
Monde,	WADA	(the	World	Anti-Doping	Agency),	FIFA	(Fédération	Internationale	de	Foot-
ball Association) and a Ukrainian military mobile app (Council on Foreign Relations, 2020). 

Looking at the bigger picture, but also focusing on the Republic of Croatia, the Security and 
Intelligence Agency of the Republic of Croatia states the following: “NATO and the EU mem-
bers are often under attack by malicious cyber campaigns aimed at undermining the protected 
communications and information systems. The Republic of Croatia has been a target of a 
series of cyber-attacks in recent years. These were the so-called APT attacks (Advanced Per-
sistent Threat) which are long-term undetected attacks characterized by high level of exper-
tise, highly complex organization and a plan of attack that includes careful targeting (govern-
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ment agencies, critical infrastructure etc.), acquisition of the necessary IT infrastructure that 
ensures the anonymity of the attacker (usually located in third states), tactics for malicious 
software implementation (fake e-mail, weblinks, an “infected” device, etc.), infection of the 
target’s	ICT	system	and	activation	of	malicious	software	in	order	to	steal	confidential	data	
from the target, disable its activities, or harm the system. Due to their complexity and costli-
ness, it is reasonable to suspect that individual states sponsor APT attacks. The attacks have 
targeted mainly protected communications and information systems of state institutions of 
NATO and the EU members, aimed at collecting intelligence on their diplomatic, military and 
economic activities. Some of these hacker APT groups are Turla and APT28/Sofacy which 
have been attacking protected communications and information systems of the members of 
NATO and the EU for years” (2018: p 26). It should be noted further that in 2019 there were 
1129	identified	or	reported	cases	of	cyber-attacks	in	Croatia,	which	is	a	surge	of	65%,	mostly	
phishing, phishing URL and web defacement, and prevention of the spread of MikroTik (ma-
licious	cryptocurrency	mining	software)	and	a	fake	password	store	page	(Ivezić,	2020).	With	
regard to critical infrastructure, attacks were noted on banks, schools and other educational 
institutions,	the	Croatian	Post	(Ivezić,	2020),	and	INA	(the	Croatian	Oil	industry)	which	has	
been attacked by ransomware infection (INA.hr, 2020). 

It is challenging to detect the proportion of cyberterrorism within the entire spectrum of cy-
ber threats and terrorism. This is the main reason why we take several different perspectives 
into	account.	ENISA	states	that	just	as	European	countries	have	raised	their	efforts	to	fight	
terrorism	in	recent	years,	they	have	also	done	the	same	in	the	field	of	cyberterrorism.	Still,	
terrorism is much easier to detect than cyberterrorism. A great deal and more cyberterrorism 
is	camouflaged	behind	other	cyber	threats,	as	noted	in	previous	paragraphs,	and	it	may	seem	
more benign than it is, as was revealed when explaining spearphishing and unintentionally 
compromised insiders. For this reason we can separate cyber threat agents’ groups into in-
siders, hacktivists (protesting political/geopolitical decisions affecting national/international 
matters), script-kiddies, and cyber-criminals, -spies, -offenders and -terrorists (ENISA, 2019: 
p 119). Europol highlights the topic of the convergence of cyber and terrorism that “[t]here 
has been much concern and speculation over the past few years that terrorists could turn to 
launching cyber-attacks against critical infrastructure. However, while the so-called Islamic 
State (IS) online propaganda appears technologically advanced and their hackers may be well 
versed in encrypted communication tools, their cyber-attack tools and techniques remain ru-
dimentary” (2019: p 20). In its reports, Europol does not note potential cyber activities of the 
countries which could be connected via analytical methods with cyberterrorism. 

The most common differentiation between cyber-criminal and cyberterrorism is the connec-
tion of cyberterrorism with the nation-state. Countries are more and more beginning to under-
stand	that	they	cannot	fight	cyberterrorism	alone,	as	the	cyber-sphere	has	no	borders.	Cyber-
terrorists use legitimate services, mostly social media, to spread propaganda and hysteria via 
online trolling, bots, fake news, abuse of search engines algorithms and so on to recruit and 
to raise funds so that they can attack critical infrastructure under the guise of cyber-criminals 
(banks) and hacktivists (industries). The already-mentioned Cambridge Analytica-Facebook 
incident is a case of a misinformation/disinformation campaign which impacted the UK ref-
erendum on EU membership, as the data of 2.7 million EU users of Facebook were used 
to micro-target and mobilize voters via propaganda and fake news (ENISA, 2019: p 127). 
Cambridge	Analytica	was	employed	by	the	official	Leave.EU	referendum	campaign,	which	
is	being	investigated	for	its	Russian-backed	financing	(Wright,	2018;	Kirkpatrick,	Rosenberg,	
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2018; Hern, 2019) and its own ties with the Russian government (Cadwalladr, Graham-Harri-
son, 2018), and as the primary goal of the campaign, which used data breaches to spam voters, 
was political, it could be argued that the incident was a case of cyberterrorism. However, it 
would be hard to prove. 

At	the	end	of	this	section,	we	need	to	point	out	that	we	have	not	been	able	to	find	a	single	
reference to an example of cyberterrorism in the literature available for analysis. However, 
we have come across the following opinions: “There has not been so far a single recorded 
instance of cyber-terrorism” (Argomaniz et al., 2016: p 80, cited in Pierozzi, 2018: p 1) and 
“although cyberterrorist attacks have not yet materialized, increased level of “know-how” in 
ICTs will arguably make them more likely to occur” (UNOTC, UN CTED and Interpol, 2018: 
p 22). This puts before us the analytical challenge of considering and articulating our research 
topic.	We	can	conclude	that	cyber	threats	pose	a	tremendous	and	significant	threat	to	critical	
infrastructure,	but	so	far,	no	cases	of	cyberterrorism	have	been	officially	recorded,	i.e.	it	is	
difficult	to	prove	that	a	particular	cyber	act	is	an	act	of	terrorism.	This	does	not	mean	that	the	
danger does not exist and that it will not occur soon, and therefore, it should be researched.

3 A Strategic and Normative Framework for the 
Protection of Critical Infrastructure at the EU Level

The EU began to develop critical infrastructure protection in the early part of the 21st century 
–	generally	speaking,	as	a	reaction/influence	–	for	three	major	reasons.	The	first	significant	
reason is the response to the 9/11terrorist attacks in the United States in 2001, and the follow-
up to the US example of the strategic and normative regulation of the area (the Americans rep-
resent the global leaders in developing new concepts for strengthening resilience and protect-
ing critical infrastructure). The second reason is a response to terrorist attacks in Europe, in 
Madrid (2004) and London (2005), where elements of critical infrastructure, as in the case of 
9/11, were used to carry out the attacks. The third reason is the impact of the older EU Mem-
ber States, which developed and put in order the subject matter decades ago in their respective 
legislations. So, due to both external and internal impulses, EU experts began to regulate the 
subject matter for the sake of the EU itself, in cooperation with the Member States, and then 
with other organizations and countries. The following section provides an overview of the 
strategic	and	normative	acts,	as	well	as	particularly	significant	programmes	for	the	develop-
ment of this area at EU level.

The	first	EU	security	strategy,	adopted	in	2003	under	the	title	European Security Strategy: 
A Secure Europe in a Better World, mentions infrastructure in a section on the dependency 
and vulnerability of Europe in the transport, energy, information and other sectors (Council 
of the European Union, 2003). The next security strategy, Internal Security Strategy for the 
European Union: Towards a European Security Model from 2010, which is primarily focused 
on internal security, mentions critical infrastructure only once, in the sense of protecting it in 
order	to	ensure	a	high	quality	of	life	in	Europe	(European	Council,	2010).	In	the	first	Cyber-
security Strategy of the European Union: An Open, Safe and Secure Cyberspace from 2013, 
considerable attention was paid to the need to protect critical infrastructure and critical infor-
mation infrastructure from all threats, including cyberterrorism (European Commission and 
High Representative of the European Union for Foreign Affairs and Security Policy, 2013). 
In the strategy document A Global Strategy for the European Union’s Foreign And Security 
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Policy from 2016 (which replaced the security strategy of 2003), the term and concept of 
critical	 infrastructure	was	significantly	emphasized	 in	 the	need	 to	strengthen	 the	 resilience	
of infrastructure and to invest in its further development and its protection in various areas, 
including in the cyber domain (European External Action Service, 2016). 

The review of strategic documents is followed by an overview of the development of the 
regulatory framework. 

In June 2004, the European Council requested that the European Commission begin develop-
ing a comprehensive normative framework for critical infrastructure protection in the Euro-
pean	Union.	Based	on	this	request,	the	European	Commission	first	drafted	a	Communication 
from the Commission to the Council and the European Parliament: Critical Infrastructure 
Protection in the fight against terrorism, which outlines what Europe should do to prevent ter-
rorist attacks on critical infrastructure, improve emergency preparedness, increase resilience 
and develop the ability to respond to attacks (European Commission, 2004). The document 
initiated intensive work by the bodies of the EU, in cooperation with the Member States and 
individual	experts,	to	develop	the	EU’s	regulatory	framework	and	identity	in	the	field	of	criti-
cal infrastructure. The following year the European Commission drafted a Green Paper on 
a European Programme for Critical Infrastructure Protection, which suggested solutions for 
setting up critical infrastructure protection programmes and the creation of a Critical Infra-
structure Warning Information Network (CIWIN) (European Commission, 2005). The next 
input to the Commission came from the Justice and Home Affairs Council of the Council of 
the European Union, which in December 2005 requested the drafting of a proposal European 
Programme for Critical Infrastructure Protection. In line with this request, the following year 
the Commission developed and published the said Programme, which considered all threats 
to critical infrastructure, with terrorism remaining a primary focus and concern (European 
Commission, 2006).2 

Reviewing the document in question, in 2007 the Council of the European Union concluded 
that the ultimate responsibility for managing critical infrastructure protection solutions rests 
with the Member States, within their national borders (Council of the European Union, 2008). 
That same year, the Council passed a Decision establishing for the period 2007 to 2013, as 
part of General Programme on Security and Safeguarding Liberties, the Specific Programme 
‘Prevention, Preparedness and Consequence Management of Terrorism and other Security 
related risks’. The programme recognizes a number of security risks. It focuses on supporting 
Member States’ efforts to prevent terrorist attacks and to prepare for the protection of people 
and critical infrastructure from the risks of terrorist attacks (Council of the European Union, 
2007).	In	2008,	the	Council	issued	a	key	document	in	the	field	of	critical	infrastructure	pro-
tection in the EU, Council Directive 2008/114/EC of 8 December 2008 on the identification 
and designation of European critical infrastructure and the assessment of the need to improve 
their protection (hereinafter: Council Directive 2008/114/EC), which lays out the EU’s inter-
est in the comprehensive protection of critical infrastructure against all risks and threats at 
the Member State level and the EU as a whole, instead of the primary focus on the threat of 
terrorism (Council of the European Union, 2008). 

2 In 2013, the document was updated and replaced by a new document from the European Commission called 
Commission staff Working Document on a new approach to the European Programme for Critical Infra-
structure Protection: Making European Critical Infrastructure more secure, while the purpose and objectives 
remained the same.
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The regulatory framework for the protection of critical infrastructure in cyberspace and criti-
cal information infrastructure was initiated by the enactment of Regulation (EC) No 460/2004 
on establishing the European Network and Information Security Agency (European Parlia-
ment and Council of the European Union, 2004). This regulation was replaced by Regulation 
(EU) No 526/2013 concerning the European Network and Information Security Agency (Eu-
ropean Parliament and Council of the European Union, 2013), which was called the European 
Union Cybersecurity Act.	It	was	finally	replaced	by	Regulation (EU) No 2019/881 on ENISA 
(the European Union Agency for Cybersecurity) and on information and communications 
technology cybersecurity certification (European Parliament and Council of the European 
Union, 2019). The same bodies issued another important document during 2016: Directive 
2016/1148 of the European Parliament and of the Council concerning measures for a high 
common level of security of network and information systems across the Union (hereinafter: 
NIS Directive) (European Parliament and Council of the European Union, 2016). 

All	these	documents	have	become	a	framework	for	critical	infrastructure	protection,	defining	
the direction of action required by the actors, and outlining the mechanisms that need to be de-
veloped and put in place to ensure that cooperation on the protection of critical infrastructure 
and critical information infrastructure is effectively enforceable. However, what is challeng-
ing	in	the	field	of	research	of	this	paper	is	that	‘cyberterrorism’	in	the	EU	policy	environment	
may	be	deemed	a	misnomer,	since	it	has	not	yet	been	explicitly	defined	at	EU	level	(Pierozzi,	
2018:	p	1)	and	that	“neither	 the	definition	nor	 the	context	of	 the	 term	cyberterrorism	have	
reached so far a broad consensus within the (international) instances dealing with this topic” 
(CyberROAD, 2016: p 17). So, the conclusion is that if the ‘cyberterrorism’ in the EU policy 
environment	 is	not	 framed	 through	clear	policies	and	guidelines,	 then	 it	 is	difficult	 to	 talk	
about protecting critical infrastructure from such a threat.

By reviewing and analyzing strategies and key normative documents, we have come to sev-
eral important points that need to be highlighted for further discussion: a) the European Union 
points out that there is a great deal of critical infrastructure in its territory (the territory of 
the	Member	States)	whose	disruption	or	destruction	would	have	significant,	 transboundary	
effects; b) bilateral cooperation between the Member States needs to be upgraded with com-
prehensive EU-wide solutions; c) the responsibility for protection lies with the Member States 
and critical infrastructure operators, and the EU can assist them in these efforts; d) the EU has 
primarily focused its initial discourse on critical infrastructure protection on defence against 
terrorism, and e) over time, other risks are increasingly accepted and considered.

3.1 A Strategic and Normative Framework for the Protection of Critical Infrastructure 
in the Republic of Croatia

In	the	same	way	as	the	European	Union,	the	Republic	of	Croatia	set	its	first	strategic	discourse	
on critical infrastructure from the aspect of protection against terrorism. In 2008 the National 
Strategy for the Prevention and Suppression of Terrorism states: “In principle, terrorist threats 
can vary between individual attacks on highly symbolic values, attacks aimed at causing as 
many casualties as possible, spreading as much fear and as much destruction as possible, and 
attacks on critical national infrastructure” (Government of the Republic of Croatia, 2008: 
Point 8). While the strategic documents mentioned below considered critical infrastructure 
primarily from the central interest position of the said documents, the Republic of Croatia 
Protection And Rescue Plan of 2010, as the most crucial document for planning the operation 
of the security and rescue forces and the organization of civil protection systems in response 
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to major accidents and disasters, addresses critical infrastructure in the context of review-
ing the obligations of participants involved in implementing protection and rescue measures 
(Government of the Republic of Croatia, 2010). The Republic of Croatia Threat Assessment 
from Natural and Technical-Technological Disasters and Large Accidents, from 2013, men-
tions critical infrastructure in a broader range of protection against natural and anthropogenic 
sources of threat (Government of the Republic of Croatia, 2013a). The National Strategy 
and Action Plan for the Suppression of the Proliferation of Weapons of Mass Destruction, 
from the same year, cites the protection of critical infrastructure and populations from a crisis 
caused	by	weapons	of	mass	destruction	as	a	specific	objective	(Government	of	the	Republic	
of Croatia, 2013b). 

All the strategic documents of the period addressed the issues of critical infrastructure protec-
tion	from	their	specific	standpoints.	Such	a	trend	was	present	until	2013	and	the	adoption	of	
the Critical Protection Act, which constitutes systemic law in this area and which transposes 
Council Directive 2008/114/EC into Croatian legislation. The law has a comprehensive ap-
proach to addressing all risks and threats to critical infrastructure, and delegates responsibility 
for their protection to critical infrastructure owners or managers (Government of the Republic 
of Croatia, 2013c). 

In 2015, two new security strategies were adopted, the National Strategy for the Prevention 
and Suppression of Terrorism and the National Cyber Security Strategy.	Both	are	significant	
because the area of critical infrastructure is strongly recognized and represented. The National 
Strategy for the Prevention and Suppression of Terrorism recognizes the terrorist threat and 
potential attacks on national critical infrastructure whose disruption or interruption of the 
delivery of goods or services could have severe consequences for national security, human 
health and lives, property and environment, security and economic stability, and continued 
government functioning. The Strategy sets out a series of measures that need to be imple-
mented to protect critical infrastructure from terrorist attacks (Government of the Republic 
of Croatia, 2015a). In the National Cyber Security Strategy, the area of critical infrastructure 
is much more prominent than in all the previous national strategies, assessments and plans, 
primarily	through	critical	communications	and	information	infrastructure,	which	is	defined	as	
communication	and	information	systems	whose	malfunctioning	would	significantly	disrupt	
the operation of one or more national critical infrastructures. As in the previous example, the 
Strategy sets out several necessary measures to ensure that critical infrastructure is as pro-
tected as possible (Government of the Republic of Croatia, 2015b).

The	next	significant	period	for	the	development	of	a	strategic	and	normative	framework	for	
critical infrastructure protection is recorded during 2017 and 2018. In 2017, the National 
Security Strategy of the Republic of Croatia and the Homeland Security System Act were 
adopted. The Strategy states, as one of the nine strategic objectives, “achieving the high-
est level of security and protection of the population and critical infrastructure”, in which it 
outlines the elements required to develop security policies related to critical infrastructure 
protection (Croatian Parliament, 2017a). The Homeland Security System Act was adopted to 
put the Strategy into practice in the part related to the establishment of a homeland security 
system and related security risk management, crisis management and critical infrastructure 
management. The Act makes key provisions to ensure the harmonized implementation of all 
regulations governing security measures and procedures of national importance, in particular, 
the protection of critical infrastructure (Croatian Parliament, 2017b). The last in a series of 

SECTION II: CYBER	TERRORISM	AND	SECURITY	IMPLICATION	FOR	CRITICAL	INFRASTRUCTURE	PROTECTION



123

significant	laws	adopted	was	the	Act on the Cyber Security of the Key Service Operators and 
Digital Services Providers (Croatian Parliament, 2018). The Act aims to ensure a high level of 
cybersecurity in providing the services necessary for carrying out key social and economic ac-
tivities. This Act transposed the NIS Directive into the legislation of the Republic of Croatia.

The Republic of Croatia is very similar in strategic and normative terms to the development of 
the strategic and normative framework at the EU level (with some time lag). All the analyzed 
documents outlined the need for the best protection of critical infrastructure, the strengthen-
ing of cooperation between stakeholders in the protection of critical infrastructure, and the 
development of the system and all necessary processes. The state of implementation will be 
analyzed and presented in the next part of this paper.

According	to	analytical	and	empirical	findings,	the	observed	countries	in	South-Eastern	Eu-
rope (Bosnia and Herzegovina, Serbia, Montenegro, Northern Macedonia and Kosovo) have 
recently established strategic and normative frameworks for critical infrastructure protection 
at different stages of implementation. Besides this, none of the observed countries has a sys-
tem in place for the protection of critical infrastructure and, in numerous activities, the Re-
public	of	Croatia	is	a	specific	model	for	them	in	the	area	concerned.	We	can	conclude,	by	the	
method	of	generalization,	that	the	current	situation	in	the	Republic	of	Croatia	in	the	field	of	
critical infrastructure protection (and protection from threats of terrorism and cyberterrorism) 
is something that is yet to come to these countries.

4 Implementation of Critical Infrastructure Protection at 
the EU Level

In the following quote, the authors summarize the key challenges facing all actors at EU 
level	when	 talking	about	cooperation	 in	 the	field	of	critical	 infrastructure	protection:	“The	
European Union and its member states face very unique challenges in critical infrastructure 
protection (CIP) policy. In the past few years, the European Commission has adopted a num-
ber	of	policy	initiatives	in	this	field,	 including	Directives	and	Communications	to	promote	
the enhancement of preparedness, security and resilience. However, a number of outstanding 
problems remain. First, member states are at varying degrees of maturity with respect to the 
development of a comprehensive and effective CIP policy. Second, there are islands of co-
operation across the EU member states but no overall concept of operations at the EU level. 
Third, partnerships and relationships are scattered across countries (each individual country 
has and will maintain unique relationships with private sector owner operators and global 
companies that enable them). Fourth, critical EU infrastructure is also scattered across many 
different countries” (Heammerli and Renda, 2010: p 3). 

Let us consider what forms and mechanisms of cooperation the EU has managed to develop 
and their functionality. To support the Member States, the European Commission engaged 
its own Joint Research Centre, which supports cooperation between states, industries and 
critical	infrastructure	managers	in	the	scientific	field.	Subsequently,	the	Commission	has	put	
its focus on the development of different cooperation platforms between the Member States, 
owners/managers of critical infrastructure, and interested professionals. A concrete measure 
is	to	hold	meetings	of	national	contact	points	within	the	official	format	of	the	European	Com-
mission, which are usually organized twice a year. At these meetings, the Member States have 
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the opportunity to exchange best practices and achievements at all stages of the protection of 
national and European critical infrastructure. The Commission is the organizer and moderator, 
finances	the	costs	of	all	national	contact	points,	prepares	meeting	materials,	presents	the	lat-
est relevant results of the various programmes and projects, supports the initiatives and, most 
importantly, enables the cooperation between the Member States. 

In addition to this formal network, the Commission strongly encourages the Member States to 
participate with their representatives in an informal network of experts within the framework 
of the European Reference Network for Critical Infrastructure Protection (ERNCIP). This 
network aims to provide a framework within which experimental facilities and laboratories 
can share knowledge and expertise to align test protocols across Europe, leading to better 
protection of critical infrastructure against all types of threats and dangers and to the creation 
of a single market for security solutions. 

Another	significant	opportunity	that	the	European	Commission	offers	to	all	stakeholders	in	
the	field	of	critical	infrastructure	protection	is	project	funding.	Through	the	programme	‘Pre-
vention, Preparedness and Consequence Management of Terrorism and other Security Re-
lated Risks’, 140 million EUR was invested in operational cooperation and activities between 
2007 and 2013, and over 120 projects were funded. The projects were extensive in scope and 
involved	all	sectors	where	critical	infrastructure	could	be	identified.	Their	primary	purpose	
was to ensure the advancement of knowledge, a better understanding of the functioning of 
critical	 infrastructure	at	all	 levels,	and	 the	scientific	groundwork	for	current	and	future	 re-
search, and to provide public policy recommendations. 

The	next	significant	step	in	establishing	cooperation	and	sharing	of	knowledge	and	experience	
at the European level was to design and launch the Critical Infrastructure Warning Information 
Network (CIWIN), which was announced in the Green Paper on a European Programme for 
Critical Infrastructure Protection in 2005, gradually created with a modular approach, and be-
came operational in January 2013. The purpose of the network is to exchange information on 
risk mitigation strategies and measures in the protection of critical infrastructure. It has been 
developed as a proprietary web platform of the European Commission for all interested experts 
from	the	Member	States	in	the	field	of	critical	infrastructure	(Mikacet	al.,	2018:	pp	95-99).	

This has been an overview of some of the Commission’s activities to create postulates and 
interconnect different stakeholders of critical infrastructure protection systems. There is more 
to these activities, but we believe that we have adequately outlined the activities of the Com-
mission which foster cooperation between the Member States and the EU bodies. Below, 
we explore the level of collaboration in the area of critical infrastructure protection against 
(cyber)terrorism.

The protection of critical infrastructure against the threats of terrorism at EU level comes 
from key EU documents dealing with counter-terrorism issues. The European Union Counter-
Terrorism Strategy is built around four strands: Prevent, Protect, Pursue, Respond. Protection 
is a key part of the Strategy. It states that “reducing the vulnerability across Europe of critical 
infrastructure to physical and electronic attack is essential.” In the part that deals with respon-
sibility, it says “while Member States have the primary responsibility for improving the pro-
tection of key targets, the interdependency of border security, transport and other cross-border 
infrastructure require effective EU collective action” (European Council, 2005: pp 10-11). It 
is important to single out how, in line with the Strategy, the Member States have the primary 
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responsibility for combating terrorism, and that the EU can help them in several areas, such 
as strengthening national capabilities; facilitating European cooperation; developing collec-
tive capability; and promoting international partnerships. Even more important is to underline 
that in the EU Directive on Combating Terrorism	–	which	is	significant	because	it	reinforces	
the legal framework so that conduct related to terrorism is covered more comprehensively, 
and directs the Member States in what to do about counter-terrorism cooperation – there is 
no reference to critical infrastructure protection (European Parliament and Council of the 
European Union, 2017). Thus, the key document under which the law enforcement agencies 
of the Member States, as well as the EU’s common bodies (such as Europol and Eurojust), act 
in	the	field	of	counter-terrorism	does	not	refer	them	to	the	protection	of	critical	infrastructure.

Also, two additional challenges noted by Laris Gaiser should be highlighted. First, “EU mem-
bers	are	pursuing	fragmented	policies;	consequently,	this	has	led	to	a	significant	lack	of	coopera-
tion between national governments and EU institutions in setting up a coordinated emergency 
response to potential threats.” Second, “Critical Infrastructure Protection (CIP) Contact Points 
requested by EPCIP to facilitate the exchange of information and emergency management co-
ordination	financed	and	established	by	governments	never	reached	the	needed	efficiency	given	
that	 single	 local	 reference	 offices	 have	 been	 appointed	 following	 divergent	 approaches	 and	
sometimes incomparable priorities. Even the Computer Security Incident Response Teams Net-
work just provides a forum where Member States’ National CSIRTs can cooperate, exchange 
information,	and	build	trust”	(Gaiser,	2018:	pp	51-56).	To	this,	we	can	add	our	findings	that	in	
individual countries, Critical Infrastructure Protection Contact Points are Ministry of Defence 
officials	who	do	not	have	sufficient	quality	cooperation	with	representatives	of	the	law	enforce-
ment agencies primarily responsible for critical infrastructure protection.

It is also necessary to note the opinion of Filippo Pierozzi that the “EU lacked a wide-ranging 
approach to tackle cyberterrorism. While the EU has stepped up its efforts to face the terror-
ist use of the internet, cyberterrorism is considered as a threat with a “high potential, but low 
probability” and therefore not enshrined in crisis management mechanisms” (Pierozzi, 2018: 
p 7). This explanation may be a logical answer as to why the EU has not yet developed an area 
of cooperation to protect critical infrastructure from cyberterrorism.

All the aforementioned challenges derive from the organization and the mode of work at both 
the European Union and Member States’ agencies involved in law enforcement activities. 
Policies and lines of work that are put in place and function properly at EU level (hence the 
quality of cooperation between the Member States) are related to legal migration and integra-
tion; irregular migration and return; the Common European Asylum System; Schengen, bor-
ders	and	visas;	organized	crime	and	human	trafficking;	cybercrime;	and	counter-terrorism	and	
radicalization. There a number of challenges here, but we will highlight just three of them: 1) 
no area of work deals with the protection of critical infrastructure, and so these activities are 
scattered; b) law enforcement agency cooperation is conducted based on the silo principle3, 
where activities and actors are primarily focused on their line of work; and c) there is insuf-
ficient	cooperation	and	coordination	between	the	different	silos,	and	too	little	focus	on	critical	
infrastructure protection. To conclude this section, we can point to analytical conclusions and 
empirical insights that the protection of critical infrastructure is not high on the priorities of 
the various EU bodies or the law enforcement agencies of the Member States cooperating in 
a number of security areas under the auspices of the EU.

3 Extracting resources from within the country. 
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4.1 Implementation of Critical Infrastructure Protection at the Republic of Croatia Level

“Different public agencies (legislative bodies, regulators, etc.) set a plethora of norms, rules 
and standards on safety and security issues in different CI sectors. Terrorism-related intel-
ligence, which is needed to evaluate current types and levels of threat to CI, is often col-
lected by multiple agencies answerable to different ministries. Effective crisis management 
and response measures require the ability of several public entities (at the local, municipal, 
regional and national level) to play their part in a smooth and quick manner. Also, in many 
cases a number of entities may be involved in a given security function. Such is the case of 
the aviation sector, where the competent authority, airport management and law enforcement 
bodies may share responsibility for the protection of airports, air navigation aids and services” 
(UNOTC, UN CTED and Interpol, 2018: p 107). This hypothesis can be applied globally and 
locally, and as such, will be used for an examination of the implementation of critical infra-
structure protection at the Republic of Croatia level.

It should be emphasized that despite the development of a solid strategic and normative 
framework related to the issue of critical infrastructure protection, the Republic of Croa-
tia has not yet established a system for critical infrastructure protection. Despite the efforts 
and initiatives of the competent system-building authority and individual stakeholders from 
the competent ministries that have recognized the importance of this activity, the necessary 
functionality of the system has not been developed to a level where it can be considered an 
operating system (Mikac, Cesarec, Larkin, 2018: p 111), which is not to say that critical in-
frastructure is not protected by many other systems and lines of work. However, if a critical 
infrastructure	protection	system	were	in	place,	it	would	undoubtedly	be	more	efficient,	faster	
and more integrated than it is now. Let us start by looking at the current state of things.

The National Strategy for the Prevention and Suppression of Terrorism (both the 2008 ver-
sion and the current 2015 one) recognizes the dangers and potential consequences that would 
occur if terrorists attacked critical infrastructure. It should be pointed out that Croatia has 
a very robust, operational and effective system of prevention and suppression of terrorism. 
The challenge in terms of protection of critical infrastructure is found in the exchange of 
data and information between state bodies and critical infrastructure operators. Cooperation 
between the Security and Intelligence Agency and the police is beyond question, as well as 
their cooperation with and provision of the necessary information to state bodies. However, 
there	 is	 a	 lack	of	flow	of	 information	 from	 the	 level	of	 state	bodies	 (representing	sectoral	
coordinators)	to	critical	infrastructure	operators	in	specific	sectors.	In	some	sectors,	coopera-
tion does exist, but in some, it does not. This shows that the system is not established in all its 
potential, and brings us to the situation that Dario Malnar and Nikola Mlinac describe in fol-
lowing words: “Despite the construction of national protection systems and efforts to central-
ize activities, critical infrastructure protection is still a largely fragmented activity, sectorally 
defined	through	the	competences	of	various	ministries	and	other	state	bodies.	Such	dispersion	
of	security	and	the	particularization	of	facilities	makes	it	difficult	to	concentrate	intelligence	
efforts and adversely affects the effectiveness of action” (Malnar and Mlinac, 2014: p 1013).

The domain related to the protection of critical infrastructure from natural and technical-
technological disasters and large accidents is better regulated, because it belongs to a civil 
protection system that is functional and, unlike the previous example, has no obstacles in 
operation and activity. This can be partly explained by the challenge of dealing with sensitive, 

SECTION II: CYBER	TERRORISM	AND	SECURITY	IMPLICATION	FOR	CRITICAL	INFRASTRUCTURE	PROTECTION



127

proprietary and intelligence data that is not arranged in such a way as to enable the rapid and 
efficient	flow	of	critical	information	to	critical	infrastructure	operators.

Relating to the protection of critical infrastructure in cyberspace, the National Cyber   Security 
Strategy reveals many things by which we can see that we still do not have a system in place 
to	protect	critical	infrastructure,	although	we	do	strive	towards	it.	However,	the	first	signifi-
cant step in the formation of a future system can be made; namely, by enacting the Act on the 
Cyber Security of the Key Service Operators and Digital Services Providers, identifying Key 
Service Operators and Digital Services Providers, and establishing new bodies (a National 
Cyber Security Council and an Operational Technical Coordination for Cyber Security) and 
connecting them to the bodies responsible for national cyberspace protection activities, and 
thus to critical infrastructure. In this domain, in the years ahead, it will be necessary to elabo-
rate procedures and the effective cooperation of all actors.

It should be noted that in 2017, the National Security Strategy of the Republic of Croatia 
stated	that		“documents	defining	the	policies	and	methodologies	for	managing	critical	infra-
structure and limited national assets will be produced and will clearly determine which parts 
must remain majority state-owned, thereby making it impossible to compromise vital func-
tions of importance to the state and the population in cases of business instability” (Croatian 
Parliament, 2017a). This has not been done, and according to the current state of affairs, we 
have not found any information that this is being done. Besides, this and the Strategy men-
tioned	above	highlight	the	importance	and	need	for	public-private	partnerships	in	the	field	of	
critical infrastructure protection. It does exist, but not as an organized and coordinated activity 
by the state; it just comes down to individual case studies.

In connection with the construction of a critical infrastructure protection system, high-quality 
direction is given by the 2017 Homeland Security System Act, which was adopted to put the 
National Security Strategy into practice in the part related to the establishment of a homeland 
security system and related security risk management, crisis management and critical infra-
structure management. The Act makes key provisions to ensure the harmonized implementa-
tion of all regulations governing the security measures and procedures of national importance, 
in particular, the protection of critical infrastructure (Croatian Parliament, 2017b). Neverthe-
less, this has not materialized in the three years since the law was passed, just as most of the 
provisions of the 2013 Critical Protection Act have not been implemented.

Finally, we have another interesting remark to make. Although all the actors in charge of coor-
dinating critical infrastructure protection activities are located in the same Ministry (Ministry 
of the Interior), albeit in different organizational units, they do not have the kind of coopera-
tion that would be expected by looking through the prism of critical infrastructure. This is 
very similar to the cooperation challenges we have seen at the EU level.

The Republic of Croatia has a high-quality strategic and normative framework for critical 
infrastructure protection, but it lacks a certain set of regulations that it has committed itself 
to draft. Most of all, it lacks a system with clear competencies, procedures and mutual re-
sponsibilities of all actors in these processes. We can also cite these remarks for the observed 
countries in South-Eastern Europe.
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5 Conclusion

Critical	 infrastructures,	 in	 their	 regular	 functioning,	depend	significantly	on	 the	support	of	
information systems. At a time of intensive development of information and communica-
tion	technologies,	it	is	almost	unthinkable	to	fulfil	the	key	functions	of	critical	infrastructure	
without	the	significant	role	of	information	technologies,	especially	in	the	field	of	their	protec-
tion.	The	day-to-day	development	of	new	technological	advances	in	the	field	of	information	
and	communication	technologies,	in	addition	to	significantly	contributing	to	the	functionality	
and protection of critical infrastructure, also opens up numerous opportunities for the misuse 
of technologies, which can consequently impair the stability of systems and in some cases 
bring about their destruction. By analyzing the terrorist threat and possible consequences of 
a cyberterrorism attack on critical infrastructure, it can be concluded that the consequences 
of such an attack could have far more severe and lasting effects on critical infrastructure than 
other forms of terrorist threat.

It is for this reason that the two security phenomena (i.e. terrorist threats and a cyberterrorism 
attack on critical infrastructure) need to be more closely linked, both at the policy level and 
at the operational level of cooperation of the competent authorities in the implementation of 
critical	infrastructure	protection	and	the	fight	against	terrorism.

In order to show the current level of protection, from the very development of the policy docu-
ment right up to its implementation on the ground, we have taken the example of the European 
Union and the Republic of Croatia. Through our research, we have been able to demonstrate 
that there is a disproportion between the development of security policies for the protection 
of critical infrastructure and their implementation in practice. Our recommendations urge an 
even more reliable and robust strategic and normative framework for critical infrastructure 
protection, in which cyber threats, including cyberterrorism, are more emphasized. Next, we 
believe that more space should be devoted to developing guidance from strategic and nor-
mative documents through implementation guidance to actors in the critical infrastructure 
protection process with clear responsibilities and competencies and a coordinating role in 
these processes. Our third recommendation goes towards the need for more comprehensive 
and better coordination and cooperation between the operational elements of the implementa-
tion of critical infrastructure protection – from the EU level to all countries of interest in this 
research – because if most stakeholders in these processes are aware of the need for critical 
infrastructure protection, the above should be proactively implemented and thus the system 
and its procedures will be developed through a bottom-up approach.
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