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Abstract - The first version of SNMP (Simple Network 

Management Protocol) was created in 1988 by IETF 

(Internet Engineering Task Force) as a standard for 

network management. However, SNMPv1 (and its newer 

versions 2, 2c and 3) since its beginning has been used 

mainly only for the network monitoring and very rarely for 

the configuration of network devices (routers and switches) 

with its SET commands. Since the beginning of computer 

networking, the configuration of network devices (routers 

and switches) has been usually performed by using the 

vendors’ operating systems and their non-standard user 

CLI (Command Line Interface). This has proven to be a 

very complex and ineffective solution, especially with fast 

development and more complexity in the computer 

networking area. To solve these issues, IETF standard 

organization created in 2006 the NETCONF protocol in 

order to define the standard solution for command-oriented 

CLI user interface for the configuration of network devices 

of different vendors. Today, more than ten years after the 

creation of the NETCONF standard there is the question 

about the actual acceptance of NETCONF protocol in 

current networks and about the actual maturity of 

NETCONF standard. The scope of this paper is to compare 

three ways of configuring the network devices: non standard 

CLI, standards SNMP and NETCONF.   

I. INTRODUCTION 

Computing and computer networks have been 
developing very fast, and this development is extremely 
dynamic, interesting and often with unexpected results. 

In spite of all the tremendous advances in computing 
and computer networks, the networking management 
environment has changed very little and has remained 
almost the same as fifty years ago, i.e. in the 1970s and 
1980s. Thus, even today for the configuration of network 
devices (routers and switches) the most frequently used is 
CLI (Command Line Interface) – a user interface which is 
very similar to DOS and UNIX interface. 

The network devices are delivered to the users with the 
default configuration, which is usually empty, and 
therefore every device has to be adapted to the network 
requirements. 

The modification of the network device configuration 
can be done in different ways. The devices can be 
configured by means of [1]: 

• local connection via management interface (for 
instance connecting to CON or AUX interfaces to Cisco 
router) by using Command Line Interface (CLI), 

• remote connection via TCP/IP protocols, usually 
by means of Telnet/SSH and SNMP protocols. Every 
network device has to have a configured IP address, in 
order to enable access from a remote location. 

The traditional way of managing and configuring 
network devices is by using Command Line Interface 
(CLI) method with SSH protocol and Simple Network 
Management Protocol (SNMP). CLI has proven to be a 
very complex and ineffective solution, especially with fast 
development and more complexity in the computer 
networking area. To solve these issues, IETF standard 
organization created in 2006 the NETCONF protocol. 

II. LEGACY METHODS 

A. CLI Method 

Administering of network devices is performed by 
means of operating systems of vendors (e.g. Cisco IOS, 
Juniper JUNOS, Extreme EXOS and others), that are 
mutually different, but all of them use textual interfaces 
(CLI – Command Line Interface). 

 

Figure 1.  Cisco IOS CLI 



Command-line interface (CLI) was created to make it 
easy for human operators and administrators to interact 
with networking devices. It is similar to the character-
based command-line interfaces used with computer 
operating systems such as UNIX and DOS. 

CLI commands are organized in a hierarchical manner 
(Figure 3) [2]. Commands that perform a similar function 
are grouped under the same level and the same name. This 
hierarchy can be several levels deep. This structure is one 
of the aspects that make CLI so easy to use for humans. 
Also, there is no fixed set of CLI commands, so it is 
always possible for a new feature to introduce its own new 
command and parameters.  

Every network device has to have a configured IP 
address, in order to enable access from a remote location. 
Therefore, it is usually necessary to first assign an IP 
configuration by means of a local access using a console, 
and then the network device can be accessed also via an 
appropriate protocol as selected from TCP/IP group of 
protocols from remote locations. 

Protocols Telnet and SSH are used to configure the 
device using CLI (Command Line Interface) user 
interface, whereas SNMP protocol is used for GUI 
(Graphical User Interface).  

Telnet and the today more often used safe version SSH 
are mostly used by network administrators for the access 
and execution of configuration tasks and diagnostics over 
remote network devices (e.g.  switches, routers). 

1) TELNET/SSH Protocol 
Telnet is a client/server protocol of the application 

layer of TCP/IP group of protocols that enables accessing 
terminal on a remote computer system. Telnet has been 

defined in RFC 854 [3].  

Telnet was developed in 1969 and it is one of the 
oldest protocols and services of TCP/IP group of protocols 
on the application layer. At that time the users accessed 
from their terminal (which was also called “dummy 
terminal” and had neither an operating memory, nor a 
hard disc, nor CPU) the directly connected mainframe by 
using textual interface. At that time the Graphical User 
Interface (GUI) had not been used yet, and the access used 
the textual interface (CLI – Command Line Interface) [1]. 

After the computer networks were established, there 
was need to access remote central computers in the same 
way as by means of directly connected terminals. The 
purpose of the telnet protocol is to enable such access. 
Today telnet is usually used to enable the user of one 
device to establish a session to use CLI interface on 
another device. 

Telnet is a client/server application which allows 
emulated access of CLI terminals to remote devices on the 
computer network. Instead of connecting the device 
physically directly to the server, telnet software is used to 
create the Virtual Terminal (VT) that features the same 
possibilities as a directly connected terminal which 
accesses the server by means of CLI interface.  

Telnet is both the name of the protocol which is used 
and the software application as a service. 

Secure Shell (SSH) protocol is a protocol that provides 
the same possibilities as telnet, but in a much safer way. 
SSH has an implemented safer authentication and 
encryption of data during transmission. It is therefore 
recommended to use SSH instead of telnet application and 
protocol whenever possible [1]. 

B. SNMP Protocol 

Simple Network Management Protocol (SNMP) is a 
protocol for managing network devices. SNMP enabled 
managing devices (getting configuration, configuring …) 
of network devices from remote computers. 

In applying SNMP protocol one or several NMS 
computers perform monitoring and management of 
network devices. The controlled devices (i.e. routers, 
switches, firewalls) that are managed by means of SNMP 
protocol contain a software process (SNMP agent) which 
is performed continuously. The agent collects and stores 
the information from the local computer system and 

 
Figure 2.  Juniper JUNOS CLI  

 
Figure 4.  SNMP architecture [4] 

 
Figure 3.  CLI show Command Hierarchy [2] 



provides NMS (Network Management Station) with their 
accessibility. NMS uses the commands read and write to 
obtain and change information on the SNMP agent. These 
commands use UDP port 161. SNMP agents present data 
as variables on the controlled device. The variables are 
organized into a hierarchy (data tree), and the hierarchy of 
data and the data description itself are called MIB 
(Management Information Base). MIB uses notation 
defined in ASN.1. Some devices can be configured to 
send messages (trap) toward NMS in case of the failure of 
an interface or another pre-defined case. These messages 
are sent toward NMS as SNMP trap that uses UDP port 
162.  

The SNMP protocol versions are the following [1]: 

• SNMPv1 (SNMP version 1) is the first 
implementation of SNMP protocol and it was developed 
in 1988. 

• SNMPv2 and the simpler version SNMPv2c 
have improved the performances of SNMPv1. 

• SNMPv3: from the start the security was the 
biggest weakness of SNMP protocol, so that SNMPv3 
essentially improved the security, as well as the possibility 
of remote configuration. SNMPv3 also changed 
significantly the terminology and the concept of SNMP 
protocol.  

In 2004 IETF proclaimed SNMPv3 (defined in RFC 
3411–RFC 3418) as standard, and versions 1 and 2 were 
proclaimed outdated [3]. Because of compatibility with 
the already installed and older devices, today, in everyday 
application SNMP implementations support several 
SNMP protocol versions: usually SNMPv1, SNMPv2c 
and SNMPv3 [1]. 

C. NETCONF Protocol  

Since it was developed by IETF organization in mid 
1980s, SNMP has proven to be a very widespread and 
popular protocol of network management. 

However, it has been proven in practice that SNMP 
protocol mainly fails to be used for the configuration of 
network devices (although it was initially developed for 
that purpose, using SNMP command set), but rather it is 
used to control the networks (network monitoring) using 
commands trap and get.  

In June 2002 Internet Architecture Board and the most 
important members of IETF community for networking 
control held a meeting with the network operators. The 
results of the meeting have been documented in RFC 
3535. It showed that the network operators were using 
CLI user interfaces of network equipment manufacturers 
for the configuration of devices, i.e. console operating 
method and telnet/SSH protocols. The advantage of such 
operating method is that it is text-oriented, unlike BER 
(Basic Encoding Rules), i.e. ASN.1 coded method of 
SNMP protocol.  

Requirements marked in RFC 3535 are the following 
[5]:  

 Ease of use is a key requirement for any network 
management technology from the operators’ point 
of view. 

 It is necessary to make a clear distinction between 
configuration data, data that describe operational 
state and statistics.  

 It is required to be able to fetch separately 
configuration data, operational state data, and 
statistics from devices, and to be able to compare 
these between devices. 

 It is necessary to enable the operators to 
concentrate on the configuration of the network as 
a whole rather than of individual devices. 

 Support for configuration transactions across a 
number of devices would significantly simplify 
the network configuration management. 

 Given configuration A and configuration B, it 
should be possible to generate the operations 
necessary to get from A to B with minimal state 
changes and effects on the network and systems. 
It is important to minimize the impact caused by 
configuration changes. 

 A mechanism to dump and restore configurations 
is a primitive operation needed by operators. The 
standards for pulling and pushing configurations 
from/to devices are desirable. 

 It must be easy to do consistency checks of 
configurations over time and between the ends of 
a link in order to determine the changes between 
two configurations and whether those 
configurations are consistent. 

 Network wide configurations are typically stored 
in the central master databases and transformed 
into formats that can be pushed to devices, either 
by generating sequences of CLI commands or 
complete configuration files that are pushed to 
devices. There is no common database schema for 
network configuration, although the models used 
by various operators are probably very similar. It 
is desirable to extract, document, and standardize 
the common parts of these network wide 
configuration database schemas. 

 It is highly desirable that text processing tools 
such as diff, and version management tools such 
as RCS or CVS, can be used to process 
configurations, which implies that devices should 
not arbitrarily reorder data such as access control 
lists. 

 The granularity of access control needed on 
management interfaces needs to match operational 
needs. Typical requirements are a role-based 
access control model and the principle of least 
privilege, where a user can be given only the 
minimum access necessary to perform a required 
task. 

 It must be possible to do consistency checks of 
access control lists across devices. 



 It is important to distinguish between the 
distribution of configurations and the activation of 
a certain configuration. Devices should be able to 
hold multiple configurations. 

 SNMP access control is data-oriented, while CLI 
access control is usually command (task) -
oriented. Depending on the management function, 
sometimes data-oriented or task-oriented access 
control makes more sense. As such, it is a 
requirement to support both data-oriented and 
task-oriented access control. 

Based on the meeting of these requirements the first 
version of NETCONF protocol was developed, defined in 
RFC 4741 published in December 2006. NETCONF 
protocol was then improved in June 2011 in RFC 6241 [3] 
[6]. 

D. NETCONF Protocol Characteristics 

NETCONF provides the mechanism of installation, 
manipulation, and deletion of network devices 
configuration.  

The operations of NETCONF protocol have been 
realized by means of a simple layer of Remote procedure 
call (RPC) [6].   

RPC is an Inter-process Communication (IPC) which 
allows the computer program to perform a subprogram or 
a procedure on another address space (usually on another 
computer connected by means of a computer network) 
without the programmer explicitly having programmed 
the communication details between the computers. In 
other words, the programmer writes the same 
programming code regardless of whether the subprogram 
is being executed locally or on a remote location. RPC is 
initiated by the client who sends a message request 
towards a remote server to execute a certain procedure 
with the sent parameters. While the server is executing its 
task, the client is blocked and waits for the response 
(except if the client sends an asynchronous request, such 
as e.g. XHTTP call). After the server responds to the 

client with the results, the client continues to execute the 
application. There are different variations of the RPC 
protocol in use, which are mutually incompatible.  

NETCONF uses RPC mechanism to enable 
communication between the client and the server. The 
client can be a script or an application which is usually 
part of the networking application, and the server is 
usually a network device [6].  

NETCONF session is a logic connection between the 
network administrator (or the application for network 
configuration) and the network device. The network 
device has to support the establishment of at least one 
session, although there has to be a possibility of 
establishing several sessions simultaneously [6] 

NETCONF protocol uses XML (Extensible Markup 
Language) for the coding of configuration data and 
protocol messages. The protocol messages are exchanged 
by means of secure transport protocol [6]. 

E. NETCONF Protocol Layers 

NETCONF protocol can be divided into four layers 
[6]: 

• secure transport layer,  

• messages layer,  

• operations layer, and  

• content layer. 

Secure transport layer provides secure and reliable 
transmission of messages between the client and the 
server. Secure transport layer allows communication 
between the client and server. NETCONF can use any 
transport protocol that satisfies the basic conditions of 
secure transmission: authentication, data integrity, 
confidentiality and replay safety. Obligatory 
implementation of secure transmission is “NETCONF 
over SSH“ (RFC 6242). 

Messages layer describes the coding mechanism of 
remote procedure call (RPC) and notification.   

 

Figure 5.  NETCONFl [7] 
 

Figure 6.  Layers of NETCONF protocol [6] 



Messages layer allows simple and independent (of 
transport layer) mechanism of coding RPC messages and 
notifications. RFC 6241 defines RPC messages, whereas 
RFC 5717 defines notifications [3]. 

The basic NETCONF messages are the following [6]: 

• RPC requirement (<rpc> message), 

• RPC response (<rpc-reply> message), 

• notification (<notification> message). 

Operations layer defines a group of basic operations 
of the protocol that allow retrieval and editing of 
configuration data. 

Table 1 presents the basic operations of NETCONF 
protocol. 

Basic NETCONF functionalities can be expanded by 
defining additional possibilities (NETCONF capabilities) 
while establishing the session between the client and the 
server. 

The possibilities of subscription and receipt of 
asynchronous notifications of events by the network 
device are defined in RFC 5277 whereas the possibility of 
partial locking of operating configuration is defined in 
RFC 5717 [3].  

The possibility of controlling NETCONF protocol is 
published in RFC 6022, which explains the model for 

datastore, session, locking and statistics which allows 
control of NETCONF servers. 

Content layer consists of configuration data and 
notification data. 

NETCONF protocol does not deal with the contents 
layer in its RFC documents, but rather a separated 
protocol has been made, titled YANG. NETMOD task 
group of IETF organization has determined the modelling 
language for the definition of the semantics of operation 
data, configuration data, notification and operations and 
has called it YANG. YANG is defined in RFC 6020, and 
RFC 6021 presents the types of data [3]. 

YANG protocol has been developed by NETMOD 
task group of IETF organization and published in RFC 
6020 in October 2010 [3]. 

YANG is a language used to model the NETCONF 
protocol data. YANG defines the hierarchy of data that are 
used by NETCONF operations, including configuration, 
state data, RPC calls and notifications. YANG provides a 
full description of data that are exchanged between the 
client and the server [6]. 

YANG is a modular language which shows the 
structure of data in XML tree format. YANG as a 
language for data modelling has some in advance built-in 
and certain data types [9]. 

YANG models the hierarchical organization of data in 
the form of a tree, in which every node has its name and a 
value, or group of child nodes. YANG enables a clear and 
short description of every node, as well as interaction 
between the nodes. 

III. IMPLEMENTATION OF NETCONF PROTOCOL 

In this chapter the three methods of network device 
configuration have been compared: non-standard CLI 
access, SNMP standard and NETCONF standard. After 
that the current condition of NETCONF protocol 
implementation by the vendor and user are considered, as 
well as further research that should be made. 

A. Comparison of Configuration Access 

Table II presents the comparison of protocols for the 

configuration of network devices. 

SNMP is not human readable and this is the basic 

reason why it has been rarely used for device 

configuration since its development. Command Line 

Interface (CLI) has been invented in order to facilitate to 

human operators and administrators, an interaction with 

the network equipment. CLI reminds of command 

interface based on characters which are used on the 

UNIX operating systems (Figures 1 and 2). 
Many books on data networking contain sections that 

tell you how an administrator can configure a desired 
feature of the network device in practice. They provide 
sets of associated CLI commands that could be entered 
into the device through a device console. The shown sets 
of CLI commands are an excellent way to explain the 
operability and functionality of different features. This is 
one of the most important reasons why CLI access has 
been so widely accepted from the start. 

TABLE I.  NETCONF OPERATIONS [6]   

Operation Description 

<get> Retrieve running configuration and device state 

information 

<get-config> Retrieve all or part of a specified configuration 

datastore 

<edit-
config> 

Edit a configuration datastore by creating, 
deleting, merging or replacing content 

<copy-

config> 

Copy an entire configuration datastore to another 

configuration datastore 

<delete-
config> 

Delete a configuration datastore 

<lock> Lock an entire configuration datastore of a device 

<unlock> Release a configuration datastore lock previously 

obtained with the <lock> operation 

<close-
session> 

Request graceful termination of a NETCONF 
session 

<kill-

session> 

Force the termination of a NETCONF session 

 
Figure 7.  Example of implementation of NETCONF protocol [8] 



CLI access of configuration has not been defined by a 
standard and this has great disadvantages in application. 

Network administrators usually have to manage a 

network with many different kinds of devices that can 

vary in terms of the following: 

 Device types (routers, switches, firewalls, 

gateways, ...) 

 Size and capacity of the device (different number 

of ports, switching and routing capacity. ...) 

 Vendor - different vendors for different device 

types in the network (one approach is  to have 

primary (90%) and secondary vendor (10%) for 

the same device type in the network), and 

 Operating system version - even devices of the 

same vendor and model can differ in terms of the 

operating system version and patch level they are 

running. 

If each agent requires a set of different 

interoperability rules, the manager will be confronted 

with an exploding number of language variants, different 

flavors of management functions, and alternative 

representations of management information. 

There is no single, standardized CLI. Instead, there are 
different flavors, which generally differ between vendors 
and even different operating systems of the same vendor 
(for example Cisco has IOS, IOS XR, NX OS).  

Figure 1 shows Cisco IOS command show running-
config, whereas Figure 2 shows Juniper JUNOS command 
show configuration. Both commands have the same goal 
(show complete configuration on the network device), and 
as seen in the figures, the commands syntax is different, 
and the print of command results is also different. 

A network administrator can make perfect sense of the 
information that is presented. However, the use of  
different delimiters and text that surrounds the values that 
are being returned make CLI relatively difficult for scripts 
and applications to use. 

Different commands and the syntax of these 
commands exist in the operating systems of different 
vendors, but also in different OSs of the same vendor, in 
software versions for different platforms that use the same 
OS, and even in different versions of software for the 
same platform of one vendor. 

A list of commands changes constantly in providing 
new features for the devices, so that it is very strenuous 
for a network administrator to know all the commands for 
the network devices, particularly if the network is 
composed of the devices of different vendors. 

The role of standards is to establish common rules that 
everyone adheres to. For management, standards address 
all aspects affecting interoperability [2]: 

 The rules for managing message exchange, and 
the way in which management messages encode 
information; 

TABLE II.  METHODS OF COMPARISON   

Feature CLI SNMP NETCONF 

Human readable Yes No Yes 

Standard No Yes 

(IETF) 

Yes 

(IETF) 

Data Models Proprietary Defined in MIBs YANG Core Models 

Data Modeling Language Proprietary SMI YANG 

Encoding Proprietary BER XML 

Resources Proprietary OIDs Paths 

Remote access Yes 

(Telnet/SSH) 

Yes  

 

Yes 

(SSH) 

Transport Stack TCP UDP TCP 

Secure protocol Yes Not/(v1, 2 and 2c) 

Yes (v3)  but not strong 
security 

Yes 

Programmability No  

(Only scripts could be used) 

Yes Yes 

Distinguish configurational and 
operational data. 

No No Yes 

Get collection of status fields Yes (with scripts) Yes Yes 

Set collection of configuration fields Yes (with scripts) Yes Yes 

Transactions across  multiple network 
elements 

No No Yes 

Send event notification Yes (by using Syslog 

protocol) 

Yes Yes (but must be 

connected) 

Backup and restore configuration No No Yes 

Test configuration before final commit No No Yes 
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 A complete and consistent set of basic 
management functions with well-known meaning, 
parameters, and function return codes; 

 The way in which the entities that are being 
managed are modeled as management 
information. 

Standard management protocols address the first 
aspect (standardizing management messages and rules that 
guide their exchange). They also include a set of base 
functions, addressing the second aspect. 

NETCONF is a standard-based solution for 
configuration management with all the advantages 
brought by the standards. 

The traditional way of managing network devices is 

by using Command Line Interfaces (CLIs) for 

configurational (configuration commands) and 

operational data (show commands). With CLI, human 

intervention is required to understand and interpret their 

text-based specification. The solution lies in adopting a 

programmatic way of writing configurations to any 

network device, replacing the process of manual 

configuration. NETCONF provides the solution of 

automated and programmable network operations. 

 

Transaction-based configuration across multiple 

network elements is a very important feature of 

NETCONF protocol. There are four properties that define 

a transaction [10]: 

 Atomicity: transactions are indivisible, they are 

either executed or not. 

 Consistency: transactions are transferred all at 

once. Also, there is no internal order of changes 

inside transaction. Therefore, transaction is a set 

of changes, not a sequence. In other words, the 

order matters in the execution, but it is not 

network administrator’s concern in the 

transactional system. 

 Independence: parallel transactions do not 

interfere with each other. 

 Durability: committed data always remain in the 

system, even in case of fail-over, power failure, 

system restart and other similar situations. 

NETCONF allows a network administrator to send 

down to one or more network devices a set of 

configuration changes, or an entirely new configuration, 

in a simple <edit-config> transaction. When doing so, the 

network administrator does not need to: 

 Figure out in which order to send down the 

configuration changes. All different sequences 

are treated equally. 

 Recover if the transaction fails. If the transaction 

was unsuccessful because of inconsistency in the 

configuration, an out of memory condition or any 

other reason, none of the transaction content has 

been activated. Transaction did not roll-back, it 

was simply never activated. Network-wide 

transactions are a very important feature because 

error recovery and sequencing tasks are removed 

from the list of network administrator concerns. 

  

B. Current Status of NETCONF Protocol as a Standard 

ISO model of computer networks managing has been 
known as acronym FCAPS (fault, configuration, 
accounting, performance, security). FCAPS is today a 
component of ITU-T reference model TMN 
(Telecommunications Management Network). TMN 
represents a concept of generic model for the management 
of the service provider’s network, but it is also applicable 
in other business environments. 

The objective of FCAPS model is to provide common 
base of coordinated development of management 
standards. 

FCAPS as a concept, introduces the categorization of 
management functions [2]. 

• Fault management; 

• Configuration management; 

• Accounting management; 

• Performance management; 

• Security management. 

Configuration management serves to configure the 
network devices, manage the configuration databases and 
software support. 

IETF made in RFC 6632 a classification of network 
management protocol in FCAPS model as presented in 
Figure 5, and for the Configuration management it defined 
SNMP and NETCONF protocols [11]. 

In this way SNMP and NETCONF have been defined 
as basic protocols for Configuration management. 

 

Figure 8.  Protocols matched to management task [11] 



New trends in the development of computer devices 
and networks (virtualization, centralization, and mobility 
of the device) are the basis of cloud computing with SDN 
(Software Defined Networking) architecture for computer 
networks management. SDN offers programmable access 
to computer network management and enables more 
efficient and simpler installation, management and 
monitoring of the computer networks statuses. 

Since the SDN access to network management 
developed fast and was created from different sources, 
IETF published RFC 7426 in January 2015 when it 
performed a review and systematization of the SDN 
architecture development, and defined the guidelines for 
future development. 

SDN architecture has the need for standard interface 
for the command configuration of network devices so that 
RFC 7426 uses two basic protocols for configuration 
management (Management plane MPSI and SAL) of 
network devices: command-oriented NETCONF network 
devices and data-oriented SNMPv3 (Figure 9). For the 
Control plane CPSI and SAL the Openflow protocol is 
recommended [12]. 

In this way both NETCONF and SNMP have been 
defined as the basic protocols for management in 
computer networks of the future, as two compatible 
protocols that supplement each other. 

 

C. Maturity of NETCONF Standard 

After more than ten years since the emergence of 
NETCONF standard a question has been asked as to what 
the real acceptance and application of this standard is in 
today’s networks and what is its maturity. 

IETF defines in RFC 6410 the existence of two levels 
of RFC standard maturity: the “proposed” and the 
“Internet standard”. In order for the standard to pass into 
the highest level (status “Internet standard”) this standard 
should be widely used in everyday application [14]. The 
current status of NETCONF standard is “proposed”, and 
SNMPv3 has the “Internet standard” status.  

Since the users (administrators, system engineers, 
network system architects, and others) determine the 
importance and maturity of an RFC standard by selecting 
and installing a certain protocol in their networks, the 
width and application method of NETCONF standard in 
Croatia should be examined (more than a decade after the 
first version of the standard was launched, which is a very 
long period in ICT area). 

The more a certain technology has been applied, the 
higher level of its maturity will be reached. Maturity 
means the level of the application by the producer, 
functions that are applied, frequency of software errors 
(bugs) that occur, interoperability between different 
products and producers, documentation and education of 
manufacturers, and other. An extremely important factor 
whether a certain standard was going to succeed in ICT 
application and be widely applied in computer systems are 
the users and their (subjective) acceptance and application 
of the technology. An increase in the application of a 
standard results in an increase of its maturity, along with 
increase of the availability of network devices and the 
entire network system [14]. 

Examples of NETCONF protocol application by some 
of the biggest network equipment producers has been 
presented in Table III. 

It should be mentioned (as can be seen in Table II) that 
the network equipment manufacturers implement 
NETCONF in certain versions of their operating system, 
and on certain platforms, so that it cannot be found on all 
devices for a certain version of OS. Therefore, the real 
question is how much the NETCONF protocol actually is 
being implemented (on which devices and on which OS 
version for each vendor). This list changes constantly but 
still it does show at a certain moment whether and how 
much the vendors implement NETCONF protocol on their 
devices. 

 

Figure 9.  SDN layer architecture [12] 

TABLE II.  NETCONF OPERATIONS 

Vendor Platform/OS 

Cisco IOS 12.4(9)T and later 

IOS XE 2.1 and later 

Juniper Networks JUNOS 7.5 and later 

Brocade NETIRON XMR, CES and CER 

MLX series 
VDX (announced, not released) 

Huawei AR3200/2200 Enterprise routers 

Ericsson SEA 20 



D. Further Research 

 
This paper analyses and presents significant 

advantages of NETCONF protocol in comparison to non-
standard CLI access. However, a question is how much 
NETCONF is actually implemented in current networks. 

Therefore, it is necessary to perform a research with 
the following research issues:  

1. What is the implementation of NETCONF standard 
in practice by vendors? 

The following research sub-questions can be 
considered: 

1a. Which major vendor implements and on which 
network devices is NETCONF standard implemented?  

1b. What are the reasons of implementing and not-
implementing NETCONF standard on certain types of 
network devices? 

1c. Do the vendors support a greater implementation 
of NETCONF standard in users and in which way 
(documentation, education, participating in the 
development of the standard, etc.)? 

1d. In which way to increase the implementation of 
NETCONF standard by the vendor? 

By answering this research question and sub-questions 
it is determined which of the possible advantages of 
NETCONF standard are implemented by the network 
device manufacturers and on which devices. 

2. What is the implementation of NETCONF 
standard in practice by the users in their networks?  

The following sub-questions can be considered: 

2a. What types of users and on which devices do 
they use NETCONF standard? 

2b. What are the reasons for using (or not using) 
NETCONF on devices?  

2c. What is the level of knowledge of the users about 
NETCONF standard? Are the users familiar with 
NETCONF standard advantages in increasing the 
availability of the network system? Do they recommend 
possible improvements? 

2d. In which way to increase the implementation of 
NETCONF standard by the users? 

By responding to these research questions and sub-
questions it is determined whether the users are familiar 
with the advantages of NETCONF standard and what is 
their perception of NETCONF standard in everyday 
implementation. 

IV. CONCLUSION 

The traditional way of managing network devices is by 
using two methods: Non-standard Command Line 
Interface (CLI) for configuration (configuration 
commands) and troubleshooting (show and debug 
commands) and Simple Network Management Protocol 

(SNMP) for monitoring of network and network devices 
status.  

Although CLIs and SNMP are heavily used, they have 
several restrictions. 

SNMP does not distinguish between configurational 
and operational data and it is not human readable and user 
friendly for network professionals. 

Non-standard CLI methods are proprietary and syntax 
of commands and their output depend on the vendor IOS. 
Therefore human intervention is required to understand 
and interpret their text-based specification, and it is not 
suitable for automatic and programmatic management 
required by new SDN networks.  

NETCONF is a newer standard for the configuration 
of network devices that could solve the drawbacks of the 
non-standard CLI and SNMP configuration methods.  

As analysed in this paper, the main advantages and 
strengths of NETCONF protocol are (Table III): 

 NETCONF is human readable and command-
oriented; 

 NETCONF is a standard-based solution for 
configuration  management; 

 NETCONF provides the solution of automated 
and programmable network operations; 

 NETCONF is transaction-based. Therefore, it 
offers the possibility to send configuration across 
multiple network elements, to backup and restore 
configuration (if necessary) and to test 
configuration before final commit; 

Also, NETCONF has been defined by standard body 
IETF as recommended protocol for current and future 
network management: 

 NETCONF and SNMP have been defined by 
IETF in RFC 6632 for network management as 
basic protocols for Configuration management; 

 NETCONF and SNMP have been defined by 
IETF in RFC 7426 as the basic protocols for 
network management of the future (Software 
Defined Networks), as two compatible protocols 
that supplement each other. 

Using the NETCONF standard should enable 
standardized, simpler, programmatic and more efficient 
configuration of network devices. Besides, transactions 
achieve greater availability of network devices. 

The possibility of implementing NETCONF standard 
is extremely wide and important for the future 
development of computer networks.  

However, the implementation of NETCONF protocol 
after ten years since its publication seems to be very rare. 
Therefore, the authors of this article (and based on its 
results) are currently working on the following research: 

 how much is NETCONF really used by users,  

 how implementation of NETCONF can be 
improved  by vendors and users. 



This research should provide information about the 
maturity of NETCONF standard. 
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