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Accurate information and plurality of voices are 

indispensable preconditions of, and essential safeguards 

for a healthy democracy. Especially in electoral context!

Citizens need to have access to a variety of information 

sources, opinion, voices etc. in order to form their opinion 

without the undue influence of one dominant opinion 

forming power (EC, 2007)



The EC has recognised the exposure of citizens to large

scale online disinformation and micro-targeting of voters

based on the unlawful processing of personal data as the

major challenges for Europe and European democratic

systems



MPM 
results

EU policy

EU 
standards



DATA PROTECTION

improving the protection 
of personal data in 
elections

generally prohibiting use 
of "sensitive“ data 
(including inferred)

imperative of informed 
consent and prohibition 
of re-purposing

the right for individuals 
to access their personal 
data and to request the 
deletion 

TRANSPARENCY

labeling paid for 
communication (political and 
issue-based ads)

who paid for the ad

identifying bots on social 
media

disclosing the identity of data 
controllers 

clearly informing on data 
collecting, combining and 
processing

explaining microtargeting 
techniques used

COOPERATION

national election 
networks (of different 
authorities)

EU platform of national 
networks

RAS: share insights on 
disinformation and 
coordinate responses + 
exchange good practice

EU approach to tackling disinformation & political manipulation



General Data Protection Regulation (enforceable since 25 May 2018)

Code of practice on Disinformation (self-regulation of platforms & advertising industry, Sept. 2018)

Cooperation networks of authorities (EC Recommendation, AVMSD, GDPR)



 Strengthens the powers of data protection authorities: to investigate, to correct behaviour and to
impose fines up to 20 million Euros or, in the case of a company, up to 4% of its worldwide turnover

 require that individuals (data subjects) are informed of the existence of the processing operation
and its purposes (GDPR, Art. 5)

 data controllers (those who make the decision on and the purpose of processing) have to inform
individuals about key aspects related to the processing of their personal data, including:
 why they receive targeted messages
 which is the source of the data when not collected directly from the person
 how are data from different sources combined and used
 whether the automated decision-making has been applied in processing



Disinformation 

To disrupt monetization incentives for 
accounts and websites which consistently 

misrepresent information about 
themselves

To limit the abuse of platforms by 
unauthentic users (misuse of automated 

bots)

To implement rating systems (on 
trustworthiness), and report system (on 

false content)

To prioritize “relevant, authentic and 
authoritative information” in search, feeds 

and other ranked channels

Resources for users on how to recognise 
and limit the spread of false news

Political advertising

To publicly disclose 
political advertising, 

including actual sponsor 
and amounts spent

To clearly label paid-for communication as such 

& who paid for it

Enable users to understand why they have been targeted by a 
given advertisement

Issue-based 
advertising

To publicly disclose, conditioned to 
developing a working definition of 

“issue-based advertising” which 
does not limit FoE and excludes 

commercial advertising



 the GDPR establishes European Data Protection Board, an EU body in charge of the Regulation’s
application. The EDPB is made up of the European Data Protection Supervisor and of the head of
national data protection authorities

 the EC Recommendation (Sept 2018) advices MS to set up a national election network, involving
national authorities with competences for electoral matters, including data protection
commissioners, electoral authorities and audio-visual media regulators

 AVMSD (covers all services with audiovisual content irrespective of the technology used to deliver
the content) strengthens the powers of European Regulators Group for Audiovisual Media
Services (ERGA)



 GDPR still not fully and properly understood or implemented – significant differences between MS
& national authorities

 Main focus on platforms – through self-regulation (entrusting them with important tasks but
without proper public auditing mechanism)

 Little focus on transparency of party finances and spending

 Additional layers of transparency: repository of all the material used in the campaign provided by
parties/candidates


