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In practical risk assessment applications, the probabilistic component of risk is defined through the hazardous 
event frequency. However, unwanted scenarios are not usually caused by single events and their probabilities 
require a more detailed description that takes into account their nature and evolution over time. Here we introduce 
the hazard functions, both in the discrete and continuous domain, and the corresponding univariate theorems that 
relate the probabilistic component of risk to the cumulative distribution function, which is well known in 
reliability theory as the failure function or the lifetime distribution function. This approach is applied in the 
estimation of the risk of worst case scenario (worst case risk), which by this method is reduced to the probability 
assessment of extreme events occurrence. 
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1.  Introduction 

Risk is commonly defined as a combination of 
the probability and consequence of the 
hazardous event. The probabilistic component 
of the risk is usually specified through the 
event frequency. This approach works pretty 
well in different risk assessment applications. 

However, we are convinced that 
probabilistic component of the risk should be 
specified in a more fundamental way. This 
approach implies involvement of the hazard 
functions which describe the nature and 
evolution of the event occurrence in more 
details. The justification for such an approach 
is the fact that hazard is an unavoidable source 
of risk. In other words, presence of hazard is 
an essential condition for risk existence. 

This paper is dealing with hazard functions 
and worst case risk. It is based on the claim 
that: If the hazard function of an unwanted 
event is known (inferred from historical data, 
assumed or specified subjectively), the 
probabilistic component of risk is determined 
uniquely i.e. the probabilistic component is 
represented by the cumulative distribution 
function. Almost the same is valid as far as 
worst case scenario is considered. Difference 
is that in such case extreme events are 
involved and that probabilistic component (the 
cumulative distribution function) represents 
worst case risk. 

The paper is based on the following claims: 

1) Different hazard functions may be used to 
describe evolution of the probabilistic 
component of risk, 

2) Probabilistic component of risk is 
represented by the cumulative distribution 
function, and 

3) Worst case risk may be reduced just to the 
probability assessment of extreme events. 

These claims are argued in the sections that 
follow. 

2.  Hazard Functions 

In reliability theory, survival analysis and 
actuarial science there are several 
mathematical representations commonly used 
to describe hazard. In the continuous domain 
these are: 

 the hazard function, ℎ(𝑡), also known as 
the failure rate or the instantaneous failure 
(reliability theory), the mortality rate or 
the force of mortality (survival analysis) 
and Mills’s ratio (actuarial science), and 

 the cumulative hazard function, 𝐻(𝑡), also 
known as the integrated hazard rate or the 
hazard potential as proposed by 
Singpurwalla (2006). 

In discrete domain there are three functions 
of such kind. These are: 

 the hazard function, ℎ , 
 the cumulative hazard function, Λ , and 
 the accumulated hazard function, 𝐻 . 

Notation in discrete domain is taken from 
Kemp (2004). Leemis (1995) comments that 
there is a dilemma when define the cumulative 
hazard function in discrete domain. He 
underlines that two possible, but different 
choices exist. The first definition parallels the 
logarithmic relationship established between 
the cumulative distribution function and the 
reliability function in the continuous domain, 
whereas the second definition accumulates the 
hazard function as it evolves over time. 

Above mentioned hazard functions are 
described minutely in a number of the 
reliability and other literature. Lawless (2003), 
Lai and Xie (2006), Finkelstein (2008), Cleves 
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et al. (2008), Tobias and Trindade (2012), 
Finkelstein and Cha (2013), Aven and Jensen 
(2013), Rinne (2014) and O’Connor et al. 
(2016) are some of the recent related books. 
Based on explanations given there, particularly 
on Rinne (2014), the major properties of the 
hazard functions mentioned are summarized in 
the tables that follow. 

Table 1 is dedicated to the continuous and 
discrete hazard functions, ℎ(𝑡) and ℎ . It 

defines these functions through their 
probabilistic and physical interpretations, 
mathematical properties and relationships with 
the probability density (mass) functions, 
shapes and their importance in practical 
reliability applications. Table 2 gives an 
overview of the major properties of the 
continuous and discrete cumulative hazard 
functions, 𝐻(𝑡) and Λ , as well as of the 
accumulated hazard function, 𝐻 . 

Table 1. Properties of the hazard function 

Property Continuous domain, ℎ(𝑡) Discrete domain, ℎ  

Probabilistic 
interpretation 

Has meaning of the conditional probability. 
Interpreted to be approximately equal to the 
probability of a failure in a small unit of time 𝑑𝑡, 
given that no failure occurred up to the time t. 
Inferred from data, assumed or specified 
subjectively. 

ℎ(𝑡)𝑑𝑡 ≈ 𝑃𝑟(𝑡 ≤ 𝑇 ≤ 𝑡 + 𝑑𝑡|𝑇 ≥ 𝑡) 

Defined strictly as the conditional probability. The 
probability that an item fails at time t, given that it 
has survived to at least time t. 

ℎ =
𝑃𝑟(𝑇 = 𝑡)

𝑃𝑟(𝑇 ≥ 𝑡)
 

Relationship 
with 𝑓(𝑡) i.e. 
𝑝  

Interpreted as an alternative display of the probability density (mass) function. 

𝑓(𝑡) = ℎ(𝑡)𝑒 ∫ ( ) = ℎ(𝑡)[1 − 𝐹(𝑡)] 𝑝 = ℎ 1 − ℎ = ℎ (1 − 𝐹 ) 

𝐹(𝑡) and 𝐹  are the continuous and discrete unreliability functions. So, [1 − 𝐹(𝑡)] and (1 − 𝐹 ) 
represents continuous and discrete reliability. Hence, the reliability may be seen as the function which 
normalizes the hazard function. We may say likewise that exponential (product) expression has dual nature. 
Namely, the expression represents the reliability of an item, i.e. the probability that failure will not occur 
during the item’s mission time. Simultaneously this expression represents the normalizing function of the 
hazard function. 

Physical 
interpretation 

Failure rate. Number of failures over the unit time. 

Mathematical 
properties 

1) ℎ(𝑡) > 0; 𝑡 > 0 
2) ℎ(0) = 𝑓(0) 
3) ℎ(𝑡) > 𝑓(𝑡) ∀𝑡 > 0 
4) ∫ ℎ(𝑡)𝑑𝑡 → ∞ 

1) ℎ > 0; 𝑡 = 0,1,2, … 
2) ℎ = 𝑝  
3) ℎ > 𝑝  ∀𝑡 > 0 
4) 0 ≤ ℎ ≤ 1 

Shape 

Right continuous. Constant, decreasing and 
increasing function. Takes shape of bathtub and up-
side-down bathtub curves, the roller-coaster curve 
and the attenuated oscillatory curves. 

Right discrete. Constant, decreasing and increasing 
discrete step function. Takes shape of bathtub and 
up-side-down curves. The roller-coaster and 
oscillations may be constructed as well. 

Practical 
importance 

Plays the central role in practical reliability applications. 
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Table 2. Properties of the cumulative and accumulated hazard functions 

Property Continuous domain, 𝐻(𝑡) 
Discrete domain 

Λ  𝐻  

Probabilistic 
interpretation Has no probabilistic connotation. There is no law of probability that leads to 𝐻(𝑡), Λ  or 𝐻 . 

Relationship 
with ℎ(𝑡) i.e. 
ℎ  

𝐻(𝑡) is the primitive function of 
ℎ(𝑡). 

𝐻(𝑡) = ℎ(𝜏)𝑑𝜏 

ℎ(𝑡) =
𝑑𝐻(𝑡)

𝑑𝑡
 

Similarity with 𝐻(𝑡) refers to the 
logarithmic relationship between 
𝐻(𝑡) and 𝐹(𝑡). 

Λ = −𝑙𝑛 1 − ℎ  

ℎ = 1 − 𝑒  

Similarity with 𝐻(𝑡) refers to the 
relationship between 𝐻(𝑡) and 
ℎ(𝑡). Switching integration with 
summation. 

𝐻 = ℎ  

ℎ = 𝐻 − 𝐻  

Physical 
interpretation 

1) Mean time of failures by time t. Parallels the renewal function from renewal theory, Leemis (1986). 
2) Hazard potential. Explanation behind is that term potential refers to a feature parallel to that of 

potential energy in physics. In this context the term potential is alluding to an item’s resistance to 
failure rather than its capacity for work, Singpurwalla (2006). 

Mathematical 
properties 

1) 𝐻(0) = 0 
2) 𝐻(𝑡) > 0, 𝑡 > 0 
3) 𝐻(∞) → ∞ 

1) Λ = 0 
2) Λ > 0, 𝑡 > 0 
3) Λ → ∞ 

1) 𝐻 = 𝑝 = ℎ  
2) 𝐻 > 0, 𝑡 > 0 
3) 𝐻 → ∞ 

Shape 
Strictly increasing (non-
decreasing) right continuous. 

Strictly increasing (non-decreasing) right step shape. 

Practical 
importance 

Usefulness is reduced to the calculation of the failure rate in average (FRA) over the time interval of 
interest. 

𝐹𝑅𝐴(𝑡) =
𝐻(𝑡)

𝑡
 𝐹𝑅𝐴 =

Λ

𝑡 + 1
 𝐹𝑅𝐴 =

𝐻

𝑡 + 1
 

 

3.  Univariate Theorems 

It is well known from the risk theory that risk 
is a two-component structure consisting of the 
probability of hazardous event and severity of 
related consequence. Particular interest in risk 
assessment procedures is paid on description 
of risk evolution over time. Hazard functions 
that are given in the previous tables may be 
used to describe time evolution of the 
probabilistic component of risk. 

The simplest approach in risk assessment 
procedures assumes risk as one-dimensional 
variate (univariate risk). By applying the 
univariate approach and by taking into 
consideration above mentioned hazard 
functions the following conclusion may be 
drawn out: If the hazard function of hazardous 
event is somehow known, the probabilistic 
component of risk is represented by the 
cumulative distribution function, 𝐹(𝑡), which 
is well known in the reliability theory as the 
failure function or the lifetime distribution 
function. 

This conclusion is argued here by 
introducing a set of theorems in continuous 
and discrete domain. This set is divided in two 
groups. The first group (two theorems, Table 
3) is based on the hazard functions while the 
second group (three theorems, Table 4) is 
based on the cumulative and the accumulated 
hazard functions. 

As a starting point in all theorems it is 
supposed that the associated hazard function 
describing possible occurrence of a hazardous 
event is known in advance. If so, the 
cumulative distribution function represents the 
probability of hazardous event in question i.e. 
represents the probabilistic component of risk. 
The conclusion is proved in short through the 
existence of the probability density (mass) 
function. Some important remarks are given as 
well. They confirm properties of the 
cumulative distribution function, mention 
appropriate inverse functions and underline 
differential (recursive) equations that describe 
evolution of the probabilistic component of 
risk.
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Table 3. Univariate theorems based on the hazard functions 

Continuous case theorem Discrete case theorem 

For any known hazard function ℎ(𝑡) there exists a function 

𝐹(𝑡) = 1 − 𝑒 ∫ ℎ( ) ( ) 
which represents the probability of hazardous event. 

For any known hazard function ℎ  there exists a function 

𝐹 = 1 − 1 − ℎ  

which represents the probability of hazardous event. 

Short proof: It may be shown that there exists a probability distribution function (i.e. probability mass function) which 
satisfies well known properties (non-negativity and normalization). 

1) 𝑓(𝑡) =
( )

= ℎ(𝑡)𝑒 ∫ ( ) ( ) 

2) 𝑓(𝑡) ≥ 0, ∀𝑡 ≥ 0 

3) ∫ 𝑓(𝜏)𝑑𝜏 = 1 

1) 𝑝 = 𝐹 − 𝐹 = ℎ ∏ 1 − ℎ  

2) 𝑝 = 𝐹 = ℎ  

3) ∑ 𝑝∞ = 1 

Some remarks 

1) 𝐹(𝑡) is continuous cumulative distribution function 
having the following well known properties: 

 𝐹(0) = 0 
 𝐹(𝑡) is strictly increasing (non-decreasing) function 
 𝐹(∞) → 1 

2) 𝐹(𝑡) is always expressible in exponential form. In 
principle, it is possible to have a non-exponential 𝐹(𝑡). 
Corresponding theorem may be derived in general 
sense, Singpurwalla (2006). 

3) ℎ(𝑡) =
( )

( )
 

4) Differential equation describing evolution of the 
probabilistic component of risk is given by: 

𝑑𝐹(𝑡)

𝑑𝑡
+ 𝐹(𝑡)ℎ(𝑡) = ℎ(𝑡) 

1) 𝐹  is discrete cumulative distribution function having the 
following well known properties: 

 𝐹 = 𝑝 = ℎ  
 𝐹  is strictly increasing (non-decreasing) step 

function 
 𝐹 → 1 

2) ℎ =  

3) Recursive equation describing evolution of the 
probabilistic component of risk is given by: 

𝐹 − 𝐹 = ℎ 1 − ℎ  
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Table 4. Univariate theorems based on the cumulative and accumulated hazard functions 

Continuous case theorem 
Discrete case theorems 

𝚲𝒕 𝑯𝒕 

For any known cumulative hazard 
function 𝐻(𝑡) there exists a function 

𝐹(𝑡) = 1 − 𝑒 ( ) 
which represents the probability of 
hazardous event. 

For any known cumulative hazard 
function Λ  there exists a function 

𝐹 = 1 − 𝑒 Λ  
which represents the probability of 
hazardous event. 

For any known accumulated hazard 
function 𝐻  there exists a function 

𝐹 = 1 − 1 − 𝐻 + 𝐻  

which represents the probability of 
hazardous event. 

Short proof: It may be shown that there exists a probability distribution function (i.e. probability mass function) which 
satisfies well known properties (non-negativity and normalization). 

1) 𝑓(𝑡) =
( )

=
( )

𝑒 ( ) 

2) 𝑓(𝑡) ≥ 0, ∀𝑡 

3) ∫ 𝑓(𝜏)𝑑𝜏
∞

= 1 

1) 𝑝 = 𝐹 − 𝐹 = 𝑒 Λ − 𝑒 Λ  

2) 𝑝 = 𝐹  

3) ∑ 𝑝∞ = 1 

1) 𝑝 = 𝐹 − 𝐹 = 

= (𝐻 − 𝐻 ) 1 − 𝐻 + 𝐻  

2) 𝑝 = 𝐹  

3)  ∑ 𝑝∞ = 1 

Some remarks 

1) Even 𝐻(𝑡) has no probabilistic 
connotation, in certain 
circumstances it is a good 
approximation for 𝐹(𝑡). This 
works when time of interest is 
much shorter than the 
expectation. 

2) 𝐻(𝑡) = −𝑙𝑛[1 − 𝐹(𝑡)] 

3) Differential equation describing 
evolution of the probabilistic 
component of risk given by: 

𝑑𝐹(𝑡)

𝑑𝑡
+ 𝐹(𝑡)

𝑑𝐻(𝑡)

𝑑𝑡
=

𝑑𝐻(𝑡)

𝑑𝑡
 

1) Λ = −𝑙𝑛(1 − 𝐹 ) 

2) Λ = 0 

3) Recursive equation describing 
evolution of the probabilistic 
component of risk is given by: 

𝐹 − 𝐹 = 𝑒 Λ − 𝑒 Λ  

1) 𝐻 = ∑  

2) 𝐻 = 𝐹 = 𝑝 = ℎ  

3) Recursive equation describing 
evolution of the probabilistic 
component of risk is given by: 

𝐹 − 𝐹 = 

= (𝐻 − 𝐻 ) 1 − 𝐻 + 𝐻  

 

4.  Worst Case Risk 

Risk assessment procedures assume that 
unwanted scenarios must be identified at the 
first place. After that the probabilities and 
consequences should be assigned to the 
identified scenarios. This way, risk is assessed 
as a combination of the probability and 
consequence for each scenario. A general 
equation used to describe risk associated to a 
particular unwanted scenario is as follows: 

𝑅(𝑆) = 𝑝(𝑆𝐶) = 𝑝(𝑆) × 𝑝(𝐶|𝑆) = 

= 𝑝(𝐶) × 𝑝(𝑆|𝐶)#(1) 

where R is risk, S is unwanted scenario, p is 
probability and C is severity of consequence. 

Scenario that is commonly considered in the 
risk assessment applications is worst case 
scenario. This scenario is determined by 

consensus. Worst case scenario assumes 
occurrence of one or more different extreme 
events and is characterized with catastrophic 
consequence such as collapse, breakdown or 
death. So, the severity is known in advance 
and there is no need to be investigated any 
further. Logical repercussion is that 
conditional probability 𝑝(𝐶|𝑆) i.e. 𝑝(𝑆|𝐶) is 
equal to 1. 

Worst case scenario may be induced by 
several causes (extreme events). The scenario 
can be decomposed in different unwanted 
sequences and each of them could lead to 
catastrophic consequence. Otherwise the cause 
in question does not belong to a sequence that 
contributes to worst case scenario. Based on 
these short explanations the following formula 
for worst case risk may be written: 

𝑊𝐶𝑅 = 𝑝(𝑊𝐶𝑆 ) = 𝑝(𝐶𝐶)#(2) 
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where WCR is worst case risk, WCS is 
worst case scenario, subscript i denotes 
different worst case sequences and CC is 
catastrophic consequence. 

Such an approach is used in different fields 
of application. For example: the probability of 
a system failure (system reliability), the 
probability of failure on demand (reliability of 
safety systems), the probability of blackout 
(electrical engineering), the probability of core 
damage (nuclear engineering) or the 
probability of death (health science). In all of 
mentioned examples worst case risk has been 
calculated as the probability of related worst 
case scenarios. 

By taking into account the univariate 
theorems introduced in Table 3 and Table 4 
the general equation for worst case risk may be 
written in the following way: 

𝑊𝐶𝑅(𝑡) = 𝐹 (𝑡) #(3) 

where 𝐹 (𝑡) is the cumulative distribution 
function associated to the each worst case 
sequence. 

This equation defines worst case risk as a 
sum of the cumulative distribution functions 
associated to the extreme events contributing 
to worst case scenario. In other words, worst 
case risk may be reduced to the probability 
assessment of extreme events occurrence. 

5.  Conclusions 

Hazard is essential for risk existence. Hazard 
functions are seen as the fundamental feature 
that may be used to describe probabilistic 
component of risk. In the paper we report 
several hazard functions commonly used in 
reliability and other applications that may 
serve for this purpose. It is shown that in such 
cases the probabilistic component of risk is 
represented by the cumulative distribution 
function. This approach should work for any 
event, hazardous or extreme. 

Worst case scenario may be induced by 
several different extreme events. Each of them 
is characterized with catastrophic 
consequences. Thus, worst case risk 
assessment assumes description of the 
probabilistic component of risk which is 
represented by sum of the cumulative 
distribution functions associated to the extreme 
events comprising worst case scenario. 
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