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Abstract

In today’s globalized society, the Internet plays an important role for the purposes 
of recruitment, training, radicalization, planning, preparation, support and 
execution of terrorist activities. Terrorism is a serious violation of fundamental 
human rights and freedoms and a major problem for national security in almost 
all the countries of the world, but also for the international security. The goal 
of this paper is to shed light on some of these processes and analyze the existing 
ways of countering this complex phenomenon. We have started the analysis of 
the relationship between the Internet, as a new technological solution which 
terrorists successfully use for their own purposes, and the counter-terrorist 
struggle in all its forms, from the experiential, technical, theoretical, legal, 
ethical and operational aspects. A number of initiatives have been launched 
aimed at countering the use of the Internet for terrorist purposes; however, 
terrorists are still using it very intensely and effectively for their needs, while the 
number of its users is growing daily at an ever faster rate. Given this situation, 
additional initiatives and cooperation in addressing this problem are needed 
that must include experts from the practice, academics, religious groups, non-
governmental organizations, the media, policy makers, while connecting public 
and private sectors, as well as encouraging social partnership, international 
cooperation and exchange of best practices.

KEYWORDS: Internet, terrorism, counter-terrorism, radicalization, recruitment.
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dissemination and mediation of culture and ideology of jihadism. When explaining 
recruitment, radicalization and training, O’Rourke says that the terrorist entities 
are enhancing their capabilities over the Internet in order to present themselves as 
a bigger tactical threat than they are in reality (O ‘Rourke 2007, 30).1
In this paper we will, among other things, cite the theses of scientists, creators of 
anti-terrorism policies, experts in the field of terrorism and observations about 
the connection of the Internet with terrorism, which are generally accepted in the 
mass media, and compare them and bring them into connection with «firsthand» 
evidence that was obtained by police investigators and judges in specific court 
proceedings. We will also mention and analyze the statements of several persons 
arrested and tried for the crimes associated with terrorism, and their view on the 
role of the Internet in the process of radicalization. 
The Internet is, because of its role in today’s information age, undoubtedly one 
of the most important aspects of radicalization, and it is necessary to investigate 
it more thoroughly to be able to understand the entire process of radicalization. 
This is very clearly shown in Table 1 from which it is evident that a large number 
of EU citizens uses the Internet, showing the annual growth of Internet users in 
an eight-year period.

Table 1: INCREASE IN THE NUMBER OF INTERNET USERS IN THE EU PER YEAR (%)

From: Eurostat 2015

As it can be seen in the table above, the number of Internet users in the European 
Union has increased from 55% in 2007 to 81% in 2014. It is needless to further 
explain what is the real potential of the Internet as a tool, for any purpose, given 
that it is used by 81% of the population of the most economically integrated 
part of the world. Considering the use of the Internet around the world, it is 
notable that the Internet is most used in the developed countries such as the 

Introduction
Technological development was nowhere as dynamic and comprehensive as in 
the field of communication and information technology, and this development, 
of course, has reflected on terrorism. Terrorists use the Internet to spread their 
ideas, and some researchers suggest that young men can in this way be radicalized 
in just a few months. 
Modern security strategies of international security organizations and the 
national security strategies of the countries around the world are dominated by 
the problem of terrorism. Terrorism is one of the most dangerous problems facing 
the modern world, which was confirmed by the terrorist attacks in America in 
2001; Spain in 2004; UK in 2005; again in the US in 2013; the case of the French 
Charlie Hebdo at the beginning of 2015; and, numerous other terrorist acts. It 
is obvious that ISIL is, from day to day, becoming a growing terrorist threat to 
many countries of the world and security threat in general. Therefore, terrorism 
is of interest for many scientists, scholars, politicians, journalists, professional 
members of the intelligence, security, military and police institutions.
The goal of this paper is to shed light on the process of radicalization of terrorists 
via the Internet and the use of the Internet for terrorist purposes in general, and 
to analyze the possible ways of countering this phenomenon. The study will first 
determine how big problem is the radicalization of terrorists via the Internet, how 
much and how it is used by terrorists, and analyze how effective are the programs 
and policies used by the world community to confront this phenomenon.
Taking into account the complexity of the researched phenomenon, the paper is 
designed to be a review of the current perspectives on:

The role of the Internet in the process of radicalization and recruitment  
of terrorists
The ways in which the Internet is used as an operational tool of terrorists 
The range of responses of policies to the use of the Internet for terrorist  
purposes.

The Role of the Internet in the Process of Radicalization 
and Recruitment of Terrorists
In recent years, European, American and many other policy makers around the 
world, as well as practitioners and academics have begun to explore how the 
Internet affects the process of radicalization and forms of extremism associated 
with terrorism and how individuals support terrorism. Many agree that the Internet 
plays an important role as a tool for radicalization (Awan 2007, 389-408). Awan 
says that in the last 15-20 years the Internet has become the main platform for the 
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videos (Sageman 2008).4 This provides them with direct access to a community 
of like-minded people around the world that was created on the Internet, which 
can act as a substitute for the social environment that they were not able to locate 
in their surroundings and get involved in the real world around them (Pantucci 
2011, 34).5 
Showing bloody beheading videos by the members of the ISIL is an example 
of a strong spark for the radicalization process. In addition to warning the 
unbelievers, executions also serve as a way of recruiting new people. During 
the arrest of members of different terrorist cells in Europe and the US, images of 
beheadings were found in the homes of almost all those arrested. A particularly 
disturbing event occurred in 2008, when police found a collection of videos of 
executions by decapitation in the possession of an eight-year old Muslim boy. 
Decapitation is almost a perfect combination of a horror movie and a video game 
to a boy, and thus it is dangerous that these scenes numb children to violence. 
In addition to the foregoing, via the Internet, it is possible to reach the individuals 
whom implementers of radicalization, for various reasons, would otherwise 
not be able to reach, for example women (Briggs and Strugnell 2011).6 The 
anonymity of the Internet offers a greater opportunity for women to become 
active in extremist and jihadist circles in a way that is not common in the «offline» 
world (Institute for Strategic Dialogue 2011, 6).7 A similar thing happens with 
shy persons, who find it much easier to communicate via the Internet, rather 
than in person. So, thanks to the Internet, it is possible to carry out the process of 
radicalization, in part or possibly entirely without a physical contact of persons. 
Also, because of everything that the Internet and new social networks provide, 
we can conclude, that certain individuals with the help of the Internet can even 
be self-radicalized. 
Studies carried out on the effects of the Internet on radicalization among 242 
European jihadists from 2001 to 2006 have indicated that there is a correlation 
between the jihadist websites and propaganda on the Internet and the rapid 
radicalization of interested individuals (Precht 2007). Al Qaeda, for example, 
has achieved great success in its goals by launching the high-quality Internet 
magazine Inspire which published an article that focuses on the recruitment of 
terrorists titled «How to Make a Bomb in Your Mom’s Kitchen». Inspire is listed 
as an inspiration to a number of jihadist attacks in the US and the UK. 
Extremist Online Media organizations are transformed from information centers 
to news agencies that operate in a way very similar to large newspaper companies 
such as Reuters, Bloomberg and the Associated Press. The three major terrorist 
media organizations are the following: As-Sahab (The Clouds); Global Islamic 
Media Front (GIMF) and Al-Fajr (“The Daybreak“, Media Centre).
One of the most interesting trends in the use of new technologies for terrorist 
purposes is the growing use of social networks, while individual web pages 
provide detailed instructions to terrorists and their supporters on how to use 

USA, Canada, Australia and New Zealand, while, interestingly, it is least used 
in countries and regions where there is an overwhelming number of terrorist 
organizations - the Middle East and Asia (Mantel 2009, 131).
Comparing online and offline (conventional current) radicalization in some 
countries, we note that violent radicalization in mosques and other religious 
institutions does not include more than 1% or 2% of total radicalization (House of 
Commons Home Affairs Committee 2012, 15)2, which means that radicalization 
is performed through other ways, and that one of the most prolific models is 
probably the one that takes place with the help of online tools.
On the Internet, there is a number of terms related to the radicalization through 
the Internet or the so-called online radicalization, and a number of terms that 
support the earlier mentioned suggestion that the Internet is used for operational 
purposes. Table 2 confirms these allegations. 

Table 2: GOOGLE SEARCH FOR EXAMPLES OF CRITICAL KEY WORDS

From: Internet search by the author of the paper using Google.hr search engine on July 1st, 2015. 

As we saw in the examples presented in the above tables, the Internet provides the 
connected and interested individuals with information about making bombs, but 
also prepares them to conduct terrorist attacks, without the usual infrastructure 
of a terrorist group. Also, it enables a much easier communication among target 
individuals and finding like-minded people around the world.
Scientists agree with the fact that the Internet in most cases has an important 
role in the process of radicalization, in a way that promotes radicalization. It 
represents a tool for spreading the message of radical Islam in the stage of pre-
radicalization and later stages of radicalization. It also serves as an operational 
tool as it offers the availability of training manuals and handbooks on explosives 
(Precht 2007).3 
Sageman is quite explicit in the allegations that the Internet should be seen 
as an incubator or accelerator of the «lone wolf» phenomenon, where these 
individuals can get radicalization materials, training manuals and appropriate 
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In short, in the analysis of the 15 specific cases, we have marked the individuals 
who were convicted of crimes of terrorism with the letter T, and individuals who 
have been convicted on the basis of Prevent Intervention Programme with letters 
PT, as it is showed below:

In all 15 cases, the Internet was a key source of information, communication 1. 
medium and/or platform for extremist propaganda, as well as support for 
operational work. Specifically, T1 and T2 have used the internet to learn how 
to make bombs. T4 was looking for instructions on how to prepare a suicide 
vest. PT2 was checking the Internet for where and when the protests will 
be held. T10 discussed military training on the Internet, while T7, T8 and 
T9 used the Internet for spreading messages of Al Qaeda cells in the United 
Kingdom. T3 said: “The Internet is like a fishing net, catching surface fish, 
not fish from the bottom. Once we caught one at a time, now we catch 100-
200 per year “(von Behr et al. 2013, 26)11. 
In most cases, the Internet was an «echo chamber».2. 
With the analysis of their activities on the Internet, it was found that, for 
example, T1, T3, T5, T6, T10 and PT2 contributed to the network forums that 
promote discussions on extremist issues. 
Most cases of «online self-radicalization» include virtual communication 3. 
and interaction with others.
T1 has, for example, used 5 Facebook accounts for online communication 
with other extremists. T5 followed his father into extremism, T6 and T10 
were spotted by terrorist leaders, while T7, T8 and T9 had radicalization 
effects on each other (von Behr et al. 2013, 30).12

A particular problem is the use of the Internet as a tool for terrorist recruitment 
and radicalization of young people. Terrorist groups are systematically, in 
different contexts, preying on vulnerable young people by offering them various 
incentives from financial support to something like family bonds, promises of 
something exciting, to make the membership in a group attractive (Homeland 
Security Institute, 2009).13 As an example of recruitment of children for terrorist 
purposes we note the case of the Palestinian Islamic Jihad and Hamas who recruit 
children at the age of 13 to be suicide bombers and children at the age of 11 for 
smuggling of explosives and weapons. 
There are some 300,000 children (both boys and girls) under the age of 18 
presently serving as combatants, fighting in almost 75 percent of the world’s 
conflicts; 80 percent of these conflicts where children are present include fighters 
under the age of fifteen (Singer 2005).14 
Some terrorist groups have designed special websites for younger audiences 
through which they transmit propaganda messages via cartoons and computer 

Facebook and YouTube for this purpose. According to former Secretary General 
of Interpol Ronald K. Noble, there is a huge increase in the number of jihadist 
websites which in 1998 were only 12, while in 2006 this number rose to 4,500 
(CBS/AP 2010).8 According to another source9, network analysis conducted in 
2005 found 4,750 websites serving terrorists and their supporters. 
In order to realize how much growth terrorist websites have had, we give a 
graphical presentation of the number of terrorist websites in 1998 and 2005. 

Graph 1: COMPARISON OF THE NUMBER OF JIHADIST WEBSITES IN 1998 AND 2005

From: : http://www.arifyildirim.com/ilt510/vinay.lal.pdf, downloaded on April 5, 2015

In 1998, there were a total of 12 websites related to terrorism, in 2003 that 
number increased to around 2,630 websites, and in January 2009 it reached the 
number of 6,940 active terrorist websites. Israeli communications professor 
and researcher on terrorism Gabriel Weimann of the University of Haifa, who 
confirmed the data since 1998, stated that there were more than 7,000 terrorist 
websites in 2009, and agrees with these estimates (Mantel 2009, 129).
Though of great importance, online terrorist activities should not be observed 
and analyzed (OSINT) exclusively and separately for themselves, but should be 
understood and studied in conjunction with offline events and activities. We will 
show the available specific information and provide answers to questions such 
as how certain violent extremists used the Internet during the process of their 
personal radicalization, what was essential in each process of radicalization, 
and what was the interrelationship between online and offline behavior of these 
particular individuals.
It is about 15 cases - perpetrators convicted pursuant of the Terrorism Act of 2000 
or the Terrorism Act of 2006 or pursuant to PREVENT intervention programme 
(von Behr et al. 2013).10  
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Internet Use for Operational Terrorist Purposes
Careful terrorist planners emphasize the need for encrypted communication 
or use metaphors when talking about their targets, because they are aware that 
their communications might be intercepted by police, security and intelligence 
services. For example, two planners of the terrorist attacks on the United States, 
Mohammed Atta and Ramzi Binalshibh, called the World Trade Center the 
“architecture”, the Pentagon “art”, the White House “policy”.
Every day there is new evidence on the ways in which terrorists use the Internet 
as an operational tool including recruitment, training, raising funds, coordination 
and communication. On websites of certain terrorist organizations, such as the 
Al Qaeda, one can find instructions for kidnapping, instructions for making all 
kinds of explosives, instructions for making improvised car bombs, poisons, 
executions and more. 
For the purposes of this study, and as a confirmation of the thesis presented 
earlier, we searched a number of terms that are related to terrorist operations.

Table 3: GOOGLE SEARCH FOR EXAMPLES OF CRITICAL KEY WORDS 

From: Internet search by the author of the paper using Google.hr search engine on July 1st, 2015. 

As the table shows, a very large number of terms related to terrorist operations 
that can be found on the Internet, refer to the instructions for making bombs, 
suicide belts, video clips of beheading and a lot of other information useful to 
terrorists.
The most important channel of communication for terrorists is the Internet. 
Experts estimate that today there are about 4,000 pages on the Internet through 
which the “virtual” war of terror is being led and actual attacks planned. 
Terrorists encode information within graphic and sound files. Thus the encoded 
information can be read only by the ones who know that such a file carries 
information and have the appropriate key. Coded messages significantly hamper 
the work of intelligence services in the discovery of terrorist plans. 
The Internet is not only used for internal communication between terrorist groups 
and individuals, but it is also used for communication of opposing sides. There 
are many examples in which the terrorists on their web sites warn the (hostile) 
governments, inform of their (evil) deeds, take responsibility, threaten, propose, 
etc. (Tomić et al. 2012). 

games. The internet website sponsored by Hamas, al-Fateh (the Conqueror) is 
updated each week and is designed for children, showing cartoons and children’s 
stories (Weimann 2006). Cartoon characters convey a message of violence, 
promote hatred of Israel, praise jihad and martyrdom.
Some organizations broadcast video games intended for children and adolescents. 
Hezbollah has developed a series of games called Special Forces and Special 
Forces 2 that stimulate military missions against Israeli soldiers. Game Special 
Forces 2 is available in Arabic, Farsi and English. There is another online game 
called Night of Bush’s Arrest, whose aim is to arrest and kill the former US 
President George W. Bush.
Internet forums and chat rooms are formed to attract older teenagers. In these 
forums, the youth communicates with its peers and goes from passive radical 
information gathering phase to active participation in debates on radical subjects. 
Terrorists are trying to attract new young members, who prefer to use forums at 
which discussions take place, and YouTube, where there is more multimedia 
content and more two-way communication. (Mantel 2009, 143). Special 
attention is directed towards young women. Muslim women face the traditional 
boundaries, and this way they can overcome them. 
Abid Hussain Khan, a 22 year-old British Muslim, who has established with 
two other men a terrorist cell in the United Kingdom, at the age of 12 became 
an avid fan of everything he could find on the Internet related to jihad and the 
mujahedeen. According to statements of Khan, which he gave at the testimony 
procedure (Kohlmann 2008)15, he found a wealth of information in interactive 
newsgroups and forums. Using the knowledge obtained over the Internet, Khan 
has decided to continue his so-called “e-war strategy” (Ibid., 2).16

The use of the Internet by young people has grown dramatically in the last 
decade. Specifically, the use of the Internet has evolved from a passive, individual 
process-oriented search (called “Web 1”), to an active, socially connected 
environment where young people communicate, discuss, create and forward 
content (called “Web 2.0”). Networking sites like YouTube and Facebook record 
a huge increase in customers, which in 2008 reached a total of 108.3 million 
users. Among young people aged 14-24 years, 70% of them regularly uses social 
networks. According to the latest data, YouTube today has more than a billion 
users, nearly one-third of all Internet users. Every day, people watch hundreds 
of millions of hours of content and generate billions of views. YouTube on all 
platforms, and even YouTube Mobile, reaches more Americans aged 18 to 34 
and 18-49 years of age than any cable network (https://www.youtube.com/yt/
press/hr/statistics.html).
By analyzing the current trends, it is undeniable that for several years the Internet 
has played and will continue to play an increasing role in the radicalization and 
recruitment of terrorists, the coordination of their activities or for other operational 
terrorist purposes, which we will discuss in detail in the next section.
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the folder labeled “drafts”. Since all three have the username and password of 
the same email that is checked online, they use that address and read the message 
left in that folder, which actually represents a set of operating instructions or 
instructions to perform specific actions by that terrorist group. This technique 
was successfully used by Khaled Sheikh Mohammed to communicate with the 
global network of Al-Qa’ida, and who was otherwise suspected of being the 
leader of the terrorist attacks on Sept. 11, 2001 (Bogart 2013)18.
Security services today have technology to only monitor traffic between 
specific individual electronic addresses, therefore emails that are circulating on 
the Internet. However, if from a specific electronic address, there is no traffic 
to the outside, towards the network or other addresses, then there is no way 
of monitoring what happens in those open virtual mailboxes. Therefore, the 
described model of communication between terrorists is today the most common 
way that terrorist groups avoid being monitored by security services over the 
communication of their members. The likelihood that the security services 
will reveal this communication is very small, considering that for they would 
have to know the exact address, user name and password through which such 
communication takes place (Fatić 2011).19 
Furthermore, a very common method of communication for terrorist organizations 
today is through encrypted messages through various internet forums, where 
a terrorist organization leaves messages to its terrorist cells in a form of an 
encrypted text, which they can then publicly read. Social networks, chat rooms 
and games are a popular way of concealing messages in seemingly harmless 
interactions between online “players”. Many online forums are encrypted and 
require a password in order to be able to join, but some of them can still be well 
infiltrated by members of security services who present themselves as online 
militants. For breaking and detecting this communication, what is needed is to 
obtain the code books of each group so that such messages could be identified 
and deciphered. Identification of users who on certain Internet forums use such 
communication for terrorist purposes is currently very difficult.
Other achievements of the Internet are also being used as a means for spreading 
terrorist ideas, among which we must point out the chat programs (IRC, Internet 
Relay Chat), which allow direct communication between specific users in real 
time, enabling a direct connection. This still means that members of terrorist 
organizations can synchronize their actions before the action and/or receive 
feedback immediately. This method is relatively safe for terrorists, because 
security agencies cannot monitor these simultaneous conversations on the 
Internet (there is no voice recognition like with phone calls, and thus all traces 
are deleted immediately).
Furthermore, the development of special typography makes the work of the 
security services even harder. Specifically, special ASCII characters (American 
Standard Code for Information Interchange) are being used that are visually 

Why the Internet? The Internet has many features that make it an ideal tool 
for terrorist organizations. First, it enables terrorists to communicate quickly in 
real time, but also allows the creation of a website that is available to millions 
of people around the world. Instructions, intelligence information and even 
funds can be transferred and received by e-mail in just seconds. Second, the 
ubiquity of the Internet means that a small terrorist group may have a global 
cyber presence. Third, the use of the Internet is cheap. Fourth, the development 
of new technology and software allows even for simple users to develop and 
disseminate complex information (e.g. a video with instructions on how to 
assemble a suicide bomb belt). Fifth, modern encryption technologies allow 
users to surf the Internet, transfer funds and anonymous communication. They 
can also register anonymous e-mail accounts from providers, such as Yahoo or 
Hotmail (Lachow and Richardson 2007, 100). There are also other benefits of 
the Internet that make it an ideal terrorist tool. 
The use of new technologies and social networks for terrorist purposes has many 
advantages, and some disadvantages. One of the biggest limitations of this kind 
of social media is openness and transparency (OSINT). The terrorist reliance on 
websites and forums allows tracking of their methods and trends from the outside. 
Reliance on the Internet also opens the possibility for police and security forces to 
present themselves as part of a group with the aim of disinformation, or simply to 
create doubt among terrorists who then no longer know who they can trust.
For all these reasons the terrorists are forced to rely on more closed forums 
for communication and coordination of a more advanced nature. In this sense, 
their use of the so-called “deep” or “dark” networks will likely significantly 
increase, and it is one of the most difficult areas for being monitored by police 
and security forces.
There are examples of usage of social media by the terrorist networks to assist 
in carrying out terrorist operations. The following way of using the Internet is 
a means of communication among members of terrorist groups. Their terrorist, 
operating or command centers communicate with the operating groups, which 
are mainly composed of three or more terrorists, by e-mail that is checked via 
Internet accounts (webmail), which are opened free, anonymous mail services 
(yahoo, gmail etc.). “Dead-letter boxes” (Bogart 2013)17 in today’s digital era 
represent a way in which one person sends a message to another person over the 
Internet, but what is really interesting is that it is being done without pressing 
the Send button. Recipient of the message has data available for logging on the 
Internet account of the sender and can see the message, and respond if necessary. 
The user data, i.e. the user name and password, after opening such email messages, 
are received by members of an operating terrorist group and, through that mail 
that is read only online (webmail), they communicate in a way that this address 
is not used to send messages to third persons, or to other addresses, but three or 
more users exchange messages among themselves. So they leave messages in 
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that is outside the scope of this work, but it is very interesting, because such attacks 
can inflict a lot of damage, without performing an actual physical attack. 

Antiterrorist Responses to the Use of the Internet
by Terrorists
United Nations Security Council Resolution 1963 of 2010 recognized the 
problem of using the Internet for terrorist purposes and expressed concern 
about the increased use of new information and communication technologies, 
especially the Internet, in a globalized society by terrorists for the purpose of 
recruitment and incitement, as well as for financing, planning and preparation 
of their activities. It has also recognized the importance of cooperation between 
Member States to prevent terrorists from exploiting technology, communications 
and resources to encourage support for terrorist acts (S / RES / 1963 p.3).22

Europe has also recognized the problem of using the Internet for terrorist purposes. 
Consequently, the European legal framework is, inter alia, covered by the two 
conventions of the Council of Europe (CoE) that contribute to the prevention 
of the use of the Internet by terrorists: The Convention on the Prevention of 
Terrorism (Council of Europe 2005)23 and the Convention on Cybercrime 
(Council of Europe 2001).24 From 2005 onwards, the European Commission and 
the Justice and Home Affairs of the Council have started putting high priority 
on combating radicalization. Disruption of network activity by examining ways 
of preventing (interference with) terrorist recruitment using the Internet has 
become the main objective of the EU. 
The European Commission has supported the information portal «Check the 
Web» (Council of Europe 2007)25, an initiative that strives for cooperation and 
task sharing of monitoring and evaluation of open Internet sources on a voluntary 
basis.  Europol and the EU Member States actively monitor and assess the terrorist 
network’s websites (especially Islamic) and in mutual communication, which refers 
to the recruitment of terrorists and the determination of the factors contributing to 
violent radicalization, explore the possibilities of removing from the Internet the 
content that is used for the radicalization of individuals for terrorist purposes. 
The Audiovisual Media Service (AMS) Directive (2010) prescribe that Member 
States of the European Union must adequately ensure that audiovisual media 
services provided by media service providers under their jurisdiction do not 
contain any incitement to hatred based on race, sex, religion or nationality 
(Directive of the European Parliament and the European Council, 2010).26 In 
2010, the EU established the Clean IT project (European Commission 2010)27 
with the intention of starting an open and constructive dialogue between 
governments, and business and public (civil) sector (companies) to explore ways 
and adopted joint conclusions and highlighted best practices to reduce the use 
of the internet by terrorists, which will be supported by the public and private 

very similar to Arabic letters, which allow communication on computers that 
do not support Arabic language, but also do not display as Arabic characters, 
thus avoiding program recognition. Along with these characters, young Arabs, 
especially in Europe, have developed a special language whose letters are made 
in parallel with Arabic and English letters.
Internet facilities, such as popular programs like Facebook and Google program 
for detailed search of the Earth (Google Earth), are also misused for these 
purposes. Police in Mumbai claimed that terrorists used satellite images of city 
streets and the hotel to successfully carry out the local terrorist attack that killed 
170 people. One of the members of the terrorist organization Lashkar-e-Taiba 
has admitted that he had satellite images of India from the aforementioned 
program (Fatić 2011)20. 
The growing number of extremist websites shown in Graph 2 very clearly 
indicates that this is a problem that grows every year.

Graph 2: GROWTH IN THE NUMBER OF JIHADIST WEBSITES FROM 1998 TO 2005

From: http://www.arifyildirim.com/ilt510/vinay.lal.pdf, Downloaded on April 5, 2015.

According to the latest data published in recent days by the Kazakhstani international 
news agency Kazinform, based on the statements of Secretary-General of the local 
security organizations (Collective Security Treaty Organization - CSTO) Nikolay 
Bordyuzha, over 57,000 Internet websites were discovered that recruit militants for 
extremist organizations, including ISIS, and then 50,000 were blocked.21

From everything presented so far, it is clear that extremists and terrorist groups 
very effectively use the Internet for their needs. 
How much the terrorists use the internet to carry out cyber attacks is a question 
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Security Institute, 2009. 

In response to the terrorist activities on the Internet, the US State Department 
maintains the website in several languages (including Arabic, Persian and 
French) dedicated to combating false stories that appear in extremist sources. 
Unfortunately, Americans have to do a lot of work to make these examples a 
rule, rather than an exception. The American nation must regard the war of ideas 
with equal importance as enjoyed by the military and police aspects of the war 
on terror. To this end, the United States needs to focus more resources on two 
areas: opposition to operational efficiencies associated with terrorist use of the 
Internet, and undermining the terrorist influences realized through the internet 
(Lachow and Richardson 2007, 103).32 In November 2006, the Digital Outreach 
Team was created with two employees who spoke Arabic. The team was later 
expanded to 10 members, who are actively involved in discussions on websites 
in Arabic, Persian and Urdu, including blogs, news sites and discussion forums. 
The team members present themselves as employees of the State Department, 
but instead of publishing dry political statements they create “attractive, informal 
personalities for [their] online discussions.” (Mantel 2009, 145).
The International Centre for the Study of Radicalization and Political Violence 
in its report (International Centre for the Study of Radicalization and Political 
Violence in 2009, 22)33 describes three types of negative measures that the 
government and the law enforcement agencies can apply to counter terrorist use 
of the Internet:
1.   Removal of unwanted (illegal) content of web pages.
2.   Filtering (limited user input and control of the exchange of information).
3.   Hiding (manipulating search engine results so that the unwanted contents 
      are  a lot harder to find).

In the broader political sense, it is possible to counter the use of the Internet by 
extremists with the employment of three broad approaches:

Hard strategy of zero tolerance.1. 
Softer strategy that encourages Internet end users to directly challenge the 2. 
extremist narrative.
Reporting on offensive or illegal materials, and intelligence-led control 3. 
strategy leading to discovery, investigations, arrests and disruptions.

There are also warnings about excessive use of negative measures (tools). 
Moreover, it is concluded that the systematic, large application of negative 
measures, was impractical and even counterproductive, and that it will generate 
a significant, above all political, price, while at the same time it will make little 

sectors. 
The document Reducing Terrorist Use of the Internet was published in January 
2013 as a result of a structured public-private dialogue between representatives 
of governments, scientists, the Internet industry, Internet users and non-
governmental organizations in the European Community. Chapter 4 highlights 
12 problems and best practices that can reduce the use of the Internet for terrorist 
purposes. The Radicalization Awareness Network (RAN)28 is a network formed 
within the EU Home Affairs office and was launched in September 2011 with 
the intention of providing assistance and facilitating the exchange of information 
between the «first-liners» - people who are directly involved with high-risk 
individuals or groups within the European Union (social workers, teachers, 
police, academics and non-governmental organizations). RAN is primarily 
focused on the Internet. The European Network of Experts on radicalization 
(ENER)29 is an organization launched by the European Union which established 
a network of organizations and experts on the issues of radicalization. The 
network represents the efforts of the Commission to deepen the understanding 
of radicalization through publications, seminars and workshops.
The United States also has the same problems with the use of the Internet for 
terrorist purposes, as well as the European Union and the entire world. One 
of the toughest challenges for the US is to challenge the use of the Internet by 
terrorists to spread their propaganda and ideological agendas. This problem is 
part of a much larger “war of ideas” against the extremist Islamic movement.  
In its National Strategy for Combating Terrorism it is stated that the US, together 
with the international community, will wage a war of ideas, so that it becomes 
apparent to everyone that all acts of terrorism are illegitimate and to ensure an 
environment in which ideologies that promote terrorism will not find a fertile 
ground anywhere. As a strategic course of action by the United States in counter-
terrorism, it is stated that a good offense is the best defense (National Strategy for 
Combating Terrorism 2003, 24).30 According to statements by former US Defense 
Secretary Donald H. Rumsfeld, «America is losing the ‘war of ideas’, more must 
be done to reduce the lure of the extremist ideology» (Roberts 2006).31 

Table 3:  COMPARISON OF THE TOTAL NUMBER OF WEBSITES RELATED TO 

TERRORISM BY YEARS
From: The Internet as a Terrorist Tool for Recruitment & Radicalization of Youth. Homeland 
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the tools, techniques and messages that terrorists use. Here, it is necessary to 
resort to the lessons learned from the private sector, whose representatives have 
dedicated considerable resources to the understanding of young people, their 
changing interests, behaviors, preferences and needs. It is necessary to increase the 
understanding of how they approached the youth market, which are the methods 
used to develop a relationship with young people and their changing needs and 
preferences, which message they found particularly appealing and acceptable and 
if they have a recommendation on how to test the effects of sent messages. 
Representatives of the Homeland Security Institute - HSI in 2009 in Los Angeles 
held a round table with representatives of strategic communications firms and 
the management and marketing department of a teenage music group that 
has reached a multimillion-dollar popularity, almost entirely over the Internet 
(Homeland Security Institute, 2009 , 8).36 
They have discussed approaches and determined the following:

Reach out to young people at places they visit 1.	 online. It was pointed out that in 
order to reach out to young people, we should use the same platforms that are 
popular among young people (interactive video websites to connect with others 
and mutual exchange of information and video footage, photos and the like). In 
this way, hundreds of thousands of pre-established social networks can be used, 
which then become channels for the transmission of their messages.
Use the viral nature of online contents (videos, photos, music clips) that can 2.	
be picked up and continue to spread among the audience, which now serve as 
carriers, spreading materials within their own networks.
Authenticity is crucial. We should not underestimate the ability of young 3.	
people to determine the authenticity of the messages and their transmitters. 
Messages and their messengers have to be authentic and convincing to 
resonate with the young audience.
Develop and use mechanisms for feedback through reviewing and responding 4.	
to the reactions of the audience through their messages and posts. 
Answer positively and fluidly. Consider how the sent online messages were 5.	
received and which messages motivate fans to action, in order to better shape 
the following answer (Homeland Security Institute, 2009, 8-10).37 

The private sector represented a series of best practices for effectively reaching 
young people online, five of which are shown here. Using the same lessons that 
the marketing and entertainment experts have used in the private sector in order 
to successfully understand, reach and influence millions of young people online, 
anti-radicalization and anti-terrorist efforts on the Internet can be significant.

Conclusion
With this paper, we confirm the thesis that the Internet is used as the main 
source of information for terrorists and extremists, and that it is a medium for 

contribution to the fight against violent extremism (International Centre for the 
Study of Radicalization and Political Violence, 2009, 15).34 Furthermore, there 
are ethical dilemmas about how to balance the need for intervention with the need 
to protect civil liberties and fundamental freedoms, although terrorism itself is 
a very serious disturbance of the fundamental human rights and freedoms. Who 
decides who is a terrorist, who should be silenced and why are some of the 
questions asked by Professor Weimann of the University of Haifa, adding that 
this could lead to political censorship (Mantel 2009, 133). The issue of freedom 
of expression can be problematized in the United States more than anywhere 
else in the world.
In addition to the abovementioned reasons why we should not remove suspicious 
websites, there are operational reasons that are represented by security agencies. 
In fact, some terrorist sites should not be removed, because they can be a good 
source of intelligence (OSINT), and security agencies can monitor the activities 
of terrorists and prevent planned terrorist acts (Mantel 2009, 135).
One of the most important areas in terms of response to terrorist use of the 
Internet is anti-narration - development and expansion of anti-narration online. 
The victims are, for example, some of the strongest and most important 
transmitters of messages, because they have a strong, credible and compelling 
story that bears witness to the futility of terrorism.
Counter-terrorism activities and measures aimed at, among other things, the 
suppression of the use of the Internet for terrorist purposes, which are encouraged 
and/or implemented by the UN, EU, Council of Europe, OSCE, Europol, Interpol 
and NATO, have so far yielded some results. This is confirmed by the fact that 
recently cartoonists, journalists, and the co-founder of Twitter, Jack Dorsey, 
found himself on ISIL’s black list. However, he is not the only one threatened 
with death, but also all other employees of that American company, and all this 
for blocking the accounts of terrorists who used the social media network as 
an ideal platform for the launch of jihadist propaganda. Terrorist propaganda 
around the world has never been stronger. On the other hand, the number of 
arrests of persons responsible for the recruitment of young supporters in the 
ranks of the “Islamic state”, especially after the attack on French satirical weekly 
Charlie Hebdo in early 2015, is growing. 
As indicated in the first chapter, social networks have become an ideal tool for the 
radicalization of young people, however, efforts to counter the radicalization of youth 
are far behind the capabilities of terrorists and promotion of their ideas. It seems 
that Al Qa’ida is better in transmitting its messages over the Internet, compared to 
America, the European Union and a number of other organizations and states. 
In opposition to radicalization messages aimed at young people, the Government 
of Singapore established the Religious Rehabilitation Group that produces websites 
that contain the answers to the misinterpretations of Islam, articles on radicalism and 
moderate Islam and a multimedia section (Homeland Security Institute, 2009).35 
For a successful counter-terrorist fight on the Internet, it is necessary to understand 
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communication and propagation of extremist views. Also, it is an important tool 
for terrorists and extremists, because it is included in the radicalization process, 
it can contribute to recruitment and is of great use in their operational work 
in the form of communication and cooperation. We found that there is a very 
important mutual interaction between the online and offline world, which is 
why the role of the Internet in the radicalization process must be viewed in a 
broader context of personal history of each individual and their social relations. 
Internet should be seen as a means, and not as a unique method of radicalization. 
Anti-terrorism efforts and policies that we have shown in this study, performed 
through legal, technical and operational procedures, focus on reducing the use of 
the Internet for terrorist purposes and have yielded certain results. A number of 
initiatives and projects are launched to reduce the availability of illegal materials 
that promote radicalization of terrorists on the Internet. Also, ways of revealing 
the contents that promote radicalization and recruitment of terrorists have been 
determined and procedures of removal of such contents from the Internet are 
being implemented. Each national experience is shaped by political, cultural 
and legal elements specific for that country, so we can not speak of a common 
counter-terror response in this area.
With all the above mentioned and many other counter-terrorist activities, terrorists 
still very effectively use the Internet for their radicalization, operational and 
other needs. With the aim of finding more effective responses to counterterrorism 
policies on this problem, it is very important that governments share information 
about projects, activities and “lessons learned” in order to avoid possible 
mistakes in the fight against this phenomenon and increase the effectiveness of 
implemented measures. It is also important for governments to continue to take 
account of the ethical dilemmas and practical ones - when to intervene in order 
to balance the imperatives of security and civil liberties.
To come upon appropriate comprehensive solutions and increase the resistance 
of the society to the problem of using the Internet for terrorist purposes, it is 
necessary to connect all segments of the society. Here, we think of specific 
knowledge and engagement through academic and business experts, religious 
organizations, NGOs, the media, policy makers, linking public and private 
sectors, and international cooperation and exchange of best practices. The answer 
to the problem of using the Internet for terrorist purposes must be a common 
response of the entire society, in order to be comprehensive and successful.
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A Framework for Rapidly
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Managing Higly Varieble 
DIME-E Environments
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Abstract
In this paper we introduce Living Entity (LE) theory and describe how it provides 
a basic framework for understanding intelligent behavior in general and, in 
particular, for successful management and persuasion in Information Warfare 
from strategic, down to tactical levels.  We address the need for rapid learning 
as the basis for analysis, planning and actions to match our rapidly changing 
Diplomatic, Informational, Military, Economic and Environmental (DIME-E) 
influences. We then describe how an LE framework supports and addresses that 
need by constantly discovering and improving four areas: new models, new 
KIDs (Knowledge/Information/Data), new Mathematical descriptions and new 
implementation Technologies. We discuss applications of these four areas of 
improvement to DIME-E learning and influence goals. 
Living systems actors are arranged in multilayered hierarchies ranging in 
complexity from individuals to groups, societies/cultures, organizations, states, 
nations, multiple nations, areas, worldwide, etc. We emphasize that the LE 
framework supports the need to focus actions at the appropriate level of the 
social hierarchy of agents (LE hierarchy level) in order to achieve efficient and 
effective results. This is done in practice in two ways: first by managing and 
operating against threats at LE levels which they operate in and secondly,  by 
informing and managing those environments through leveraging the social/
cultural and world views, frame narratives and preferences of those actors or 
Living Entities (LEs) at those levels. Finally we discuss the speed, dynamics and 
influence of LEs as they move through past, present and expected futures. 
LE theory draws on a multidisciplinary set of sources, integrating them for 


